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Information Needed for Integration Efforts

CLOUD MATURITY THRESHOLDS/SPECS

TOLERANT READY

ORE is ready to integrate with desired solutions (i.e. RAM, SANDE, NAUTOBOT, etc...,
Ready to Integ rate with any CIoud Native App"cation * Where is the solution hosted? Who is the technical admin point of contact?
* What is the URL path?
* What secrets / tokens / cryptographic standards is desired to be used?
* What are the contents in the solution desired synchronization with ORE?
CLOUD CLOUD CLOUD
TOLERANT READY NATIVE
Bottom Line: Need "Info" to integrate ORE with RAM, SANDE and Nautobot.
Cloud Native Consumable API - NO
Accessible Databases/Datastore - TBD
Sharable Secrets / Tokens - TBD X
’ Known Role Mappings - TBD
I Desired Content Synchronization - TBD
: |
|
y Cloud Native Consumable API - ? Are there any
Accessible Databases/Datastore - TBD o e o
MATURITY ORE ™ 5 - = Sharable Secrets / Tokens - TBD ? f)ther appllcaflons De p I Oyed on N DP Trlto
CLOUD NATIVE Known Role Mappings - TBD . in SANDE besides
\ Desired Content Synchronization - TBD Ansible? Platform
e 3 D
Based on Upstream Opensource =
NAUTOBOT version of COTS:
c ive C YES =
NDP B Igl.!d Native Consumable API - . o
= - Privilege Access-TBD = | | O | o= em e e e o= e
TRITON (OTA) = = Jo = wm Sharable Secrets / Tokens - TBD L =
SPECS i Known Role Mappings - TBD s
Desired Content Synchronization - TBD ‘D
|

WHAT data elements are desired to integrate into the ORE?
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Cloud Maturity Threshold specifications

CLOUD MATURITY THRESHOLDS/SPECS

INTOLERANT

COMPUTE

NONSTANDARD HARDWARE,
HYPERVISORS

NONSTANDARD L1 AND L2
HARDWARE, SILOED CORE
SERVICES

NETWORKING

=

STORAGE

NONSTANDARD HARDWARE,
PROTOCOLS, DATABASES

APPLICATION

MNONSTANDARD SERVICES,
MANUAL OPERATIONS

TOLERANT

STANDARDIZE

= HARDWARE
= HYPERVISORS
s MODERN 05

STANDARDIZE

= L1 AND L2 HARDWARE
= ENTERPRISE CORE SERVICES

STANDARDIZE:

* STORAGE FABRIC

« RATIOMALLIZE DATA
(EPHEMERAL/PERSISTENT}

= OBIECT, FILE, BLOCK
STORAGE

= PERF RQTS FOR S5D,
PLATTER, ARCHIVE

STANDARDIZE SOFTWARE FOR

= EMNGINEERING,
= DEV, STAGING, CYBER, OP5
s GOVERNANCE

READY

ZERO TRUST DATA IN PROCESS
FULL AUTO IAAS

CONTAIMER

MICROSERVICES

APPLICATION ISOLATION
KERNEL COMPUTE FOLICY
SEMI AUTO IAAS

s ZERO TRUST DATA IN TRANSIT

s | 2-7 AS SOFTWARE

= SIDECAR SECURITY DATA
COLLECTION

= IPVE

API DRIVEN NETWORKS
PKI, TRAFFIC ANALYSIS
FLATTEN NETWORK
TENANT ISOLATION

API DRIVEN STRAGE
ROBUST STORAGE PAAS

ZERO TRUST DATA AT REST
MATIVE ENTERPRISE SCALABILITY

OVER ETHERNET EVENTUAL TO HIGH CONSISTENCY
FIBER FOR CUSTOM PARTITION TOLERANCE
METADATA TAGS STREAMING

API DRIVEN SOFTWARE
SERVICE MESH
EVENTUAL TO HIGH

ZEROQ TRUST CODE AT SOURCE
NATIVE ELASTICITY/SCALABILITY
EVENTUAL TO HIGH CONSISTENCY

CONSISTENCY
PARTITIOMN TOLERANCE ON DEMAND SELF SERVICE
DR/HA MEASURED SERVICE

STREAMING
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?twelve  — Reviewed Netbox (opensource version of Nautobot)

Team implemented the upstream opensource version of Nautobot COTS (Netbox), deployed on Triton
Platform (Cloud native infrastructure), leveraging stateless and ephemeral/persistent storage design

 What data elements from Nautobot are desired for extraction into the ORE?
 When can the Core Node provide the API endpoints and data functions for integration to the ORE?
* What services and elements (data) from SANDE are desired to be put into the ORE?

« When can SANDE team provide API Endpoints and data elements required for integration for SANDE
integration?

All Objects = n
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Netbox Implementation and Analysis

T All Objects n
ym s

O rga n izat i O n B Organization ; B Organization 03 Virtualization

Sites Clusters

Sites . X
Tenants Aggregates Virtual Machines

Regions
Site Groups Prefixes

Locations 2= Inventory S Circuits
IP Ranges

Racks Providers
Racks IP Addresses

Rack Roles Device Types Circuits
VLANs
Reservations
Elevations peces
& Connections
¥ Power
Tenants = Wireless Cables
Power Panels
Tenant Groups
Wireless LANs Console
Power Feeds

Contacts Wireless Links Interfaces

Contact Groups
Contact Roles Power Connections

Devices

Connections B Change Log

Username Full Name Action Type Object Request ID

admin [ Created JbIOIVERGEVI
(B 1PAM g admin m DCIM > device

T Wireless

admin
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Devices

Devices
Modules
Device Roles
Platforms

Virtual Chassis

Device Types
Module Types

Manufacturers

Interfaces

Front Ports

Rear Ports

Console Ports
Console Server Ports
Power Ports

Power Outlets
Module Bays

Device Bays
Inventory ltems

Inventory Item Roles

ﬁ‘ Connections

T Wireless

B Organization
Sites

Tenants

Z Inventory
Racks
Device Types

Devices

= Wireless
Wireless LANs

Wireless Links

ID Time Username

admin

admin

admin

All Objects = n

IPAM

VRFs

Aggregates

Prefixes

IP Ranges

IP Addresses

VLANs

¥ Power

Power Panels

Power Feeds

B Change Log
Type Object
DCIM > device

DCIM > device

CJ Virtualization

Clusters

Virtual Machines

$ Circuits

Providers

Circuits

& Connections

Cables

Console

Interfaces

Power Connections

Request ID

admin ¥
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Netbox Implementation and Analysis

Y All Objects - admin ~
ym i i
Ove rlay B Organization 2 Organization 3 Virtualization

. Sites Clusters
Devices

Tenants Aggregates Virtual Machines
Connections

Prefixes
T Wireless
Inventory S Circuits
IP Ranges

[B 1PAM

Racks Providers
IP Addresses

3& Overlay - Device Types Circuits

Devices

L2VPNs )
& Connections
Terminations ¥ Power

5 ro T Wireless Cables
(3 virtualization Power Panels

Wireless LANs Console
&S Circuits Power Feeds

Wireless Links Interfaces
¥ Power

Power Connections
= Other

B Change Log

Username Full Name Action Type Object Request ID

admin DCIM > device

admin DCIM > device

admin
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Netbox Implementation and Analysis

All Objects = 2 admin ¥

B2 Organization J Virtualization

Virtualization ‘ganization

+ VRFs Clusters
Devices

Aggregates Virtual Machines
Connections

Prefixes
Wireless
= Inventory S Circuits
IP Ranges

Racks Providers
IP Addresses

Overlay Device Types Circuits

VLANs

ualization Devices

& Connections
¥ Power

Virtual Machines

= Wireless Cables

Interfaces Power Panels

Wireless LANs Console
Power Feeds

Clusters
Wireless Links Interfaces
Cluster Types

Cluster Groups Power Connections

S Circuits

¥ Power B Change Log

i Username Full Name Action Type Object Request ID

admin m DCIM > device
admin EZEX) DpCM > device

admin

= Other
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Circuits

B Organization

o 5

om Devices
Connections

Wireless

6B

;& Overlay

I:_l Virtualization
S Circuits

Circuits

Circuit Types

Providers

Provider Networks

’ Power

B Organization
Sites

Tenants

Z Inventory
Racks
Device Types

Devices

= Wireless
Wireless LANs

Wireless Links

VRFs

Aggregates

Prefixes

IP Ranges

IP Addresses

Power Panels

Power Feeds

Netbox Implementation and Analysis

All Objects = n

0] Virtualization

Clusters

Virtual Machines

S Circuits

Providers

Circuits

¥ Connections

Cables

Console

Interfaces

Power Connections

B Change Log

Username Full Name Action Type Object Request ID

admin m DCIM > device
admin [ Created JVIOIVERGIAVI

admin
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Virtual
Machines

box Implementation and Analysis

o

B Organization

Create

: Devices
Connections

= Wireless

[ I1PAM

3& Overlay

] virtualization

Virtual Machines

Interfaces

Clusters
Cluster Types

Cluster Groups

S Circuits

’ Power

Other

Name *

Role

Status *

Tags

Cluster

Device

Tenant group

Tenant

Virtual Machine

Active

Site/Cluster

All Objects
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Service
Providers

1
ji<(3
B Organization
Devices

Connections

Wireless

Overlay
Virtualization
Circuits

Circuits

Circuit Types

Providers

Provider Networks

' Power

Netbox Implementation and Analysis

Create

Provider

BGP

Support Info

Account number

Portal URL

URL of the

NOC contact

number

Admin contact

All Objects
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Implementation and Analysis

i All Objects
sl
IP Address By Orsmimiton
IVI a n a ge m e nt @m Devices Results Filters

Connections

IP Addresses

Search

T Wireless
Tags

(3 1PAM
Attributes

Parent Prefix
IP Addresses

IP Ranges Address family

Status
Prefixes

Prefix & VLAN Roles

Mask length

Assigned to an interface
Aggregates

RIRs

Assigned VRF
VRFs

Route Targets Present in VRF

VLANSs Tenant

VLAN Groups Tenant group
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Netbox Implementation and Analysis

All Objects = n ‘ & admin ¥

1
o
R a C k D a ta E Organization

Create

|o

Sites

Regions Region

Site Groups
Site group
Locations
Site *

Racks

Location
Rack Roles

Reservations
Name *
Elevations

Status* | Active
Tenants

Tenant Groups Role

Tags
Contacts
Contact Groups

tact Rol
Contact Roles Inventory Control

o= <
== Devices

Facility ID

The unique
¥ Connections

Serial number

T Wireless

Asset tag

[ 1PAM

o identify this rack
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E

Rack Diagrams

—

AB

Netbox Implementation and Analysis

?
g
Results

B3 Organization

Sites
Regions
Site Groups

Locations

Racks
Rack Roles
Reservations

Elevations

Tenants

Tenant Groups

Contacts
Contact Groups

Contact Roles

o= Devi
= Devices

ﬁ‘ Connections
T Wireless

(B 1PAM

Filters

All Objects
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Netbox Implementation and Analysis

b4 All Objects
jis’
Ci rC u it m Organization
Data I m port Devices

CSV Data CSV File Upload
Connections

name, s lug

Circuit Type Bulk Import

Bulk Import

Wireless

Overlay
Virtualization

Circuits

Circuits

Circuit Types

Providers

CSV Field Options

Provider Networks

¥ Power Field Required Accessor Description

name Name of circuit type

= Other
slug URL-friendly unique shorthand

description Description
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