
{ 

    "system-security-plan": { 

        "uuid": "4313bd76-11ef-4a1d-90b9-80f19539490f", 

        "metadata": { 

            "title": "Orchestrated Repository for the Enterprise", 

            "published": "2023-01-20T16:03:04-05:00", 

            "last-modified": "2023-06-22T13:29:04-04:00", 

            "links": [ 

                { 

                    "href": 

"https://regscale.west.ncloud.e3lab.solutions/api/files/getfile/268bdd73-

d230-4f7d-aef4-1f1504237b9a", 

                    "media-type": "attachment", 

                    "text": "FEDRAMP-SSP-Export-1.docx" 

                } 

            ], 

            "revisions": [ 

                { 

                    "title": "Version 32", 

                    "version": "32", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-06-22T13:29:05-04:00", 

                    "remarks": "MD5 Hash: 

E6761FA17E0803E428174BABB05CDF7E" 

                }, 

                { 

                    "title": "Version 31", 

                    "version": "31", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-05-01T19:47:35-04:00", 

                    "remarks": "MD5 Hash: 

7E7B29DF24DD85B4D37FCD0B7F113CA7" 

                }, 

                { 

                    "title": "Version 30", 

                    "version": "30", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-05-01T19:20:21-04:00", 

                    "remarks": "MD5 Hash: 

350D42A6C0C5C82F981B9131BFFD78F0" 

                }, 

                { 

                    "title": "Version 29", 

                    "version": "29", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-05-01T19:19:54-04:00", 

                    "remarks": "MD5 Hash: 

9276C2660EA5F02E114421DDF27E55A1" 

                }, 

                { 

                    "title": "Version 28", 

                    "version": "28", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-04-21T12:43:19-04:00", 



                    "remarks": "MD5 Hash: 

FC9137B5C75DAE5928EF4EE1BE7E14F0" 

                }, 

                { 

                    "title": "Version 27", 

                    "version": "27", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-02-08T21:04:49-05:00", 

                    "remarks": "MD5 Hash: 

7E6E0C9098A9A9F7D3DC45058A6E31E4" 

                }, 

                { 

                    "title": "Version 26", 

                    "version": "26", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-02-08T21:04:49-05:00", 

                    "remarks": "MD5 Hash: 

C66FC062E702B12739849D2E618F6F37" 

                }, 

                { 

                    "title": "Version 25", 

                    "version": "25", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-02-08T20:42:10-05:00", 

                    "remarks": "MD5 Hash: 

66DF026BD0D79D9EA395C861BE9F00B5" 

                }, 

                { 

                    "title": "Version 24", 

                    "version": "24", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-02-07T15:46:21-05:00", 

                    "remarks": "MD5 Hash: 

B39114AE72A14E1D51DCAA8CAAD6B6AD" 

                }, 

                { 

                    "title": "Version 23", 

                    "version": "23", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-02-07T15:24:58-05:00", 

                    "remarks": "MD5 Hash: 

D125575C7AB88CEC25E26B4EAA9F4085" 

                }, 

                { 

                    "title": "Version 22", 

                    "version": "22", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-02-03T18:59:48-05:00", 

                    "remarks": "MD5 Hash: 

726587D9421C6A632A7A9566C072524F" 

                }, 

                { 

                    "title": "Version 21", 

                    "version": "21", 



                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-02-03T15:36:29-05:00", 

                    "remarks": "MD5 Hash: 

EBFDE746F252EC309933646B7A03564F" 

                }, 

                { 

                    "title": "Version 20", 

                    "version": "20", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-02-03T15:35:35-05:00", 

                    "remarks": "MD5 Hash: 

B30645C496548BF94EAC992AFB9D9555" 

                }, 

                { 

                    "title": "Version 19", 

                    "version": "19", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-02-03T15:35:21-05:00", 

                    "remarks": "MD5 Hash: 

539F8C854BC7030C6B1E907B65CB638D" 

                }, 

                { 

                    "title": "Version 18", 

                    "version": "18", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-02-03T15:34:26-05:00", 

                    "remarks": "MD5 Hash: 

7F23D6DC83F8C80CE64282D4A10BB451" 

                }, 

                { 

                    "title": "Version 17", 

                    "version": "17", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-02-03T15:32:59-05:00", 

                    "remarks": "MD5 Hash: 

91339002EAE8B32CDF669166ADDE9EE5" 

                }, 

                { 

                    "title": "Version 16", 

                    "version": "16", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-02-03T15:21:14-05:00", 

                    "remarks": "MD5 Hash: 

0BA3C7FAE1CB0DB4FBA4D10BC2FE32FB" 

                }, 

                { 

                    "title": "Version 15", 

                    "version": "15", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-02-03T15:20:19-05:00", 

                    "remarks": "MD5 Hash: 

CBAB4CF169BC3894D27A0969EFA3FC8C" 

                }, 

                { 



                    "title": "Version 14", 

                    "version": "14", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-02-03T15:19:42-05:00", 

                    "remarks": "MD5 Hash: 

F2AF72CB56B6F856C742E70F65604C7F" 

                }, 

                { 

                    "title": "Version 13", 

                    "version": "13", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-02-03T15:19:41-05:00", 

                    "remarks": "MD5 Hash: 

FC12FB381CEA2F3873392E4DE41FB639" 

                }, 

                { 

                    "title": "Version 12", 

                    "version": "12", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-01-27T17:08:50-05:00", 

                    "remarks": "MD5 Hash: 

9E68E4F48062C4B491E89C7BEC50E384" 

                }, 

                { 

                    "title": "Version 11", 

                    "version": "11", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-01-20T18:55:17-05:00", 

                    "remarks": "MD5 Hash: 

939AACBEA4572A5375E8F1B7FB3F1325" 

                }, 

                { 

                    "title": "Version 10", 

                    "version": "10", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-01-20T18:55:16-05:00", 

                    "remarks": "MD5 Hash: 

E2F9D0911D16CABA285945FB8438EFB2" 

                }, 

                { 

                    "title": "Version 9", 

                    "version": "9", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-01-20T18:53:54-05:00", 

                    "remarks": "MD5 Hash: 

91B5A617C2B1D793EB9783F8D29CCDEE" 

                }, 

                { 

                    "title": "Version 8", 

                    "version": "8", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-01-20T18:43:46-05:00", 

                    "remarks": "MD5 Hash: 

4A6CB11D1D66FE785E10857DA248FDF0" 



                }, 

                { 

                    "title": "Version 7", 

                    "version": "7", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-01-20T18:43:17-05:00", 

                    "remarks": "MD5 Hash: 

81D0868F6B5761E5F3A27AA5BDE41668" 

                }, 

                { 

                    "title": "Version 6", 

                    "version": "6", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-01-20T18:31:16-05:00", 

                    "remarks": "MD5 Hash: 

E8982AC2D68B2B38A30C196426683C3A" 

                }, 

                { 

                    "title": "Version 5", 

                    "version": "5", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-01-20T18:31:14-05:00", 

                    "remarks": "MD5 Hash: 

764EB7AB0B31C96A35745856CEBF1BD1" 

                }, 

                { 

                    "title": "Version 4", 

                    "version": "4", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-01-20T18:04:14-05:00", 

                    "remarks": "MD5 Hash: 

EE866DD3273AD7F0E49F7A7046CA5D6C" 

                }, 

                { 

                    "title": "Version 3", 

                    "version": "3", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-01-20T18:03:15-05:00", 

                    "remarks": "MD5 Hash: 

9765581EAEF3C7F5BD9F566402F48CE0" 

                }, 

                { 

                    "title": "Version 2", 

                    "version": "2", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-01-20T16:04:24-05:00", 

                    "remarks": "MD5 Hash: 

74E914B493A6063807F47EC389EC0E1E" 

                }, 

                { 

                    "title": "Version 1", 

                    "version": "1", 

                    "oscal-version": "1.0.4", 

                    "last-modified": "2023-01-20T16:03:04-05:00", 



                    "remarks": "MD5 Hash: 

BD3ED0711353B81C8E5790E53DF6C564" 

                } 

            ], 

            "version": "fedramp1.1.0-oscal1.0.0", 

            "oscal-version": "1.0.4" 

        }, 

        "import-profile": { 

            "href": 

"https://regscale.west.ncloud.e3lab.solutions/profiles/form/1" 

        }, 

        "system-characteristics": { 

            "system-ids": [ 

                { 

                    "id": "1", 

                    "identifier-type": 

"https://regscale.west.ncloud.e3lab.solutions/securityplans/form/1" 

                }, 

                { 

                    "id": "4313bd76-11ef-4a1d-90b9-80f19539490f", 

                    "identifier-type": "Regscale UUID" 

                }, 

                { 

                    "identifier-type": "https://fedramp.gov" 

                }, 

                { 

                    "id": "ORE" 

                } 

            ], 

            "props": [ 

                { 

                    "name": "authenticator-level", 

                    "value": "0", 

                    "ns": "https://fedramp.gov/ns/oscal", 

                    "class": "security-eauth" 

                }, 

                { 

                    "name": "identity-assurance-level", 

                    "value": "0" 

                }, 

                { 

                    "name": "authenticator-assurance-level", 

                    "value": "0" 

                }, 

                { 

                    "name": "federation-assurance-level", 

                    "value": "0" 

                }, 

                { 

                    "name": "id", 

                    "value": "1" 

                }, 

                { 

                    "name": "isPublic", 



                    "value": "true" 

                }, 

                { 

                    "name": "uuid", 

                    "value": "4313bd76-11ef-4a1d-90b9-80f19539490f" 

                }, 

                { 

                    "name": "systemName", 

                    "value": "Orchestrated Repository for the Enterprise" 

                }, 

                { 

                    "name": "planInformationSystemSecurityOfficer", 

                    "value": "[object Object]" 

                }, 

                { 

                    "name": "planInformationSystemSecurityOfficerId", 

                    "value": "1c533668-6a32-4394-9f66-c4269a0ae141" 

                }, 

                { 

                    "name": "planAuthorizingOfficial", 

                    "value": "[object Object]" 

                }, 

                { 

                    "name": "planAuthorizingOfficialId", 

                    "value": "39907347-568d-44a5-aa10-0419a752bfc2" 

                }, 

                { 

                    "name": "systemOwner", 

                    "value": "[object Object]" 

                }, 

                { 

                    "name": "systemOwnerId", 

                    "value": "e4367c6c-9a1d-4d9e-9d19-6dffbf148d81" 

                }, 

                { 

                    "name": "otherIdentifier", 

                    "value": "ORE" 

                }, 

                { 

                    "name": "confidentiality", 

                    "value": "Moderate" 

                }, 

                { 

                    "name": "integrity", 

                    "value": "Moderate" 

                }, 

                { 

                    "name": "availability", 

                    "value": "Moderate" 

                }, 

                { 

                    "name": "status", 

                    "value": "Under Development" 

                }, 



                { 

                    "name": "authenticationLevel", 

                    "value": "0" 

                }, 

                { 

                    "name": "identityAssuranceLevel", 

                    "value": "0" 

                }, 

                { 

                    "name": "authenticatorAssuranceLevel", 

                    "value": "0" 

                }, 

                { 

                    "name": "federationAssuranceLevel", 

                    "value": "0" 

                }, 

                { 

                    "name": "description", 

                    "value": "<p><span style=\"font-family:'Times New 

Roman';font-size:12pt;background-color:#ffffff;color:#000000;mso-style-

textfill-fill-color:#000000\" 

class=\"docData;DOCY;v5;1966;BQiAAgAAEYQCAAAGiAIAAAMVBwAABSMHAAAAAAAAAAAA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAiQQAAACEBAAAARgAAAABBgAAAAAJBgAAAAAaBgAAAAAbBgAAAAACYgQA

AAX6AAAAAQUAAAALA////wjrAAAAAOYAAABzAHQAcgBhAHQAZQBnAGkAYwAgAHAAbABhAHQAZ

gBvAHIAbQAgAGQAZQBzAGkAZwBuAGUAZAAgAHQAbwAgAHAAcgBvAHYAaQBkAGUAIABnAG8Adg

BlAHIAbgBhAG4AYwBlACwAIAByAGkAcwBrACAAYQBuAGQAIABjAG8AbQBwAGwAaQBhAG4AYwB

lACAAdABoAHIAbwB1AGcAaAAgAGEAbgAgAG8AcgBjAGgAZQBzAHQAcgBhAHQAZQBkACAAcgBl

AHAAbwBzAGkAdABvAHIAeQAgAGUAYwBvAHMAeQBzAHQAZQBtAAUzAAAAAQAAAAAIKQAAAAAkA

AAALgAgAFQAaABlACAATQBPAEUAIABwAHIAbwB2AGkAZABlAHMABRQAAAABAwAAACsBBwgHAA

AAAAIAAAAgAAUeAAAAAQMAAAArAQcIEQAAAAAMAAAAaABpAGcAaABsAHkABUYAAAABAwAAACs

BBwg5AAAAADQAAAAgAHMAZQBjAHUAcgBlACAAYwBvAG4AdABlAG4AdAAgAG0AYQBuAGEAZwBl

AG0AZQBuAHQABToAAAABAwAAACsBBwgtAAAAACgAAAAsACAAYQByAGMAaABpAHYAYQBsACAAc

ABsAGEAdABmAG8AcgBtACwABYwBAAABAwAAACsBBwh/AQAAAHoBAAAgAGEAbgBkACAAZABhAH

QAYQAgAG8AcgBjAGgAZQBzAHQAcgBhAHQAaQBvAG4AIABzAHkAcwB0AGUAbQAgAGcAYQB0AGU

AdwBhAHkAIAB0AG8AIAB0AGgAZQAgAG0AbwBkAGUAcgBuACAAZABhAHQAYQAgAHIAZQBwAG8A

cwBpAHQAbwByAHkAIABlAGMAbwBzAHkAcwB0AGUAbQAuACAAVABoAGUAIAB6AGUAcgBvACAAd

AByAHUAcwB0ACAAZABlAHMAaQBnAG4AIABlAG4AcwB1AHIAZQBzACAAYgBvAHQAaAAgAHQAaA

BlACAAaQBuAHMAaQBkAGUAcgAgAGEAbgBkACAAZQB4AHQAZQByAG4AYQBsACAAdABoAHIAZQB

hAHQAcwAgAGMAYQBuAG4AbwB0ACAAdgBpAGUAdwAsACAAbQBhAG4AaQBwAHUAbABhAHQAZQAs

ACAAbwByACAAZABvAHcAbgBsAG8AYQBkACAAYQBuAHkAIAAFjAAAAAEDAAAAKwEHCH8AAAAAe

gAAAHUAbgBhAHUAdABoAG8AcgBpAHoAZQBkACAAZABhAHQAYQA6ACAAYQAgAHQAcgB1AGUAIA

AcIGkAbgBzAGkAZABlAHIAIAB0AGgAcgBlAGEAdAAdICAAcAByAGUAdgBlAG4AdABpAG8AbgA

gAHMAeQBzAHQAZQBtAC4ABREAAAABAAAAAAgHAAAAAAIAAAAuAAUKAAAAAQAAAAAIAAAAAAUK



AAAAAQAAAAAIAAAAAAUKAAAACAUAAAANAAAAAAoAAAAAAAAAABEAAAAAhwAAAAAtAAAAAQYAA

AAACQYbAAAAJwQDAQAACwEBHAEAKAQAAAAAHQEAKQSgAAAAGwYAAAAAAUsAAAAoAQcpAQcqAQ

YrAQUTAQEIBBYAAAAWBBYAAAAZBgoAAABlAG4ALQBVAFMAGgYKAAAAYQByAC0AUwBBABsGCgA

AAHoAaAAtAFQAVwACAAAAAA==\">Naval Digital Platform Orchestrated 

Repository for the Enterprise (NDP ORE) is a strategic platform designed 

to provide governance, risk and compliance through an orchestrated 

repository ecosystem</span><span style=\"font-family:'Times New 

Roman';font-size:12pt;color:#000000;mso-style-textfill-fill-

color:#000000\">. The NDP ORE provides&nbsp;highly secure content 

management, archival platform, and data orchestration system gateway to 

the modern data repository ecosystem. The zero trust design ensures both 

the insider and external threats cannot view, manipulate, or download any 

unauthorized data: a true â€œinsider threatâ€� prevention 

system.</span></p>" 

                }, 

                { 

                    "name": "dateSubmitted", 

                    "value": "2023-02-18T18:00:00" 

                }, 

                { 

                    "name": "approvalDate", 

                    "value": "2023-06-03T00:00:00" 

                }, 

                { 

                    "name": "expirationDate", 

                    "value": "2024-08-03T00:00:00" 

                }, 

                { 

                    "name": "systemType", 

                    "value": "Major Application" 

                }, 

                { 

                    "name": "environment", 

                    "value": "<p>The NDP ORE system will be located both 

physically and logically within the NDP Core Nodes. The ORE is composed 

of 5 virtual machines. Two for the ORE application, two for the database, 

and one for block and NFS storage. The ORE application is stateless and 

can run on any number of hosts. It stores documents on any network 

storage capable of being made available to the filesystem, such as NFS, 

SMB, iSCSI, etc. The NDP ORE stores videos on S3 compatible block 

storage. The NDP ORE persists document and video metadata, policies, 

configurations in the MySQL database. NDP ORE is a cloud native system 

and the application is packaged as Docker containers and is running on a 

container runtime that can support Docker images. The ORE will also 

leverage the NDP security and firewall features to provide improved 

access and application protections.</p>" 

                }, 

                { 

                    "name": "lawsAndRegulations", 

                    "value": "<p><span style=\"mso-ansi-

language:#0400;\nmso-fareast-language:#0400;mso-bidi-

language:#0400\">Federal Information Security Management Act of 2002 

(FISMA), 44 USC 3541 et seq., enacted as Title III of the E-Government 

Act of 2002, Pub L 107-347, 116 Stat 2899</span></p><p><span style=\"mso-



ansi-language:#0400;\nmso-fareast-language:#0400;mso-bidi-

language:#0400\">Office of Management and Budget (OMB) Circular A-130, 

</span><i><span style=\"mso-ansi-language:#0400;\nmso-fareast-

language:#0400;mso-bidi-language:#0400\">\"Management of Federal 

Information Resources,\"</span></i><span style=\"mso-ansi-

language:#0400;\nmso-fareast-language:#0400;mso-bidi-language:#0400\"> 

revised, November 30, 2000</span></p><p><span style=\"mso-ansi-

language:#0400;\nmso-fareast-language:#0400;mso-bidi-

language:#0400\">National Institute of Standards and Technology (NIST) 

Federal Information Processing Standard FIPS 200, </span><i><span 

style=\"mso-ansi-language:#0400;\nmso-fareast-language:#0400;mso-bidi-

language:#0400\">\"Minimum Security Requirements for Federal Information 

and Information Systems,\"</span></i><span style=\"mso-ansi-

language:#0400;\nmso-fareast-language:#0400;mso-bidi-language:#0400\"> 

March 2006</span></p><p><span style=\"mso-ansi-language:#0400;\nmso-

fareast-language:#0400;mso-bidi-language:#0400\">NIST SP 800-53, Rev 4, 

</span><i><span style=\"mso-ansi-language:#0400;\nmso-fareast-

language:#0400;mso-bidi-language:#0400\">\"Recommended Security Controls 

for Federal Information Systems and Organizations,\"</span></i><span 

style=\"mso-ansi-language:#0400;\nmso-fareast-language:#0400;mso-bidi-

language:#0400\"> August 2009, with updated errata May 01, 

2010</span></p><p><span style=\"font-family:'Calibri';font-

size:11pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

FedRAMP Laws and Regulations can be found on this web page: </span><a 

href=\"www.fedramp.gov\" title=\"\"><span style=\"font-

family:'Calibri';font-size:11pt;color:#000000;mso-style-textfill-fill-

color:#000000\">www.fedramp.gov</span></a><span style=\"font-

family:'Calibri';font-size:11pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> </span><a href=\"www.fedramp.gov\" target=\"_blank\" 

title=\"\"><span style=\"font-family:'Calibri';font-

size:11pt;color:#000000;mso-style-textfill-fill-color:#000000\">FedRAMP 

Laws and Regulations Template</span></a></p><p><span style=\"font-

family:'Times New Roman';font-size:12pt;background-

color:#ffffff;color:#000000;mso-style-textfill-fill-color:#000000\" 

class=\"docData;DOCY;v5;1966;BQiAAgAAEYQCAAAGiAIAAAMVBwAABSMHAAAAAAAAAAAA
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AAAAAAAAAAAAAAAAAiQQAAACEBAAAARgAAAABBgAAAAAJBgAAAAAaBgAAAAAbBgAAAAACYgQA

AAX6AAAAAQUAAAALA////wjrAAAAAOYAAABzAHQAcgBhAHQAZQBnAGkAYwAgAHAAbABhAHQAZ

gBvAHIAbQAgAGQAZQBzAGkAZwBuAGUAZAAgAHQAbwAgAHAAcgBvAHYAaQBkAGUAIABnAG8Adg

BlAHIAbgBhAG4AYwBlACwAIAByAGkAcwBrACAAYQBuAGQAIABjAG8AbQBwAGwAaQBhAG4AYwB

lACAAdABoAHIAbwB1AGcAaAAgAGEAbgAgAG8AcgBjAGgAZQBzAHQAcgBhAHQAZQBkACAAcgBl

AHAAbwBzAGkAdABvAHIAeQAgAGUAYwBvAHMAeQBzAHQAZQBtAAUzAAAAAQAAAAAIKQAAAAAkA

AAALgAgAFQAaABlACAATQBPAEUAIABwAHIAbwB2AGkAZABlAHMABRQAAAABAwAAACsBBwgHAA

AAAAIAAAAgAAUeAAAAAQMAAAArAQcIEQAAAAAMAAAAaABpAGcAaABsAHkABUYAAAABAwAAACs



BBwg5AAAAADQAAAAgAHMAZQBjAHUAcgBlACAAYwBvAG4AdABlAG4AdAAgAG0AYQBuAGEAZwBl

AG0AZQBuAHQABToAAAABAwAAACsBBwgtAAAAACgAAAAsACAAYQByAGMAaABpAHYAYQBsACAAc

ABsAGEAdABmAG8AcgBtACwABYwBAAABAwAAACsBBwh/AQAAAHoBAAAgAGEAbgBkACAAZABhAH

QAYQAgAG8AcgBjAGgAZQBzAHQAcgBhAHQAaQBvAG4AIABzAHkAcwB0AGUAbQAgAGcAYQB0AGU

AdwBhAHkAIAB0AG8AIAB0AGgAZQAgAG0AbwBkAGUAcgBuACAAZABhAHQAYQAgAHIAZQBwAG8A

cwBpAHQAbwByAHkAIABlAGMAbwBzAHkAcwB0AGUAbQAuACAAVABoAGUAIAB6AGUAcgBvACAAd

AByAHUAcwB0ACAAZABlAHMAaQBnAG4AIABlAG4AcwB1AHIAZQBzACAAYgBvAHQAaAAgAHQAaA

BlACAAaQBuAHMAaQBkAGUAcgAgAGEAbgBkACAAZQB4AHQAZQByAG4AYQBsACAAdABoAHIAZQB

hAHQAcwAgAGMAYQBuAG4AbwB0ACAAdgBpAGUAdwAsACAAbQBhAG4AaQBwAHUAbABhAHQAZQAs

ACAAbwByACAAZABvAHcAbgBsAG8AYQBkACAAYQBuAHkAIAAFjAAAAAEDAAAAKwEHCH8AAAAAe

gAAAHUAbgBhAHUAdABoAG8AcgBpAHoAZQBkACAAZABhAHQAYQA6ACAAYQAgAHQAcgB1AGUAIA
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196iR+q05ai0pz2Em2VfoSr8UbqFgjir8+GkuBER/g/816sldQcPeEJ+80fMDlgLrUqHedI6s

rUa/XBfb+7EXRyncIMXgjv/MIr1EDCB09DMW3M8l/chQHI9tR4NhY7ikb8U7THDyaPhdZo0Y8

nX2eIr+35frK+9QcXIoTwx9SbVYJLi08R65cOsI9G+MVtBLL+2Nw2jGSiJpj/xOVGysvJm/fN

igCDhPuXh71xfOoSnoTctWZqr825sqHw7DUKs396TcpNqES17QtaFZ4G3v869OixlX2/PYIL9

cr3Dwdi5OHmkJNc3F/X3bKtbjP5SsfWkWlIvQiu9/rha76dzT75T0cFSl4zm+n81m4LQgIAs8

JCFEpZoI9ExCi0k5Hb/jGy1Qq6kkud9tWtQKeRHLqRhCT25dJNOK0FpUWswFDpA6FizMKhQVj

TCxoHCA2BpNFhkymRKmxYNCaUWrkmAwKlGoTRp0CpYMZY5Qe1BpUjipMUl0HJ+TGWIwWFTKjF

rPRAgoFCoUZk0mGzAxyJzXmGC1yBw1mvQWlswqz1J9JjtLJEYxaUDmAQYtF6YBSKQezHn2EFo

tETC5H4eSI3KTFEGtG7uiIUi3HHBuN0Qgyswy5oxKTRYlKbsRoVqJSWzBExmKRGlCpkFsMmGU

K5BY5cpUZs0mN0lEFsXfZ/94gHH9cSLUq7nEeNEp00ISBICAIZAoCQlRmimHMskEIUWmnQ99o

9t8Ma1oaterlU9PxB/MsUsuWU3eY3618ohEnR1RGBzwmJjAYi9mUaPvC4GUCFkIPLuaGfz5K9

2iIs1qsUor5IQhkFgKaHO64FsyHXGHb57RYqcwsI5914xCi0k7HvvrM40xqk7hAfBFeZIyOmX

uvsqNP1UQjToqo1IY+4/hX4wk4/DcmrR6er+uJIggIAoJAlicgV6lwLZCP6pO/JVeFxJ8SCVG

Z5aeM3QMQotIOhzBCZ6TT0rN8817iic9fDq/z4uM8HFkv0YhtEZXGWC13Nu7m+NcT0EdEWttU

eWRDlTPx0+WJOiAMBAFBQBCwcwJmvR7tnUBrFNIWm1JffES5rz5F5eyUYGTi8bedD3wWd1+IS

jucAE+i9Yzddo32NYslyfvUFJXXFq/l2NDxmHV6HEvk593vv8LzndIoHR2S5JMwFgQEAUEgMx

KwmM2E+t/i5NTfCd31N8hklOjZkaqTvkHpoIk3ZCEqM+NsyDoxCVFph2MdFKnjx53+tK1h220

6L0L8fcdFJn9QBu9sCQu/xFYqA4+eZlebXph0enLVq0LdmRPIls/bDkkKlwUBQUAQSFsCRr2e

4z9Mxf+3ZWC2UHPq9xTv3l6IyrTFLlp/SwSEqHxL4FPSrX9INKtOPaLuO/mT1MyivZcZ37ZUi

kSl9mkYu97/lCdnL5G9elmar5yDo7t45J2kgRDGgoAgkKUIGLRa9g4cTsCKXSidnWh3ZANuhQ

vEyUCsVGapqZHpghWi0g6H9FZINGvOBFCjjE+SvF996Dr9GxSmRG6XBOs9efIEV1dXNJo3H9H

c23GAfV0HoMjmTL1lU8hfM+nXFibJaWEsCAgCgkAmIKCLjmZtxWZoA0Lw69WJar98G+ep8ODg

YPLkyZMJIhYhZEUCQlTa4aifvf+Mv249o2IxzyR5f/jCA5qVzkUFn+SvLP7ZdQB3t+zFq009G

s+dkuDeoCQ5J4wFAUFAEMjkBM5OmcvZ76aQrZgvzbcvwSmPRyaPWISX1QgIUWmHI37qXhinH0

ZTqmDSPpCOXnxAIz8PKhVwT1bUhqholheqgUmno/a6GRRr3CBZ7YhKgoAgIAhkRQKPr/mzp3V

v9E/DafXnCjzKlcqKGETMmZiAEJV2OLin74VxKhmi8vr9p+TPpqJJydzJivr+rr/Y88Hn1rof

BZ9F7eiYrHZEJUFAEBAEsiIB6RH4lnodCb92iyo/DKNM3x5ZEYOIORMTEKLSDgd329XHBMZC8

Ty23fv9IsQ7Ac/I7SijWemE9+uEhITg4OBg3Vf5cjk7aSZnJ84gR9OqtFuzyA7JCZcFAUFAEH

i7BHb1GcLD5Tso0qkVdef++IYz9+7do0CBuA/xpIXn0dHRREREYLFYiIqKwmw2p0U3os0MREC

pVOLi4mIdcw8PD1QqVap5J0RlqqFMv4YkUflEL8fXI+EDN697dDsgjJwaGS3LJrwXc/bs2RQq

VIgmTZq80sTxYRO5PGsZRb7sRt1xI9IvYNGTICAICAKZhMDfcxZwcegv5KpUltb7V78RVc+eP

Vm0KO1/tB88eJDTp08jiVg/Pz+ruJAOZyqScKVkJhmSLBeGXq/HYDAgHQrbt28fLVq0oF69eh

QpUiTFLISoTDHC9G9g06Vgws0KCuVMmqiM0hm5E/SUvtUT/hUcX57KF6LS75tPqTFiUPoHHke

PUoJh9LFgMj5/VaVGphaP5TPE4AgnBAFB4A0CN/Yf5K82X1j3U7Y5tO6N19MypVBMTAzXr19n

6dKluLm58eGHH1KiRAkxSlmcwOHDh5kzZw7FihWjY8eO1pVy6WllcooQlcmh9pbrLD35ECcXZ

3JnS5p4ymyi0vTwGsbTqzGH3QejdO84yDROyPK+g7JcSxS5kpZy6S0Pq+heEBAEsgCBtyUq/f

39mTZtGnXr1qV27doibVEWmGtJCdFkMnH//n0OHDjA7du3GTp0KNmyZUtKE8+/g6VikR6si2I

3BCRR6eLqjIdb0kRltM7IrcCn9Kth3yuVFm00hr8WYTyzNP4xUziibj4aRYlayJRquxlb4agg



IAhkbgLpLSqlx5yHDh1i+fLlTJw4kbx582ZuwCK6FBM4fvy4dQvG4MGDrauXcrnc5jaFqLQZV

cYxnH/sHjnc3ZIsKrUGE9fvPaZ/nUIJBpORH39bTEb0O6dhurQBzIZEB0XVcCiqdzskaicMBA

FBQBBIDwLpLSpXr17N5cuX+fLLL8mZM2d6hJih+jDFPGHqL9tpNqgrJV0VGLVPWDx5BV4fdKf

Z4RrlAAAgAElEQVRZ0WzIMpS3GceZO3fuMHnyZLp3707lypVtdkyISptRZRzDCXtvUr5Qblwc

k7YCpzOY8L//mL617VNUSgvqxtNbMOydYPtgKJxw+GId0ieHJfQRMlcPZE7ZkTk4296GsBQEB

AFBIJUIpJeolD4vpRWnP/74g59//hknJ6dUisC+mjE8u0vLJpMYum0GdVyesmnCUHY5dmDuyJ

bIzAbCnz7mWbQZlxweZHeEwEeR5PbJhUYhQx8dQbTMCXcnpX0FnUreSo/DpdXt77//Hk9P2y5

bEaIyleCnZzM/7b1J6eSKynuP6WunK5WWmAi0K/pheXwtSbhlOYthiXoMumeg0CDzKIK6Xn8U

vhWS1I4wFgQEAUEgpQTSS1TeuHHDevhi+PDhWXKF8sU4vRCVg9d+x8UfhnHCqTkzxr1PHkcLV

7bP5+f9z6jql5OQq2cp1Kw1GzsMp/vJQ7Qo5sa+GVN5UKcbPctkvRXeF/yuXLliPdglzSNb9l

gKUZnST4i3UH/ynpv4+SZ9pdJgNHHiWgAjmxRN0OuM+vjbHHwT7aIeYH5+KCclReZZGofO08W

KZUogirqCgCCQZALpJSonTZpkPckrpYfLyuW5qBzJOw1ULN0KW/6aSyV3NWbtE4Z/Pom640dQ

3VVO2JGpfL87P4MKb2VK5OfMH1mLn6XHv/2G4+2YNVcqX8yblStX4ujoiJSZILEiRGVihDLg6

8M3XaVeWR8cNEmb6EaTmZPXAvimccK5qDKqqDReOYh+09epMyIyBZpuC1DkK5k67YlWBAFBQB

CwgUB6iMrz58+zefNmRo4ciZToOiuX56KyHaoqveiRz59fDriw5I/RFFA8pGfHvng3boq39Ry

KnPxl6tG2fAgfDdrHrxNqM2tmIMPGd7c+Cs/KJTQ01Lond+bMmdZUVAkVISrtcKYMXHeZFpUK

olYpkuS9JCrPXgvgKzsTldbkBAYd+gMLMJ1ZkqSY/zOWSZ8a0sZK0///K3d5FCXqoSzXGJlzd

mRWG1EEAUFAEEg7AmktKqUbcfr06WNNCVO4cOG0C8ROWn55T2WDXDp2juvBaoeezOtXlTE9hl

Fw9K98XNIFky4WAyqcHCyM69yNC7ogin+8gHHNi4jDPMCWLVsICAjg88+fX9UcXxGi0k7eGC+

7OWjdZZonU1SeuPyQEc2KJRj1woULrY9MpAz7L5e3lfzcdPsM+r2/Ynl64/+CME8pFL6VMV7c

CbHPUJRtiSXiCXIPH2RqBywmA+Z7FzE/OoPcuyKK0s2QKTUY/fdjvnnoFXGJsyeqGh+jLPeeS

D9kh+8H4bIgYE8EEhOVgwYNYsqUKckOSTq1++uvvyI9cRK348CrolKJNuQCvbuOpeo3P1LfdI

jRy/+msI87er2MivV70LVJMc4sHkatQTf589oKqufRJHssMlNF6TrPr7/+OtFDX0JU2uGoD15

3mfeSISrNZgt7zt1nYqviyYr6bYhKc/gTtDPfe8Nfed5KaLpNQ79hOKbAyzj0WoFhz2zUTb7A

9OA6MrccKLyKEruwL44fz8R4+zwWXSwK76JoF3WD6KevtinXoH7/F5RFqySLjagkCAgCgoAtB

BITlba0kZDN9u3bcXZ2tiY5FyV5BJ6eW0m1Ndm58EMzknevTPL6zei1FixYQOPGjfHxif9iES

EqM/ooxuFfw/lnGNW0pJS5PknePxeV95jYKnnXcqW3qLQY9Oi3TcR0dUeccToO2IP+yELMjy7

h0HkasTNb4vjFJnRbJ4M5GofOv6L/ezPqKq3RLhuA+cEJNN2Xo1s3EKKfvNmmxh2H3suRZ8uV

JK7CWBAQBAQBWwmktaiUVjnbtm1LwYIFbXVJ2P1HwMzTc+uZuOAizYZ9TUOfpF2FnNlB7t69m

xw5ciSYt1KISjucBY0WnLWKyqQWSVTuPXefCXayUml+8hDd6gFYwh/GGaq67TRrAnRzWCByr+

LoNwy0ikrDmV3I8/qiLPouhqOrUNXoROzcHlieXEkUmbLuUNTVRbL0REEJA0FAEEgWgbQWlb/

//judOnWyfvmLIgikJoHTp08TFBREixYt4m1WiMrUJJ5ObaVEVG4+dZcp7fyS5Wl6r1Qa711E

t3YQMn1EnP4q/FqjqtYZiz4W0+1jGE8vt4pKc1gQltC7mG6fApkFTevR/4lKRclmmG4cBENsn

G3KfWvi0OnXZPERlQQBQUAQSIxAWovKuXPn0qVLF+sjcFEEgdQkcOvWLaTMAu+//74QlakJ9m

23lVxRKZ2innfsNss/KJVgCNeuXSN//vxv3MCQ3qJS638C/bohKIn7OkaZax4cPlkFShX6DSM

x3T/1/PH39imYb+0Gixm5bx0cOv2MduVQzHf+wnHoEbRz2mOJCIqTgdGrPG495rztIRb9CwKC

QCYlkJiolJJNlyyZ9CdRL3CtWLGC1q1bC1GZSefP2wxLiMq3ST+N+j77KIKVpwJoWTl5+2XmH

r2VqKhM7zyVUVFRGAxvCseYu5fQ7ByNE9Fx03TIjsNHC5E5Z0O7rA+WiAf/7ak03979vI6DOw

49lmB59hCLXofMJSe61f1AF/fq5z336nh2+i6NRk80KwgIAvZAQDo1nVg+vuTGkZiolBJMb9q

0KbnNI0RlstGJiokQEKIyE04RSVSuPxtIkwoFkhVdRhCVd+/e5ciRI+zYsYNjx45hMpmw5qJ8

reRxlDOhjhu1feO5s1amRO5bH5nGGdPVLSCTofBrg/ne31iiHvy/NaccKMt3BaUa07nVVvEZV

wmJNDL8z6ccCvx/LstkQRaVBAFBwK4JSIcgJWFZq1Ytateubf27RInkHXB8HYQQlXY9NVLV+d

NBF3FRO1Eih33kExWiMlWHP2M0llJRuej4baa3KoaLOv5bFlJ7pdJoNCLdQ7tnzx4ePXqEJCq

lxzPly5fH3d3d+pg9vjtFr+7bSsy2cRR2N6NWpk1ycrPFQlCkhWCfZlT9bDQKpSpjDLbwQhAQ

BN4KgdjYWMLDw3n69ClS3sedO3daf/hKJ6qllCrS42m1Wp0s34SoTBa2Vys93sWkny0M+qkZQ

UfWsDm6CMUermfJ2p2cNRSiWn5XzNpwDt2NpE7FcvTu3YDZrSZiaVAYtTYnHw7tScSqBewODM

FSoDSffdaXd/O7AhYM4df5dPhivvl5LEWVUeye0J2dxcfza0sZE4fN4h+dio5Dx9LBL3uKk6J

vuLGHXlfn0zVvTTrnr0tFDz/Uioz7/SNEZSrM3YzWhFVUngmkScXkrVQeuhxA/eI5qF4ge7yh

paaolB5t//DDD0iTsX///pQpU8YqIm29OsxsMnHzyC6uLBuLr6uW/O6qVBWXAeEGrgVpca3Yl

qq9RqBxFikkMtqcF/4IAm+bgHRLjSQ0/f39mTdvHlIi6N9++y3eH8MJ+ZsZReXtZ3E//UmIQx

7nnDir4nkKldiAvyEqSzKgaUlC9k3g28gPmd2mCPqQq3RZfZNV/VqiDD3OkI/8GbWlG6F7f2N

PsDf3Zx2jw6bxlHTSolPEsKb9Yur+0Yt9vYeyw7sMP/8wGO3uZWw8c4TokgOZ+EERIqONPFr3

FasLjGZsI59UEZXvX5lljdZNrqFN9hKMe+dT8rt5JUbgrbwuROVbwZ62na67GIR/QDQ1S3snq

6NjVwOpUTg7tQq5p6molD6Epcfb69ato2nTptYUFykpj+/4c/vwdkJvX8Kgi/vkdlLblysUZM



tbEJ93m5C/fFUUWfyO3KTyE/aCQFYkIG3X2bdvn/VmkR49etCxY0ebfyRLvDKbqPzp7AKGPdi

WblPhS98WTM3jTaf6k1FX8iY2OAy/3uMZ+36pBEVll3e+tq5UZs9WlaFjeuARdYN927ayL9yV

Ti0/pIafO2eWTmTAIRnehtvU6dIC/wVrKFRCzl80Z8m3ndDfPcKY3/ZA2dLcKnIuxTEH6cI4p

381Z3IuhSM9vOvS2ac2ZXIUQyFPmyd0yXFeiMrkUMvgdeaffIDRIKNkQY9keZpeonLRokUcPH

iQSZMmkSdPHuSp8MaQHj8ZYmMwGY3Jiv31SjK5DLWjE3JF/FsBUqUj0YggIAhkOgJPnjxh4sS

JeHh4MGDAAFxcbHvKkdlE5a3wB2y6f9g6vsGxT3msDU3TsW7sXYXOrrz2+NvWlcruZJdb0N7+

k26zHjN9bEc4M52NwY35ol1JngXc427IM/5Ys5EGH3WjkDaKqOsrmR3cgEk1H/H73SqMaPCUd

l1Ws6XXQ5An7QISW8GUULjwW9kvqO9TFYVMiEpbuQm7ZBBYdPIBupSIyisB1CjinmYrldIp7q

VLl7J161akO8RFAt5kDLKoIggIAnZBQNovPm3aNCSBOX78eJvu2s5sovKtDNSzs6zfBK26VyD

s6lFOan1oUcGHiAtr+SO2Fp9XyYsx/AFTjgYx5L3KKKKus2hqAB+MrIezpAMt0ZzfvJTpi3cT

XfFDpgysw8nR26kwsSc+jnK27txLxfr18NIoMd3Zzor7pehcKxvLJ37HxhvejPihL5W9XGx6/

B2pjyZCFxUnpp33DvHJrRXW1xyQU8rFh15eNelepDlOKse3gjahTsVKZYYbkpQ7tOLvB0QYU7

BSmcaicvXq1UhZ96Vf8CpVxt1wnPKREC0IAoKAIACSsJSezEiHEL/99ttEH4ULUSlmzQsC0kE

daU9lKaUr40v3onaecrhr3JJ8BXN6ERWiMr1Ip2M/KRWVtwLCCIyMYUT9+FMYJOegjvRo+uTJ

k9bHQNu3b7c+EhJFEBAEBIGsQEA6uPPZZ5/RoUMHa2aLhIoQlVlhRtgW4/77x7kSeZ9PSrRFo

0heNgHbekodKyEqU4djhmpl3I7r+OTKhq9X/Ke3E1y+TiNR+ezZMwYPHsyoUaMoVKhQhmImnB

EEBAFBIK0JSJkuBg0axIwZM9BoNPF2J0RlWo+E/bRvMBlRyBXIZWmzNzO1SQhRmdpEM0B7wzZ

epkqxvHhkT14qBmml8nFEDMMaxL9SuWrVKgoXLkzlypVfiTihaxqlfZRSTjfpQ1UUQUAQEASy

IgHps/Off/5JcH9lYqJy2LBh/Pjjj8nGJ27USTY6UTERAkJUZsIpkhqiMjIihgEJiEppj1Bce

STjE5VSkuDmzZtb0wd5enpmQuoiJEFAEBAEEicg5bJs1KgRc+bMoVSpUnFWSExU6vX6ZCdWlz

oUojLxcRIWySMgRGXyuGXoWt9svMy7KVypTExUxgcgPlEpHc65du0a330n7szO0JNHOCcICAJ

pTmDv3r2cOHHCemhHuu7x9ZKYqEypg0JUppSgqB8fASEqM+HcGL7xMpVTICofPo7g7K3H/NK+

dJLpxCUqdTqdNbH57NmzrfkoRREEBAFBICsTkJKjjxgxgrFjx8a5t1KIyqw8O+w7diEq7Xv84

vQ+paLyWaSWFUdvsqpXpSTTiUtUPn78GOm0uJRCSBRBQBAQBAQBGDNmDP369SNnzpxipVJMiE

xDQIjKTDOU/w+k3aIzfFK7GM4OycsBaYuoPHToEPnz56dgwYKvEIxLVF69epUDBw7Qp0+fTEh

bhCQICAKCQNIJSPeDlyxZkho1aiRZVEo5L3v27Jn0Tv+tIR5/JxudqJgIgQwnKg1GEyazJcsN

nEIuQ6VUpErc1WceZ1Kb8slu67movMGqXq+e7H65waTkqdy8eTNSKo0uXbok2ydRURAQBASBz

ETg6NGj3Lt3j86dOydZVLZp04ZNmzYlG4cQlclGJyrag6jUG4ycux7A4TM3uPYglFidIcsNnE

alpLBnNqqULUjDqsVTFH9qiMpVR2+wIpVE5Zo1a8iVKxf16tVLUVyisiAgCAgCmYWA9ARn5cq

V1n2Vr5fE9lQKUZlZZkHmi+OtrlSazRYCQp4xds5uAh+H0atFRapVKkYej+Ql7bbn4QkOecat

e0HMWHcCi8nM0F6NqVAiX7JCSg1RufroTf5IYE9lUlYqly1bRvny5SldOukHf5IFQFQSBAQBQ

SCDE7h58yYLFizghx9+EKIyg4+VcM92Am9VVJ6//ojfl++jVYN3aFy9FGq1Mh7PLcQ+9WfllF

lccC7FZ59+hF/O+G8jQPeY6zdjKVqyAPIUJ6E3E3RuB5OWH6LRR4No/k5e2+kmw9JgMHLs7E3

mbTlFt/cq0aSGX5JbEaIyychEBUFAEBAE0pWAEJXpilt0lk4E3pqoNJnNdP9mCaO/aEaxQgkn

w7Zon/Bjl1Fovh5Fs8DltNtVlMPTmqJGhZPMQLRZhcakJdZgRKnRELp1CIP/acEf45qhMGqJi

tGhcnRCqY8l1mQBhQq13IzBosLVWYNZH0tUrAG1oxMamZHIGB0ylRNuTmowx7Kyb09m33hM2V

rDmP5dQ7TRMeiMMpxdnVBYDERHxYLGGWeNjJiIKMwKNc4ujpi0McToDChUDjhpZFY7s0yJs6s

zqkTU7r2Hj2k2aDHbpvbC1/vN04EJzY+UisqoWD1jNv3D31/VircbsVKZTu9Q0Y0gIAhYCZjN

ZqQ1AplcnimICFGZKYYxzYMwhj1G7uCI3NE1zftKjQ7emqjcd+oGOw5e4MfBbVAqEj6gEhtym

U5jNvL79G/xtq48Gvnnj5H0CO3IohyraR9Ym+YnZ2Is3YAm9evitv0bhlytx8aVPdg9YQJBbj

kJDIvEfc8ydhdqi9r/LuVbVuTEwRhmrxnGn8O/xz9PHp7JfRlY9hoDFwbT5+uRfNS4GLLIO3T

rPoVeo+qzaPYVfh9entEjtuHGQ1ze/4Z3L/3KmqA83Lsgp8cnvizdE0AZZ6g28BOuThnIZdfK

NGvUlCIBS+i3Mpp277elU7cWFHJL/GT2mq3HQePAB42TdugmpaJSItx89mEixzUSojI13mWiD

UFAEEgRgacPH3Bx/WqKOTmQs2kr1Pl84kwanqJO0rmyEJUpAR7D+dVryNa0K4Wyydh74m/qem

v5fvIWouNotmj596mZ4xKL9l0HnKnXpQ/NK3mjlJkJu7KPXxYcoEKH3rxXzMSs6QsIMZaiz9A

OWC6uZ8baixRp1ouOlWVsnjKLsCIt+bx7XaKuH+GneX/S7LMB1Cmanct7/mDZrge07NuH6rkC

mT1pDv45a/D1Z+/x9K8/WHLiKZ0/60MJh2BmzlxMVPZq9PukKbmcEtYCMYc3oj02FU2l7ji82

xaFq3tKwKV53bcmKudtOoGD2Ui3djUTDVL79DqdR6zhl1mj8LX+SH1dVL7PFNlcWn21gCaDFj

Or1llGXmzN0k+j6fXhLn7ZNpGZH1dlzJprfLryELnGj8Dj5584OeoXmk4byezPWnD8ciDQmCm

/lOcGDZk5pKHVr9CrK6hTsQuXYgG3ukwf48vhh61Z/UsriLxKd7eWND5/ii7vuLN77Me0/G4R

BlxpN2sPgx020K7/FHI3HMeWieUY8kFnNgZUZvWRFXTwy2n91Z1QOXfpDqdvPuaTNlUSZfSyg

RCVScIljAUBQSADEziyeAGnZk1GZjTQJJ83To5OuLbtQva2HZCr1RnY84RdE6IyJUMXxtpPPs

N7zHKqe8mZsGAhw3p9ijL6Jl/U2MKIM4PxUcDhBUswNmxDvQJK9o0aQmT3KbTxDWL24IU0H/c

9Po4RzPl4NTVntmP2wiN8XPoplyy1qRSzksPZmyKbOZ8KP33J+kbzKPVpISxtPqPU3xu4U/cD



otYup2yH/BybE8snY6qzfsEGmnV+l/XfX6VqhWMsdfiUNncnc6Rwd47eN7GoVTbmn9VRIeYQM

eV6kf/mSq65t+GDmgUSBCGJyugN3a02MhdfnNtNxrF8g5TAS9O6diEqLcYYDsyfx6Yr95HLte

hKdaG/73m6jjvFuzlu8Wf1iSwu4M+fF//malQxpn2goNu4IOasGcihn8dzxagiEjUeuxbw+Ku

Nr4jKlgumELRwMhc0HtSp24KyzzawILDOv6JSx/5JH7FS+TFzB9dn7ZBeLHYuTYEbN8nuoCdb

/W5UD1zE4hsuGIKM1Gldlr37b1Gm+jt0/ag9z45tY8eJo5y6KWfM1x04snEHB46do9qYxQyqn

jdNRGVwpI7vtl6lc50SKZo4YqUyRfhEZUFAEEghgfOb13N87gxiAh9YW1LIZM9FpfL53ntFLk

+cazfEvXOPFPb0dqpnJVEZe3IrsQdnYDEZkKkckLvmhDiup7R1JByrNWfDL9P506MePq4yTof

L2TTl+0REZS/mhRehhKsWXMvTpZEHQTnK82z+dHZZLBhzVaFzgXNoywygQuRudp03cWl5FIP/

7MChT3tx3bUJjSb2QrVhBvtL9KbyySn8uCOYT74bSZuKbiwcP5JbWiV58jXB79EqYnpMp8a9y

YwIqIbziW04ZHPAu35X+jcsDZZoji2bQ7jeTE23IGvYcre4t7kZ7l/FcPXV9FGKfDVwqNwVTb

mmKOKpZyvL1LazC1GZ2kHbS3vJWamUROWEHddpX7NYisIUojJF+ERlQUAQSCGBzSOGcHPX5v9

aeV1UvnihwPo/U9jT26melUSl9soJIuc1TjXQzm2GsX35P8lbqSzi+J8flphAhs85x7f9qrNg

9CbyVg5AU/wTquv2s+uSnJvz7tD7z96c6Pc5Ht07M7p2ex6WqEXfJZPJcfwKpc07GH8wH32md

yFq8yOa9ynH5ilryBFzlsDW03kv5DcGXipMmeJlGFRRxdc7HzHlozo83DGD+foWfPl0FOZL25

PNRelbl2yfrkau+X9MyW4slSpmGFEZExPDjz/+iNFoTKXQ7LOZalWr0KJlK6vzQlTa5xgKrwU

BQSDlBISo/AKPcqVoc2jdGzDtMU+lKSIUTKnz/S5zNLK+/8AUiEozYdeP4i/Px6HtW7BYzEQE

etL6fVi70R+HmIeU7fkVLJrIaQ8vbh3OSb8v3Fl3PIRinj406VWBjSMWovLNwflT12jzbV9Cl

u4lxssVZzcvmhW8wYj1MeR6dpdSH/fm6T+nUMlNPPKqQXvLHr5e9YgWDapSq3hByrlJe+viL3

r/E+jPzXjFQFWiBQ5VeqMuVQO5KoFMOCl/Gya5hQwjKqWbBbp0bMK2FcOSHERmqRATq2fp+it

8M3pahheVO3fupHjx4vj6+r6CP65rGkWeyswyQ0UcgkDqErCYTOgjI9Bkf/PwQUpEpTY6CplW

iyanR+o6nIqtpWSlcvLkyQwZMiTZ3tj/jTpm9DGxyB2cUMpBq9Oj0WiQWUzERBlwcHGwphM06

vRYVCpUcjDExoLaEZVCOs1gwaTXYpBrUJq0/2V/cVBCdFQ0JpS4uDph0ccQrTUiVzvjooHoyG

hQOeLirEYfHU2swYxGowKlGrkhlli9GUdnZ9RyE1GRMZhkKlxcpUwwkq3F+prMEEuMThLXMhy

cXXBQJXxQ+eU9lYr8dXDtOBll7kKgUGbIw2oZSlR27/IeBzd/l+w3ir1XjI7R8fuSMwz9dmqG

F5XxsRai0t5nofBfEEh7AvrYGE79sYTLG9dQR6PAxbcomsLFUPvkR5m/MCqvfGyfPIFbu7f+5

0x8j789Fqwl9MEDQq5eJOTWDYKvXyP0+mXalfTDtWFz3Fp3QOHklPZBJbGHlIjKJHb1hrn9i8

qUErCf+pKo1F9bj0PVz9D4VUGmzNiH0zKoqDRwatESGo07aj3+3/m7QUz+qDCOiR2XTsV5YjE

ZuXg7FN+cBg6cj6Vl/SJvtH597zZan/Hl/DclcUiFvlNNVG6/RvtaKbvqMbE9lUJUpsKAiyYE

gSxKIDzgIfNb1kM6ctM0nzcO/x6+seJQKpEplRx9GEBAZESionJzcAhmoxGTQQ8Wy3/27QsVt

P7bc+pCND75MxxpISoz3JBkSIcsRr2UnBWZIr7LYTKW2xlWVB6fsx7/um3pXjiCmf3XU6R9VQ

KfRlOhanFirvlzy5KNprX9UIU+YsOhh3jmzk3Fd9Ts3XsLfY4c5IwM5akiD03r5ePcxUdYoqP

JUyA7D64+xa92aRQBt7h5KxKTtye6wBDylipBCYdwdh2+jSW3N43Kaug/4QD9B7YknwrUz4LY

d9tIw4al8XSU8hqZmTd3NRd3RNFtYU8qu5s5e+QiF3TutKmdH/ODu+y68IyKtUrhGnqfg+ee8

U6dd/BVP2Pvbn8oWJiaReQcPHwDi1cRmlfOi0mnT52VSiEqM9a7THgjCAgCrxCwisoWdVHKZG

+Kyn8tjwQFExQbi8FsRm+yYDCDn3s2vJwcyaFR46pSIpfJWHfnbpx0haiMf9KJlUrxhkwrAhl

YVC6g1fSLOCsdaNSrMw2Dz3K2amM6GM8wOaAQfX0eMOx2YZqq7lK9fkX2zDpA224uLNianWGf

l8HJFM3hOQu5VLEFf00/z8DhxZi8T8e4enKOGfOS48I+3KpX4+7aE9ToWJZdKw0MmlQZ/dNQ1

k/cRbbP3+PEoYuM7ODHyZ1nmHlEzffdnBh3zYcdfYuiMQcxf/4NWhe8yxxFY4Z5X+arXU508r

rJdrMfFw88YkD3vMzcc4Xioe58+FlR/j5wlzzGO2ymCqO6luD2nvXsphz9mxQlbw4HtLEZR1S

OW3+Wxd0r4J0taWuw4vF3Wr1V07ndqChiHzwgMCTE5o5lMhl5PTxw0MS/cTwyJoaQ0FCb25Qu

RsibKxeql1eyXqsdFhGB9MfWolaprG0qEriZJSQsjMjouNIox92Lg1ptbVNiYC2urpArl60uZ

Tk7W0Tl4aAQrjyLIDhGh9liwfwvJek2MrVcTja1iooe7tyLinvshagUojLLvbEyQMAZWFT+u1

JZXAMWHTu/34usXxM8921ms1cDBua+QfVFZhoXiWJUj/ps/HEXpZqa2Bdclg7yaxx6YmTFrE2

UH/g5p87oWd3PnQ7bTWxuDBPPm6jy7AplWjfi7Kyd1O5fl839T+DZ2Bu9Jpz5E0/QYd4XXLl0

gwkt87N63m6m6d/lxOD8nLhqpk7l7ITsWU3/JSFIye0trkUZXy+Umdo6jK0p54YCbA8AACAAS

URBVMylIAYdNLDrq9JcOnSESSMP4fquN3l9S/Blp2LsWL6LbZfUDPm2LkfW/MmFACWjJ3xIYS

dLhlmpnLPrEhPblaKAe9ypCvbu3YuHhwfly796248QlRngXZ1UFwID4Z9/4MQJOH8ejh+Hx4+

RjgH8moS2pPV7qc5P8dQxAe2BVzOuJdyBtHtoCtAnHrNn0uNT4O8k+CntrlsLvBdPnTvSjVLA

1SS06Qb8BZR7vU6rVlCsGKayZXlaqhQ5S5dGYccJu5OAJEFTW0TliwZijSae6vQ8iIrhclgYS

rkMjUKe6FW3mVlUzpw5k759+yZ7OMRKZbLRiYqJELAzUdmMOvqbDByyjLNKL4aP7IaX/0F6Tj

5PYc9CfPt1Nquo/CBmH21mBNOqqokIv4ZcuGphTWKicsAJspUKY/z+h1R3d8FvQA8My9dialE

LP10UsZf/4bcDUXSf0Is+5U38UG8R9TcMpHoeGdN+20a9D8qxcswadtzNzsTJrTH9tYfxa+/R

8LMWlAs6x7TNV3m390f09Qmm96i9aIpWpH+7bMyYspfIUtVZ+l0LPNVmuxGV4u7vTPDZIq0Y/

vorrFoFwcEQFfU8qLx5oX59TpjNHJVW8xJYJXyZgrRGV8nLi9o5407iK600HXzyhHOSiLWxSI



83GxYsSBkXlzhr6CwWNj54wKPwcBtbBEeVijaFC+Olivt6tHCTiU337vEkCSuVLg4OfFi4MG4

Sr2vXwGCAdevg3zaWqVSMy5GDJmXLMnjsWApVrWqzv5nRMCmi8kX84Xo9BwODrI/DbSmZWVTa

Y0ohW8ZM2Ng/gQwqKm0DKx2mmfP7TsyFcuF/NYLRQxuTw7aqGdIqNQ7qBEbomLjjGh1SeFAns

ZVKISoz5BSyyanwwEBWL1zI5Rkz+DooCO/8+cHPD7p3h+rVoUDC14bZ1Ikwek7g8WO4cIHTf/

xBnz17OBUQgLdKxYCPP6br4MF4FUvZJQX2itkWUflUqyNMr0NnMiGtVposFopnc0NrMhNlNBJ

jNBJtMPAoJiZODEJUxj87xEqlvb5zMr7fdi0qpZN+0c/CuPEwArdcufD1dE5X4iGRz7j1OJDw

2Ehyu7pTPG9+nNTJT0SaGqLycnAka08HUL9cyoSBEJXpOpXSrbPHV6/St1s31p89Sx6FgtNjx

uDdtevz1cl4Vu7SzblM3JHJYODpo0ccWLGCLydM4ElsLPm9vNg4YwbvtGmTiSOPOzRbROXR4M

cEviQY3dVqauf1RPXaXtiseFBHrFRmubeM3QRs36LyLWC2WCw8jY5gz5VTnA+4/ooHaoWKekU

rUt23NI7JEJepISovBEaw9Z9gapXxSREdISpThC9DVj6+fTufdOnCzYgIqlWowIwJEyjZqBGy

BA6sZMhA7NypwIsXmThkCIv/+gu1UsnSadNo3ru3nUeVNPeFqISUpBQSojJp801Ypx8BISqTy

FpvNDL/2FbuhgbEW7N6oTK0LFMzwdOlcVUWojKJgyHMbSZwc/9+6nbqxKOQEEZ9+CFDf/0VV0

9Pm+sLw9QlEBMezprJk+k5bhy5XV1ZOnYsTQYOTN1OMnBrQlQKUZmBp6dwLQUE7FJU6nRmhv7

wjOnrtCkI/XnVllVVLJ2cg+zZEr4q6UVHh/0vsO3qUbxyFEWpUPHwyXVMZkOCfnxYoRFuTs44

qRzI5ZKdsJhIHkeGUSCHJy4O/z9dnaFE5c5LTHw//tPfYk9liqdeujVw+8wZ3qtZkwdGI8Nat

2bE8uUoHZKWKirdnLWxI+mJQdSTYJ7c+Ieclghc/Goic/NApoz78I2Nzaa72fZZs+gydKg1ef

eWxYutwj8rFCEqhajMCvM8K8Zol6Iy9JmJxh8/4Yy/lKQkZaVAHhkHFnlQKL9tX0Yj1s3DO68

fvZv+iEKhZNfJpRy6stQmJxz/FZXhsVGEa6PwdstFE7+qlMj7/LaHjCUqLzLx/dLxphQSotKm

Ic8QRl1q1GDFsWMM/uADJi1ejMox7jRRGcJZG504u2EpN3YvRffkPu+VyYZzTm9kuYqirNIVR

f5SdnP7hLTXcumoUXz8449UyZeP7QcPkrNwYRsp2K+ZEJVCVNrv7BWeJ0Qg04jKqiUVrPr11b

PfWq2ZNn1CuRbw/6u7Xofhk/u5qCxcwDZR2W/pVIoVKkf3RuORy+T8eXYFx6+vTtYsk1ZbnPX

Z+L5jN7sUlQXy+9CmRbPnsSvU1i9ykacyWVMhTSpZzGZ2T51KsyFDKJgrF2dOniRHwedX19lT

keLQRkUQfe8K7q6OyHL4sOf3SQT8vQWlHKuodFJLWTKfF1nusqjr9ELmWQyZS3Zksv+/llHj/

rZ5cybt2MGABg34cds2VHa+kpwYZyEqhahMbI6I18Eo3SgVFoYmd27kNqZ2e9vcMo2o/KCRGp

3pzS8PfbSRnX8b4+WcVFE5duVyohzDyemaH4VcweNwKVXyq8VsshAdbnj5Gto4+7eYoGXpmrS

oXtmuRKXx2n4u71iCm1xH3hxS2mdA7YjMyZ07p+9z9o8TFOj1CTVGDLK+tGzZMmuS9NKlS7/t

+Z6l+r99/Dg16tVDIZNx8tQpvOyUf/CtaxydMZxs0XepVsgBmVs+Dlx+TFBgYJyi8j9x6V4Ie

V4/lJU/RJ63SIY+kPT0/n2a1a/Pw6AgLuzYgUft2pl6rtoiKm+ERxAQE0P0v+mDXj79rTWZ0B

pN1rRCx6S0TXEUkVIo/ilkLymFzIF/89kXP/D8Xi9HmvcazceN3Zkzdjz7/I18NGwguY9O5cc

DQYA7H40cT5tK3shlFmKvbaL3N0uIztWeuXO6kptQdqzYQOW2PTDc3MO4KRsp13kYPavC3LFj

OeFY9X/snQWUlFUbgJ/pmZ3tTjbopZaOpVtCUlAUBQTELuxfRURRQbHAQFBCQBRF6ZTu7lg22

e6ajv98uyzLUpvALs49h6M7c/O995t55r1v8NFrEwl0FHJsW0g5spNTDp7s+Woahy5r8Gk2iI

/fH4PLLX6jJiVcxtnDB6WsbKZ0JXfHSuq5TaQ6hhPqWxzFJvP4cc4OH47rwIEEvPoqaj+/av+

5cF9B5W+z3G8QeL8nU6oUKo+cj+SX/WtQOt78ZFktVjTpVsS5cihK2XaLY+Dl7MSrjwxBpRTy

hlTv629rfgamc/9i3P4d6HJve7CNJit5zq3xGTsVkdqFxb/+WqOh0mTQk50QQ/SGJTRp3wFZ7

bZg51ickq8aPuaCdm/aiy/y3rff8s6TTzLtp5+q4SxvPaW06ItEbVhCqKORZFzYtvwHarnK6F

C7MAj6v+dzSc4x3RYqr+1dHNgFacuBSAKaXNm76qe9jJ0zh2PPPkv/555D8s03NWq/yjvZskD

l9X0K4YUu5uSSrtMVxKwsrdzPUDl06FD+/PPP0kRwy/fvJlQKN3JGIY1qGfbs+glL1WrEIgNz

X15Eu1mTaCLRsvvzCRxpMYVJYVq++HUNIYd24Tf9Tzp4XuTbaVsY/7/nUUpNXFj0Iosloxjbr

QkBHmIOLf6M15cksmj5V5zftACvDl3Y8+Fc6rTz5lLDMfRO/okZlkeZMzgYqz6bb5buYFT/AP

76+wITnxzGnjmfcKjD8zzimkJ8poladQOR5yYRkaTBI8iLn2fPovuo5/DNTyZL4UOIJ8TGZGP

naoePs5LIiMsYlXbYG3WI3AII8lKTFHmJdL2EgJBg5HlnWLVbw8gh7bmS7BUBKk+EFefp8p0+

Hf8xY1B6elbbH8k2qCzn9bfJbOa7v9ZyJPE8Lt4KpLLiLyddvom0yzrGdutNj1bNEJczVEt1t

aksgMmdP2JNiwZr2bJZCB8OIudApO1Gs+x0Vo2GysO//8jplXPxkmvoVNcekXs9pI0HIG35IC

JF9bRP1OXl0btZM3ZGRnJ648aC0EH3usw5u5zBAV3xtfe86VRyUhLJOrIFby9PNi5biDH+MH1

CHbmcaWBXRH6loLJgQJEUkVswYv+myNqMQuzuf69FUnJ8IaNRx44QHQ2XLsEtMhNVr0lXbDYV

gUqNnT0HsnJIi48t06D3M1Tu2rWLjsJZqWC5m1CZdewYEc89h1XIMlXOUuezz3AJb1UMlaJYv

uk0g94bvqSevRijMY3VE3rxZXItXKUSOox8hVce7YhUlMOq517kZKsB+MdHomoYyMVsNZ55e+

j1+BQC7fL4451X+VvSha+nPI6zVMeGeT+R13UMw+o7oss4x/J/4xne2YmXxk0mVeKMzL4Br7w

3kG3fbKJhuDcXY7PJXbIL88RxPDy4Bb99/intHh/Kjte/o+nrbyM99Qe5Hi04s289TwxtzbOT

91LbTU6rh7sgikmi/tAO/PnFMjqPGEbn9m3wVWp4d+EWhq5bQlG0awHGc/79t4TUFI0aFWguA

19/HYWLSzkleuer37dQaTRaiUswMvLFDA5F3BqESrv+tlotZKVmkWOS4+kiJlP4r0rEsg272H

jkCMgL+xYjwqwV8/pjQ2lSp9DxRihWs5HUlBxQO+CmgjStBU9H5dVfItducbWDyqGh+GeeQP/

Ha2Au/wdC0drOKVti1+dpGjRqcudPdBWMIGgm89NTEMefQl2/DdvmzSR6+wr8nGUFUHm1qD2R



930LSWAzUNhVK82l6fx5nm/QgFr16/OWkDawGpSgjRMxGPJ5N2QIg4O64ql0KTAhEYo+P4/17

z+Bh+YiYf4qNp/NLdBGVSlUXicDu7fLkzH8Lgnw559h3DiYN6/wv/dpKQtUGlVq5IEhKH39C2

3KrsT+NRqNpCQmkno5jqgTR0lNvnl4t/sZKit7LO4mVGafOcPZBx/EqiuM1iJoLssKmA0WLMC

tV+diqBQns/jRt6n/xbe08hRxePdGtn//I+1n/kkH38Ibv8JBTGQn5qD0tufcj0/z7LILXI6O

RZMr5umfVvNadx/k9vZsWjwdZfsJBKWdYH++F6N6NS9onhO7g7+2iBg+wIFfBU3l+BEFr2siV

jBvpTvPv9KEb+YupEctK8889RPuT39FS69zjBrcnnXvn2D0rL6s+Og7ek1+i61LZ9CojifTtn

vSbMt0vo1KQSXx5tmfFxO4cxpvLjvBCzMX82IPf17/6m86vvEEzqVtsFyOzN2dJrt24RAcXFr

tu/r+fQmVyWkmNu/QEOgv5Y0ZOew5W3GoNOSlMfGN+aTFmBgxqj6z8pqzrG4s01ecwa9JGM00

R/lsYxzBwwdTO/s8g0Lc+fmYgVde6E8DVznm6IM88PAaEjp0ZdWzrry4JoWnnLL4/WAKDQf3x

LJ/FzEaZ55/sR9B9qJK5/6usuDn607yScNE3HZ+CpZb26SW5bSarSLE7Z9C3X1sWarf8zoHls

7m3Opf6FvHir2bH3su5RAbG38jVF6ZqTiwA/IH30PsUI1+Nc6aheGVV5CvXw99+txzmQoTEKA

yRltoHVVH4cqDHmFMChlIbedAjJp8G1QKghG0lC1bFmY4Onr0vs1yVBaoPJCnIU8qw97RCXe/

AHwDg3BTKrGkpWBKTcaSl4s5O4s/Ll686fm2QeWtH/u7CZXCLAzXXH9bzWZMeXkFcFlaUXp4I

JVbi6FSaiH11F9Mn7OFTK2F+t26EbRlEbWE6+9rodKcy+6vv2bBwSTqtgvnkQkj8FfpWD7nI9

qOeovoVTNZ9G8MTk3b08F0nHe+2EWTbs3o8MwnvBTuiyErkiX/RjKio3sJqDTmRvD15OmczJf

SZsBgGmsPMm9DJPrAYYQ778bQtBXq9bmMnvUIh379hPn/ahE5ZvHS0OZM212bV0OiWL5xB8ZG

/Xj10Y6s/f4rDkRm037YM4zv5ceUJdt4SqalyG04Py6Oy++9V0JMqp498Rs7FvcHHrBpKq+Vz

NyV+1BaTIweWqjCj4mJ4YlH+7Ht7/dLO2fcLKSQ4KhTZFO5amMuBiMEBdzo0f3Dsjzm/mO4Ok

ZpmkqzXsO6pX/x4RkHPmhr4q30ML6xHGFN4/boVi0kfp6SEb804oNIdwbGrWLrwigu2Dvy2Oe

v8/VgP8xZl5n1xTZSvJvwbG8xz/+wFd/jnjw4NIuZpqY45Wl4ITiLU46t6VlHwe/rI3lvytcF

8zt6KopDESlMGNy2VJkUVagqqFy05hCf53+KVHuNEbzgRWvngiR0MNJ6HQuuws0J5zCf+AtrZ

mSpV+PykXOQhLSoVhq9IrllxUeTtHUZQZ5O7Ni5m8unDzCgqSP2Cgl7LuURm2G8JVRi74l1yE

zSkpOxF5lwbNAco0yB9TY2tSaLCXM5TAn0VhN6wbOrDEViteLfuhvWi+fZFnOgDC0gKT+VHEN

emeoKlVJ0GcRfAcSyNDqpTWavJu6Gqo4iKa8FPMCjfl058dlrNk2lcAXevz8ItyBnz4J/Nbui

L8tml6HObaFSeG7kCvYkJJKQk321Nzs7e7p7uqMsMji78s7fKWkFP0qut9mzQWX1gcoyHIlqV

cVqzOeHxZsY+tggPGXXHbgyzVTD0m/exa/jYA6uWMvI16fi73i7CDNWsuP2svO0PQP6Nr06Qp

FNpUihKNBM1vruO3z79UMkqYgzUJkmXulK95WmcvrLjpw6Z+TAUR1Khajg384jRuyVcD6+8Fd

Rq1ApP6zUlxkq9bnJvPfOb0THaWjeO4DfJO35xnKcfe26kbZhEbp5EaR2r82RhuEMz9+N5aie

4w4ePP/OcPrUVqO5sI8R7+4my1qXr6YE8cGfB/FaFYu8mYSzTXvggYm3auWwI98LXWY6Mdl2z

J45555Cpchixum3ydQxHClxwCQN+yPr8SyYDFjiTglGaog8gwuCTpv2LcW0/+fbHkirawi6YR

9htnMqUc+KlQxdNoZSgshf2yhRk4qhHBrUc9oEEswlg+XbWaFFioYwOeye8zN+9ibaBavYHZF

HfJaxzFCpkatYY3DGcugs7evY4xIcwkXvAP50UXNBcvMPpGxDHlpz8Tks7UlOMGSRaNaUVq3g

/RYaI4dHrSGlqTteUytud1WmwSpZyUEkY7hXW8Z6hZP+7Wd4aiL+29ffBgMMHw6bNsHu3dCiR

SUlXD2b63KyWTv1HeL+3UBffz+UUikSb38U9UORBwYj9avFhkXzidq5pVSotLw9ndQzJ0i5FE

HS6ZNkXyo09xgeEoK8Xiger72PtBranlUmTWNld/VuayorO9+7395KTvQ5klzqUs9J8AYvb7G

ScGo7/2w9RkD4MPq08Ed6W8ddKzmJp8hV1sPPpciikgJHnYsvv4zP6NF4Dh5cLTWT10vmvoLK

F0ap+XuDhqxsC21byGnaUM7lRDNj3s+hcZCYPWcsTBgkZ+7fZddU3v4oGbmwfBE93zzH87++x

Wvty3L9qWfFJ3N4+sd8vtrwKo/UvX1GnYVHD9GjV+mxBXelny2Yamq+iYwUC6GeJWN2XrsOo8

VApCbylktrn5XO0+d2lXhfZB+AcuICTJFHMK6cXBI2W41B3mMCxh1LsWYnYs2Ow5JwWDAoLVF

PMEKY4ePEVNfikAnlfVSrqr5CJKFrZBYjtsfycGsXlh3MLHAEaReiZndEfrmg0igSsSnDRO6l

HNqHqKnlWmjbs9vFgWEBHmWashDztDxliEMdApQ379srI4dnH3iH6AHtmP/uowXdNnQMxl5Wd

qcibzt3XJQl4f9283NXueCsvBJe6hYVr73+losk9LIP4vOwZ6nvGmyzqbxGZtYxYzAtW4ZMAM

tOncpzLGpc3aTz5+DMSVw7dELuVTJt6N9vv0rE+r+vrulWmsrAFZtLrDs7NYXoo4fxl4hx7dq

z2mp1KgOV48eP56dKRHSwQWWNe1RqzITvG6gc1FnGlGcdiIwxkZRiIjHFjFwmIi7BzJkYM+Yr

ZpX1gqUsXFdVUFm1+3wzR51Of00nv2mhHdrdKFKrlQUJ2QzOKqkVkz/yQ0GEJP1vz93otCNRI

n/gXSQNO2FJiUXs6ovpzFaMG6bdMOU4tSOfti3dxs/DzhVpOUDLw86tXOJpaedL7pHDJP00s9

JQKQx8Kl7L6URdCag0Nx6GqfdTZZqXvUyNTFKRX8Q36f74cRDCUIwdC/Pnl2n8u1FJgMo0XQY

D3ZszLrAnXb1bIJMUXgnZHHWKd2DvmDF8vWgRM3/5Bb/RhYkR/oulolBZU2RVGagcPHgwK1eu

rPBSbVBZYdHZGpYigfsGKiu604JN5baf3QkpNaOOFaspn7VfzGfCdxfp88pEZjxZD6nRhEQmx

14lBauGP1/7Ac3gPvz17Jfk9HiE317zZcKI2RhHTODP8YH89s18np0fxWNvTeKNsHzWXXJl4r

DaBd7gN4PKp7YsxqedhPYu9cu0xKRcIxmJYvrWLY5tVVpDmViGl51PQTWRyUDDdS9hl3H6ajO

RUxDKCb9g3P4TpoOLb96dYxAilTPW5GOIA8NRPPQxuqWvYU08coOjj+rVbdUiFM+lPVvZPmPS

HYNKSbNRKPq/WJr4q/79agiVWqOOQdvfYkroaNr5hBVko7q22KCyWBpjxoxhwYIFzJo1i5dee

qnqz0cN6dEGlU/jHtaIwTv+uGHHbFBZQw7xf3CaNRIqtToLU7/JZsfhYo1jRfeuTRM5H77khL



26tOtHK/nnD1Dnf5kcWtiRvW/P4F+TB8ctKoLsXfhu2mAUaRG0efYSS2fV5bO5mzApA/jk4UA

+em8n0fXC+Hy4lA/X6vjxhTC+m/AXwa91Ys32OL5/vktBXKrqEFJIbMin6fLhSIvs92T2yHtP

RtKkN/o/p2C5sLFUUYscfJAP+RSRqy/myIOYds3DmhFxtZ1k8JcoQtuX2s+drnA/Q2VsWBguY

8fiUE00lZm6bJpse5kWan+G+rRhoF9H3FTFgTNsUGmDyuuf982zPuP44rlXHXBuuP4WS5A3bI

LP1Jl3+qPijvRv01TeEbHaOr3HEqiRUHlvZGZFd+kIjR45w+r1D7Bm7NfkhzZEPfIBtLs28Oy

E4ajTLtL09XgWPivms7PONEo8SP0QFfNPeSPefJkXvm7El7+n8uv7bflo3FZGfBnON8vOM39y

d4Toh9UBKiWGXJovHXBVxPJh3yAJaIhu2RtYkw6XS/Qil0AUD3+NVZ+HfvEkMBRm4tGGTcSt3

5Pl6utOVC4rVG49n0tKjunW3t+Cp36clgvJJa+/75WmMv7ff/Hv3p3JDz7IjL+LbdLuhAzL2m

cRVMbrMwuauInkfBgylHENh6CQyG3X39cI0qapLBbGpYMH2PThO+RfjuJaqBQ5OOP2/BvYNW9

ZbTOLlPZs2KCyNAnZ3q+JErBBZXl2zWokat9hlu5MoWH3DjSxppISEIwxNoI2LUJRGjP5cMwK

2n88mMx1e0j3rMeo3p5s+HMfWT6NGN3Tl8gDh/l9bzqte7enrSqR7/dbeeexpre8/r7bIYWuh

UqRd1NU4+aiXzkN85lV5ZHU1boi9/ooR89Bv/JtLFGFwabzXJvgOenepw0sK1SuPpVFep4ZF7

WEtkFqVDIxdnIxUnGhZ7fFauVAtIaYdEMJm0pxk5EoB75SIblVptHxf/4hbNAgxnbrxvytWyv

TVYm26dpCIBSK3mwgW18cgijLkEueqdgO94QmgVxrYXxTIXySUHdB/HZyr/PA95Q58LBvOI+4

tCDpm+k272/ABpUlj6w+P58L27cStXENTRUyXMK7YN+jLxL1NYkIquyU372ObFB592RtG+nuS

cAGlVUpayHHqU6PVa5AfotQMtcOZzGZMFpEKOSFMaeqm6ZSHNIF5cOfof1hNNb0CxWWlHLCCs

zndmDc+VVBH3FmN+q/u7bC/VVVw7JCpdFsLQDHPL2FfKMZg9lKWp4JsUiEWiEu2OvodAPxmQa

aB9jRzM+ucD99wvEY+0VVTbfM/dwOKhPzUsg3aq/CXlTOZUyWQi/9TEMuEbnFsSQP5EaxT5d0

dVzLNXE1hQBd1/4t/L8QGqqoGKzma/66/dQfcW7C9IZjOfbZZFucShtU3vKwmAwGxFYrIrm8W

sa6LfMDeqWiDSrLKzFb/ZoggWoDlampqTw0tA/hrUsPn1MTBFuRORqNJpSOIUz96MuC5vci+L

lYn0uzJf2RiEWIA9ujfPRLdEsnY4naWZElgdoT1YRfMWz+GvOpQm1nWvBQaj3yRsX6q8JWZYX

Ksg4pbTUOS8fRaDX5iMxG5GIRdh6FDlDXF0F7l2sQNHuFIKY16dFcgT3h7yxjbok4loc1xano

9CYDOVdMCYSsFJn6HPRX0mhasKDcsp8f/vcnfcICyP50IPu0N09jV5Z1+Ujs8JUX2z66yB0Kr

quFIkKEk8IBiajwR5FIJMJZ4XC12yZyNzzkhWGJpGIJ487MI9mQU/C3EjHdXRvxTGAvevu3x6

LV2TLqXJGcTVNZlpNZ8+vYoLLm76FtBTdKoNpApfDlmJ+fj8lUuZSANX2TFQoFKlVhPMF7AZU

ifR71Fg7AQW4FkQTlUysKvLf1f03FmnqifOK190Ix6GNELt7oF00qiF8plORWkwnu/VD5+roD

tasaKrNCB3K8WadizZ8+h4i8y1dn/nXq3hKrKKn5K9SGFpXrNX9lzaYjtO9+IJGtH++nexN3t

n7YEW+xgodcC3PaCsVV7kiIg18BFArFU+VWwmmmjkvg1boSRCVCOwle20XthNYlvbhFSMS3dn

h7Zd/nzEoujH+6peWbhPs0vwqoNked4qNhg8o78LBXwy5tUFkNN8U2pUpLoNpAZaVXch92cC+

g0mrQEfDHU3gbowskKnIOQdb9WSR12mDV5sOVq9KyiFukVGNJvoTh3++wxh8qaJKrM2P3wloc

3D3L0kWZ6xgtJvIM+VfrC1e8OlNxxppEXdrV97RmA2f0adgdP4V00c+lhhQq6yRWu9gx0tcZO

SJCRDLOWW+MTuAhsaPWNZo/AfDkV2I1CuO4KYsD6CslclQy5dXhm6t8cJEU/uCQiMR4q9yQig

tjW6okyqtawgtr19NpxGNVblNZVjncqt5Pp/8gGQPP1O5/Q2B1IpFAUgAAIABJREFUG1TaoLK

y56umtbdBZU3bMdt8yyIBG1SWRUr3qM49gUqLGYf1H9EgtTg9GlIVIjtHRD6tECmLr0JLE4sl

ajNWXT5ck1M6WhRMwzeX3tImKi4nEQEQhaIz6YjNTbw6TEx+IhlXrk+FOn9lnyXziuOHYM9nv

gZ4TVZLCZs/wbGkqAg5t/OtRnpEZTNq++VyQ6XI0a8QuNUuCBCONovLuRYuW1Q4+dpjb9Gg0m

SS5R1KVrfxBDgWX4ELmWSUouIg5zKxtIS2T34FEoX+BS2gRFz+HK93ylGntP0u7X0hVqUA0D+

cWc6gwO74OXhdbWKDyv8GVOqyLzBxxEguNPqQDZ8PwKkiaZVLOWhGbQrzXnyCb47I+eD72Qxp

rOLriaP5/pA/89d+RnhQ2T/DSjvTlXnfBpWVkV5pbQ3Ebp/H2Cc+JbvvK/w5dRC/P/YCkve/5

8VwLzZ8/S77XZph/PZ1FicLfclpP+lTnnXbxGMfrQWFI5Nm/sqbA5sUDGS1GPnn4x9RP/UU7X

X7ebLTozg8PZvZk/uydMoTfLBoFwNeWcLM5zsgr6IzbbFYOXM0iqC6Ptg7lj0bWmmSudPvVxu

oNBgM/LPqH/Jyiz1K7/Tiq2P/LVu2pEmTwoN8L6BSGFdzcD0tj05DrSg/0NxOpjqThYVuIWxs

WHi9KoDgSW0S8aaK77mfRI2zrDjto6D5K7LxEwBGLS1+GFUyBUKgd6FIRCLaXsxEunRxqVB5R

utJttaEl4cztZ1FYDFi1eeDUQdGQTsq4nSGnLMxaXSs54S3ujB9k6TxQygeLJnS8m6cueoKlU

VrFzLr5OpzGOUTzkP+HWnt3hCx3mSzqbwioPv3+ttK/K7veG3aGiJPBjD35DfUM5xhxfqjGFA

REuJOZGQuXR5oR9LuzZzX2NO2by+sETs5cC4JmZsv3Rt7sn/7aRwadaBjcy9Or97OZbGWfGUg

A7u3wF4qIv3iaga9tpUPJrQiMj+EUR1F/LI2gWb631hqeY7Zz3e8G49hqWNUBiqPHj1K8+bFJ

i2lDnZdhfs+o44+jk96fkGn3z+kbuwaNmtrcfqV5zjZ6w2WTGnLtP6PoH3sc74a25wd098iat

BHPBGqYMfSd9G0ep3uXlk8N38z7/Wuj8i/FZxewjMvbWP8Xz+gX70Qi6OCU3FSnn5+IEs/eRv

7gJ506deLut4OXAkKUt4tuaG+xWJhxbwdnDoQRZtuDQjrUAfvADckktJiald66Ep1UG2gMi4u

jnY9m9FtbJ1KLagmN9ZrTTRS9mHKW9OrBCqNZgOpupSrIsnSZ5BrKowVabVaSNQnojEVXhkbr

Cb2as6TbdXjZDDy/p8HGVhXjbiqnhDgYIaR5xt5cdK1+EpXGLu5zIXWjrWvzrOeQyBqaWEd4X

o32NEP0ZUMLHZSJZ5qt6vaPZVIguwazZ9cLLuqBRW8s6VXnEgKIE8sKaEVLKtN5Z44EbFJGbe

NU3kqycy5RE1JqLxHGXWqO1Q+sPVV1ucW5p5Xi2W0tfPl9ZBh1M+RkbttGXWC/dm8dSemtAv0



CXXkcqaBXRH5BbnZO9QuDCPz7/lcknNMSMXQr4lTQYinshZB0yzr/CzSpj3K2uSu1rt/oTKPP

94Yxrm2ryD6/i3cP1jFQ/oFPDbfzOTGB5lxsSOjJb9xtPOPvNbZne3zZ7DM90nmD3Zm8+cvMf

2UP40uZtD160lcmDmbFp9N48Rjj5Hx8vuYf1pK38VzGVxbhT7rEq8+MJhlcRbGTv2BGePC0V1

cS4eur/Pc7+sZ1yHgru7nrQarDFRWdgH3PVRajSQe3M6f6//kt+Ta/PT6ABZNXIpooJiHQp15

a1kCXfsNYfLgZiWgcvOXj/HozN2o7OwZ/v5cPhxYj9zk40z+6hK91BocnxvD3u9n0Hv0eC6s2

U6nCe3YMXM9Pcb04uTe8/QZMRR7WdWoKq+FSmG/FUoZwQ296fdIO5xcqm84rWoDlTExMXQe2I

LHPm1T2eelxrbX5hpxjm3Ne5OLofLnIwfxbFt8SPPNOqI1KQiOTUJJN+aSqCuOHxirTSPXVBg

ypiLFS+JYAGKhybl8cCqSZu6Vz0ctzDUx20hS2FiCB44sCMXjrnK5mve5IvOsijZlhspLecRm

GG8PlfFazqWYaiRUCqYBxive44JcBSchjUlXwnFIiEFpuGKWINTRWwzEGQt/oBSVhNyCe6SrJ

duQR5a+ZJ0LuTFc0CRwxph9wxb2dKjL/xqMoJNPCw4t/Z6sw2sID1KQoJGwc9/xykGlvTdnZR

0J7dwRZYPWiKoqz3pVHMTr+rg/odKKOf0AI0IHkd68DUpNCkF93+fjDsd4aZU/n4bv5qU9PXn

dezYfXupOaF1HYpZ/xf7+89jQNZFRr6zlf1+M472HFjPr8EecfbI/sc9+h+StmTRZ+jmRT71N

yM9zGVlfRV7ieY5eTCP99AreWyvj34VPExFloq5hLa8uUvHz7Al3YNfK3+V/ASqP7b/A/q3ny

i+cSraY8GI4O06m0rJFPcTn5vPRX0pMezJo9bSUtYt203bkQMzyEJ4b1PSmmsq+dYtMJMxEb/

+Vl2atIO18FNLO79C9lYZnx47h8A/LcBnZGZckKyGNHPn2rc+wqFuhEEF+jg6rpdjxsqLL0Wu

NGA2FId+KilgqZsSkLjRoGlgtQ2vZoLKiu30H2t0MKjv9NZ38pqnlGs0PJ5qoiz14fZS+qMSF

18CC5s9D6XlVY6eU2OGkKLYxchKrECNm0Y5zPGU8hPvJpYT6VM6eIznHSErIIFqNexuJtPD6u

TqUmg6VBrMRIe7ktSU+L5nY9Vt4ZPzrPNShJaMXziAirzj2pFB3Y/ZZEq8JQm62mq96rAvvCz

8CDMIV/zXe6AJECnaqRUWIbZlp0VXZNjqIpLzg34tnGgzBR+VeoEnXZ2eiEFuIPX+OrdPHVww

q5c7IOj1FmnsL3l+v5e3hQQR5Ve48V9mib9HRrjFj6L1gAYdmzSL0vsn9bSLin4/p8q6Jvfve

xyHuL8a+u49vnnbjneugcuqJUI6sX0fd5vWJbD6OJxI/4Yv1mXRr15qR4cH8Mn8LLt3H8tm0g

czr/AqNr4PK3MsHeW3US+zI0dB90gw+e8iH/z36LFsvy3l+1tc82avBnd7CMvX/X4DK3GwNed

kVV3KUSZA3qeTlZWHdwh/49uvfiW/Qi1lvjmLrO7voP92f579PYdF4P7YmeJUClXoO/joNY6c

36RCgYOuH35M/cSKNY9byvwlTkA56k2/e6cVvk5/n+11KJn/xKp3reCPcmShUxTdmFV2D0G77

6mMc3V2c4jg41JvuA1vg5e+CXFE1Y1RmfjdrW72h0iKCXHswlcO2zyEf5MaqltNd6e9mUDl19

zoadXbCU+6Ep6Iw5p9QAu08cbhyRSz83dixECJPJOaw6ngynZpU7ornh3UnmdK3FtG/vItr2h

GCXUQoZWW/YhTmYrJYC64u92d7EP7cx9QLa31X5FjWQe40VGoaPEBS18cKNH+RhmJtsjA/ITu

NEG+yqOQY88nUFcZwFIrQJlaTWEI7GKVN4bghvdTldT2WwrYpe66GFLpZAyeRFA+ZY4m3nOT2

BV7lRUUulqOQFsakFIoQTEjwRi8KKSQTiQm388dFWmzT6iSzx0vlVqJff3vvEmYHP579namJh

Y5gjhIlbZzr8nXDJ6jvGnxdiKLCbswmI5dPHiZr73Lqu0uR1OnG5rXrSTy87ubX30oXxN71kD

YZjKRhJ8wiCV+ujGV/VD6d6jnw3ICAKjXrKHVDylthzBjyli7Fft066N69vK3v2/qpe3eRfzm

OgAeHIFGUNKGpiYuuDFQmJibi43PzGLhlkcV9f/1dFiHUgDrrlu3n4PZzBNbzol3PhtQJDbDZ

VN5q3+au3IfSYmL00EKj6Ztdf4vS3RBdrIXIUnaotLpnYqkTCeLKq57v9pm7GVTe7TSNRWsWo

PLjYY3xVVo4/fdPRK2ZS1NfOd6O0jKp3DM1Jk4nmXFs+xDncaNl+440btz4bov06niCZ3hyfh

qC53dhsRK1dwsR339YqqPOnlKuv4Ued6UZSYnTlbj+3uvixNhAX4RcM/HGYmCsjBAcxXK6qoN

QSRRXu/FTeSAAYVFxi0nnucGvMaRxHYb8PafgZcEOtShoufC3vUhaAgYLXpOqSkCd4Jl+bbgj

Ibi5UqIo0/7fbo3Tj8zl7bi19HGow2uhj9DBLbRE6KRbtTUb9IglkoKr6y1ffUDMtl9LQqWdJ

9Lmw9B4NCQ6TUtY564FXV1K0PDBHzFoDRaERFcfjgykrn81tUkS4vQ+8gisWgWbNkGnTpU5Lv

dNW5NOR9SieViNRlxbtcW9Tfsav7bKQOXTTz/Nd999V2EZ2KCywqK7qw3PHIlCoZLjF+SOUlX

8mX9XJ1HOwaq1plIcFYwosaTWo7T1WZUGLM1Ooc3UInKWo5SCNiEf3NWoyurrb7WQF58HrvbY

25VPO1fa/G73fnWEykCXwqvClPPHOLRwBqLks/iqzbjaC8AhBLsutvfUGS0FqQyj0/RkWV0JG

/c//NqEs/y33wlrHkaD0AboTIYSoX50ZkPBVWtRMVpNJF1xHip6LU2biRCOpqgI9YVr3mtLVF

48QvzJohKvz2SXtjjw+M3k7qcz8cCZdPp5yMjcklhwvdouRM3uiHzis4wMaOqIvUJCaVCZK5P

xj1aN4mQcHes54+msJN8jgD/8ffhdOIBXSkeVD/5K9xJTCXUKKfG3l50bdtd6rEsVuNu5lu9Y

mUysdnFB6u9P37Nny9f2LtTeGruPy/o0Hg7pUwJayzO0WZvHiclticvUEt42DMfwJ5GGdioIf

XU5MpJ1vy5mwrvvFXT586YE1h4v1hS3qW3PSwMDkAlePtWtaLUweDDs3g0nTkBIyfNR3aZ7N+

ZjtVhI2LSO/EsXC4aTObsSMHgYUrtiDfndmEdVj1EZqBw8eDArV66s8JRsUFlh0dkaliKBGgG

VoY0a0bZt29suRUjzuHrVKoqgMnJ1LLLuPgQ4wKW5p2FgY2p7l+1LxJqdxT+fXMRvQANahRen

nbvTp6k6QeWsjduZ2DMIH8fC689kXRYxmbFkX47EOTIC67EjqDOzkV1jZ5fioCBSoWB/QyfyX

DxxCghEcAJJ23gGdV0vlEGuCBB5NZOMxYwuNguDX/FV1s2gsjJyH+lcGJ6pqDhK7fBXF8dHFF

6v5eBD0MlopEc30dTVzK7IfJJiY8oMlVa1B5kdXiLm2EGCXRV4duiH2dUfheLeacOszzwD332

H6OJFqFO9IioIKSqLgrZXdG8tujzSp7TAYsjE4dFfsWvZ+2pXep2OzNRUvAMCSM3U8+rCS2iN

xTcXQr72qSODqOVZDW0rMzKgc2eIjS3851w9YipWdJ+qop02JZn4f1ZgMRT/aPTo1A2XJs2qo

vt71ocNKu+Z6G0D30EJ1AiorFu3LkL8xtuVtLQ0Nm/efEuotPQIIWrJGeINSjqODcG8P44TR7



UE9AshxJrAkl/zCB/XkDbt7MnYE8UBkxNOeiNte3thTsli52/RpOvVtB/uzrnfY4i3qmnb2ZH

YtTHkObvReYwXh2edJUXvQOdXa+MYFcPqXzJw6xlCj6EeKMrAsxWBylR9DlGaZDTmwuwxh1OS

2BOVREPfQu2W0WIkXZdWEBNSKALQpeiT0V3jZJFsTOe0IRF2XIA/jTDZC2ZnQ3st7LSDdkDrA

Nh4BA5LYFpLcJfA7iiwOoDwvadUQnwiJKqx62qPNlOEWx138uKS0e1NReSrQOTrjl8db/Ji4z

CqfQmUJ3F6aR6N3+iIi1RR4BVeVOor3GluV2wzJFy7Bql9SlzP+qm9Smi61DIVrqqKfwlbjAZ
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zCn0HThv14EW8rMo4UZuYqK8JyGPP4kEuFzp4YWG1TW0I2zTfu2EqgRUCnY4rXv0OG2C0lJSe

HvlSuLofKfGERdfAl2sXL+q4uoHg7k8upIohKgeT8Xzn0dhSFIgdmspG0HCTGewXRvrQKTkcM

zjnMyB7TZUvp/1ATV0WjOuPjTLsBE/MEYkj0CaR1s5vCiKE6nmFBqTXgMqY3DgXgu58toMaY2

7plJbFuVhqiuL72Ge6OSlh67qrxQeSgzgpdPzedYThR5psp54or1etRrcqjnqCczuCGZ328iP

8CNprGpnG/SnE4vdsdt8z/8dsSXUS8NJjnnOI47D5KdryHxSBD1dUlk9gtFtPkc2tT97Eq20u

+Tz0j/Zzv+9Vw4HGdgXFMRqSpnln05B73PQyxZ2IPlc5KY/sOLeMoUFcoecyee76yEWCJ3b8A

v5zRu7QayY80/RO9ddyNUShRIGvVHGjYAsU/96hWmJjMTwsIgJwcuXACPagS8VbBpZYXKa4d6

as45PhwVgqdzsfNRFUylart44glYuBD27IH2Nd9usLLCEWwpoxf/jMVQnHK1qE/XFm1wb3f77

4XKjn8n29ug8k5K19b3vZJAjYDK0NBQ2rUT1GW3LgJUrl69+ipUZhy7zMksGXU9rRxank+nd2

ohTdOQmZjDgQgNfqkSfPu44eihwnwikgvuIXRoLEeXnMnu/Xq6P+hF1r5I/s3yoKtbBtuiVDT

1yOfEkVwcAz1p4KXh4BYt/v38CPSR4+ypRJuqQXMpmVOJLnQZoCYrSUPkkgQ8J4US4lm6qrI8

UHkmN47W2yejt5gIUnnSzCkIF7maDI2Z/HQLfQNalBCWi8IVu2u8dIWsM65K96vZZ/LiNvHJU

2+TYIQ6fV5DkbOUPZnN2Td4FeF/D+f80uF89Nb71DWdZFvbPwhL2YLT2U2cleSzP3k4I2I3ce

6R7uSt2Iju4HbcWwXh9cpX7F+0kw597Vl9yY4f2+fy674kVl90Iqy2B1PfacGvn5zgjU+fQlU

6c9+rZ4QdP3xExIaF+DlJ6VTXHuT2iH2bI+v+DBLvamrzJjh8jB8PCxbA77/D8OH3TH63H9hC

6tG1rD6rxdmtDj27NEBklaCSmDFbRRjMIiRWIxaJFKvBjNxOhkFrQik1k/huC8TWLNxGz+PQg

RTi3Pxo2bk9biIzqZdj8K/bEJXUgs4sBkMMLy6BKUM8cXFxQIEBrUmMWq0soSG/l0LK3b+fjH

bt8O3SBdm2bfdyKtVibCGkVfy61WiiL910PjIXVwIGDUdqZ1ct5lveSdigsrwSs9WvCRKoEVA

Z1rw5XbsWenLeqgghFn5btuwqVFqtBtIvZpGeA251nXFzhNQzmWTqRXjUc0ah0ZAUo0Xh54S7

0ki+Qo2boxhTro5crRgXTxkWjZ64y1ZCRVrYnoA2T4l7GydisvOJ9XAloKGS7LOZ5Enl+NW1J

/tSFjn5UnyaOKLUaYi9qEXmYY9fiAppGTLTlAcqXzu9gJkRKxnl34kvGo3D60pO7oqGFNJnRJ

Oa64ifv5KY2CTWHTzJsNZhDA3NZl+cL22benP5+HaORSto2L0Na+bPwVcFoe1akanzxU+bgqa

OJ7ve+oKsv9YgeXQk42e+xbnTiZw8uws7r7o8GOZLikGFJuY0GvfGtKnvwIG9EYSGt8CpdOa+

Z89TTlI8l/ZsJGvnUjr07IW0WX/E3nULrsqrbRFiTG7eDL17F3oQC9eq1bKYOLPgGd4/4Y08M

p0GLRzJz/an56AgTAnxbM3zwCfrBLHHdpHlPpBx/ays2G3HuJHB/D1+BEkO8NH0b/npoQXkjG

iK0dGOtEtaHKJO4P/AMFp1CWDL3G20Ht2U5Ycb4Zyxg0CHfCTnszG0bcHYUUPwsKt8gP/Kita

g0TB5xAg2r1vHqtmzqT1pUmW7rPHtBQed/Nho0o8cwmo2YUgtjMkqliuQOjkhEkvw7NwNlYdn

jVyrDSpr5LbZJl2KBGoEVDo6OuJRyvWdVqcjIT7+KlQiKQ7UXNFTIMs30nBZBPbRWcjUjii9/

FD5BhZYJx5wjiCxtTtVlugTKA9U9t3zARtSj7Gz48d0dGt4dYkVhcrrZVQUUqjI+/v697/88k

uCgoIQvBCvLXvf+JjT3y2i4ZsTCX/75YK3Fi1aVJCn9l6GFLrxDFjJu3yKP3aew9U7mO4+6Zx

VtKGxlwKJXAEmA1aJDEvaWXaeyqJ2i+YEqCWIZAqk5jw27Yulc+fGKLFiNuoxWgVveCt6QZum

kGPKi2P7lgzCBzdHfa+0sEYjPPggxvXrMXz3Harx4xFL7z1AldwLASqfZ3ZiA2TiHGSrd6Fr2

Y0HH+/GyhmzaTpqAEeXb8Fq/RN5y+VMfSCfd9/4Da9wTw79MpdgDwnvzJrNgod+xWX2Bwxx28

3Ly0G0ZxsPv9CPaPfaRP2xhIHjezFnax0iT/xN/8bONHXSsnJ3BJM++oq2ASXjdVb086Iy7Y6

uW0ePgQNx8/Bg765duNcuTltamX7vp7YX5nxZsBx1cG38HhhY45dmg8oav4W2BdxEAjUCKsuz

c0Xe31UBlX4H06m7PR1NZjoSpRxXd2cMYhU6vRGpScfux2thcK86D9KKQOXFHnOoY1/s0HK3o

HLxDy+TqOjG5DEPci0z1SSoTNjzE31nneTxgX0YZb+Kr/IfJCT3KNpMNy7o0+nSoRsuuz/hxT

VWXnp9CNmJBjzb9OTxpgoem76Dbz5+FFfNJRbO+Is0uSfteniw759dqMKaIr54nJXrg1jw70S

87qUWNiODRR07Mv/sWd788Ud6jx9f6TiT5XkeS69rIePMdmIcmyE7e5REmZk8jTOduzTk8MEI

2rQN4fTePSTmJOEZ3IsmjgnsOJ5Do9a1OfdKR/R2evq++AvnjqsIHtUd56zjrDiQR8w/c6kzd

AJhQSIupcmQ2VlZuMeeob6xBVouV0sOSVY1HTq2x1V1b0E7Yvt2+g8ZwoXMTDbPnUsPwWzBVm

6QgA0qi0ViCylke0CqqwRsUHmbnam1K5WA9ReJ11no2y0Qh8A6iJ2DsFrF5CUl8V39JKyOVRe

QtNpB5RBv4pdM4IXP4jANn8rKT/vjkJJMntXMb+/34nDj6cx5tD15ZhXeLiIy88Ucmfo5kT//

Tr1XHqfB2NHYubjzz/IFNG/VCn+f+rh4OSC9xsv73j0YVhL2/MzThwKZ8WAD7I58yHvH/MGUj

EdGLWq5x3M8148x9U/z5XYPwmonYg57hq5Ngwn3M/HYB+uZ8uYw/DJ3MuGHPIa4HmdrZi6G6H

gynH3p0aklB+ZZmXGvoRL49YsvGDd5MkEODqzetIk6rVohEt9L0q38rt/OUSfu0iXWLFrApCl

TSwxUHR11UiIjGTBgAIfPnePdMWOYMn9+5YVzn/Zgg0obVN6nR/u+WpYNKm+znT57k3D/O5JE
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LYl975p8xKfsIplu2IwMvLnw4BORxJsSM7Ix1HmRqjIQ87z7o0c01mxfpEOvRvTvzx8zg160B

rfwUb1m1FL1PTrE1T8k7uI5IAGnpkc/ZcGso6TZAmniZZW5dBQ5pgd6+uv68IUbDXm/3887wy

fz61HRxYMG8eHYYPr2Yay/Lt+P0AlTGHDvHok0+y+8QJhjRvzvy1a3H29i6fIP5Dta9CZa0gf

Ps9WON/GFXm+vvxxx9noRAloILFFvy8goKzNStVAjaovI2I3E+kkbskkia1XOjY2B9103Ckjb

qC2h39xWPM1v9BrrzytptFU6huUPlR13ieb7mOp08+RdwzQ4gb9TxzFlqY0OwQIvNhLniO4+g

eK+M6XyLgwXeIf+MBNh6zcjQ6kSfqOZH95DvkaBX0dYpiyv+28/nBdTxa/+4Fky/19F9XwWw2

YTZbkEikiMViRCIrFpMZJJJq4yFc3jVdW//1xx/ni8WLcZVI+OPnn+nw0ENI5PIaCZe3g8qs9

DROHThIxwceqJaaSovJxJmtW3l49GjOpKQwoE4dlh86hNLJqTLbe9+3jf3rd3SJ8YgkErz79E

ftF3D31iyiwDGoKjX8lYHKyi78vwaVVosJTV4+RqsIO7U9MrEFbV4+BqsIlfA3JkxWCXKZGJN

eh1mqRCERIUQgMOm15OsMKOzsUUqs5OXnY5GocLCT3/HvhfNxefyzL5XRPXzwdFYgrhYKmduf

PhtU3kY+0nwjnvMv8mBdT1Su9qiCmiIJbIbVKkV79gjfBpxHX4XmWNUNKj8eVh+HlE2sXJeEs

WknBoXZs3/papLtg2heX8v5ODdqySI5qw9lxJB2pBxZz445qzj9+3q6PtmHxEbhqOo2IWXLty

xPbsKWeS/jdI+1drd7HDb+MZ8EixS51YsOzQOw2ruQsmoxpl6P467LwsnLHU1GCqh9CfJRkXQ

pGpl3LRR5ieTKPXATZRKdJaNesDfV8XJZk5nJ0i++4H8zZpCk1zOhTx9eevVVQnv1qux31F1v

X1PjVCaePcusmTNZvGQJiTodr48cyRszZuAacBcB6a7vVtUMmHPxPMlbN2I1mws6lDrcPQcrs

VyO3MUVp9Am2Pn5V8kPMRtUVs25KEsvEf/+xW+bz6NwMRLv3oPnGmSy/O/jyN0sxLt25Ok6iR

zVtGJE30D2fvUBJ7u/zcQmaoz58SyYO48ci4Rsl3oMlR9lRawjZCfQbeJHdA1xKOFTUJa5lKe

OAJX/+y0Ge4WYsCB7ejd1oX4t9R2H2fLM8fq6NqgsRXoinYkeezNpZCdH4eKHzDUQi9FCRsxF

fmhroipPVPWDysbcyvv7VmKrOY46N65g3rTn2RIWyDlLAAAgAElEQVSVga9rM5yctcQnJtPJn

E1W1yHk7VzISl1tQgOcqJVgYPAwL2Zu1lPbT0fiqjMkNerCi53SWBzRlJ/eHFQtobJoxfuXL2

fgxIlkZGcjfD2/2KkTL82ejU9ICDKFohp6iN+4VyWh8neUzW4fckzo4Z7YVFosYDKRn5jI8g8

/ZNy8eQWLqeXkxLfvv8/AlwsjJNhK2SSQfvwIGfv3YBXisN6DIpLJ8RW0pLUCKz36fwEqBU2f

xmDhSkK3csksNllTrvq3qlzbT83pFQvYKm7ExD4NkNupidywlDVptXhqSBhylZqkvcvYltqQQ

T38Ofj9TKL6vUXI70vghafo6SHFrEthxpINvD5uNCKrgdNzn2RL/c/oHXRnU/HGpOiYt70wlF

ZRaRGg4okevvi4Karkx02VCPmaTu4/qFQYsISdoiq8vwU5SQwW2u3IJlQsQm0nRSRTYtGZ2OJ

n5VRQ1Xl+C2PZoLKqj3f5+pv3xftkOnpwcct6Lund8fNR0dOczQW/UFLP7eSMqCEDHxuA7471

1O8SzILtZlo3lvLvki2Imj/I4+2zueQwiCc7Vf4Lp3wzL3/tjKgofpk9mwULFnAiLa2gg36NG

zOyTRseb9YMGjbE4OZGTGYmJgGMylhc7e3xuk2+6hytlvj09DL2VljNx8UFZ7W6RBurXkPO7O

FYzdno+3xGhmuxzM1mMxqtFgf7kh/4M057M75OGi4KEwHu7gUpOG9VUrKzSc8tTO9Y1hLi5YV

CdiV26eXLIPw7cwaiozm+dy/94uPR2dnxyLBhTH7uOWq1bIlYIilr97Z6VySgS08j79JFDJkZ

JfKB30kBmXVa9GmpYLUic3YhYOgIpMrKff7/F6AyT2vio+XR6E1l/wwp2kcXexkySeWvtp5+w

B97iZbo2LPsXrORS+L2vDKpHRmxZ9mzeh0XxW0Y2iSGr+efwr+OE5f3n6XNZwsKNJUFxZTL/m

WLyW74AL1b1CLx2HZ+PWSifuuWnI7IuZPHjlydiQtJJbNJKaQi+jZz4eHO3kirQD5VvYBqDZW

iiGDEKW7lWrNZbMTa6iQiafkP8fUDWSxWLv6TyCS5I+4WA44KGUp0JCjN/NWp6g3qaxJU5uTk

IMQPvb7UZE2lNieDrHw9Di5uWHK1iNQSJAYjVoUCk9UCWhMSezskBh1yewcMeVmIVU5ITPnor

EqUYj0mkQqlvGaBwuoPP2T0xx+TpdPRCBByubgD3wLPl+vpAyGP0y7gVl+3E4CfytlnT2CVkF

7+Ju0MwEhg5TXv+avtaO3uwl8x8SVaDJ52gC1fjyQ3JYohwJ+3mEcGMOjKOsoz1dHALV0nvL1

JfeMNHMeNQ3GT56Y849jq3hsJpOzdRdaVHOTOYS3x7NCpUhOpDFTm5+ejvu6HVnkm89+yqbSw

YNZ7WNo9xeiGOia+tJnmreIRN3yCSW0UvPTaeh562IEk3Y3X3xZjDgvfmIl00mQeq2dPyqGf+

fYfB6ZOHVEecVe4btH1d1EH4XXtGd/bF3tV9U28Ua2hUnPcG3Wub4HTRFmLxpSLvP0FRJXwyj

YbLUTvz+PM1mQunUjgud7NebqNO0a9kaX7LrHeZKTpsEDcgm6t6SjrfK+tV5OgUgh+XrduXfr

3719iqTUZKiuyZ/dLGyHHcsLJkzilpeG0f39BzvALej0/5eWhLYemsqlSyYTbaACPmM0szsvD

KGT8KWPpqlYzrEgDeKWN1WxEf+A3LBY9/9TpzW5FsQOYxKDHkpyINSCoxAipTV7B9eICJLp0+

js40PcWWkIBVBfq9RzXass4Qwo+o55zcKBuUbgsIci8AI9Cetng4MJ/iqoLP1bmidkqVpkEzE

Yjl+bOLuhP5euP/4NDK+W4UxmofOihh/hdSL9awfLfgkrQpEeybuEKThqV9B4+ihau+WxcvII

jedBtyKM0UyYTb/SlUR1n4vZtIyW4A47Hj2Js6s2hpUuJzDZiV68RnYwxbIjKK5B63ydfpW3A

nbepnLYils6hTnRv7Eywt121d9ap1lCZGysm/6AXclnZP4wNTil4ddIgKjuH3vBYnt2cwaWte

s6fO4dBb6BNh868PawTrtHb+TXOjp/XbSM4OIger/vi5FX2uZX2/Nc0qKzZGXVK2w3b+9VZAl

dtKs1ZOD65GkWDNlene6s4la/Ou8DEvn7U9yt5lV6d12mbW/WSQFFYI4W7J/6DhxdET6hoqQx

U2oKfV1TqNaudVm9G+J1ak26/qjVUCjeOuZfFmMphr+sQaEFWCVOXnBQ9/36TQPS5ywhXDBKJ
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mIFer0cul+Pi4oKDoyPRUVGE2tlh5+DA0bQ0JFIJbQYH0uHRqgsfY4PKGvXs2CZ7DyVwO6i0W

CyYTSZklbB3u4dLsw1djSVQ1utv4cdLYoaeKb9FMzLck97Nb4xiYoPKarzRtqlVWAI1Diozjy

WT5qBGdzKZy2kq/FupaBJWdXaNuxZGc2x9PFqNjgEDhjJ48CPoki/w5fyfyYqLw87eHpGXhPq

d3GnQxQOFuupS6tigssLn2NbwPyaB20Hlf0wUtuXeRQmUFSqLprT3TCbbz2Tz5vCSkQiE921Q

eQc2zpjD3nVxNB3YCLVIQ8TJCBykGazbH33TwTzCuuEXf5RjqVmAK23796SWNZ5ta3eT7Vmbv

t3CcVUVKassZEcdIkpcj7BAZwxZcaw+bWJAB39yzx9k/YlM2vfsQYhr1UaFuQNSuqNd1jiovB

qJpOjmSsjJWhTGowpEZTJYSLyQS/zpbHQZIuRSJQajHpHMjJOPDL/GTjh6KKoUJoumbYPKKth

AWxf/CQnYoPI/sc3VbpHlhUrhGnzqsihmjK17w1psUHkHtjc/gqfD/+Htw68QIElgwSeL6Tf+

CdLO72TSJg3zx3RGgpnVf/2AT9vH6VDHiZ+fWkzrmY9QO+0gn3yZRxvPZOwfG0qdhHVMiwtn+

XOtkGPFkHacF3v0xX7Kv8wYUp9/pj3Bw2f7kDinNS+N+5tHJnjxRWQIa57pRM2KVFy1+1DDoL

Lsi9+x+CJRR9MJDnMj/JHaSKSVvxovMbrVitVkxWoupFuRkOhdJqoU4Nqgsuz7a6v535bA7aB

Sr9Px6ZNjefX7H1E7FMev/G9LzLb6qpBAeaEyX2dmytJIG1RWhfDL0ocAlU0/oO47PXAVZ3Hu

hI63pr+OLGkPQ//WsOaF3kgwsXzRDPy7PkcHTx3Th0zFOrwlHmkxnM5qSR/fZJIa1MbNLKJth

zZkbN2NtmMLIhb8gsE1kxin4YzzOsyKrdF8H9WY3fNG4EQ+a7+fyV/2/fnhsVbVOk1vWcRYmT

r3LVQue/cQDcK9uHw2i+7j6mPnVPF4YtcL2Gq0YMo2gJB66lqNqVyCxEmGSFIxgLVBZWWOsq3

tf0kCpdlU/jFndoFN9MAnxxdEarAVmwSqQgI2qKwKKd7BPgSobP0DgxY/irc4lc0rjjDhf6/d

HipHzKb+e4MJkajwqxuCm9xEVnYm8We3MWeVK59+2hdZ1Ap6dnqZLDsz5pDmdDu2i3VqF5Kz4

Yt1e5nUxpXYE7uYM+UETy15gRBlxRjgDkrmrnVdo6HSqDdjuaIpvF5if358DJ86jmhyDLQbFo

za5cYg5WKJCJmifF84VpMFU7oebjEuIpC4KRFXIFxJTYLKX3/9FV9fX7p161ZC9LaMOnft2f1

PD1SW6+9fpk3FKpbi6+9X4LTTefhDSKVSBEeeQxs3kJmSUkKGUrmMlj164ezhUfB6yuXLHN26

5QY512/bjqD69Qtez0pL4+DG9VhM5hL1PAICCOvc5Wpu7z1r15B7Jcd6UUWpTEqX4SOQymRYr

VbO7NvL5YsXS/QjEotp1qUrXgEBBa9nZ2Swb7WQtLJkCQlrTt2mTQte1OTlcmDDevT5JQP82j

k60q5f/6sOTAc2byLz/+ydBXjU5R/APxe7dXexIMbokdINokgIoiAqiIBdf1SQsFEMMBAFRTE

BpSWU7hw9Ri0Z695u2/X9n7tRYxu7bbeC3/s8Po/s3vy+7/3u8/u+30hKKtGRRGqY0yM36kSf

OU3U6VM3X56v1Q7p1JnA0FDjv/Jzczm4/tZEmcWV/ENb0KJTJ+P/qxQKTuzaSW56esnxLCzoO

fJhLK9lYTq+axcZCVdK1BFLxNz34EPYX8spnxIfx5l9e9Hf5r0f2LoNIWFhxrYF+fnsX1s6Ea

dHQABhvfvc6D985w4yDTnarxVrW1u8GjchoHnzG3O6dTL1BSpff/115s+fX+ocmPqHuzajTqn

r7z8Y8dr/7gyVj69k+IoXaSEFXVEGH3/2A+4BTXG2SONwbCgvjQrAMjAQbysxWQfn813qEGaO

DEWXdJAO7ySyfW5znv9gG8P7+hLzTz5PfTcJf8vqhzc0ft+zs1m36Fu6DR1KYGiLBuF82DChU

g8XD6Wy59dLlJdBzr2RLSOmt2PD52dIuZyHqIzE6waoHDC5OcHtDZmOTSvqtCLQVBCKxPCSYr

gON1yLS8VIXSwxwKjh/w3F+DDU60tpNBsSVCoUCmNYJYM26NYiQKVp50ioVT0JmAKVGrWazJQ

UlPJ842B+zUKMkKfX6UiJi0WtVJaYhAHg3P0bYWVjY/y7PDeXrKSS+cMNf3dw98DJrfiZoSgs

JP1KvBEKby1Wtra4+fnfSDGbGB2NVlVyPEN932YhRk2qoX1mUiKFeXm3CUaEq68vttfyhRcVF

BjHu73Yubri4uFp/LNhXalX4tFpNCWqSS1keAYGYgBHQ0mKjUWjKJ2K0rdpsxt1slNTyc/KLD

VeCRkUFZEWF1uqjo2TE27exXF8Dd74aQlXUCsUpWTuHdzYCNaGkhwXh7qodLYLz8AgLK2LQ8b

Jc3LISi4Jw4a/2zq74OrlZaxjMIFIjY0pNScrOzs8/Bvd+LtBTsqCghv/zsvO5kpsHL0eegi7

MnK01xeozM/Px74aph13LVRqlSRE5eLZzAOZSE1WajaO7u6INAXE5uoIdndAhJ7srDRkdm7YS

vWkxmfjGOiOleEnW69HKc8kPvoqhZYOBAc3QpSdjc7VDUcLEZqCNDLVDng6WaFXF3ApRU0TP3

uKUq8QlabAMyAIL0crg27JLCUrPZ1pPbpg7eCIs6cnj78/l+ZhYdUyszPLxO7QSYOESrVCy8Y

FZ+kyKhBn7+IfgNvL5q/P0fPxJhxbF0e3McFY2ZcOUpt8KZfdv1xm0LOh+LVwrlDWqnw1onw1

bQIHML7/bFKzr/LFmscrbHe9gshSjEgmRicvftiL7S0QWUswvIkbSkOCyvIWLUClycdBqFgNC

ZgCldXoXmgqSKBMCdQXqKzu9tQmVCqKishKTSn14iWzssbV0/PGi1dyfDw6XUmNv1gswd3X13

jDcL3oVLlky6U4WSs5d+48WXI7WnZojrt9+SmTC9JSkcscjTBYVtFrlMSlpyG/GI3hFUpq50d

YmyBsZbfeZOpR5ueCtSOWZSRayUpLx9LJ5bY2N0dT5GejFNty6r8NN/5oeNFt3Kq18d9qlYpT

e/dQmJd74/OCvHxWffxBiSl3GPEwj73+hlF29bE0SKhUFmr4b1Ekw6YVX/eUVeJOZWL4LzDMl

YDWLsWONLcVg3Zg8ZR9dHk4iLAhxddLdyoZF/NxtJfQp/U4Hug8FYWqkDm/DamoWbmf63R6tD

IJNh7FB12AyiqLUmh4j0mgGCrDQJtbKvf3PSYKYbk1JIFCudwIQrc6ewlQWXlhZ6Qkc3TnTqP

Zya3FzcubTn373rB53rZ6Fcqikppzg1lE3xEjb4FKDdEbPuVqs8fIXfwlKT3upwnZHE4XMf3Z



ceU6yET8vZyznl0Z26t0aCfDnApTz7N81zbCv0rmwbkDyArfha7540x4qNjEo7jksfXdd3B7b

h7tPUv7aPz39xr8+wymhbttmULKjT/Bqmgp3W1vauKdvLzxCiiOdW3Q5sefj0RVePPz/Nwcvn

vp+Rv9+bZoxdCpz9Kya3fsHB0rvxm10KLWoVJZpEKer2D1gUis9RqeeLiHcZnx8fH0eqg94+d

1rnDZRqj8LpJh/7sJlQXZSrKSijfDyk6Ki6+tSR7f30/eazpURuVjayHCysqGLk1HcjXzPPHp

p0rN12Dnqa3oitwAkXINFm6WOHgXX+sIUFnh1gsVBAkYJaDJvEr23A6gV2Ez9HNs+00SJCNIw

KwSOLR1K4XyPPo/PPpGvwJUmlXEle9MHcdX41Yz/KOWDP+kiL1LR+Iogj++WErrHtksjxrIey

33Mud4S7oVbeCLP09h1/01ZnYqJN4zgMyNq3lw+kusnfEah1PkxKhceGvuF/SyieJcfDKbvlE

xe8NTWOVe5Lt/zjG5lycz35nHyUgVU2ZNZdlzLxA8YRZBF/9ifZI1/d7/lke023lp3r94Ng3i

/hAJ6/86iXePUUwZ35JfZ3xEtIsPXce8xqz7PXn/tXU88c1kgk1MKX39+ts3pDn9n3mWboMHI

7MsXyNbeYGav0WtQ+XV6HRWLd2DykaCT4gb4x/paRao/Gf+WYI7uCJCxNH1cbR/oBGt+/tQlK

cm8XwOBq3grSWwnSuWNlIqA5UGWLx6KAOvQJsyNZ/X+0+JLaAgp6Q9U1lb5+BnjVcrRwy2nQ0

NKk+ePImfnx/u15warq9PuP42/5dU6PGmBAyaI21aAnl/TESbcMz4gditFXaPfotlk2InDaEI

EjCHBOozVG7cuJGhQ4dWeZm1ef1d5UmW0VCXuJP+s3JYNcua/vNU7P22L1fiNZxev5ZWPbJZc

Q0q3zndgfGtpOxYs5B3VgXx23vNyffpgvOFFcQoc9h51peO3tH8dyqPCdNm0rHgPxS+zflzRu

I1qLzEon8ieHF4B8L37OD9TxbQdtICOh5egse0L5BlnWf5p7PY0vFjXvSI4OGxz7L74wm8+bs

LW89+QtY3U/kjoy2Dxz5OWNE+1ua34n8PBrLyia/x/2Y63ZxNcxCW5+Vxasd2WvXqhZOr6b4f

5pR5ZfuqE6j84ZONxnla21nSZ1hbWoQFkpWTTu9hHaqkqVQpiq/DH3q9WHOZHp/PgRUxxuvxt

Lh8Tm+9WspTMOx+fzwbO1QKKg1956cpyIsrwNldhlQmvmEwa/ix06j0ZCQWYedvg0tA2SrwO2

1QQ9JUfvnllwQGBjJixIgSS7qXodLgAKLNuIIifAOKwz+gzy/tUFHZL6hQ/04SMDyYdSC1Ak1

phxNBdjUvAZF9ABZNHsC6+2gsAsMQScyXYazmZ3/nEeozVBqeu+vWlfa4N1VmDRUqyT/NaxOO

M+uv4ex8/lnS+zxCzJ8LOOEzhH/easY783MY3ekcvyQ25exlBe8+5suMt2KZ/VYwBb7d6O98m

p6DZzP1702M85ITHXOKbyIVPJKfQZeJ3fhk7E4e/WoIWWf3UeDUn1bKP1mR1ZWehZs4YvcoYW

e/47J3K47IuvCE9W7eyh7Mm/ZHoVVfYrcs4tz+QobMmEzuqj/Qd+kJFp4EKk5wwWckM0cGsGz

yMjp8+xJtbmTpMXXHGk69GoHK7Ix8Du+IJCdDXkoSRQVK4i+nlvi7i4c9Po0dmffLawyeXrFt

4+3X3wq52uhwc/8LLW70u+6TUwx7o80NJ5jytqQymkpDHwZ4zE9Vkno2B4lYZLxqN3hzKwq1x

jBCLo3tcPC2qpJ3lgCVDeeLU9ZMVZcPk/f7M+jzSoZEadirqmezF0mQeN6HRWgflCf+AkUytq

MWoTi2Hk3sNtDc7j1dz+Z/t07H0gGbBz7Ftte4u2aFAlTWw63Uy9k37wNsnn6fdra5HDl6nLR

cJfkFEno/0pvUg+HobW2wdm+EKO40yToHbLROBIY4oLdxxUURwZAPT/P3V+PIPn6I89lamrdr

gThTSnBzS8I37yUFkHmH0iusCRYFV9i//yJOgT7Y23rjTiyRyRLy0xOw8fCmyDGQ7l4Kdh+4g

JOvP818JJw5EoVDSHvcc06wcm8KDtokRJ3H8nQ7HfM3XOHViQOwNpd7eD3cIrNDZUJ0GisW7c

TaVoZ3gBvS2wKBF8gVXDydcEMUhkw3bt6ONOvgwaQZD1VJU2nobNOXETz4aisj9KXF5nN84xW

GvNiSlOg8Tm5JwC/UmcQLOcar5u6PNcbOpdguoSKoLLyUyMqPY3EZ2wbn6EyaTQ7AJr2QokK9

MUSQPCYXeQG4t5ASt0VOixEeqJHi7G2JRKQlYWUkq3cWMXR2GKIziRQ08iDAWYdCKcbGUUxRr

hqxvTUu7lKUcg1OVzoxZ9rHxrmdjIglPCqNySO6lDo69x98j//ST3G5/yKa2Hnf+PxMch7/nE

6lZ+uK4fxO53HxlrPMHdWKAOdie8/bi6CpLCkRnUpB1tx+6PMvY9VjOrb3T0VsbVcPv/J3x5T

0yiKyPhuAvuAKbh/ffJ7cHatrOKvQq1UUHf6Hws2vo1dk4/jqEWQBtzo3NJy13D5TASrr596p

ss5w7KId3bsGV3KCKv6a/w5ZHSfzbK/Ktq3kUIZYqcmneGniKyQ59ea7xTOxTj5DqiyItsEN4

xq78isubmFWqJTnFbHko38IDvXhgce6ILMqHcbHYFN5/frbydOevkPb0bSlLxlZadVy1Pln/h

ljWCCfEEfWfXzaGE4otJcXBq1mepzcqFFUFWmxdZJh72Z1w4mnIqhUxKeyc2kq2o6+2CXm0Xy

iD2eXXsDRWkeBjQvRZwoIcNZgN8CLopXxxCXlkq13ZNQX7QhyF5H4XzynTxTQ+NEQpBcSyUbP

pbNKbAzX5G2tKSzUo8+woO+MplhoBKis6kGu63aKM3vJ/3koFq0exXHC94iELC41uiUCVNaoe

CvdecG2hRRufhvL+17H4dF3K92+PjY4Fx6OorCADr1635hefXHUuWevv+vjQRHmVEICZoXKc+

GxrF22n+fnDMfFw6FMUSfGZfD3kt3gboNrgEO1vb8NmsnCXBUXDxrg7xIDpzYnITKHziMCcPO

3NaZpPLAi2uioIxaJeHhWGJbWN+1+7gyVelL2XORCqpSoDRq8Osjo8JwvFzZdpWcbMdv/VXHq

igX3d9BS1NyR/GVRRNh60aGNniaDAvC11XDwrSj0Pa0psHahsS6bjCIV5xKtaZaZgyLIGpeWz

qhWX0Vhp+PCVXuee3EMH74paCob2ve0YPsvFG56CZvB72B7//8a2vQb3HwFqKxfW6aOP0fO90

Ox8A3F6cXN9WtyZpyNAJVmFKbQ1V0pAbNC5ZGdkexcd5IZX5cfEFyl1KBSqlm+8zRWuqqFFFI

VaTAENzdcdxu0kLuXXcK/tTMGj25Hd2tjtp3UmDxs7GX0fbpZufaNRfkqfp12hB6PNaZl3+LM

D7cXTX4hMSdzsfB1xkqtxrGpDbkJhXi6QGqShogfTnMy25qh77fGLVeFTqkgDxuC29ojFespT

MglKlaFb1tXZPIi1Do1uz47TbzahQdfCcTN3RJdfBEObZzQKQRNZUP9lglQWbs7J0Bl7cq7ot

EEqCxbQgUKLe8uj+GziU1LVYiKimLp0qV8/HGxEuHWcnnnbvaMeA63di0ZsXdVqc8FTWVFJ1L

4vK4kUOtQeX2hP6w7XGWoNGgd9/8Zxal/rxo1kFKpCKlVSa9DvVZPfqYCB3drysuZpCxQEzak

Eb0eb1JundrcGMFRpzalbd6xBKg0rzwr6k2AyookVLuf341QaQzWrdffyN9ukKigqazdcyWM1

vAk0CCh0iBmrUZndMgxxI6sapFYiPEMtjfZU1uvUhG39ypRV6DZ0EY08pCW4FVNbgHhF/WEuB



Rxanc+zYb7Y5eaQfhpJWHD/HGUaYjbfpW4LGg+0BdpYjbWzT1xsG14aRoFR52Sp06Ayqp+C6v

WToDKqsmtplrdjVB5/sQJCuX5gk1lTR0aod+7UgINEioNdpRFiVlsf+cklyyduH9aG1oGyRCV

5aav05Icno9TRyeqFxpKT9bhaFadceSJURasfeUKao9s0uP09JjVmS5hNqTvj+e8jQdelxOIS

8mnMMCP4MgEYvRW+A4KIkidzokUW/r0smDNRjldgxXkuvrStlXDy6gjQKUAlXX5RBSgsi6lX3

rsuxEqBe/v+nXGhNk0DAk0SKjUKVUc25BE4yGNcFTJOXpUT7t2emKLbGliXUBMoRWOSWmcP6f

Et5094Uuu0PyVUNxS04lJg5aD/JFmZXP1Yj5ynQ32ygKKfNxo396auH1XSVLb0rG/C5f/jSe3

0J7OYzyxkUHG/mj+S3XjkcES/nshgrR2zowbLGXPKWcGjXUlYU0cue19sUlIIiNGicrGHsesQ

uR2WixCvAkszOJCgT1du1mw7rdsunSBTLUzYd3tjadFuP5uGF+asmYpaCprd+8EqKxdeVc0mg

CVZUtIsKms6OQIn99tEmiQUKkpKOYZHvoAACAASURBVOL4wSy6DPS9sR/5kYnsznGlj1Mm+7I

ssT2dRptJzXEWKdk+M5Xmky05dMaCId1h9VY197kWkO3ugWPyVSTt/VHsSkBqLybNx58wqwx2

p9pCej73PxHE9Uyb+oJCDn5zgj3HRAyY2w55RAq92ojZecyBAWNdyTwYzzmZOyGFifw5/yqdp

rUnODuBX//MZsg7HWntp+PQJ8c5GAv3z+yIW0YiGW5+tG3ZMDWVLVq0YNCgQSW+E/dqRh0BKm

v30ShAZe3Ku6LRBKisXaicMmUKS5YsqWhbyv28wWbUqfKKG1ZDRUY6qvw8HIIaN6yJmztOpSn

e39clVC1HHaWK8LVJBDzQCFcKOLI6j8YdYWusPUP9cjhU4EJ3zyIijqWhKrREGSmh1WQrzqfY

0LstrF5fSFgTNRZBnhCVgFWrRhQevkxBro6Iq1IC/C2QNnJCq1TTc8DNwOIV7a42v5DT0Xrat

rOl4syeWjLOZGLZxA17m4ZnU1meLGoCKvUaFbrsq6DIMRrO18dSeHQTigOfY3XfM9h0LT/6QZ

3OXSwBa2fEjl6IpNdflSqekV6vQ5+fgb4gHdSKihvUQg29WknOby+AIgXn54vTvjaIIrNBbO+

FyNbZ5OnqtWp0KefRZcahVxea3K42K2rSr1Kwcz4SFx/sBk6rzaErPZZIZofYoxkSz2Z3bFuf

r78rvejbGtxtUHl+7Re88m8mXRw0xOV34atFo3Ap/lktWRRJzB6xiqc2vUyTin+kQadk/4rde

D06uFT9jIgtfPznQWwkYlSqNrwxqwt/f/Qjl3QF6Ls9xfwRrShrCqbsXUFiAonrV2Pp6YVDs+

bYN2mG1NrGlKZ1XqdBaipBjzItmy2vHiXS2pVR74fRxL6Qzc8fJNXTDc/hTXA5dJ49e4ro+kZ

b3MMvcKlZU7wiLrHvooiHZnfAMjkNfQmojMa+jQ+RP5/mSKQlg2eHoEwtolsloLK6u9mQrr9r

Cyr1hbmoT68Gnaa64q3R9orzh1GeW4UsdAjWLfvX6FjV7Vzk5I80dBAiA2SaULRXTqC9egL0O

hNq104Vw4tG/tZv0KuzcRz+Ye0MasZRJIFdkfi2rrhHvR5twnG0CScqrluHNTSZSRTsW4zE2Q

u73s/V4UxMH1rabABi9/IzqwhQabos67rm+bXfsanRE7zsd4mXlyuY0TOR4QMncskljM07NuF

2dgmDn/yKsfMWI119keaP6Mhy6Mt9soPkNHsU//jlnHcJ4+LkOfyQnUiXF5fyyxs9keRFM3Fo

H/4Jmcur2YuYt1nL0h2reKJbI2K3LeajM0344rX+ON5CjxkRG3nhkCvLJ3etNlRel6vYygqP3

v1xaFw6NFVdy/728RsoVNY3MZpnPgJUlpaj5sJ2dJkx5hFwDfbSkKDSIAaxbzukgZ0rlIguNw

XNuY31CigNk27oUImFDdIWQxDbud5xD/RaDeoz66Ews8K9qssKDREqEUuw6PQkImnpzG8GWcr

z8tBptTg439Qq15eQQtXd69rUVBYkxKPKyqrulMtor0erUKBTq8lMP8aUv2Pp4KYmJjmQTxdO

RpYZxfKPFqId9xo+5zbS55kXyNi9hj/f+5nTjXvy09KPSN27pARUxk3/lWHLZ3H0w1m0fPsHO

rhr+WP2HwRN8uLwOhkvTvLhy6X7eHPaC6ApIPrCJXbt3E5WngfjXn8CP5t8Vn/9NcczWzO2k7

hsbakJktAqilCkJJeqaeXljUPzltgHN0FiZWVCT7VfpR5CZUcSd0ax6ccriO9rxmNT/LCzKke

JrNNxfkcG/gM9KC/Lsl6pIiFJhzgrD+umrrg6FGtnDPaRm9fn0W+cF7dmt5bHp3NhTQLHpb5M

eNETfWIy/6wvZMQzXmx86xgxiRqwc+HxH9sjX32J5NBAeraWmWXnBKgsLUbVgR8Mu2UW+dZkJ

w0NKg2BWWXdJ1coEs2l3ejSL1VYr7YrNHioBCTBPZB4t6gAKtWoT/4NSnlti7hS4zVIqAQsOj

6OyNLW5LUKUGmyqG5UvPzjIgzh+GqyaL0tjZrKaa3lfPPwDPLatiFw2Ajsd37H2bajsT2ygv4

vTidq+fus/92N4Ed1BPWYTKv49ZxxHUhAwi8ktxhCzLQFPPDLe+ydvoT7Fy8gxE5phMrgqX7s

WCbnjee8mff9Kea88xK7vviUfS1HMaufLd8+PIN2HzzNnD/SWDe3K4v6/0irUfaEyMoKSVMNS

UgkOId1xDWsI2KLsl+GqtG7WZrWM6gM45Epvuzca0Gf8W7kR6SidHNCH5lGisQafx8RibE6gv

t4YJOfz9kjecjzRXQa74vibBox0Voa93FDfTKTNI0arYsLQbZ5rFyVz4CHvfH2k5F6JoP0DBH

+be05skfOwHHupB9IJVMlJbirG8pz8SRdkHP0uIjh74ei2XOOTXH2THrOi4jd+YTd71UseL2K

Y79cIvqqE8Nm+GIjqf7haUhQeejQIXx8fAgICChxEM1tU6k6UHVjdLN8Q0zspOFBJci6T6lwd

eqz/6DPK/3GXGHDGq5wV0Bloy5I/NsKUFnDZ+VO3TdUqFy/fj3Dhw+vsuRqU1MpvxJn1FTWJA

QptEl88tMWwJb2o6YwyD2ehT+vx715GEEdBtBJEsn3f2whqO+juEQVEjrIhogkG/oFKfl28VY

8mjcirHsI/z36MWl929N7xOM82KURMrTEHVjHd1cD6F20nx2ROh57fiKdgpxR5F5l54qf2Xpe

R6/HJzGsozsJO//iq3/jGTThGXo7qW/sj9hChsT6VvXVnbfOoKVM2WZYT3GR2Nph37QZTi3aY

OHoaHJs7SofkGo0rHdQOeRBJy44B9KttWWxU4aukIMzLuI12oNDp8Q8cL+M46uKEPlradnbk7

NbU+n2sAMRqxS0e9CWi+G5FG1IxPrZ5mR9m0KTNzzYGa6lZyMd9qFuOFnqUVy8ytZtoHWzpP9

AC/ZvLKD3eD/srTRc+CEFmYeSJLEFrj52ZC3PILW3IyOGOLJ+2jHiU3UEDGjOqIcg/JwVrrFx

6Ia2pYlPyYw+VdmThgSVtRWnUoDKqpwk09oIUGmanGqqlkSAypoSrcn93gkq4y5dRJ6TS6vON

81E6oumcuTIkaxdu9bkdd5esTahssqTrO2G2ii+fnA5o9fNxKe829FamtN1Rx3DcA4tWuPa6T

6kNjb1Giavi6beQeWoCV7sPW9P32HOKK5mkqmEjN9zCBxnzR9fJRLU1ApLmSNqN+g3yo8zG5N

p3V/Gv2/HYdnYGoemjlhukRP8aTDx02Pw+p8Xu07r6e2tRuYMV6O0pIVfIdfCC6mXJUPHu5O2



+wqnTuTj186JPL0zTRWpJAe6U7A9npwQf6wlSvr3c7ypqdSpifr+HCfyxViLlFgGBjLgETfEZ

UZfN/0UClBZWlYCVJp+fipbU4DKykrMvPUFqDSvPKvS252gsj476gi5v6uy2w2nTVFaKjmnT+

DUrgPW7h4NZ+L1MaTQ43PbE7Mpir0bUqBNACOedCPqi1SavuXH1dUX2b+riJYTQgmSZLF2WQp

urT156GV/YpaeY9+BXNo+E4pseQaB84qh0nd2I47OOY9VL0/CukjZ+VEUdh2dEaVbIfe35YFR

9uyZF0Gy3IIWbexxfiAYp2OxpIT6k7YqjuZTgrh0LIt+N6DSE01aFj/Ml/PkR42wFSk5tDKRD

qODkVlU7wpcgEoBKmvz6SFAZW1Ku/RYAlTWrfwNowtQabo9ad3v1r0zA70h7zwgElc1KFHdya

qeaSrbM35exR6pdSeumh1ZgEoBKmv2hJXsvbahUqvWIM/KIz9Xjk530/nKw9Yaa4vywxvlK9V

kFSlLTF6k02AX9RciTT55LaaWEpuPvQ0WkvIfyLkKFTkK050HLC0t8PRwBksZSE0LxVTRXgpQ

WZGEav5zASoFqKz5U3ZvjVCvoLJz39YMmNz83tqBW1arKtIQIhvAh7M+Nf71ZEQs4VFpTB7Rp

ZRM7j/4Hv+ln+Jy/0U0sbsZoP1Mch7/nE6lZ2v/aslx8ZazzB3VigDnso2LBZvKkuIVHHXKPm

7KQgWXj51n6/ZjrLmSSl6hAqUB5m4JYv+QTMrnYjFl+TIWAZO1Wg6qtSUGsLGADaNFiER6+v9

ZeuzHLC14XySiLEvnXGCMVsvl2/q80xdGIhXzia01DxuA8oFuaNs1RR9S0kmtsl+42oTKnOQM

Ig5FcOHSFbbHJBGtuulE4AgY3OHKCwVuQG9DnIAzd1qgIUC7PBMkFsYwSYanuCFuQ3lROdKAF

4CoSgitt6Mdn3VugaRZI3RN/MC5OL1tdYoAlQJUVuf8CG1LS6DeQKVKpWLFX39SWFQ/M0bUxu

ERi8X06dWXZk1DBKi8JvDq2lTqdDoykzK4HJ/MyTPRRF+IJzE1i3VXDT9rN8tc4A0oF0JeBZb

d4RDM62fJxDYy1l9SM3lzcdaZbwGDDq0svVYG8DTwTyUOVnOZBV93CKGfrwf6IG/0jf3Q+3uC

gw1UwZ63JjWVUefjWLvxACt3n+BsbnE4HF8rGS52NlhZybC0kiGzKg7F1dtCynSJuEzZG/STs

zRaTmlKQqW1FBb2yAa9lkl73EpJ8XlLGSPLsUYxzOYVtZYr2pJ9lrcVhYVK9Go1L1tZMjYrD1

GmAUtBHxqIrn9HdN3boPdxhztoRsvqu6ahMiE6kZ37T7N1ZzibYpIougbyUhH4WVshvXa1Zgh

cMd3OmqfKmf8xYFJ+EQrtHYLfG7IuaZSIRGKQWuIiEfOznTWh5ezBJp2etwqKUGlNDxdmX1DE

Jr2e66/Quj7t0XVugb5TC/QGLXIl5W/YEwEqBaisxCNYqGqCBOoNVJow13uuiqCphOpAZdzZa

H74dTNrLiWQlpOP/JYfRcPFaH83R3zsix+qvT2dedLZvswMCAV6mH81jZiC8lMUPtRKRa/GSg

7Hy1h9qjgF4gPeroxytC2zzzwdvB+fTKbypsboTgf8dGYuOXkF/AT0MdjaGKDG1tqordH17YD

2ifvBpnLBcGsCKgsycnj3w5/5+0I8yfIiI1w81aYpfR/oSkhIAHbWllhYSJBaSJFKi/WIUokY

ibh8e2SNTof2dvjQqlHuW4xenYPVwFmlRCezkBhlVF7RaHVob7mCv5PsVWo1eo0OBwspooIiu

JqK5Oh5xCu2FcOlqyO63mFon3sYrE1Pf1lTUJmbnsOib/5m6YkLJOXIMaBzDxcHHukdRstOoT

h7u+Ess7jhWGgQvaulDOkd9iBdoUJzB3lpc9MoCl+B2MENm07jsBCLjH2W966j0+vJUKpN3gO

jnFVqfHLykcSnID4cgehQRLH8PZzRD+iEZuLQSsm/IqjMychArVbj7n3zJqi+eH8Ljjr3HA40

mAULUFmPt0qAyipApV6PPCmDBb9sZuHWI+RrtIQ42xPSrBHjWjembdsmeDbxx8revHlUa+36u

0iJKDUL8fk4RPtOIbp8FVFyBnprSwqfG4m6RztsDFobE4pZoVKrQ3QxnotfrqR1ZCzNXB15sk

tLxo8ZgFdjH7OHwqgXcSpz5UhW7UK8/Rg/JKSyx9uV8c+Pok/PdkhMsLs0O1Sq1IgjYvhg/nL

ej0umsaMdw8Oa8fTwngS3a4bEovphz24/Vnq1CpGFjNuDnxsdDXTacrPVmHA8K6wiupqG+NfN

iC/EkxWfwm/2NjSeOpJ+gzpjYbB9NaE01DiVAlSasLlClTqRgACVdSJ20wYVoLLyUCk+G83h+

cvpeTmB5taWvPpIfwb074C3vydSWc1lIKg1qLz16CjViFIyEe87heb7tbxhIeWEnwfznx9Fu6

6tKjxkZoNKvR7J5oOIF6+jICuPo6P74Te0O4EGu7caKnq1krxNn4BIXbe5v3U6RClZfPvdav6

36wRONlZ8OrwnT7wwusKVmxsqJQbAWrmD3QolZ7u3ZdAT99Mo0NuoFa6pUnR6N2IbR7CQoTi5

AomDO5YthqFOuoAsOAyps2dNDV3cr0H+qdmkrNpJo5XbcbaQ8FzfjkyfNg5LEzT3AlQK1981e

0Dvvd4FqKzHey5AZSWgUqVGsiMcyUfLyLW34ULrxgS9/ChOfu41tsN6rRYD3IgsrVBeOIry3C

pkoUOwatEPvaIAkaU1IrF5PIUrWoQ2OYO3v/iTLw+fI8hKxnf/G0uvAZ3vqJ0yC1RqtIgPnkH

68a/oRSJ0z45EO6xnRdOt9ud6VRF5G2aDhVXdQuW1lRg82//4bg0zN+4nrVDJ948P5olnht0R

6MwGlQol0t//Rbxss/EqWPviaAz2htRCOBJV7HGKTvxltG29tUhcGmPT42nEMtPNAap7KLau3

sX0ZZuIysnn5f6dmPPWE8gqMEe4E1Tm5+aiUihw9bwJxsL19513SatWc/XiRY7u30/c8eP09P

Cgk6VlmXblBsOf9RkZRKaVtG+v6ByMataMFlJpmeYtBcCPsbHkFhlc/Ewvj4WE0FRStslMHrA

4KoqiSqaafDIkhEBJ2c9/Qyb0Hy9fRqE2zfzp+kqmNm+OZ1nfaxsbdKGhyFu2xM7PD/E10yLT

JWC+mgJUmk+WZu+pPkPl/v37cXZ2pmXLliXWXVdpGiXLtyL+cYMx5It2+pPoDJq6GtTQGJUki

kIKj/2NCC16nRXa9BNIXEMR2TgbYdO225hag0rDfApy5az/7zCvL1yNSCzi+5ceYfiovuWey2

pDpV5vvPqVfvo7WMnQvDMJXVgzKOdBas4vSH2Dyutr27bxAGPnF7ujr/rfOPo82L3cZZsLKiW

/bSk++34exj3QN/GHO9hHmnMfDN+Bgt3foJOnl+jWuvNkZI2KHQ5rq+i0OmIuXWHqW9+yPyuP

6QM6MWPa41jZlZ8e705QeWTHDgrz8+g7YuSNJdQXqPz111958sknqyzamsiok33lCp++9BIrD

xwgNjPTOLdngO/LcVY0OMyNAW4mIzRtOfMBg+NkWTbTBgfIwcAJ07q6UWspMLGcPi+CMZpBZc

sqYFQ5jY4DHSvbIXAOaFFOO0PMmJUBATwxeDAvLFiAhY15TbxMna4AlaZKqg7q1WeoLE8ctQ6

VWh3i/aeRzvwevaMd2jlPo+tSEnRrcuuKTm1HFfXvbUOIsGw9HKuQHjU5dJl9G35Y//l5I5N+

3YytWMyWT18ktGOoETJvL9WFSlFyJtJXF0BqFtrZE9H171Tj69VkpSK2MYSS0ZG/8V2jptLhw

XfQK4vQo0diawiQU7dl869bePKnf4z2vBGLptGkdZMybUqrDZU6PeKj55BO+wa9iwPaj59D1z



K41hevjIlAceJmbASxY1PsB5aOHVpbE7sSlcio/31JTLacb6eM4LHxBswouzRU7+/qytLcUJm

dmMijI0ey7dgxfJydGdOhA4+MHUu7bt2wuUPOa3lBAZm5xdEUTC0BPj53rJqXn092fr6p3Rnr

VdRnSkYGykpqKivqMzk9HYMToKnFSibD0610pAtj+0uX2LZ4MeO3byctN5dn+/Zl7h9/4HyLk

5mp41S3ngCV1ZVgDbYXoLLi62/R+Tik0xcZd0Fr0JS1r2XtiLII+dav0CsN78jFRSSzw7bfq0

jsnGrwdJTftU6tYcPK7UxZsh5HSwu2LniVoFalYaNaUKlUI3l/Kbo9JxFPHYF23KBa0VAWnTu

A5upRo2mBNiPKkHICiUsQusI8rDuPw8K9evFZzbVhXy9cxYwV2xgSGsgvn7+ErWPpiI3VhUpR

TCLS174yTlnz4VT0rRuba/qV6sdgBiLfvQRddjSIZdjcNxELn6aV6sOclfU6PUf3nKDX7CV42

1ix/6vX8AsNLHMIASqrb1NZkJ7O1CFD+OP4cR4PDWX2jz8S0q2bObdU6MsECRhMD87s28eLky

ZxLD6eN0aN4qO//zahpXmrCFBpXnmatTcBKu8MlVqFCvWbC7E9cRHeGo/WcNVYC3Zkt2+yMuY

kihPLjdozQ5GFDMO6dS+znoXKdqbVaHlr7jK+2XqUJ7u34Yd5hlDTJUtVodLwo/3P71v4bMl6

lvTvSOh7htDYtVN0CjnyHd+iLyp53SpxD8Ou9+O1MwkTRinIzKX/859xMjGdtTOe5IEyrsGrC

5Vb3ltK0bajPPJwH7SvPFqlOI0mLMWkKqorZyg69jtipwBse05CLKtceCuTBqlkpV8WrebF5d

vo4e3Gmp9mYl3GNbgAldWDSr1ez28ffshTc+bwYGgoGyMjK7lLQnVzSyAzOpoh3btzLDWVvT/

/TM8JE8w9xB37E6CyVsVducEEqLwzVP7+3Rp2/PEfH/Vqh8+7z0ANenffaed0RXLke75HL09B

ZO2J3cCX6sWPamp8CsOnfEK0QsnWOZMI61/SiqeqUFmYX8jIFz/n1JVUtr8/mdY921XuYFejt

iFUjeLMVlRR22/2IrXFbuD/kNg6VKNn8zc9tfcUXd7+jlaujhz4412s7EraOFUHKmNPX+a+Vx

bQ19KCFX99BGVoQs2/ovJ7NNhWynd9jWXIA1gGt6nNocsdKzczlzH/+5rwuGTWvfMMPfu2L1V

XgMrqQaWqqIiHe/dmx8mTbPvjD3qMMVhJCqWuJbB60SImvPwyA7t3Z+W//2JxBxMEc8+1zqBy

2cZj5GTk8MpTA8wew87cQqqr/o6eiiIiPounh5fOh17XaRo3btxIiMFjrmnJa67asqlMS0il1

4tfoClUsOmr1whpEVRX22Qct+jMLlSXNmPZ8iGsQutWS3mrIC7sPkHnOUsIsbBg77p5WN8Sn7

OqUBl+OILu076htZ8HB3+eVaGHrbk3RpuXhXzbp6DXYMjHIvbpiK7ZQCw1cqxcvRBJZVXKMGT

ueRr6e+3VL1kUfp4NL45m8GMDSwxRVajUabWMHfcOG5PS+feN8fSsBW/7imSj0WhQJ1zGyq8x

SC3qzTN9059beXjRap7v2ooFn71UKag8F36MIrmcjn1uOrvVF0edefPm8dZbb1W0LeV+bi6bS

nluLi29vVFZWhIXH4+lQ/16sauygBp4w/SLFxk4ZAhqlYpdu3bhcdvvdE0ur86gMiUzn2mfrW

bh24/g5FC9t6WaFFBd9a1UqXnlwxWMG96NXh1K20rVNVTWde7vVat3MeHLlTzTvTWfvjv5Rsq

/utovlTwP+Y5FWDcfgHXjtsYf1vpSxk75hDWRsfw7/Un6Dr3pjVxVqJzx8hfMP3GJ/TMn0GlI

1zpZZuHpnagvb0anFxFRGEh8ehHD2jph4+SKyNkHsXtjRI7lGLXX4ox37gxn9HtLGdy2KT9//

BxWhixI10pVoTI2Iob2L39BmLszm5fNxqoSWXzMvXRFkYIrUTFcuRBJsGUOjXzcEbkFIHYPRl

QPNMdFuXK6PzKTZJWa8ys+wMnLtYQIhDiV1fvtjT19muB27Xj1vvtYcOiQuY+X0F8VJaAuKqJ

f//5cOXeO3bt2EdS+tJa+il1X2KzOoNIwsx/WHuFy1BVmP/8QdjaW9ebttkKp1XCFwiIlf2w4

zLnYND7930hkZYTGudehcvIzc/n1QjyH35tc6lq3hrenVPcXTkcQcegAdno5PZo6YGVITxfYE

bFHEFhY1mpYobLWvm7FNh5duIqnB3Xm25kTEV/LkVwVqMxJycJz9Aw6O9qxb9MXtS1q1Co1aF

RI0CLfsZCsPDn7k12M8xjW1hEbmSEB57XiHIDEvxXYu4CkbrRnmYnpDH/hc9ysZPw+/2XsDDn

CqwmVa9fsZvyC5Tw3tAefvfE4olq2IzbY64r0xdlyYs6d49C/xdEP7gu2IdD1elxKESLPEMS+

oWBtX6OZdSo6hD988iuvbDzAxicfoN+U4QJUAubSVIavWUOnUaOY3a8f7+/YUdFWCJ/XogT69

OlDzIkTRk1l4w4dam3kOoVKeaGSxWsOc+FSAiP7taZbWBOcHKv35lRrkquBgYoUKo6fjeH3/0

4T5OXEC+P6GGG7rHIvQ6U8M5cWo9/Gw0rGwTWf1P71q0ZLUWYqti5uxhR1v3/+uXGL7CzFDAi

1x8riGthY2CBy8UPkFojI2RuRpOYym9zpOCZeiKf3M3PpGdKIHxe9geRaCruqQGX4f0fo/sFP

vNCtNfM/fbEGvgVld6nT6Yi7eImYyEjcdNm0bOSEOvcq284ryFcXBxguBZXXu3LwQuTsi9g9C

JGNQ61ejes0GlLfWEjBuViafvUa+lu8kKuqqXz741/4YtNBtrzxOP2G166pReyFy1yNvkxrVy

32Li7EZqg4fNAQde92qLwmfJEEkaM3uDZC7B6AyLL2Y+flRF/lz6nzmBrkg+SHGSZDpUatNub

+tr4l3l99uf6uL2kaBaistUdgpQe6J6HyupSS0vP4bOl/bDoWQ+8WXng4lB+sttKSbSANCopU

bD6VSK82jXhpXG/aNrtzLK57GSqPbNhHr09/54O+7Xnzg9qNhxd7KZoTu3fRwllJUw8bcA1kx

b/FP6qloPLWsyezRxzYEZGHPyKxtFbBxjANbd8XyFZrcNs8H66Zm1QFKn9buIpnVmzj80lDeW

niQzX67TKApKKwCGVqAg4eXuzZupOk2BiaeVrSvlExnKw4ln1jDuVC5a2zdG2MJCgMrO0QicS

1sg+SVTuRfLnSGMtTO/i+G7OpKlQ+OeVjVkbGEffzLLyb1mwIJcMeGDSTUrEexBL+mL/AOP+h

bRyws5QQm6HkSGxh+VB52wkR+bZF7NscLG2Kb6YM/9V0yS/A4oUvICUT9eq5YH9TcdFQHXXqC

1Qqw8N5pVMn3nn9dby/qP2bC9CjVSkoKFSit7DG3kaGuDJnSq9DodRgIZMYnwel2ur16LRqCu

SFaMVSbG1tsZDUwpk1w3finobK6/LLyivkamouam3JlF9mkG+D6MLfwwkPl9Lx7Mqa/L0Mlb9

9/gfPrNvLhpkTGFwLNn3JCYnYK1KxcfFky4b/yM7MokOANU09isOmXAebO0Ll9U20tDfa/IkM

NmcG7WVlHoDVOMWSMx4YzAAAIABJREFUFduQLFyF+udZ6K+BSFWg8sU5P7BsZzjLZ0/koVsAq

RpTK9XU4FFquN6Oi73KsR3buc9fgrejjP3RhSTnKKsHlYbRDNozo/bSG5FnE0RWNXs7Ig6/YA

wSr315DNox/asNlf2Hv8n+zFzytn5lUn7r6uzNsd17uXLpIsNaWCOydWHFjuKQMVWFSmNjiSU

iJ29ELv7FJiI1bX+sUCF961tEkbFofn8XvWexuYShCFBZzbMfHo66UycsZs+G99+vzlGrWltN



Gr8+8wmJzb3QqrJoOvQ1xrT3LDPbTpkDaIs4diwBsfIg+saj6OhnSKxws+hUuaxc/ivJV1Sor

IrIphtvv9YXR2n9B0sBKqt2pO7ZVvcyVL7x6gK+Dr/A0Z9n0baGNTUHt+4i5sxxBre0x9lGyr

8ReeQUaasOlbeeWCsnxI3vQ+zqU+MaG8mek0hmfo921kS09xdry6oClaNnLGLP4XP89+FU2nc

3f+iYpCsJnNuxib7BFkQkK4m4WkiPJrZ4O1qwP0pOcq6m+lB521ND5B+GJLjmDNlF8SlYPP4O

2knD0E58sNpQadmjWDuv3L+4Rp5/MZei0cadJtjfk417I8jPz+exTs7Gsa6/QFULKm+dtUE75

N8BcZD5z9KNYQya1jlLEB2NRLNsNno/DwEq//yT4cOHGzVv1Srh4dCpE9QVVCpjeavluwzfs5

BuvvagL+D4otfp9+Z+Zm7axES3CAb2egzPF+Yz7Ggs7f+cxqWnvsBjTm9mj30Muf1jDOptSey

a78jtOIKA3O7MX9eHL/t8z4Rd3+BVeIy/N6Tz9NSbtzK6pIM08+2OttswRlqfZnFSEBs3Lid6

+58Mf3wS//72DQPDXBg2fR1R4Qq+OrCW8W1cTQfdam3IzcbP9unD1lOnjDaVAWFhZuq14m7q1

Kay4ukJNcqTwL0MlZ0mfMDVK6nsW/o2TYLubCZQlRMUd/EykeHhDGhswbHYfGITM2sGKq9Pzs

4dsU9zRF6GdH63OJpUZfLltBEnpCIdO6feQ+Wl02eJOrSdQaEORCQWEZGkqHmodPRC0u4m7Jl

R7MauRCmZWIx+26xQ+bifBz+t+MDcU0WeL2fd4u9p5WNFK19rNp7JRa7U1RxUXluBJGwEIoeS

ntlmW5wAlaVEaS5HHeoaKtGjyoznyP697E/MpJGNEzO+38joHp4c2uZIv6ddGDlmKuKE7Wx8Y

z8D18y8BpV9WXkwnyXP9eSLT3bRtNkp7DpOJuunOeQ5ubJWPYr1M3uiStzPqvX5PDW5Iyt/+J

aNv5/m+YWvMOGVCJa9KWJ5YR8+6pBI94UpPNMyg/G3QOWrq7xZ/Lo9X85O5vXF47Gv5Wvzgj5

9iIqOpvXu3Ygb1162rXoBlXv27OHcuXMcP15sm3avlu7du+Pj48P9999foQjudagsTMli+5Lp

eDfyrFBWla0QvnsPF8KPGX9ID8cUEJepqlmoNICHe2PEzXvWmKe4AJXlnwJRA4TKl5o14vOfZ

lb2aFdYX4DKmyI6tHUrhfI8+j88+sYfBUed245QnUKlHmXsDoKePsCBDTNxv/QNn6zSsiHdhW

3fTsDTEn5Z8AHuw15CtX8R21fuodO73xD75lK6fDqYfZdFzB3dho9vQOWbNE9YSu8H1vBZ5E7

GBFuiKUhh1uc/8MjUt2iiPsnHUz5h6IevMOHrLNaMT+TNk21Y0j+Z/n9b8JhbJOMmjuW/r3/i

sQf8mPqliO+m2/LpWh8+eWcAVrV9Y96nD8TEwK5dcC9ApVKpZOXKlcTHxxsDaLdq1Qp3d3ek0

rrxkK3waVvDFQzBgzMyMoiMjCQmJgZnZ2eefPJJrKzKTncmQKUAlZU5kgJUClBpynkRoPKmlM

4cOYyioIDO/W7awQpQWZ+gEtArSTq9l7/WHSAnsCfPju6KLnIHv2w+T3Cv4QxsKeKvZauwCOn

PkCZylm89g49FEzo+3JIrmdC/hSf79l8h0CuDwwlODGyWzfQ/4/lqxhMUx13RU5ARw5ZlvxEh

C2LUmFG0tM1m4XY5Ux/w5PCq39mf48C4cY+hOruJ1ccKCW3nQ3/nyzzyzRV6tmrF6AkjCXG1r

vXrb+4lqJTL5Tz//PNGm46hQ4diaVl22BxTHoJ3Yx2VSsWWLVvYvHkzX3/9dZnyEaBSgMrKnH

1zQeWbMxbxy+FzbJ/7HK27tqrMFEyqe7def/88+m0emDQMDzPZVAqaSpOOU3EljRb5nCUkH42

kWSVsKrUGh1G9Hsktig4BKusZVFbiGFRYVZfEZ2Mewenl35jcK7jC6neqoDm7hGd2tuaHV7pS

Z2kw7iWo/Pnnn/Hy8mLIkCHV2ri7vfH27duJi4vjmWeeKbXUuobKw4cP4+vri79/yZAmtZGm8

bkJH3A4PZv/Fk/H4xaje3Odh7vx+lsXl8Sv499j0Otj8Xm4j1FUVXHUUc5YxOETF+n15WuIbo

m5aC7Z341QmRARTZNnP+WjQZ2ZNmfSDVFVNaTQ4h5TaduvA/e9P8VcYr/Rz92oqdSo1Lw24zv

+OHmRswun4XtLSteGmlHHcMv36KOPVnn/zWVTqY+I4Err1vjOnIn0ww+rPB+hoZklYHgh6tsX

4uLu/uvvxMREY87SZcuW3bNX3aYeH8Ob8qxZs5g+fTqOjo4lmtU1VJa3htqASv2EDzhbpKT1w

mmI3J1MFafJ9e5GqIw5Fkmr177i50f68+grY6oMldIZixCduIjGEMi7eaDJMjW14t0Mle/278

SM926+IFYVKqUG7+/RfdG8+pipYjW53t0IlWqlivHTF7H11GXCv3yNxm2b3JBHQ4VKkze0nIr

mgsqi7GwGurjgHBjIP7Gx1Z2W0N5cEsjNhQEDICenGCr9/MzVc4X91Lqjzrx58+jbty+dO3eu

cHJCBdi3bx+nTp3ipZdeEqDymgSkEz5ApFCiXjgN3ASoNOV7En00khavf8Wy0f0Y+2qxhqMqm

koBKk2Rdsk61zWV5oJKWY+p6Ef3RS1ApUmbUVWojDl/nkJ5Pq063fytqi/X3yYt/A6VzAWVBp

vTwe3aEZ6QwOldu2jStWt1pya0N4cEDh9GNXw4skaNYPduqG7oqErMqdahskWLFpw5c6ZaWsq

sU38wZsRMogwLbTuGo+s/5XrksYLUOGL1nrTyqlxWHr08iZlLDzPtlYdxQUfyib+YMPU9Ut3H

svL3NwhxqaC/9O0sP+DLoyNCMWdQmLy8PB566CEMHvK3lntZUylAZSW+4deqClBZvsxq2vtbg

MqKz2tNhhSqKlTWZ+/viiV65xrmgkpDxqWPnn+eOYsXM2fqVN77/vvqTk1obwYJzOjfn7ydO/

n255/hqadqPA7yrVOudagMDAw02glWp6SfWMn6k014ZtK1JOnqdCLO5xDio2LR+59y2OFRPn8

hlMPb92Ed1IWB97lzYNUG4hxb09Y1g+hL6Vj5d6RnayuO/LebJHzp37cJHy7ez4fvPIE7eWyY

NQXbCd/RVnOGiCx/OgQVsn3HOby6DiJIeZ5/j14isEVLUsV+PNRYzb/HImnSuD0+6ii2ns7gv

oGD8BGls3PbPjQebRnUyY1D23YQL27EQ4O64WplOno6OTmRY1Bj31LqGioNzkRisbjUy0FtXH

8LUFn5b48AlQJUmnJqhOvvm1Kqz1BZVFSEtXXlFCe37r+5oNLQZ8LJk/Tt3ZvswkIWvPMOj7z

4ItbOxcHyhVK7EshNTub9555j/vr1DAkMZHNkJFTjnFRl9g0TKo8u4aEH3iXFTobLwMkcXfw6

P877gIunlLTs7EBc4CMEZvyLb6cHKDh+kMYPtmDty78y6vMZ7Fk6C+8hU0jZvoEBU6bjrMog/

M8PWec7EXFMAh8ZoVJHdvQBNvy1kgV73Pht8TD+mfALXT8by4Vf1yBxFnMiZAzvhWXS9dHz/P

i+BetjMgiRBLF6byJvv9yczw9ZMt47ElFAX+zjj4Mols+PePP1G2No7u+OZSUCodZHqPzxxx/

x8/MrFVNTgEp7rCxMf2G4/qWt6TiVAlQKUGnKD4QAlQ0DKidNmsTSpUtN2dIy65gTKg0DXDx8

mB49e5Kn1fJAWBhfLFhAcK9eVZ6f0LByEtCqVERs3MjbM2bw3+XLNPXwYO3q1TTv3r1yHZmhd

sOEyts1lejYsngac8704Js+KRz0HYH675fYclGNk8yfZz9+jLhFUTyxYAyblsyly7g3OPLnx7



j5teVyVj4bv/0Yu6k/Yp+YXAyVmlzO7b2MT7d2iBN38+fGk4TP+Y64Hq1wtgugm18QgdNe5mG

3NL7oMZX4ju3pOboxifsz+aGgKYfe6cnFSzkc/OtNVhzJx9POj4kzXiJ311J+3ZrII/O/Y0o7

N5PjVtVHqPzyyy8xaJ1HjBhR4hgKUClAZXWeS4KjTknp6bVq1Cf/BqX8xgeCTWXlTtjdeP1te

O6uW7eucoK4pba5oVKv17N3xQrenDOHM9HRKPR6unl44HGbg2lFE7aSSJjTrBmh4rJfzKN1Ou

ZcvkyhRlNRVzc+t5FKeb9pUxqX0+d5nY4PLl+mqBJ92kqlfNKsGX6isiOan9LpmHfpEgqDF7a

JpbWzM2/6+GBXTv0jWi1fXLqEWqcrVeNSejqROTlYisV0bNOG7+bOpXUdRddpmFB57AdGj/qc

XIOdo1Mffv9zKP/8lMQAp6Osy3Vj5Qo9Cz5twlezv8K6+TC+/OZBts05Uwoqne2sePnjHfTt7

kJSy8m45uXwiQEqdXIO/vYNH/20lmxNJ97//jUcT6/kna//QvrQTJ4WZ6J7ejIPe4tIWfcaA7

/VsvPHAazZ6YBryno+XXWBB2Yv4HHvSN5640sKPXoz952efPfCDPZbt+Wjr75iZHMnASpN+LK

pDiwpVUu4/jZBcLdVMZemUj5jEWuOX+SJr4SQQqbugrltKnN7TMV5dF90gqOOSVsgQGVpMZkb

Kq+PkJOUxIENG/h74UJ+OXfOpP25vdIBoFs5LU8C7avQ6wmgvOzXB4Gq6PMuACHlzGU7MLCS8

zQEelsLlOd6+g8wrJw+nSQSRrVty/DnnqPvyJHYudZQylMT1tQgodKEdd1VVQRNZcntTJ3wAb

vlRTy8aBoWHi5m3+u7MaSQuaDypRmLWGkMfv4sbbq2NrvsBU1lSZGWpans3WMqI9s15VVD9AM

zF+H6+6ZA87Kz0Wo1OLu53/hjffH+rm+ayrKOobKwkMzLl9GXoVkr79jKLCxwr8AeMyMnB6VK

ZfLJN6XP9OxsVGq1yX1aymS4Od058khaVhbqSmg/neztsa3A/jE1MxNNGdpP37DykNnkJZmto

gCVZhNlzXUkQGVJ2Y6a8AGX07LYtng6nv5C7m9TTp65oHL0jEXsOXyO/z6cSvvubUwZulJ1BK

isGCote0xFyKhj+rGqqqayrBEEqDRd7kLNe1MCAlQ2gH0XoLLkJnWa8AGFKUKaxsocXQEqy5d

WQwspJEBlZU4+CFBZWl41df1duZ0Rat+NEhCgsgHsqgCVAlRW95gKUClApSlnSLj+vimlpPh4

CuVymrRseeOPgqbSlFMk1LmXJSBAZQPYfQEqBais7jFtKFB55XI00Uf20CNQRmSKirNxWfRoY

ou3owX7o+Qk52po5mlJ+0Y2RpGsOJZ9QzTD2jpiI6tkOCcLG0TuAUialucaUF3JQ270VQY89Q

GvD+vJ2DfH3+iwqmkaa1JTWVhQyObffqOJg5pWvtZsPJuHXKHlsU7FcQevy3toGwfsLCXEZig

5Elto/Oy+YBsCXS0rLzCpJZK2QxHZmT87lmEyhtzfb8z4jtUnL3Lg6//h3yr4xhzvlKaxPsep

bAg2lZU/CEKLu0ECAlQ2gF0UoLJ2ofLimQiO79jOmPb2HI5XEZdWwOCW9jjbSPk3Io+cIi0dA

qxp6mFV4ofWzlLMgNCqhRQSB3ZC5N8KUTlhL6p7THPOx/LQ5E+YP2UEnZ4cYuyuKmkaa9qm0p

ChozA3F2uxmgsX4ji5b2/NQKWlA2LvEEQufohsHUEsqa6Iy20vSskke/Tb2E0ahnTig/UaKvU

6PdmZmejz0nF2tGHDum3Ic3JqBiolMkReIYjcGiF29ABRJV8ITN0xjZbsOUs4eTSS3j/NQtLo

ph22AJW2pkqxTurpNSp0qZfRy1PQ60wPI1S1yWpIS1Pi5mFr1qx4psxFZHi5tfdC7B6MqAafR

abMpbp1BKisrgRrob0AlbULlYbRFAoFFjoNJ4+f5fLxIwwIscbZxoJ/z+WRU6ipPlSKJCCzxh

j03K8lIsuqZ8cw5QiKE1JRjp2D5ayJ6O6/r95C5e1rSbxyFVlGLE4enuw7eJKkKwlV11RKZGB

pg9g/DJFHQK09vA1QaTH6bbSThqGt51B5u/xjL0YReeQgg5rbIHbyY/mG/cYqVdZUiqUgs0Hk

2xqxZxAiiypoNk058LfW0WiRzlmC6GgkmmWz0ftdT+oLAlTWX6jUKwvQXNiKXp5u2o7rVISfP

MnKX7ezO1dMQLs2PPtgd/o1cURcTjzJmx3riN67jtEXW3BocnOK1QW1X8Q+bZAGdqnVtIrmXq

UAlbdJVKPVkZyjICajkABXGwLdiq/Z6rIIUFn7UHl9RANcZiSl4KjJxtbFhS0btpOdlV11qBR

JELkGIfIMRmTnisiqds6XASqlY+egnTURbQOCyuv7YAiuHHvhEmcOHsRHJqd9I1tEjr4s3372

xuEo9/rboAXwCUXk7IvIzhmRRFqrX+eGDJUGQWk1WkR6HWILC9Ys+ZHCvJzKQ6VYisgtGJF3U

0S2zrUDk9d3WYDKUue9ITjqaGKPoEs6beJ3VUfS4X+Yec6NDx/tjK+NiLTY07z222XmvjmCI1

v24929Gz09Jez+dTURLXsSHB/OT+EZtO3clYl9PPnyiyUsi3fix9mPMzRIyua//+XXiGw69ej

FK0OacnnnPtYqHRFFneK0PIBXBjuyeN1RfJt0Yub4MHQpsXy4dCfJ1s4893/2zjq+yuoN4N9b

6w5Yso0NxojBSAkB6QbpkFAs/CGoKGGAioAKIimSoggoDQJKN6MZzWDFWHfdbbd/n/eOmmws2

Oam9/yj7J58znnP+32f85znGdqNNm4yjv6yhyNKMaFhEj6Y2oPG1kWdiIiQ+nVFbFejmOOufN

n+c1ApvJxUGh0KtRaVRotSrSVXqeHgjUQu30tjZ1A80gdO8mcPqsfwlm7/+KxVRqi8e/euPkz

j3+PPVkREnfK+/f2sCQ88cJiou7dpUF2MdzUzRFIjfjsVpS/yzONvmQkiK1fEXgF5x60VnKoi

VOp0WpRKNWKpFJkk72hUOB7PiIvBxsEBndSIX76bz8OIp/mgUjhC0h9x10Xs7A1SGQjPvkqFS

iv8U4ZRCUKlPs90VWWo1Go05Ko0GBnJkIpFqFVqgq/dxEUTj3XN+oTFJBH411+IRKKnbSqF42

xh3Tv4IPH0B71WUodWrSFXrcPYWIqkSA3S80j+Qdl/IVQGBwfj61uY6+2iZVYVoFJ58XfITS9

6MPqNIZPV780k6dVpTA6w/VtgEQUzv/6VWoMGMbSmlHVT5rDKqAb21eqz7q16rJ23gYROgxil

OJanqXzdm4ub1rNGHsCPr3iz8tuNXGrRi2FRexhyzJZj89tzbPZcfjVtzx/T2/L9nM00HtuDs

xv30WpgPzoYxdBvyhk+m9+X+3PnsdqmG5vG1sPI0QabYlh4iBxrI6stuEKvmuk/AZVKtYaLEe

ncic3k/L10FAo1iVlKMrJVJGWpyMpVI8CmsDE+TFqdDgNU1sfDtmTHsv92qBTWhzwzC21GImY

WlogtrFn//cJCoFIE1i55x3w2rohMCwvAVf6bR5WDSp2W8IsX2ROnQmNlx2BvQbslQ2tpjak8

hehcY+S3b/JnbDLV48MQaRT0qm1KulqErJoHMs8G2BhLSZLZ4UAmMbmm+LlI2b/8IGGu1qTYe

vJxG/cKsZ2qulCpZd/xc6Rny9Ga1aSeb3UcpUpsbSxIik1CbGfB4S17uHcvEqlaTR9/K2wlOq

JVIhyquWHt4U18rjkuNZ1JikrFyMEWJ1Md244GoVIpsPHwp3u9sg9e8NTTVEqoFG5/qxS5eNR

+DG+V5fb38+4YVQIqC4imVui4tWnMHzYP51kfM8zn76c/T0Plb9UboYyMo5FfQ/p3b0ALD0vC



Hx5/j3Vg4fhl+H30Pn28zEm4dhK/ZRqWNw1htkknzg134+qGhSwX9Wbp0FqsW7KRaGdb9m++i

Gd9V4zEGu6cuUHzKe/jv2slp7r9j2UdnIq91xig8olZPnv4Jod3XGbaohGFzr0QLzoiIuJ5n4

lCywuax6RMBeGJcg7eTOJSRBpX7mfotRRF21U8rtYAldeYPeA/DpU6HTmp8Zy4lYhjrZrUszV

GpNOBVApqNRqRiIyoOPafD4KYMMylGjrUNkdiZITYygVJreaITczRiiSIdRrUSDCRiUGVzP7L

6bRv4oVxBWnLqhxUanJY+e0ZWnzQFg9tOvuX7SDX0ZHsJq2JD9yPPNeJGop4DkTfxNG3MdfDp

Uy2i+RCNXsSr2Rz0smRvpJYoqNt8PQTIfNrySetbVg/ZTV7LK1xatKG73rUpKjDqLLYqKouVK

axZscNhvdqRkb4bXpcMGGUVTR9mzixaM4ZnIe1hsM7WHzFkaEviPGwycUmMYVzSUZkODsTfj4

M56a+vNTUm8Rfz9Bo6iu0t8/glzPJvNHJD4VajJlxBZgilBIqC5p7A1SWxRNRvDoKCtFbaEmd

nI2fzOJ2r/f5vKVDnoJIp+bi5Tu41PVk1YKNeZpKLyk/T5nD2d7vsjhAxJ9nbvDt2sN4DniNj

x0uMUzQVI615/u3lhPw2Qd0q2FKavA5fOZmsaxVOPMsu3BmkAtBGxayStqPRYO8WbdkA/dtTL

kRYsbyTzpj89ADhS5brxUN7PUuS9tWK3ZYZgNUVjKoPBOeyturL5OWrdJP4pPax+It5bxcBqg

0QCXqTFbMPIjLoIZoJRJM791HqlCgbdSIq+cuUc3ehdj9Z7ntYYmvhTEZSmM6KO9zxcoBmcaY

+w5u1FPHkZBmi5lpOrLajXmtoTWxJ7bx0WEZE9/tTgs7o5Isy1LnrXJQqVNzdtdJ/pJDdXdHX

G+dZneYhCZjBmB15TBbz8jpVMeUHfeiqO/uSbquFoPsk8mobUTkkXR+zVXSURJHnNqVOrWN6d

G5NY2sNaybsp6bdV0Il7jz00h/SqaHL534qy5UKvl9yyHkYh0mlvasPR+Pu62W6YOasOHHvVy

r1ZLWySfZFGpBpwBH6jasi1HwSeJjIcPDnXN7z6J0c6d/17qk/XafPrN64EwGa7cHIjYRU6N+

czrXKh83QvlmygCVTy3cf52mEi2pwScYvyWFqW91p4GtmNsXT/LZ3nTmT+7BrhW/kd6sCxP91

EycuJiI+m0Z2dqfYa2cubhtPR/GNmG5/11GXKlF4Ls+HPxxDWfcujKzuxu7ftrKctPmvKc6xn

SLgqEyrlkz4vacovPYAXSprmXvtku4dWnMrbnzDFBZwLYpEpJOOB8uIlUGTeWxu8m8teqy3lb

yeZIAlbMG1WPYC64lruZ5YLagxiqjTaVSqUQsFiMVtHZPpH/V8bc6gwUfnuDFKc1JTc8g+tRl

RBnZGPfti9mlY2y7kY1/tpobLmrGdAxg+3Y5zWzlaJtYoQ5LZ/71+zSUiPFydSXWyIQvxralu

jqN7yfMZ7/EDo++Q1jWybnYxyIlXohPFBCgUjRsOjznRZ3Pp/3AmrM3+GvOO9Rt8dgp9PP0rf

CyOgS/iVITM6SokGdrkJiZIFMryNTJsJZoSFeLMUKNuakJqlwlWiMRmlwtSp0Yc6mWHKSYiDR

IpIJNIGRnyclUgbWVGSYP7DTLp++Pa9XFJvHVoE/oM6o7Dd/s9+iH0vqptBDCNNbxYM6qj8u7

6wixx5PkWuysjFDJs1GIZVgay1AocpEYm6BVKhHJRChzdJhbGKPKzUGjBa1UiiBeTY4SY3MTl

NlqTCyM9ZphwU1Mcg7YWRpVyNpHrSFx+gpunbtJ258+A/fi3f5Wq9WolUpMzB4fp1YWTaVCoc

DYuPQ35/99UJn3KESHXOWDSb9wRCGmSY/uLBzZmtq2RiRH3GD0J+uJtvThFd9MQnzbU+PYH3x

/JY367TuxbFwnPFRhjH3nZ+q8Po6p7SxYOW8Nn5+Kp+vLg/jx9cZc2vArM8w7cLCfE9c2/8gv

0p5828+L31ZuJqFFNwbJgnll+mZuKi2Z+P5IJrV3ZOeMBZzv+iZzWzsYNJVP7Fb/SagUGLppT

Vu8q5XQ5YIOejWqThtfhzLb8CsjVK5atQovLy86duxY4VA5dcxMjiWns/fHKdi6OpaZnJ+uSE

t6dAR/XUvBxa8mNqkRXLqrpPFL9UkIvku2xBovcRpnUjUI1pLejepicz+eXGdjdKm5XMqQ4iV

LJT7XBmtrMa39a2CWncqvF+T0bmDEntsaBrV0pvSvhuIPPSfkPp+P+Yq3Jw7Ga1DenJXGT6Vq

2g/cuBRMowXvg59n8TvwH855/3ooPm9/y+cdmzHti9efGyr/aPMWAT1b4zZt1H9YqsUfulqhY

vzHy9h0OZiriyfhVq94zs/PHTlCdkY67fs+/hCoLFD57rvvsnjx4uIL4W85/61QWWqBVKKChu

PvJybj36SpFIugja89rnYlOyALTcimmoWMBSP8EQuVlEGqjFC5YMECBPtYIbLDk6kiNJXSMTO

Jz1Vgv+RDcCjh8ZlOh1arQysS6W+zPpV02jxNCyKkElG+r0vhQ0OvrheU9iJRITa6Qv1aNDqh

vLjYX6f6arVafbtotSAWIxbp0Gh0iAWVz4OLZKU15yiriDrSaT8guhSMeuH76OqUHCoTYyK5m

m3NS96WaDUP5ajTy1ysyeDc5VTk9lZ08LZD+FnQLqo1OiQiHRFJWVgpkkmzcMPTSopILEJw1i

3MhUTJC1O0AAAgAElEQVSQtU5DSkQYZ5IktGnkgZlYhETII9wiV+mQCfasgnx1Wr2TeUHeOpF

Y34YyNZ7LcgtsU++TYu9FU5scjl2KxMHbCxdFMirHGriYl84Cs6yh0qjNW+gGvoTqvaEl3l10

WjlnzoTj3cgPB2MerFORfs0Kz0V4aDyWbjJSkoyo426pl49Yl7cuxbpsohJyiIrMoX5zd8y0g

hwfzIFYnCdrtYLL10LIMLKnpW81vWZSeI4EWSu16G/cC8+QMG/CutbpJ14oC3fuJ1DLzY6zQf

fwre9FemQ415OktPR35HZ4Ds397JGV4rZ4aWN/GyLqlHh5lWmBEtlUlmnL/2xlBqj8l0KlABx

TetWita8Dtaub5wMIAS5uxmTpN+InU81q5uy5msCJ20ksGNFAv8mWRTJAZX4pClApylWgKgVU

6nQaju0/xjHT+rzXyITUzBys7e0xzk4jJleMs3kafx1M5K5LDf5Xz5REpTFOJmpi0jVIsxMJU

lhRUxeDhWstZLm5WNuZkZokBzNzatiZIVJn8uem80QZm9OinR82iHG3Nyc5OYGrd1U0qGOD1N

KY7GQ59o6WZCalojK3wcVcROS5c0Q5+XBr33GkLV6isyiEneFqzD29aSFJROpaG2+b0tlgVg6

oVLNj21Z+v+zA9DdrsutCFG4WpjQwz2RXjBQfRw0Xd2Ryr50LH9lkE5RqTtMG5pwJDKdaE29O

HAmmcy0loTp3pFot1S1ExJ5NhVqODOnTGEdNGstnbOCCvTP13c3R6izp0CGA3NvHmL4hjHde6

4CtJJvLt9NwbeSHY2QQaZ4t6FvLjIO/HCOrXUOu7j9AitKXV5tmMO2vZFq2rMfrnlkcinfjlX

YlN4URVm7lgUodqbfP8ObmcIb26YB38kWOp5hTs0ljVLevIdfksPtgKhMn1ebyITlaWzFO1S1

xz8ngWLqIPtVj+e6aJVY3xQx4242IyCSSYlJR2ljgamJPn8710Cbf44PVgbg5WeBtZUOGVMSL

rQOQB/7JnNNmfDHakcg4HaHJOdSt5U7WsSvY9HiJju7ZrN2dwMh2EibOv4TvK13RHtlPklpGs

95dYfdhbIb2pa2jrMRbqgEqnxaZQVNZ4mVUYQUMUPkvhcqHwxLgcuZAP4a0yPNXKQDlxjPRfL



Ll5lNaqEUj/clWaQ1QuWwdflPfpPXH7+tltm7dOgICAqhfv36JH8yCvlafByo1ykwW7z6M4qA

a5xYyzpkaU1PtSHuOMi/aGStnc1zD1eyt5cyY9AjuxZjj+6I1l/dfROnihbVHHV4wv8290Ezu

GjliaZJLyp+ppHu7MWtGF2pq01g6ZzmBlrXxTI8iTFWdMRP6cH79Yr7cGsL010bS0CuW3w5nY

tepI9WvHaFR3yH0dMph7sRAWk/0YP3tBOqGSmjbLJP//ZbAm+P60kpxjyDc6d+kdMf9lQIqVT

G8/8EariaL6DOmIxFaG1po7iBJT+Fu9cZcuXERpzA77r4godM5Ne3HNSXi5lmOXopF1LYbrop

UuhiHsvCYjN7junJ933YijjrRvL0pzUe2IUCVxvZTsZjnBjFk7lFGDHmZbt1aowi+iJ1pJvNP

yhnrlcWKCFvatvbHL/EydTq9TB3zXBZ/e5FGQ61ZtOQwOUpjRg5oTzUnY346Hs0X/Zw5fkLL6

EF+JV6/lQoqdUr2LFvL7OBcajVtzijZDTIcPViU6slLijiGtBTRf1QQK39twc5V14l6qRdf1o

hj5S9XCLc1Z0Ync9aHO5D9VzKevY1p07IWP03+GuNBYwmIiqDz8J6YZidyOVrOlaN7+PCwkg8

H1Kdbm6Zkn9tDhMKGI2HpvGAEl2zs6Vi/OqmrQ+m9bBDe2UH8eMiMVqIDjD2URaxnE1a95Ipp

fBBbpa0YqzrKBd9BjK1TQnMkwACVBqgs+MHVkRyXiKmjI2YV5IWjOBuIASqrCFQKMGhvYYSps

QQLY6k+5J6pkYQjt5IKnWcLE8HYXIRCpeGTPr6MaOVOSFwWb/4URGRyNjbmeVqjNLkS4RTOAJ

VQUcffpdVUZkZdZPauGKqp4rmVaIRFY1c8xLa8mH2cxQkeiOzBI0LHX97VeDUtkTQrJ1CFceN

qDLYNA7CtVoMAyXVC7+hIsrcFUSa55y2wsZMwcFp76qhT+PW3k9xKiCIwPBUXt/q881ZXjh64

wLAWMG+3io8Ckpi+Lwe/3h2oHnuLYT07YqZNZfZH53DtacS9FDGatBQa17DlSmwW16QefNFQR

7DWlZcbV12oVCeHsz/KjFbVMvjjUjTbwzMZVt+HmpkXmBftzhsvOpMdoibe04p2kiQORojxd1

UTHJ6BVT1/JDHRuFTTkiOy5PadWHy8qpN6W4ert4wajb1wRcGNwIucTJXgaSfhfqqEdm3qkRN

3HwdnS24GptC8hS37jodi18AXp8woHGvVp5qJhlObjhPs7UpAdRdslLHcz9RxMzyFah41aGEa

zcl0L4a88DhmdHFeDg/zVBZNpU6dy1+XYmhSx4HTt+PRBO/nvLYRQ3r4s3fLIWzcbDHT2dPhR

Rvu31GSHB+N1s4GUWIqsSaWvNzcjtNBqWhTTGnc2oQTFyMxtbTC0dMJ64Rkagf4YazOYOeJWy

hFxtS01HErQ0PbFvVRR9xEbOvAX8Eihvnr2HkuBl8/D7QXE6nb3x8HUSIb9objppLi0cmbsMN

3SLSF7DQ1Aa3qErLxOB5jetK0yIgkT8+MASr/I1CZfJnXvglnyex+mAk2LUUkTeR5es9O45fF

nXCQlc2pYlFtFud3A1RWEajUaHXsmdQSL0cz/VG2cDIt2KfVmXKwwHkWNJTfDa9Pq1r2vPvrV

Rq6WzGugxcvzjyOXKnh57ca09A9z55v0NJzBMdkGaCSyg+V6pxM5CJTzCW57Ps1kJQXA+jtZk

nYthWc9R3CaH9LcjPUyGVG2ImVpKllWEpUKFRqtBJj1IixkaoRSWVkZeZgbmWCPF2DWCLCytY

MI3TkZGWQpJRgZyYiI0eHo405GVk5WFtKycjUYmMhJSFVjqW1JaqcHCwtzBCjJmjbLu76d6CP

lzUaVa7e7jM9PQcLa0tCrpxB69GUZk4ls/F9uLgrg6byoQMJwSxOIc8iIkdCbXtT5IlxJJk64

mFRuM2iYIf3zG1f9MD+VbCZfVZevf+6/I4shD9pstMJyzbFx/7v5gU60hMS0dk4Ymtc9IuqoM

2kXKCyVQNU344vzjvqUZ4n5S/YmabExiGyc8LWCO7Fp+PiZEuxD5eFyXjKH4gIkUinF+/D+dL

/9wmZ5/37b2X1c6cjNjmD6nZW+X7X59couROvwsfFvFQReEoLlZdOniA7I4M2PXo+kmFluagj

2LLv2LGjRPP/ZOZ/5fH3A6hc8Jo9b668h+7eTc5YVmfl52/S2UnHvj92MmrVeexbvMSm15qy5

JuV/Hpdzrgp/2NWBys2rNzIlL13wcOf1VMH0jDpDJ12ZOKbcZ1L96xY9t1r9PGxIi70Gm+PX8

PVmnX5Zfoo2lQXcWX3DvovDcSkdRe2/q8d2huneHvWXm5b1WP1nMH08LYutk9cA1T+DSoP7bj

E5O+GIZUV/IIob+fnhbkUEqDyyLQ2+ljeQVEZyBVqRDoYtfxigQ+mTCJiySh/OgtHNNkqTKRi

Fh0I5ecTkfpLOF0aPHZL0ev7QG5GZRqgsiKhMj0L9bLJ6JzsS7mx6sjNzkVtYoqFWIciMxOVi

QUW+ssc/0zSqXLI1BhhaSL5G0DpyJHnIDM1LfhyUTG6W2ZQOWstogPn0Mx8E+2LjYrRcllk0Z

EYeZuQLCl376XiLpdTR6tFVcuT6vWdSUzKQWxpjVl6JJsjNLgpU8hWaajmWx+frGB2hNvi6ua

GkzKMOgF1sKrgOT76+yG6Lt7E3H7tmPDh8EcCKa1LIVmfjxClZKA8ubwshFusOtTyJFadyaaD

u5KrUSkYmTjQ0d+BdKUEc1Skq3XY2wkv3GAiMlVEJSgQ6cxo28qVy5fu6C/puFiZo63pq7eLr

Ei9kCJHwbBJizhyK4ILC97Hu6HPozHLmo5AZFz8I3UDVBZruZRJphJf1HkIlWOs6bQ4kh+/HI

Zt1Dm6bYXNQ2WM/i2NP6Z3JO3CWU6JazPKOZIBc/I0ldy/w7FES15u6siRzb8y9koddvROoev

3iWxbNJi6OUFM2CyEgmzKhzN30fXdEdRNvMnyuxYMdozmgytmbH49AFHEWd7+5hRn421Y89No

mmTeZdNVCSN718H8YfznIqRjgMonBHTn6n1+//EIo97rgkdtpwJF909DpbudKX0XniE0Xq7vn

xAHvKD0JFQKvydnKej0zWmWjvKnpY9dPqfqxYHKxPg0/Q1VOwerEj9whos6+UUmnbEK8aHzqH

76FF0t9xLLs7QFUk+e5e5XG7GbP450GxeauFg+VZVOKSc8U4o0PZq7cjNeqFsdo5wkTgVn0aB

RNbISNHg4l3wNlLbPD8sdWf8X3ZZtZ+3ADgx7b4j+z6VxKaT54yQTv1nHxx8Mw6V/RcWnzWXf

2o3EyhzIaNSenvv/IGHrMW76unK7SzMkt9K4ke7OxwNzmPXHBWyr92LFG6as+y2VVjXv8/GfN

rRv3ZFa5gdwCWhDEweT5xVnicr/8t1G3th+lLXj+jNsRNfnhsr0CfMRXwrG8uBiMCndxa0SDU

Dw/3ftPMuyPHFLuU6H1i/gpElj8aLDRFWX4ZKZSIx5DRq1bEKNyMN8sTqccfPfo+Hdfey2aUT

4H4dwrF+PUf4y3rtRjT3DvIqvES1pRwvIn50h5+Xx8zgfncj15VNx8cmzjxeSASqLD9RlMBUl

quJ5oPK137Ws/qQT6qgrNP4yij+/qcfc91dy2sSVT0Z2o087byyjnjj+lqi5eTOMkPhkvv9lJ

2EWPdg+IouX11tybvGLWGfdYeTCq6yd6M+b887x05cjefjk/bJ0GRO238ZID41aNFY2vFwdts

cZM/XVngx8sQFelsX3HGGAyieWiVKhZsOSA6AT0fHlxjjXsH9KY1kZoLLn/EBCHkBlYatcOP5

ePNKfrv7V9ZdzPvr9Bs08bRjcIu8GqHCkI/x924UYvthxm3Z1HPisbx2OBic/uqij1WiIDI0n



6HQINy9EMHhce3wbeJTowRIyG6Ayv8gUW4+w4PvfGPPdBKqXuwPuh20rCWzzrv4f4tou3Bk4G

D9PBZduZuLsbklqdDoaGy8aqC7x8dl0Arx86eGeRZiuJrVjD7Mu2oJq7TvilhjC6B4tK8Q35Z

NSW/H5Kt49eJ5DU0bSpnebUkPl1T8DaTZrLZM6NGH2l2+WeC2XrkA2f/y4CZlfLU7FiOlwORC

T08FcretNYveG2KWbc+HPbCZ8ZsWXx1NpjpR6NXUkar1oZhHLrmhn5AovmtU4gVuDljRzrDio

1Kg1jPjfXPbdusee7ybQqtnjyz6l1VR+PHUpv528ypGlH+LRsFbpRFrCUvcun+VXbW0C0q8RJ

zIhZ+dJTtzJwKZPQzxSk7FtHoDa3JkWiuvsuJ6EsaMXtpmJuLRpTNqtEOKiY6lV143V95zZNc

anQtd/cmIqbV/5nAQdRG6ZjanVY5B6FlRqBOfnajXGJo/Xi0FTWcKF8xzZlRc2giKz+DU8oak

cu0nHqk86or6fB5XH1vTCU6QgLPg+O/fu58+ceqwbYsqr89L5ZXEH7h3ZxYIwWz7qXIvMW8cZ

/qfLI6g8v7gtVlnBeVD5XgBjvwlk5VcjeahS2LHmdw7XfImF7Z8MxaglLjqKwOOnWBWoYuns4

XhaFC8kqbhaHaS12hZ/3JUsZ2hoKEFBQQwYMKDQnhXb+blQQ3ZWLjt+Osm9u/EYm8qeCpMYFR

WFm9vjL8WylkeuSsP9bC1/meV3Pv7w+NvDwYwDNxLIyFYhz1Xz+c7gQu10WvrY8uOrAVgYS7h

8L42GNWz0kXpm7rxNj0ZOtPaxY/WJSE4GJ7FkZEOEiz2bzsfoofLTTu7s33yOyLsJKHPV+mEO

n9DBAJUlnPCCvlZPbzpMx0W/s6BvW976qPA48yVsqojsGQS2+Uifx6pRTSTvDOHgqT8Jy3bA1

NIMPydrLh8XM6xXBj/eMaWVqxf9aqexM0iMv0UW0bosvgxxYZBTCmP6t6F0Vz5KP6JO3d/nRG

Y20Tu/xcHeutRQmRAeg/vIL+hQzZY/t31d+g6VqKSW0POHCbFpSoCFgvur/0T5VyAmo3rhOaI

9qlzIStPi4iYjLF6BvbmOlGwd7k42GGuyORqkIzrVmmrqgwR0ao+zafG1BiXqZgGZ0+JTaDNu

LkZqNbu+fw8378duiUoLlV8s+I3ZW47w+zv96Tf8sebzefv6rPKKxHBeP6Rl+cvOxMVlcHPED

IQ4M+IeLan7Wk90ZmboxDKsySVJIUKqyCbX2AI3G2MSE1KIzzbCLPYq++yb8K6feYUef188e5

02kxYzyseN5Ws/yzfMZ0HlxePHycnKNNhUlufCekbd6vCzaGOuFL/1Z0DlLxNsWXBcxbJ32qA

6/xfvHrBl5SgjXvk6jp8Xd+P8bz9zzLEDs9pZMfvjZaxVty0QKtdP7cbMmZtxGz2MnvIr9FqW

xg+vWzFw0X32LnwZ99TrvDNjC5dlDVj77QAC1HeYNC+Ijz8fhlsx/dxKa3dC7PjYQX/xBVA5c

pY5VArDUinVeqiMj05F+7dwiQsXLGbS1InlNnrB+fiacwlEiPIfCz2ESsGX5MOULlfS4NMjhd

qpGUnFNPaw1ttW2lnkxT0RtJN/Xo3nw43XGdjMlUk9fLA0kT7yYylA5aEt53HJSHtq7DaO5pi

Ylfy4Kiw4khoe+UE8XpFCjkaBq6kjMtHjLyClRkOmUoPZg5vppRV0Wnoubg4W1KrrQtO2vtg4

WOT7QFixYoU+ok7nzp3zNVERt79TohKoPXw6/nbWHNgyG4m0IiDhsaYy3dmeG2+MoZeHkn2B8

bjXqY6zuTEhV7W0b61h7dG6mMmCkIrS6NC1OZb3L7PxchZuLZuScy+EMV1bVOjxX2JkHG7DZ9

DMwYaDG77AxCxP81Ka42+h3Jujv+Tn0Giuzp+Ib/O6pV1iJSqn0SjJUYn1H27hC38nbvNhPCc

Mxnlw/ohOBVV6JUTE9VAxvVrKsbQyqZjQgA86Enj6Kn0/XU7jWjXYNnc8Zk9oyUoLlfv+DGTA

7J8Z2rYRy794o4LWv5bU5Bws7M31azewzVv6ETp2b4nPJ2OeOZdh0SL2nxUzsJ0cS3uTCtVSC

h2b9fEyvjwexIH3htB2YIdiQ2Vldn7+xhtvsHLlyhI9Q09mrgoXdXS5majvHEaXGV+8cWbdY/

WeRIa/aMaaczpe61UXTcp9ZuxKYfIrtbh76jRrz0SDsw+T+jWjjqWSrVsOcd+tCW/Vl/D9b8e

JUZjRu6kTpy9pGNLJlDUXTZnxii+mubGsOBDF272bkhkfycrVRwi2rs7YQe1p6SDEGb/I0gN3

yDHzYPzwxphF32bpn7eQ48ioES/S2sOKor0WiRA51ETmW/SeVjyB/DO5ygUqnzWUf/r4u4a9K

WtPRpKWo9bfOFy0P6xQTeUnfWoTkZhNaFI2y0Y1xNpMpodKIS54SJycUSsvYWUqZe7QejR0t9

ZDlwCVxy5HM8TDiON/XEGl0DwSR98xrfDydSnxTDds2JArV/J/sY25tIhjyTc42vorPMweu5m

5nSDn0K1EmtVxLnE7+Tado8G8Wt+Ri7svY2VrzpgPuyEzegyvcrlcH/f77/FnKwIqhX4Of+Vz

tkbEcnPRB3g39n2usRavsI7ANm/rs1o2qk3dxR/otS2CK6mHPu4fBNrh219lDO6gpoazLi+q0

oM1IxYriUpQ4l6tYm0q9287Su/5GxneqgGrZr+N5EG89tJC5YkD5+j0xWqG1nZnzfKpSGTFO9

YpnpyLzlU6qJQwomveiUFFpm+++onpf51h/dg+DBjTI9+HWWmhMj48hrqvz8ZNJiNw62zMzEv

nEeB55FASqLxzX8yh82JG91Dz4HvmeZouUdmkyHi8X5mBt4kx5/Z8h/Rva/VZmsrKDJVpaWl6

s6jSpqoAlcK+qdMo0aVEoc1OKe1Qq0w5sa0bIgtHRJKK3U/LWkD/OagULuoUx6ZSEPR3w+rTr

4kzwbFZeDqakZmj5qudt3mvmw9ejub8cTmWz7bewsxYwryh9WlW05btl+Ie2VSmp2Ry+sB17l

6NJi0pq0oefzubSVn19R5qNXCjc/+mRa6/ioLKVav/YMJPu5ncpTmfTRtdIWDz8EVqFVCbeos

nFSqLb9ZJGdxRg5dLwZfAihRiGWd4b9oylp0I4vfxg+g3tNOj2ksLlRmpmXR/YzahaVkc/uZ/

1G1Sp4x7/OzqqgxUJqRyfOxstsskTF/yIbYu+U1ySguVgnRmfLCQr8/dZO3gjgybMLhC5S80V

iWgUqslZ8N+2vy4nbE9WvHOx6OfklNVhcrnnfAqAZXPO0hD+X9EAv85qHSzM6HLvEAiEuSFxG

5+PA8CVL7cNE+zKNhSvvNzEL5OlnzQ3UfvFF3QWF6NTGfEjxf0GoiFI/xJzlbli6gjxLhNT83

i6rlQ/Y14D++Cb8U/a/b/6Ys6J/Ze5fjeK3yyZGSRi7SioDLiTiQd3luAtVSit1Vzf8JWrchO

ljJDVYRKUVwye0d8TohCyavbv8HC8bF2o7RQKYQnXbLwdyZvPcrEFxvyzZx3SinR0hWrElCpU

CKd+D2662FoPxmDrnvLpwb7PFCZHJVI41dmoABOL3iPmo1ql06YpSxVJaAyJQPZR4tJjE7EYt

EHSGvXMEDlAwkYoLKUC99QrEgJ/OegUnB+nqPUkCJXEZ2SzTd7Qwi6l16goB5CZXq2igX7Qjh

8K4kjU9vonfPqHfo+SILm81Z0JnOH1kc47P63xf6+fOouu345xYzlz7ad0mswpszmRjmHaRTa

0ao1zJi+km+PX+ajTs344tNXy922rMpBZXYuspk/ITp7A/WXb6Bt0zDfOi8tVAqVpMUl02Hct

9xITOO3d/rTd2hnxOKK8fFZFaBSfPAcktm/QF1PVHPGgeXTrlueByqFOfj2+9+YvvUIrzavy8



LZb2Nkkmf3XRGp0kOlSo10xU7EG/ejHdIJ9f8GQAHr81mayksnTpAjz6J1t+6PRFpZbn8/7xw

boPJ5JWgoX5gE/lNQuX9yK3yd8/sWHP/LFfZeKdgQWIDKTvWr8e66K5y+k8KXA/3o3qAaJ+6k

0KvRY43jQz+V/yWojI+Px8rKClPT/PZcFQWVwoLOSs2k3ZBPuZuTy+/jBtB9eJdyfdKrFFRqd

Ui2HUGy4He9k3L1rLcfG38+kNLzQKVQxbXzt+k1ebFeW7b101dp3bFo84iymKDKDpWiiFik78

xFlCFH9cNH6Bp4Pwgjk3/0zwuVCVHxvPzWN1zPzGHJy20Z+f6wshBvseqo1FCp1SHedRzpok3

ofD1QzZ8IpgUD97OgUpGbi06rxcRMuOeelyoLVEZHR+Pq+tiTQLEm7YlMBqgsqcQM+Ysrgf8M

VAoCUWl12JpKqW5too8BbioTE5WcQ2y68Fp8OjXxsEat1XE5Mp2+TZz1dpNzdt9h07loOtVx0

B+BC+ngzSQyc9X/KU3lggULEC5dCeHCnkwVCZVCu1u3HuX1JZtxsjJnx1dv4Su8wMspVRmo1O

kQ3YpAOmMlonQ56rnj0Rbgz/B5oVLwwbhsyWYmbTlCCxtL1swZR816XuWusazMUCkKjkT6/gJ

QKNG+NxTNA5+gBS3J54VKoc7bgdfpPGMFCdkKdk0dRaduL5S7xl5ot9JCpQCU528imbUWVGrU

s8ehCyjcNMDg/LzyOj8vp23cUG05S+A/BZWlkaVw27t5TVtWv95Y784kK1fN/9Zd4cTt5Keq+

y9pKisLVAoh2JYv3sxHu07g42jLrumv4f2Ml0hp1sDDMlUCKgWgvBmOdNoyfSg/zZxxaFr7F3

j097xQKcglJzObZSt2MG37MTzNTdgwaThNurR4HjEXWbayQqX4WiiSz1chik9BM6YnmtE94Bk

348sCKgVhHdh9imHzNyCTSlk4uAODX+9bpAyfN0OlhEoBKI9dRjJvPSIhjOuMsWgF7fkzzDIM

UGmAyud9Fgzl80vAAJWFrAgBJtv5OdLE04ZBzV1wsn4cVSE5S8nWc9F6LeaTqWcjJ86Gp/0nb

CorC1QK8lfmKpky9QdWXbyNo7U5h2e+hacQ37eMbfwqO1SqFCoyboRhPednTONT0I4bgGZYfj

+iT67XsoBKoT5BY/nFdxvY9tcZ3jMz4a3XeqHp1AysLcplv61sUCnYl27YdIjJmw/zmqkxSwd

31EMlRfhPLSuoFIR8cNMhXl21U6+xVI3sjnZIR7B5OoxoWU1IZYJKYa9OjU9h08YDxO48zifm

ppiMH4i2gMtRfx//s6AyMjSU7MxM6jR6HOO+shx/CydEO3bsKPV0Go6/Sy06Q8EiJGCAykIEJ

NzsntDFmx4NqpVoEe2/mcTduEwWjPB/dDxeogoKyPxP3/4u6KJOZYJKQWRpyenMm7uBuSeD2O

ZkR58RXdH0aA3GgqvmskmVGSoVGXK+/GErx45e4oOsHAaNH4jm5fbPHH9ZQaUg3dysbOIDr1N

95U6sYpLQ1fXSg5W2aR0wKrs5ENqqTFC5a+MBFu05xYV7cThLJSwf15+2Qkz0YjjkL0uoFORy

+dhlYr7bQN8MOdSugfZVQf5+z9SWlvbJqExQeWznCeZsOcyR8BhqmRhzc/ZbaAN8izXuqupSy

ACVpV25hnLlLQEDVD5DUyn4nzQqxsvh71UMbeHK5J61ngpRWdrJNEBl8SWXs+kQVuv+RJSaif

aF+vojSF1NFygDB9GVDSoF1z6ZKRmcDbzOrB+2ciYzGzdzU5b9bwBd+rxYpNDKEiofNiaKSUI

6dSnEpSDKzkXn4YRmaGd09bzIEm5AG0n1TvMlwn9L6TS9oqFS0MSqFSq0Gg3Z2bmkZNHX7YgA

ACAASURBVOUQuO8MC7Yd5YZChaVETGdfD+ZNGoarr0eRcn+YoayhUl9vRhbSH7YhOnwxT/7N6

6Lp2xZtXS+wMAVjo6cubBW7w09k/KegUqvRkivPIS0ti0uXg/n5573sSkjFUirhxToeLH5/GG

6+T7sOKmyMBqis/MffwvMnz8wlKyMHnVZNekwYcRoLark7P4qOlRQbTkK6CTVrO2NSMU4oSvP

YPFVGp8rgxsVQ3Jo2ws5YgqWNKWYWJuVul14mnS+kEgNUFiIYQVM5rmNNejUqeZRmwcG6lWnZ

aWcMUFmCR0CrRRQWg+TXvxAfPI9OIkFXpwa69o3RNqmDzq0apQ3rUVmgMjM5jeALt1l35gYXb

0VwPSYRjQ7ebO3POyO74+XnUaxNqTygUj9TKjWi62FI9p9FfDwI0rO4a2bCu7aWyE2NMTIxws

jUGJlJ8UOWCj4GPgHqA6Gh0cTEJFGzpguuro+jSc0ELhawVOys6lKjenOC7q7N96sdMB3wLGR

5ZQOfAzeVahTyHDQqNakpmUQmp5Om1epLvdOsLoMGtKdRAx/MrEv2gi4XqBQ6pVAhuh2BZNdJ

xEcvglqDzsme6/bWzLM0o7mDNWalCG3jamZCRydBahA962f9f838vbF9cBkpTalmV1TCU9LMM

a5NsqQOzrlHkGgz8/3uZWHGi9UKjwyTolCxOzpRXyY1V8nx+BRSk9OJjk4iNEuYIRjo7crrI7

vxQov6mFo+vqldnF3DAJUlW7PFkWlZ5lGrNMTdT0apeBgNK5XtH3ZnyuV67NyzEj89QWYy4/V

u/Hr6Rfacm0Udi4oI21s2o9RE/snw8cHM3zQB1wc0bG5lgqOTDWJJFaLjJ8Txr4PKU6EpjF97

hcwcFUK87yf9SZZkGQhQ+cUAP0a3Lv5Xb0nqL0leA1SWRFoP8mq0iK/cQbzgd73Rvig5gwhAi

Klh5mhLdQtT3JztsS6B3V/zPwP1lVu7OtLg5XZPdSpDo2VHXAoRdiMwSzmEOPdekR23MJIx1N

URq4exHv9WIlGtYWt0Eokp6UTEJBGansXJlIxHuVwtTHnBvTrTX+tFnZYNimzvyQzlBpVPNpK

UjuTqXeJ3n2LQ/XiisxXkKJRCBLYSJcEt7HtGMqaKxYTm5BKtUOFtaoyroHkDBJRpplSRq8mD

vSeTr3dLmjboyfodn+b7u1QsYpGRjAFP+Jx9MsM5dAxQqFAK7pkkYkyMZciMZHpwmfRCfXr0b

4dVtTzIKk0qN6h82BnhAys6EfGB84gPnWdpVg6fpGWRoXkcOrYk/RbA/gzgX0AhFTAeWFHAb6

39e9C8Xid+/es7ElOj8+VwB04CBe2ygk8OwUnS9idK2EglmJsYYWFlTg9PZ17t3x7fF4RPjdI

lA1RWXqgUbGVTEjJIT5E/MbmpbJ/aj92q+nj0+ZRP2zkjSjvClHHz2XqlHruOjOf2vg3s2rqf

eKWOFkMmM3WYO3Ne+xipqxWBd9MJGPAhnw1tStjxPazf8itXo5NR1+zJgo/fxUV5m/nT5xCUb

YS3rZzo9l/zcw8Ldq6az/qj17BqPpD3hw6isUc0H73xPT5+Rmw+Gke3V8cgP7eNExeUjJ45hw

F+OaxesID918Lw6fwWHw7vQ/z+eay5Ikd17SxR7s2YPHE8V9d8yPK/Ihk6ZR6fDmutH6ewHVV

zscXcquLDr5buKcpf6l8HlWnZKq5EppOYoeBmbKY+dveZsFRycvO+dIoLmQaovMbsAfXxsDWl

KthUFvowCFqze3GILwUTFRrN8NNXOZ2aX1tS3Afp6IOM1sBj0/3HpcOBnkD/11ay9dAybt+7V

GTVQhTwY4XUJxQWfhPu8j50z28iEtHUzorGfp74BNSmfe0aePrWwLgUmqcKgcqHEtBoSU9K09

u+pqZnof3bJbeiBCUWifCxNMNSJiH8t4PEHjyP15BOOHdu9qhoSGY26cqn43tHZdgTI3eiufO

NfM0YS8T4WpkjKwTohS7eyZAjV2swkkmxtjLHzNIM+ye0o0X1+1m/lztUPmxcIHh5LvKEFM5F



xHI/V4kiK4f0hNQSdb+GiREDBC0zEPNjHuqZ+dbA5qUm+v8X1v+mtKyn6pSZ1iZH7IeJ4jBqd

f5nr7WFKa2lEh6Hkshf/I4AlWlZWLk4YGJihJeZCY5W5rjUqI6VQ+ljXz9sxQCVlRcqhT1C0F

LmZivzQ+W0/oQ0HMmlw0Ys+mEYupOz2BnpxNdfh7H94P8ID0+nQ3M/ZOknmTx5PdO+H8+8Nz6

lwxcr6OSYxOgxP/Luiq+wvBOMZaNGeJqlsfrLCUh6Tsc+8HuSmk5mVAtbVkwew/FWc5ik2sda

cQfmDm6IPHgLC7ZlMPPjF3hr1HzGLViKY+hmun94nrXbvsE7bBUfbNTQWXyN2J4fM6GDF1d2L

OUPTSv66PawOKIeiyb2IWTTFGbc7c6GsTpefze/plIYrH11K6ztyueiY4ke+lJk/tdBZWEyCE

uQs/NKHNfupXE9JgudRqcPvajSaFGotPqQiyDSfyUIyQCV/xKoLGRB3Au6W+LHJWb8PH0Zq7p

e1P98bIHlkzKyWXPBmxfcoqhhUzS8GsukONlYPFp3f69U2FhjUjNRa7QYmRrhXAKbvaIGWKFQ

WVRnSvB7SW0qr4aICLorYVT3p4GzBM2WedYKg8oy73nJ/FTevS/iwDkJo3uoy8K0uUxH8yyoT

ElMRK1SUc0lL1SvkAy3v8tU/M+sTLAZj4tMITfnaai832Mebju+x/admUR+vYT673Rk8Ijj/H

H6M8xCTnI9KZvIoz/zc7g121ZMYsnk7xgz+0dqy+J4Y+gXDF62lJayEE5cuoci4SxfrT7EuNl

zyFy+iBfnraOpiwnXNk9nlqIfLYPm8vP5e1jI8uDAskk/ds3uyfsf/crMOXNQheykw5Qo/to1

geohvzL2k+Mk3j9DgqkJppK8Mo4DvmSq/UX20YVPBwcQtncGb/7hz+aplrxtgMrnW1SCw+yIC

OEg8p9JgkpdodaSKlchuAYSQjAmZCqIS8vlbFgaofFZ3E/J0XfOcPz9L9BUluEyK65NpfACzV

VC7zalO2Yswy4/s6r/ClSGx4jYekTCK900ONmX8Ny9HCfjvwKVgrXGT7ul9G+vwcul8shfmFq

Dn8rKrKl8BlT2XM1g0S7WnFBxx+xF5vfMoFnvw6xY7Mc3e7P5/t1eOJhF883Hy5j03dNQ2XfW

BPYt+Zn2E8fT0smEEyunkPXiOHLWzaPBxz/T3tOMY4vHs8zxbQaGruNqm8l80d75sUZdc5UJh

UDl619dwi4+mAbf/sLohvaPylzaNJu9BqjU76giIekEGiuD9E9DZVFDEIYZn6FA0GxWszLGp/

o/r4IuD5tK4RadWq3T24gVlJb/+WxN5dKlS/Hw8KBXr175ild0RJ2i5rMsfy8uVAov0bV7pLx

QT0tTP21Zu8sssyEZtSxY2/pkA+obe9BmxJVZm2VR0b2lW4nbdhSPdwbgNKB9kVWq1bB+nxTh

OHtQRzVmFRci+5l9k9RoisS1CDtYjRrVle3oFE8fKxc58HLMcK7LRH3tDl2aU/PDEUW2dPC8h

IhYEUM6abAwLZNXSZFtFieDrPFgRMbFv9xzb80P+mqN7B2o3v1lJMZGyIykhZpVyXM1fL4xjL

mv1nqqOyEhIaxevZo5c+Y89dvdw0c51m8cDo3q0e/4lqd+Hz58OIKvydKmquCn8pmayp5reLt

RFhOGfEaXH36nq/oY/r0Ps/BrNxaeNGHlpK6E7vyWjw5lsnP5+/wwZX4+TWWvGW/y+w+bGPnp

R/gmHmTKhCV0mb+Rlsm/szbKn6kD3JnzwXhi+q9gvtdF+nx5k5U/vodJyHa2nDHhsw8bFwqVb

yyIZXy7RL4648nCTwZyZ89KLtn1omPOnqegcss0G94ef5IZP03Dz/6xDaXh+LsEK7uyQ2UJhl

JhWcsDKtPD9rFtfwavvj2oVFCZmZmJiYkJMll+KDVApWA6AaFRIk5dlZCdCyW8kFph60pk8zh

+fWGN6rJSQP3k8VOFda/QhnITs1Ck5WDiaI6xTfGAQNAcJ6aJEMwnzUx0VIqLlTJjRNKibsDr

0OXKKfHNpnKeptzkvJvXEmMpMouixgDC/amsbBECTgrfsYWYsZZzrwuoXiYTjJ4KbFetyECrU

WFkZv/o9/61826ipysknIiyQWxigm/DGnQfXHAUqfKCyuzsbMyeiEleUsFVXajMJeTkbrJqdq

ZhdWPOXrqGX9NmmKXf49dd9+ndvz73z+4jKFqLb+NGKJNj8G1an7AzQdRt1REbiZyDe89S+6U

XMY67xJ9ng7HzbICPaRbZVn409jLlwsF9BKdr0N4+SGDjaSzr5UrU9UCOXQlFZ1mHzp2a4Wye

ydGTt2nZujXatDC2nsyiX59GmKXd4tDlXNq19ib4wgkuhcZg5daUzi/6kx1+kXA8aFHbkfTwM

xwMc6BXO2duHt9HjEV9ejav82gaDVBZghVd2aDy1rav6Dl6LikmjgyYtoQf3+8KCTdY8OUkZq

2/RfePlrDkg07EHV7M6DfmcL/ZRPYvn0JDp+K9zEogmkKzlgdUpt7ezJxJS7Cp9fALWkbd7m/

Qr2tjfT+K0lQW1lkDVOaXjDwXBF/UlTHJAvoX2S313RPosvJepJUlxewOIvH0XVx7NsKh9dMa

oKL6mZYpQv30JfGiipX57xJHb8QOz/YuodNq0ISeQ6fOLfP2n6fCO8tP6Itb165O9ZcKj639V

Bs6yMoR6SGzMiSJe4NCwf5u0FlUuXLqvtDhUVedwoSrc6AysiDFpSHXLkaRGJWOa00HXvuwx1

NuYMoLKp9XdlUXKp935M8qn8WWb94hsdlkhtST8M3kFXSc/Q1dXIv+aCrrXhmgsgQSrXRQuXc

9d2za0jPAhI2fL8Ls9XfJ/n0N0u6jGNjYlpAje8kSyflqg4iViwajvLady9o29H7BrQSjfr6s

5QOVW1m68Djt+nZ80Dkxjj5NqOPjrP+3ASqfnrPiHn8/32xXXOn/ik1lxUm0ZC39V2wqSyaVi

s39vLe/RVIpB3dc4MyBW4yY0Blvv8eXeoSRGKCy9PNZ8PF36esrTsmcpBB2/HWAhCwN9dr0oW

P9GoV6JihOfaXNY4DKEkiuskJl31YuhOyYyVpJfxIvXWHmJ/3ZOaIXb267xOARvbEb8DXLelc

cSD4p0vKAyszo0xwKzKbfwE4Fzp4BKg1QqdfIXPsDXUZsCZ7w8s9a0tvf5d+j0rVggMrSya0s

Sz0vVEqM8rRYM978iaHjOuAXkD+ikgEqSz9b/wRUlr63ZVvSAJUlkGdlhcqeTczYNXMxutHvP

KGptOP2zh85cDmVYzE+rFw0FHHEnxwOcWdw74ASjPr5spYHVKaHH2DHgQz6thBxPrku/ro9bL

sZwLh38456ioLKy5cv4+TkhLNznmbzYTIcfz/fXFdkaYOmsiKl/XRbBqj8Z+UvtF5WUPnF22s

Z/NZLFQaVhw8fpkOHx8fyJZXkv/X4Oy3yIhvumDG2kx/FuY+nzIzi58OhDO3bDsuSCrEc8xug

sgTCrXRQufVLXho4g3gbdyYs2MD3o9sgzolmw8wJvD7nEN2+Ws2K93uTcXYhvXpN5l67z7mwb

ip+9sVZsiUQzDOylgdUpt7ezrodqQxuksSue23o43GSLdebMP79vOPwoqBywYIFCHPZr18/A1

SWzTRXeC1VCSqVGXJyktOx9nLhSU2l06AOpNwIx75+zQqX3/M2aIDK55Xg85evqlAp7Ls7duw

otQD+rVAZcXIFvfY4EDinf7EgMSv2AiNWXuGn6WMpfWysUk9DoQUNUFkCmVY2qCxB1/+xrOUD

lVv47vPfcXaUczvNgzo2cShqjucDA1Tmm2etEO7xwVXhv9tUPvSyVdwoTf/YAiqk4aoElRqFk

ltTf0CpUKFLy0QZGY+xtysarRbb5vXwebdgLwaVTeZP9qeqQaVWo0EsyYur/PBZcOzeEp9Pxl



BVn4VnQWXojRsocnOo26Tpo2krzPl5RWsqDVBZ8JP9ECr/eAWGf7aXHm1rooqNwdy7F/8b6c/

uJQu5oZShzVDg0WU4/mk7mbDuOkOHT6WXSwibz4SiUmYQfz2RVm9PpZ9PJB99tAa/5r7ERqeQ

W3MgX77enOTDP7LwZBxWOemY+PZkYj93fln2O4kSMSKRHc36vozJjc3suJmOuS4TnefLfDK6P

eaFhY7623AMUFmCndsAlSUQ1oOs5QGVWTGnWD93BXGKBz7jRMY07P0/+nXLC0Bo0FTmCf/+gX

NIjGU4NK7DxW7v6f9mXr8mLu8OIvXMdbxH90QszXvRVrVUlaBSgJaEM9cJ+2hJPjGLjI3wWzE

Va2/XqiZ+qhpU3tt7GrFMhlPL+lx48CzYdmiC/aCOpF+8hdfwrkgK8XtbWSfnWVBZECgboLLi

ZrI0NpX5oPLDy/y0ZQa+RreZNn4+r00ezsqP/2Liytk4mWhR6iRoU67kaSo/ew0rZQ4qkREmM

jH3D37Hsjv+fPyymPdmHWTeojlYxp2k+8s/8fWGifw44B1e3ryX7t5mZCuyufXL2xyq+SUfdq

5F6u299Ft+hubG9xk4YSEvVDdFrtRhbmpcbFdaBqgswTqrKKhMuxfEkUQHejd1RRlxmos0oI2

n1aObXGqFnDSFCHFWDDk6OH/gKBIHHxp2bEsNU3EBI9KhyEwlHVOS4+/j51MCNxolkE9BWcsH

Kk+zcd5yYnJyCT9/nMhka4bNXscbw/JiKRugMm8m1AolV16dhTLyaQfgdVZNw7aO53PO7j9Xv

CpBpSAljUrN1fHzyL0hRJnOS7ZDO+H7zgBE4oKe2X9OtsVpuapBpTpXSdDoL1FFP+1iymfR+z

g2fuxnrzjjrwx5yiqijkFTWfaz+dxQ+WkEm7Z+gLvuFtPe+Zoxs74j/uh6fj+WQI1aVrg36k3

PWtmM0kPlGNTBx/jtUAQ1Pc24uvM3kvzf5ov+Ej5aeJql38xAFHuSbr1XMPvnt/lo0HzmHd1A

k2pGoE3k54Gt+cO9Nw2dHgRLsXqBTv7p7Np6ClN3Nyw9W/Na39ZYS4unqjRAZQnWU0VBZci+7

2kx6ixbLq6m3vVZzNW9ybfdPR9BZdyV/eyOcWDUS76ownbz5m5r5o5phq293aN4nfmHpeXG1u

WcqvUKw73FWJhXXHir8oBKnU6DKjOWk2um8+OueF759Bs6tPLFwiTPmbkBKh/PftRvB7i/JH9

UC+seLfGbOqpKwszDkVUGqEyPSyE+PIZ7IVH6brlYmtHA6bGz6b9vLWlh0dz4Yav+zzpTYzIH

dkBsZvLMHcjL1pLaDjaF5knPVXAhKhH1E0HD7JzsqObpjEtNVyTl5Cm9qkGlIMB7q/8g5qfd+

WRp1i6ABl+++ZSPxhK8Fv6xrEVBpRD7W/pEgAeDprLipkqn1REXlUKOXFHsRvNpKv8OlULsbz

tjlIpc4oMPMn7Bbb7+qgPTVl9hzdQBbHl/BkavTmVwPRuiD89lVXhzPisIKtdPZMHL7zFmz14

6eVmCLptT84aw2+srZg5oyCNu1OlQKXPJTrjJ/95exshlS+ha49l71cOBGqCy2FOO/nJHRcT+

Dtn3E+ujc9BFmTEq4DZLlX1wC9zIibgcXL170qNmELN/0fDhmw5sXPEb1+0CmFDLA4tOdTj16

x+k23nz/rih3PtzBdsP3SG99pt00a7jt9AX6NFbQot7t/j5eha27o0Y1NuWDxcfx1OXTZMp07

HZNIN9cQ6M+OBj+jR15UFM+RJIKX/W8oDK7PgLrHzvLXadz6HTqOH4uDji2bQ7zRrlOWP+t0F

lToaciJAozsUkEnXrHknxKWRl5ZCYnE47GwsmWxf+kbApLQuLu/exeOCxWQVssbUi0qRgp7gi

EfSyt+Zt88I3kG/T5RxLexx6z8HBGktzU+xdHHD1cSPAxYGaPu5Y2ZRfmNB/AirjI2I5cCWEo

MBrXLgRRmBqZr7F7gMcBQo7zF4rwCTgBZwDphTjqWoL7AEKk6QQcHBRIfXUMDOhvW8N6javS8

/Gvnj6uGFkXDbOkKsiVMpjk7j55teoH8yb2MKU2t+Ox9ZfmLmql54FlReOHSU7I4O2vfs8Gpg

BKit2jtOSs0hJyCh2o8+CytGT32Lbwi1Ub9kEmTyGWyaNmdbdhSlfrOLFHkORXtnJebUzAXVt

iA7cQYTTUOYMtWLy3zSVc/YsRnZoNr/E1KB59VwuJZry/kBfflywH48XGkFKJHcc/fAJPUxKt

QBcZFmcuWnF5Bmv4GZUtKZSJBbh5G6HaWWJJ1ts6edlDA0NJSgoiAEDBhRaskrG/g7Zt5ZdFp

1peG0T1+KDCHHqwqVUBw5PasrPfedTbVJzorOc6egQRWJSDL/mtmVM3CF2q2Jp1XMynd3FqHR

KLh05wcIFX3Io9XU2f6DhZp3h2F1dzJFZpnx++wMivx7AhRr9uChpxTd1bjIjoi5DU9byv3nb

6T3jd74a3hTj54xJVh5QmZsaTOBfJ8hQP5x3CW4NX6KJf95x7r8FKhU5Cn5ZvJmvT19FnpXzf

/bOAzqqYg3A392STe+9AaH33gSUDqJSBEQURJAqRRCwIIKKdJ6CiIgVFBSkivSO9N4JnRQgvZ

fN1vvO3RAEJckm2QAJO+flHB87c+/MPzP3fvefv5Ak5ev7V+kD/JrHxnkPkLKy5gTwCAck68q

kPNqMBebk8XtfYGkev7uolDg42jO+dX3efKsz9o7/5IUt4B7PtfqjhMrUuCSWfbuW6YfOE5eW

YUplKZXufp40r10Rd09X/Mv64qhUUNfNkdysVNONIlfOXEW9dCuKQV1QuzvnK44ARzsq2KtyD

WJ8R6vnyn2Ar0nNJPx6JJeuRLLq5h2i9AbTPdztVbStGMyUMa+a4LKopSRCpWRnGLZyF9Ff/W

EavkuzmlT6dDCKXD6wiiqj4m5v9f5+dCduhZlLSVuZFJ+GBJfmFH1WGjFqGd4OEJ+sx8vLBQV

akhJScHRzR5+ZQpKU4kxhi6ubG3YKgbTEWDIM9ni4KkiKT0SnsMPVUUmWToa7o4KkVA3u7q6g

zyImNg03H09s0JKYmIhaK+Ls7omTrQJ1aiJJ6WrkSgfcPVwRtBnEJ6dgQI6zqwdOdjZmBVL39

HXBydU+13zy5sjhcdYp3VDp9DzDK8bSv00HfD5cgmb3LoJr+RN+2pZBw4P5dW0sXZ6zQ5YefR

cq93DSW0nUTT0+inSCK3gyd+ll3mzjwFffOjL3M1t+OBdC/TJXcN10mqiG9Uk7e42mvRryZ2Y

jPg85w8QbVRnjf4tjly9w64YHb3/cDzdV0ey9igMqjdpUzmxZxYUYW1q++BzJZ3dyR1aL9u1K

h6NOQnQCK9bu5Ye1e7mQmYWvjZI6lYJoWiGQJhWCCCrji9Nd7aSzvS12SkWu+1CjN5CUnE7kJ

9+ji4zF/7NB2JXNjs9p0OsRBNm/jv4EXB1sUeXhwKPW6UmVEoPfVzISU4mMiOFwaBhHwqMIvR

LJdb2BKs4ODHq5Jf17tsbBxXKay0cBlZmpGWzddoRPf9pAaGoGFZwdqFe3MkOfqUmdxtVwyON

YOrcJkWwrw37ZREj/F++ZH+h1epKio3BVaFC4+SOo7EBSGRex6DPUXDt5mdV/n2b32Wscux2H

NGsHhnSjQc9WYFv40GKPAyrTE1O5ce0Why7e5MKZa9gmpfLJtVvkZhwwHxgjrfMCyFFKp/AX8

DA9vfQNOxmYls/1ytipaBjoTfmKQVSpEUL7OhXxDPQGC9vOWqHyyYZKaZlIHzLSEbhWc08DUo

DVWLKq2jmoUN01QStZPf+nt6UWKjWpiaTInfC2F4gPv47GvQyu6hiuRqfjFVwOXweR69cTcPd

3whY9SUZH3PXp6B3tSQwPI11wpWI5V6KvXENn74xMY4dfkJKr1zPwDHTE20bL1evxOPiXxddR



R6zWDl8bNdFaG2xT73A7UYN3mRB8Xe2QFfHlVhxQmRa+g69mr6ZSsJH9f1/AGNSS/qNHUa+yt

2l1lGRN5fn9Z3l17nLCYhJNGq93n6tLnwEv4uvhUiQou71uLykXw6j6QV8TzETfjiLi1CHqBa

iQlamHzP3BQPCFfigYRdSp6cRFJ7Js8UbmHDiLQhDY3aAK1d/vi+hjmYhqjwIq509bzOQtR8g

wGvnwuXq88eYLBJf1RZEHxJsjN6PeYPK6l4z5r128zOVjh5HpMmldwRalgxOCTxVkfhWz4dIC

xajTkxKfzJ5Vu9m8YgejVUpqN6uF7t3XoJAmCo8SKrVqDXvW7WXmxoNci00iLjPLBIrNgB12K

lQtH57M4Zhay3cRMQ/Ym5o+plIzMGp1KB/yUVDbzYkRPm487DNNSvm9NimNDTG56/mT09VsjE

siByGUMoGxHq58/mIzDL3aggW19laofPKh0gLb13qJRyiBUguVj1CGxX6r4oBKKfj5L6vjeK2

dwLyf4xg1cwzuDjYo7sahK5FQaTSiPXCWLjN/5UBaJi/XrMCkfp0IaVjVInOUlZhq+mrWyUT+

3rCR5Jgo3B3ltK969wjW0ScbZFx8EeydQCiahtrUaaOR8MMXCP91M01Dw7B3d8bw0ZsY6xfd0

7ZYoTImEeX0X1hwPJTf/D2Z/lZnGrdtaBFnDqNBj0zSWAkyoiJvs3PF7yZROdrK6FjNGUWOEb

NMieBTCcEzGMHJE0FpGVtI2ZVI5N+uQTh60TQP+kkDwMOlwGvsUUClXqPj0IGz/O/7P9kcGYO

rQk7tEH/aVS1LmzqVqVi3Ik6F0BarY5OQ4lY6+HneXaZGNKnJqOzskanMc0bIT2DxoWFcOn2F

PWev0zg8ihciYsDXA0PP1hjaNwa3oudAsUKlFSrzW4fW3wsmAStUFkxej6V28UDlH0x68wOSZ

QIpGTLcPHxp0X82A/s2MUtTuX79ery9vWnSJLt+TnlsaRqNRuSbDyF8NwRLhQAAIABJREFUtZ

KTGWoS3ulFk07PYJeHs0xBJjMlOgpnNzcElS0xkZFsX7HC1PwBqDT9iwBKWwQXP2QBNRBcvQp

ym9zrZqiRbzyA/KuViM4OGCa/hbFx9SJdu9igUqtDMWEhssMX0DSsSsb7fXHMw6Pb3EEY9AbC

r90g+doZavkpkPlVJyZLwc412d7g/4HKnAvLFKByQOZTGSGgCoIiO8JBkUpyOorftyFbthXR3

xPdgvHglbuH+cPuVdxQmRKXzMwvf+fHQ+dJ1unpXsaX90b3onLlMtg6Wc5mKy46ltATJ3HKvE

3NYBcE74rIA6uChSAeyaY1JR357hPIFq0Drc4El/qpQxGLaNuaF1Se2Pe3yVGnxQsv3pu+J8V

RZ+rUqXz00UeFXsIlIaNOoQdnbfhYJWCFyrzEr4ti8y83aDGgGY6CSMy5g4S61KelmWEBLDWz

xQGV6qTLnDx0FXsnJRqjDfKsOAxu9WjSKNuLMz9NZW5je1xQKTtwFvnUxWBrg2Hc6xifqVlk8

UvZdO6Eh3Px+CnctFHULeOI4BZMrEbOzt2S7/HDoPJft3UJQB5QFZy8EGzti9wn2dq9yL9dCw

o5+hlvI9YsX+hrFgtUarQoFq5FtmoXYsUgdHNGFkqLlzMo0Wg0aYclv56DW7YRHnqBAFclLSp

m25ZGp+jYcyXbiD9XqLxfQpL20r86Mu9yYOdUZMBUzF6GsH4fYuPq6D8fYlp/5pbihMq423GM

nPQday9HUN3NiSm92/PCa+3N7ZrZ9S4cO8Gpv/dIhm9U9lFRN/juGpfbIPhVQ+ZdFuyciyznn

A4JUfHIf1iPsPO4aV3pJ/RDrFsZs6NK/2tk+YUU+rcgnhSoNHuCcqlohcqiStDaPjcJPJ1QaU

zil0/H89NeBWO/+RjHo4uYtj6M0Z/NomrKJmZ/8ydhGSGMeSOQ/sP/YM7WP3m1ujsLR/di4Zk

WfDIY5v+wnp4TFjC8fdG0ReYszeKAyuSrG/ljUwovN8xkV1R9nnXZyeoL9Rj+TraPc0mCSuHa

LRSj5yIkp6GfMxJjo2pFMujPSklGqZChk9mwcfHPqDMyHnhhxqbq2HU5G2T+q6nMZUZtnRGcf

ZEF10JwKPhR6b2rGgzI/9qPfM5viL4e6H7+CJwKd4RlcagUReTLdyBfsApj3cropw8rtP2bZC

sZeyeasNPHqO0roHDyYd/Jq9y5HV00qMwRpMIW7F2QeVdC5lceZIXMipSSgWL2UmT7z2Ac3BV

9AcCtuKAyKjyavhMWsi88mpcrBDJz8lsElvHNNhkoYkmMS0B/+xIegWVNNsRnDx/h3MEDpqs+

AJU595HbmKBS5l8DwSsIQWE+dOfaVbUGuZTpatZSEl0cyRzcBfcXmqEoRGYrK1QW7tlRxGVkb

V6KJfB0QmXyMT54fSn1hvagoncqX686S5cmniy/bM/YKrfYLTzPSzbr+VusxpnZ8XyyezCeMi

Nnls1lZ0hbsnZvZsyE4UyZtpDxE8bjVswLpDig0mRTuSae7nXj2RDxDC8GH2TtpUaMNDP3d25

DfuSaypR0lKPnQng0xvGvY3i+aaFnIzUphdOHDkP0JRqXc0AnqNhyNoEsrb7oUHl/rzxCkPlW

QHD2QlCqCuWlLP9lM8KP67nVqh5u4/qgKoTzgsWhMiHFNBdCTCL6uaMxVpOiSZpfpPAh6ox0b

EQd6iwdW1etRWHIpH01J+Qygf3X0olK0VsGKu/vlsIWIaAGMs+gbK2aPPdIAA8dTUo6htFz+e

pqJA0nDeAZyXbUDIArFqjM0jJ1/Hw+O3WFzlXLsvCzQXjetXs0fyb+WzMzI5MTe/cTfvEszSs

4EOhmAzIl5+LlXLgelTtU/lvOkpZYkrO9S8Hl/K9uyTYf4ps5y/hAb2TuiO680b01sgKGb8sL

KqUPG8lu9EkMfl6UuZTalkRNpSgaTScWpbkICCU2lFDOvDydUImB2OuXuHRwPZ+vuIVLlUAGv

tgUlWsQztEbuebVg8apf7AjI5hTpRYq/+DTQZ+QIdeTqHHCXaWnUpcvGF/CoFL259/Iv1yO2L

w2+on9C3T8KG2CLHUWt8+dpIyjjtupsP/AcYLcFNlQaRDZciGVLN2DR3uF0lT++0koyMHWCcH

VH1mZOgX3Uk7LJHbsPFpeiWRg3468+9Y/AZrNfehaGioVs35Ftn6/yfzA0Ll5gbXFx3buJOl2

OE0CFRjlSrafjkYpE4sfKu/TqgkeZZFXbWGuCO/Vu7PxADVmLiXIx53d33+Au2v+TiQWh0q9H

sUP6zmwdCsH6lbmzYlv4l6ESAHS3ki8chYfTzeSDTZsW7PWFELrHlQC526puRCVHRrroZrKh0

lS0hI7uCLzqYrML6TAsr7XQG/g8tq9vDBvBRl2KtZPG0bDAjrl5QWV544eRZ2eRqPWbe7d0nr

8XfjpKmxLU0ghbQpaXWbBoTIzinnDvqfB5+NpFpQTCSKDtYuXENKxH7V9C6apNepSWPTFH7Qf

N4jyhTzcyEsOCrkSe5UbcskOvISWpxMqsyKYMXIIy4+58+G3n+By+ls++PE0Xd+dxmvB1wlzb

0eN9G0cldUk+efPUA6Yz+v1fEk8t44Xhl5m1AA9M+evos/nvzDuxVrFPvXFoanMSr7KyYOXUD

nnxD2U4RZclZBg80IKHT582JQdydfX94HxP0pNpTYji8RhM/G+E4/8+w8Ry/kXeC6WzpmDr7O

ClpWduJWk5cC1DILclcUPlf/qqeK5twrc96jdJ6j78XfYOdhxYsXnuBcwtI0lofLW2Wt8+fZs

OlQMov3PEws8FqmB5PyUEXub1lWcMBpFtoemoZQLjw4qpU44eqOo/1LB+5+hZnzfT/kqNonv3

+3NGy+3zPcaloZK2YlLyCcuAlcndF++Y3JmKUiRXt5Gvc6kZb0eeoXDWzZRw9+WGgF2JGbo2R



mahkGk6FB5f6cUdsjK1kPwCAQbO4RCmCGsmbucN1fvoXI5fzbPHY2nGQHxc7pQUr2/t2/fTrt

27QoyvQ/ULSmaSmlNZmqSUGvNz6rzoFC0nP1uDIvthjCzT02UAmhj9jH5/aMMnz8aP5WWiJu3

yNCDT1Awno4K7oTFILMXSIlNRuHpTxlfFwRNCmFhUWQKIos+X8LgxTOpbsggJiyCRJ0Sn+BAP

J0UJN8IJwUZmRlyylQNwlG6YQGLTFDgYu+DXG4Bh8IC3tsS1Z9OqLSE5B7hNYoDKpOvbWLl5h

QGjez90JHkZ1M5d+5cE1R27dr1sUHlr1/9wZQ/drKweyvajHm1UDNSkqFS8opdOHYeo09cZnL

P1kx4p1eBZGApqJSOrT+du5yZa/Ywq09HRg7tVqB+5FQu0VAJxG07Qr3PfsLO3ZmzK6dhq8r7

pWBpqFSMn4/s0HmT84qxY9MCOa9IweMvnz2PLO4aFX3tOX8zgfPXY4ofKnMm38YRQXJm869a4

Hiv6vhkRo36guW345g3sicDeuTkvsp/GZZUqJSeu+vWrct/gLnUKClQKWknU9WxhR6nlNRVn3

CMSZ/t4e0pYwh00rN/+rtsrDKWKd0C2b14PofSy1LX38iuvUkMnPAyP701jJu1O/FGbRV7N+y

nzdh3SJg7mzuNOhAgXuPbb2+w8NQiLs35grOKQOr76dm+7CJ9vhnG9WF9WOPXndebV6dR7zaU

sSucHbOdjTMOtpaJR1wE4RWqqRUqCyW2R9uoOKAy6dJKpo/9GteKFe8ORkm15wfRtUM90/9/0

qFSnZZJ08HTSYhJYtNXY6hZo3Be0CUaKoHbRy7Q4b2vyXBz4vSvn+DiZL6HuaWgUqvR8srbs9

l74w6HZ42gcgGPIEsLVErjeLv7B/wYk8TBr8dSv06lPB8UloRK2fFQk7Oa8bm66D8dZIoOUJC

SnpbOukXfUslHRb1ge87fVnP+Ttajg8q7nRXcyyGvaT4U5ozx5rq/qT9nGWU9XDiw4nPszPTC

t0JlwY5/C7KmLFE3Q9JSalKKeCk9K776GlXL3jzvn8y4ITt5Z9lQymtOM7brQjpOHYmfo4EDs

2cT+sI45L9+S8gnsxnR0JatU4ewPrEcGw97c2jPULwM0YwdOJcBPw5k0TvLmDR3Ir62Bk7MHc

xPqtept/5jrg79jWldylM4nMweqlJuh4uDTxHH/Xial3qoFLWp7Fv1DT9ti6FVv7fp3aoiD/c

/FMmIjSTFzh9/pyfLnqF4oHI1ixadpFPvTndXngzXgEoEB2QfmT3pUHnj4k3avDuPCv6erJk9

EqdCBJ+WxlnSoVITl8wbY+ayOyaRrf8bRd1a2SGhzCmWgsrU9EwqvjiOYEc7Dq6ajtLMF/q/+

1jSNZXSeH6fu4KBq3Yx7tV2fDqix6OBSp0e5Zi5CJcj0P1vFGIB1kBOB0s6VKLX88Gbn/NlWB

TfjexJPynzjhnFCpVPA1RC5P41TDzmwkd101kbU4ZxverA1b9o+/IKXhndGVfbbAT0r1OfP9/

7gjqzZvFGdRlbpw5i6Q0X9me15tTSbjjr0/n0vW94ecbzLB29mUnzxuJkIxC7eSofn65Nw7+n

EvnuKj5pF2RWnu/clqgVKs3YvDlVpCPTsLCwArQoWtXQTd/xfVQNpvT0Y3bPubRZPJ1KKiOer

ioSUzQ42xqJjUtEZmfHue+nc7nZ+wyupyImIQ0HNy9cbbQkpmSSpbfBQaElQ3DA38sJY1oC0c

k63P19IS2OhFQ1cmQYEHDx8sHV3sYSqYdNgy8OqEw4t5zx03fzVv8cBw85XuXrUikk++voSYf

KtbuO8+qk73m/fSM+m1Rwe8ScVVXSoRKdnu8/+YERe08xf9zrDO76rNkbxlJQeWzHMZp/8gNf

tm7A258NMvv+pREqz2w4QLsZv/Bcizr8NmUQSkXuH6iW0lQK4dEohs1CDPFHP/1tKIC2utRAp

eQ0tPkQHacuxrucH4d++Chf8wNp7HlB5ZFdu0yOOi07d7m3VJ8UR52n5fjbMppKENMj+PSNxc

RXNdJn2FiaBDqB+hITe87kpQXzaBTkQFpCEihFPn39M2rfg8ohbM6szvbNetbvHUeA8Saj+n/

D8OWj+X7kD4ycMZGKTlq2f/wW26sMp9ry9wm3QiWnT5+me/fuub4LBKmIksWsBcqjhsp1v35H

YIfXaeBtj3RkqjDcoduU4yz5uAEjZx2mW5VLbL3ixkvtnyN29TzOl+mDa8IRFIG+pFzU0aFVC

quOKAnKPEdW2YaknT5Hz3ED+WnxbuqVdyAivhr+mr8I9/YlasPf1H+lD207PE/tMm6Fjcf7Hy

kXB1Sq48+x/fc/iVdncHrj71y47cqbXyyhb+faJQIq5331B+/9sZONo16h7Sv/eGcWdImWeKg

Ejv74Fy1+3sC4Xm2YOvIVs0VgKahc+fUq+izfzr73+9LopeZm3780QmX08VAavb+A6lXKsmbO

SOzsVLnKw1JQadx6mPipS/Dr0wHDwM4F9rqXOljiNZVA0s07dBszl0ijyM6vx1I2+EEnwodNR

F5QmZacjMFgwNXjH4cnK1QWensXqqGloBIM3Nn6JSM2BbNkTg+clJJmUs/ZTcuYt/w0tvZKXD

0q8+rQTiweOu0+qBzKgYBBtM84yB+h0agd3Yk4FMmsnQtQb1jO2vWHSJHb4+Zdg4Fj23Dg9W5

ct0Jl6YbKnct+xNi4K21CnAg7sIU79v7M/vki333amHfmHGNKfz+Gv/kuKT4vMKKOFm37t9h3

5AwLR3Zl2/ivialvRB7cgxbRc9kXMo6qe8dyvVwXBvQdg5+nAzJep8fIQAYPHUDc2mkMmPwjz

438mfkj26LKyUFcqO30T6PigErRqCM95jJbF0xm7TkHRkyfTcMq3ijuxnl70jWVEz9cyOx9pz

n/5WgqFtKGT5JwaYDK2J3HCZr8PYPaNOBryZ7OzGIpqJwzZi4fHQvl0rwxlCtCTvLScPydduM

2tYbPoYyfB3999S5OjrnbuFoKKhdMW8LiTQfZJZmBNK1h5uw/WK00QCUZavq+v4D152+wdsbb

tG6SvyxKavBzq6ayUMu8xDSyHn8XYKoetaYy6eohvln6J1EJehxcKtB/VGe2vv8xoW7enMksw

7dDAln12xYi5a50CtSz5kZtmniEcvxOCq4OtXmtTTKhDl0fgMo7z7zPhfVrSUgTaNx9AMlXd9

Dutd6Erf6Bzccv4+bflnHjumOvKHg4gYeJsjigMv3WXuYOHsSuUC21Wz+Hv4cHNdoP4vm2VUu

EpnLI4BksvniTsJ8m4lcpqAAr8MGqpQEqU05dwXvk/+hQszzrF75ntiwsBZXjBkxl/pUIYldP

x6UIcRFLBVSGRVPr7Vm4OTuwc9H7uLnkhOz677RYCirfeGsqKy5HcP37DwmsWtbs+b+/YqmAS

oORlR9+Q5+D51j4fh8GvJR/vFErVD4dNpWF2hSPsZEVKgsg/EcNlQXo2hNbtTigUpMWzoUj58

g05gxbhmf5ulQp71cioLLXqx+z7lasFSoB4VI4NgOn0bFSMH/+9JHZ69jSUKnZv8jsez+sohU

q/ysV0aBDd2olaLLTgj6sdO4xga3RCRRF/qUCKoFjP/5F8583MGVIV97r+3y+6zEvqIy5fZvM

9HTKVa587zql5fh7yZIl9OjRAwcHK1Tmu0geQwUrVBZA6E8iVJqC/mp0aO4kIfdwQukkRd43m

ry3RAEEZP+kTsqxLLWMEtIsyRUHVGZEH2P1gp+J0eR0wbZEaSqtUPnP0rFCZTZwOdrK6FjNGU

VRzE4KG/z87nSkPQZNZWCr4cTp9FaoBCJX7aLV3BWMH9iZIW++kO/z9Wn1/v7666954403cHZ

2zldGj7OC5WwqH+coCn7vkgyVoaGhSH8vv/xyrgMv0Y465kynBJV6jRZtVAoyN0cUjirSktMR



DeDm5YAgSFB5N+qUBJWPECil/hcHVGpSwzh36MyDmsqK9alWITsrzZNuU2mFSitUShKITtGx5

8rTDZWq5kNMi8GqqQT55oPcnroEl3d7Y2dGVqOnFSp//vlnunTpgrv7kx1gu/ihUkR9O5x492

CCChmo3BzGKGidkgyVe/bsMQ23Zcvcs4o9FVCZ49wuMaNeZ+DiiQiysgw0aFEOhSmQsICU0F6

fHo+YlYnCI9CUUkyWA5sFXTUFqF8cUJnf7fODyr179xIYGEj58g8GHX9UaRqtUPkgVLYfOI2y

9aqw6Ksx+U3tvd+tx98PEVURNZViVDy7Bk3neuUyDJg2DEUeWXUsZVNphcp/5lGCSvnUJRje7

Y2hFEPljz/+yFtvFT6U2vfff0+TJk2oWbOm2c+Lx1GxwFCZEca4yoNpsmUlPWq45NtlMe0OQ1

78gb6rP6KFZ8ESBuR78SJUKMlQKWV6qlq1KpXvMxv5tyhKPVT+e8BGo5HEuDQMeiNefo4IQjZ

UGrLSSN/1C8bLh7Ht/h7KwGomqJQJwj/H40VYSLk1LR6oNJIeGY7auyxu6ZFEGL0I8ZKO/bNL

flCZW1+tUFm4BVCY3N85d5KOv4WB01B3b4WqAOkqrVBpeagUohNQDJyOWKs8+s8G55nZxgqV/

5V/YTPq5FzpaYHKwj1l/ml1+PBhLly4UCQwLWofzGlfWKhs9Otkfh26mJCmWlav/ZsXZ/zKFw

ObkXB8DS/1nUy8TQCTv15I7fAf6T76N1wr9OTPnZNI2L6YEe/N50aGDa9P/5YZPYN454MvqeQ

cw4yF1+g75zs+G1gHRzGWuX3eZsbGE7w2dzmz+jUi8ewmXunyHtfdKjDvx+9o4xXB+88PY3Wc

DUPnzGXCG4345w2b9+hLMlTOnj2bvn374uube0ivUgeVJhtKnR5dZCKilI2irBdySaNgMqKU/

iciReUUBElvKf1D9p8+Ixn1urkYz+yC9oNQBnXEGJaAqkEZbLyciw0siwMqM24f5KsJP/PclL

lUSdzI9GlrafPeLDo2yPakftKhcvJb09hzOZwNv32Kkxnx6HLbwqXB+1uCSuXAaRi7t0L/GKD

y6tTFrN18iPesjjpYodL8NKEP25NWqMyWytVde9jbdRiedarT9e9V5vBXgerEx8fzzjvv8N13

3z3RzjpFg8qPaPa/RYxr68CkEbNo99G7HP/fVGq8M5OmyggW70nhzZcr8t5L2ZrK5jbh/LboA

m3f7oh9/HFeHb2V2T8NYF6/j6kzbir9aqbwfuN3aL1uKQHr3+NXRX++GFGZFb8eoNWr9fh+4m

90Gj+GWqpIxnWfSqSjjGbDJ/HOMyp+WXSUZ4d2pbKredrQkgqVUorG6dOns2jRIuTy3MdaKqD

yfv8aSROpjU0lc+lhSNVg378ZyjLuJqg0arUYYtKQOdghd7VDRIch4TIkhCI6+GFINaKPuIxN

vbZoL+jQn72F/Ys1UZX3RiYrSrbP3J8JxQGVMft/ZN0hdwaN64qAkdtbZrLuShNGvJOdd/dJh

0rth9/AvjOo1s1E9HQt0AP1/spWqMxbdLpzfyGmRuVZSTF3Oazajd4KlVaoDC49UCl5f+u1Wg

LKlbu3/p8U7+9CP/DuaygdoUvvlrwyn1jiPkW5RtGg8nve2bqItmWNzBo5gfJD38Nu/TTGLTh

D5wkTGdyrGeVsUh44/s6IvcLhE+Fc+3spn6x2Zsvh8Xwz4ntGLPmMmrIovmzaHrt5v2Mc3gUW

HGRYU1+TLkp//hfqtJxGpp2NZCiHNiOD8h06kHTsMMFdRzF5RDcalDX/PVUSoVJKFDBy5EgGD

BhAgwYN8pz2Eg+VJs2k0YhRo0dUypDJZYjpGjL3XsGYrkVZJxBB0CCTX0V76iDabamoWjyH3c

utERRqMndNRB6xF9zLIWvyPgq/ZzCqjRj1BuRZOmQeDsiUCoS7gcMFwbKePMUBlemR+1k0Ywl

l2nXG3yaZY39uIqj3FF5umZ07+kmHSuWHCxH2nUZnhUpTSKHHqalUzl2OsGo3WitUWqGyFEHl

w96KpQkqs7KymDRpkunP0TH3eKpFgcKits3UpJCpSTL/MndtKrOPv39g9LZvaVMmByo/ons1V

2JvhHH20BY+WRTGnF9G8dObi+m7egJ1E7fRZ+hGBn8+hCBHHVMmr+ejH9/KhspfplBTuHMXKl

egeL8nKZ9u5d1W2Tm+DWHrGfrJDWYuHIm7XY6GTiQjJpJzZ47wzXu/UHfhT4xu6mWWn6+Nwg5

n++yUySWlSKkZt2zZwgcffJBvl0sFVOpT1GQduoGsrAeqil5IORSNeqMUOQhRq0d/5xTGk58j

XA8l6yDIa9fEfthEZB7+ZG0ahiL2DEalPUKdoQjl+qG5lYIQ5I6duyPGhHSEDC0KX2dktkqLH

4MXB1SKop7k64fZvGIVtzKdadC5H80bhmBjZkadpUuXmoy8a9fOTuuYUx6VTaUVKv+RuRUqnx

zvb+vxd+nRVD7JUCkdXc+bNy/fl3d+FXbs2EFcXBy9e/fOr+pj+d1o1JOYfsv8e+cFlUP6c+W

Lr2k8YSaNVTd5a8Am3v/1TRb2mk/XpZ9R9/pPPD9Tw4aVA4ld+yX9psSyNEdTeT9UfrWNTrfm

88mhBiyc0YJpw+bSYspI9n40lYCBH9Kvipo5rw1g8XV7Ri38huFNVMzu+QHe075mQF0Xs6DSX

uWGvSp/RyPzBVP8NaVjbyn2acWKFfO9WamASnV0CpqVJ5FX98WuaQgGGwVJOgNZBgEnhYjttZ

Vw9AtkBgMGRSCCT0UU1boi96tD1slFcG0DMnsfRP/XUZ9yJTI2i90ta6Jxt6f13ouUj0nCtlN

VHBqHmDSWltRWFgdUZiVdYf9f20jS5sy/krINnqdhnWCzNJVz585FijkqpQuzQmXRY70V1VHH

qql8MuJUWqHy8UKlsOkgu6ctocyonpR7pW2+L7f8cn/rtFrcvb3vXedJ0VQWNU1jzoDS09OZO

HEiHTp0MP0VlwlXvhORRwWtLpP0rESMoj7/y2jiWf7BYkIGd+Hgkr20H/cm1TyNbFq6Cu9WL+

GfcJJvlmwhReZCu16v8VI9Hy5u+YNfDmYxfHQ3rm36nbWH4qjRoT3CpTDqvN6OixsP0HbQywQ

KyWydMhubPu/RqpzAtu9+YeOZMKq+1I9BHWuQEnaSRQvWcEfvSPs+r9PMP52f5i8nPEVG45d6

0u356jiYcYhpo3TAUeWOTGae/WX+QineGhqNBilEla2trclBJy9bypyelAqo1OtFxNRMdAkZk

KXlrIcr88J1XEvX09FXycCsNXjEH0RZtjVy/6YIth4IChXIFIjadER1HMhVaK7quDFrP6cup7

N0SBuiy3jyytK9dIhNIKR/Hdx71UOQ3xfX0gLzWTxQeZlDW/aRenefJp9dxu3AMUx4p7MVKt2

VNC7ngM4gsuVCKlk6kco+KurePdqLTdWx63K2dszdUU77qlaotB5/Z290CSoNA6cTX6s83lbv

7wI//YrqqBO3dg+V//c7o7s+y6Rxr+d7/7yg8siuXajTUmnZ5Z8P59IGlZKA1Go148aNo1+/f

jRq1ChfmT3qCpL5mhTOT2eQMnXkeEc86l48mvvJZUqkP0sqpYq75xs2bODatWsMHz4cpVJp1u

1KPFRKozSKRowGkcyT4RhuJTHLJ4Bv4mxRG8BLqWNB+Rg6BrqidPJBMCmoJTDMlo/k/C39k7S

w0xOyWPPTGQ7eVnOkbQ2ynO2ocDacimFxdHylPO0aBCCTC8gEhVnCNadScUDlv+8bvX0Wq87X

Z8SYNk8VVO5YtRqbzHieKaPgVrqCA5fiCHJ7hFApt0Fw9kFeq705S+GhdaTj7+2S93eHJrT/u

L/Z17FUSCFL2VQmxSdyK/Q85Z216FCybd85lKKW9tWckMsE9l9LJypFT4CrkhYVs23ALBb83M



YBwcUXwbcyMvfsVKWFKZpbsfQfMoNYP0/+nDcGB4fcg4hYKqTQuuZDkDJ+1ymCTWtpSdMYs2Y

PwV/8zriXmjP1/b75TuHTGvz834KJiopi5syZJm1l27ZBIIAaAAAgAElEQVRtzYaDfAVsrVBq

JZCamsqKFSs4d+4cM2bMwN7e/FOKUgGVkmeSLiET7cU7oNHxCa78kOFAFvCsu8gXtW2p6myDI

g+VswSmar2Rn25k8G2kEY1KIcUdQjAaURiMdAuQMznEHqVchtyCnuDFAZVGg4aM1DQMdz/84v

YuYEtYc0Y+ZVCp0+rQqdOxkxuJjIxh3+YtBLnKi19TKVch+FRC5hMCDi4IcvO+8B72hJKg0nv

gNFpUKcuqHz40+yFmKaiUzV1O4qrduBYBanI6bUpCIBrRZGnZt2kLGVE3ixcqlfbIgusguAeA

rYMpoUFRyuNI06hoPsT0GawrgvytUPnfWT+0bRuZ6am0ebnHvR9Lo6YyZ3DSUbiUvlHSNg0dO

vSJDjVUlD1qbVt0CUghqWbNmkWNGjVM0QMKmkO+xEOl9KLSpmWQuXof4tFzyHRq9pSpyNc1Gp

Po4MKHVWzoGmBvsieR55Yhx6SCFzGIItcydUy+quZshgydUQp+LuJlY2REkJIevrbIBcGitin

FAZWpYdv4evwUwtU5C8yOZ17/nH69s48/8vP+ftw2lRfGzyfp0HmarZmB4O1W9F0CZKmzuHY+

FH3MVar52qJX2rNp30WysrSWOf6W1pajJ4JHGWQ+FRBszf+yy2uAjzv392/j5jP98HnOFQFqc

htf3O3buMh1yJw92bdlO7dvXC+6plKhQnD0QPCuhOAVjKAoPND/u9+PAypt7qZpLIr3vVaj5e

jOXbjo4qjq78j5iBTO34ynhr8tNQLsSMzQszM0+yO0eQUHAt1sTEM/d0vNhSjp05wH9kiBN2T

O3vCtgtw/f0P/3K5v1VQWWPIPNNDr9Wzbto2NGzfSrl07U2gYPz8/s+zkinZna+snXQKS7WRE

RARSGsZTp07x9ttvm6CyMKVkQ6UoOXgbyQw/i3bRDOS3LklRpUjzcCS8RyccqvWjvKMfjndtA

fKyZchJ5agVjVxN1/Hj7Swup8vwsTHS09+Glq422JrsKZ98Rx2jIYvEiJukiI7obp3gRrIrjV

o1xdNJVSKgsv/rk9kYHs2FJR/jVT6wMOs61zZSbDq5ABq9gY2LF6POyCgiVAoIPlWQSS9Lexc

ERfYL2VLlcUPluAFTmX8loki5p/OThWgUibwZxul9+3HSJ2YffysdiBHd2H3onKm5o62MjtWc

UUiT97CisEXmVx3BNwRUDgh5BOfNrz+5/V5SoVIaj/R806szTWlpL5w8w+n9+x4BVFp2b1ihs

rAr98F2SUlJXLp0ie3bt3P58mXTsXj9+vVxc3PD39/fMjexXuWJloD0gXH79m1TdICDBw+yde

tWU754ye5WSsFoZ2dufqD/DrOEQ6Vo8hoLDf0Y+5XrcQnPREqUkxxkQ0QHV4IqjyLIrTtKhW2

24WQ+JTvbjoj0ktMgkGkUsRHAQSZFKfon+LklDW3/ranUGfVU3jmcm5mxRLb/gUA7j3u9PhuV

yl9nYmhRMzszTm5FHXOC+WM/ICxJic4GHI3J1HxzIQO6ZYcIetI1lZbK/Z3ffKelpnH9/AUUi

WFUCXBCcAsiTi1jx8Ytpqa5OupIqT0d3BHcApD5VkKwd8rvVoX+/WmAyhzhSPFmk25F4GynQO

nuR9SdaHau+D13qJTMDJw8waMsct/yYEGt5MMmrCRD5f3jMRqMxNyJQn/nMv4eTiQZ7Ni+aTu

SGVGRNZXFuDcsCZUXT55Ek5lB3eYt7ommNB9/5/YAiomJQUrrKB15SpBx8uTJQj+rrA1LlgQ6

depk8uoOCAgwwaSTk2XeYyUaKk2Bz8ng8LVBiDdD8QjVItMaSKxuS2qgkkp+7xDk3hOFXNLQ5

Q+VOUsiR2spweP9/10cS+Z+qNQadUwIXcaX19ZTzTmI0y2/fODI3lyoTLq8lp//uE2XGvFsjW

tNl6D9rLnUuMTYVD4qqJTmU5pfnToTpY2N6ag0JjKS7StW5A6VUpB8v4oIzl4ISpXJ7rY4y9M

Elf+WY3JCEnvWriU9OfE/mkohoCYyr3Lg4Iogz7Z/Lu5SWqDy33JKTUll2+/LyUpPfRAqo41c

iEwxVb8/QkKuci7mvWFJqJQ+YKS9f3+IlKcRKot7z1iv//RJoORDpZjJoetDSM+6iKRLNErvF

tP7RU4lrxEES1CpkFS55r90ssMc3M0NLrU0HXlnayrPJF7lz4j9Flspn29fymttupiudzEtku

PJ13BVOvBX449o5lH1gfuYDZWXVrNg3l5qlUnlWFxVGnpd5YaqN6NLiKPOo4TKf0+kOiOT0/s

PEnsrApUhnbaVHcHWCcHZF1lQTQRH89NxWWKRPM1QKclPr9NzKyyCyHPHqe8nQ+VbEVlQVYub

GZgzV6UVKnPGfj30Cs6p13H19EHhV5Gzp89z7uCBPKBSeKR7w5JQ+bD5tkKlObvAWscqgbwlU

KKhUoprJR1/H742hDTNWaSzb5PD8904QcFuPSjv/TYqpRRr0DyoNGk/RZFMgxGNwWDy9HaQCy

hlchNcLo7YRf9T84ttXXmpnFlcdxQdves+cOQu3dBcqMyMP8uO5RtJuhdPVklIky60aJJtJG8

9/s5/+jLTM0iJuYOnoxKFixeCrUP+jYqhxtMLlUZir5wn1ac6FVzk6HU6MOhQWMgBqjBT9Tig

MrL5ENwBh2JwlMpPBmcOHsoFKgVw8UceWB0c3R/Z3rA0VEprSnFf7D0rVOa3Iqy/WyWQvwRKO

FSasJJz18aTEbPTFP7HoBBQ28rQKwXcbOtSK3AStrbBd+NT5i0QkzG7KBKu1vFXjJ7rGXo8VT

JauMlp5KrEXi4jKjOBywnX85esmTVemvkOX4z/LFsb4BjAs57Vc/VSNxcqNalhnNp7hHQTVAr

YeZaneoNauNple8LmB5WHDh0yZdSRPAPvL48qTWNxaCpFo4GEuHhuZ0KwvyduqoeElxGzOLzn

FGUaN8bP/h8bWvOmUiQmOhGjsyt+9kULXXP//UojVBo06Sz9fS1f7L/DS6/2YGx9F1DaEZ9kw

FGRRVyGAX9PIzOG/k6raUNpap/Oba2C8j723IpIQC23xU5hxMndFTE1iSTBgUA7A5FxGXgG+O

BjL7D1119ZQgOW9a1hOsGwRHkcUNm0+RC8gPWPASo1WRrCrlzn8vHDBNhpqBnkhNzVH1lQbQR

nN8gtmoYlhP2Qa1gSKk/s+5vM1FRavPDivTs9KVAp5Vju2LFjMUnRelmrBIpXAiUeKiWsTDmz

APHofGR6DQaFjBQXOdF+ttjhSEjQ+zgEv4ggZGsaH1Zy7CYlLWd4po6vbqq5mCHHKMWjFI04G

PX08hbpEexkCn4ul4zRLVQeFlIot0ubC5VZiaHsXbeVJJ10JZGkCwcQ6o1h6JvNzILK3O5fkq

Ey/voZ3lx1i45l9eyXh9DdO40WwU6sPK5HH3aWcwpvxrS0440pR/h0Wh9SDuxmFyH0Dk7hu50

38a9aFkOKkmGdy/Dz0uPUeKEdZW8c49vTybw7/GUa+4h8/tlCtlTszu7eZbBUIJvSCJUpMdeY

uC2OGa/U4vydFOIO/UlmmbrM/TmempUScHTzo2/7Cswfu4JnR3RgweYIXq5oxLmcO2fXXUefc

AdF4wqEaQ3o9h3jqFCBCc/7cSbdjU/fakFFwpn4v9OkKZwYPL4dNR0ss18fB1Sq7oYU0jwGqM

x5DkjxXrOSYk0eoXJHVwQLxuktyGPUklD5JMepLIhMrHWtEnjSJFDioVICQk3kHozbxiBoku4

ecxvJkgnIRRFF8LMomk1C7lwWmUxxFywfhEvTkbfRiNoo8ke0lmUxIBilvDsiWq2BiBtxVCGD



Vb2rYqeQ4NRSug8oDqiUsgMZDYZsKwBEEo8vZvUOV4Z9/MpTC5U3ju3l4+hy/NTOk/B0LX9t2

c5L1d2ZtDqZG6LIyA5VaVPHmeVT99OmizvDT3ryLieZfUXNG51qsOK3ODpXTmdtZBRh0akofV

oxPDgRzUtdmVDLHvWVnby/LhP1oTiG/dyPuq4KMw0u8n4klEaozEy6xahfTtGjeQC/X8ygm/w

8p3U+rPpbTs0aaYSIGdiUb4Tbxr349WvBB+vimFBPS5KbI1mnRRwvXcB/QH1mbT9L/SxXHNME

Qpo5k+xTi4/a+XFp6yo6LbmEFOG0xcCh/K+1jymMVFFL6YBKEYNey+2IWDKUjoQEuKKSPUQ4Y

hZ794dSo2FtPGwL9ryTTgWiY5IQXN3wtbMM0EtzZ4XKoq5ga3urBIpfAqUCKnXJN9DtGIsQe9

oUUkiiKWOKgEEroggUkDXoiKzSCOR2FZDJbP4DhRJUpuoM7E7UsDLKSJxWjiiAwaAn7Fo8kWH

xPBNgy4a+VXFQKqQkjxabmeKAyvTIvfz46f+4ZYpbLKJLNdLs7Vn07Fj9qYXKzLgIPvl5G+dS

BJq92B6XExv461w09mVbEKC9yLEoFdM/6sSxhRuo0LUJ29YfJAI3GgQaCKkYxIotAv3KRHPMw

Y4rxyKp3PkFap85Qnq3rgyvqGf99O84W705FRLPEl6+E+Nb+PGwd3VBF05phEoJOmJu3+JoRB

qVq5THRxvLgatJKJwDqOKh5mx4OrVrlkOIjiDR3ge3zGjOZ6h4prIrMbf1KNJTsQ125YYa3FM

SSLT1ooqjjkSZE5W9bIi6FonGL4hAkjkeq6RBOWcUFtiypQIqRSMnt+5i4W0VVdJicGzbCvfE

67Qvq2L5KSMpF05xxTmI8S1kvDozlM8ntObomoPYPtOGZkIoX+0II7ByEGkZLozq4MmPv5+mS

de2eJw7xJLrGt4b1oWqtql8NusXTtR+hb+6B1lMa5/65980nb2M8W88z5uD/8nZndueKqlpGg

v6jLDWt0rgSZJAiYdKCZr0uiyyDn8BF35Frlcj6sEYJ8OokaOsmomiWjpGx5oI/mOROzYFmRO

CTMrfLaIzaknRi2yJh5V3QIsCUZCZvL/j4zK4cCYCo97Ia9Wd+K5rBWzk8v840BRlQosDKjVp

4ZzcsonQSA1lqlXBt1xNKlX0R3mXcvKzqZSi60uhNhSKB3Ocl+Tj76LM0eNsWxqh8nHKsyj3T

g+PpumwWdi6ObH9m/dwdcndectSub8tfvxtNLD+2+2kd2vDyy461DL4ZvV23qplz4drUzmRLj

KhW2061rHlp7nHCHC8w5XazxO7/CyOTfRUD3Bn6YpEnnO8w/q0FG7cTsSrQgdec4xF9VpPxta

wI+LYTr47YSRtfzxDF/aiqpNltJXyzQeJnboE53d7o3y5Zb5TWVKhUq1WFyn4dL6CsVawSqAY

JVAKoNKI0WhAlxmLbs9E5GH7EbN0GOIEBAcRZYgGeZk0UErn2U6IqvIgD8QoOmMwGghT6Dmut

+eyLoArYidSxMogyE3p+86eCCctRUOgg8A3nYNoX94DmSAv9tzfuc23uTaVmdFH+WrSLEQ7Ox

yq92Lk4Bcf0K3mB5XLli0jKCiIZ5999oGuWKGyGHdiLpeWoPK1gdOo3rw2E2a8bXYHLJX7+1F

k1Lk3KNFIzI0YNOX8CC7YiavZcilKRTEqgZODphFWtSxdpw5FbpO75ewTC5WikZunT/D5HycR

Hd3p9WYHzqxcxvHweBSBjVHEh3Ij3YkZE9uzef52KjXyYPv+O4ieNXimfCw+3m78tkPBi1zhu

J8Ldy4lUKlDG8odOoKyXw8GhuhZ8b/FXAisiVfCVRSNOzOsgeRqVPQiQaV86hIM7/bGUESoPL

53j8lR59mXOt/r2JPiqPPhhx8yffr0ogvMegWrBB6DBEoBVEqn3QaT1lFzYxu6vVMgMRlBl4X

CQwe2BhSBamQOWjCKoJdj1MgQDAr0cpFLbi4cE/1BtCHBWJEjjCJdKE96uoajBy9jL8gYWM+N

GR1CUAqYtJhP+vF30qW1/Lo2gbcG1mLWDweY+N4ok0e5zExN5ePO/V1Q72/pODUuMYVMnYiTi

zOuch13EjMxoMDL0xkHpUByuhonBztT7vb7i2hQs3PlBcr1bED5AilURIw6LdFqUOoyyNAasb

N3xMdFyt6UVzGSnq7G1t4ehRnn4xJUygdOQ9u9FbIxr5r9iLAUVH48aDrzQsNI3fetmQHGNXw

+ZTY/nEqnetvOLG4j0mzEWgz2rvQZM5CPn/Pl0p5tHLSrSY8QJakGBe4ejmSlppKpVrPgl6N0

HPkidfUZpGnl+HjYkhCfgk5ug6+HA1mpaaRji4+TnOSENAwqe7xdVKhjb/LG1iQaR23hmyNp+

PrV5/fpnXHUZmJQ2uFpLxCbkIZRbouHk5z4pEzsnFWcWLkS/XOv8EK5/ENGCdEJKAZOR6xVHv

1ng0GR+4KxFFS6PjcMtRTe7DE66pi96Iq5Yg5U6j4bjNi6fr53y0tT+bDGTwpUdu3alXXr1uU

7PmsFqwSeRAmUCqiUgFJyStFrM9DfPIXx3DbkaSsRSDPlBlcEqJE56xA1cgSt8q7dpQyjjYHb

nkr2aoPRYIMo2nBG7MdVeqHJ0nLzYgRtvOVMbVsOX0cVMinDjiAF6bGAgdbd1VAcx99Jl1YyY

/wi3ELcOXMpmrq1G1Cz/SCeb5sdTD0/TeXjhspZQ2Zw4MJNfl8+BftA73z3jSY9joELNlKvjD

c3RA8mVElk6B+pNPdMxaZpZ955xpWpv21h2MvNWffLDi6ofXjtpRA2bD9GamoKGw4lMGZyL4w

nT5JsW46hrV35evlhUrwqMPqFcuz86wAZIfV4rZLIr78fxad5M3rV8eLq/j1MSQnGNvRvqpUJ

4GKSgm/6VGfRHydwrteE8qmhrD15m9rPPkc7+xjm77hNmy5NiT+0jzLPtaeRd34AChJUKgdOw

9i9FfrHAJW3pv/Cjo0H6P/nLEQPl3znAjTM/e0v2j7/PEe2bqV8OVc+XHCROiECWdU7sahHOa

5IUGnrz53v1hDh44X4bBPEQwexc/TgZngCbUa8gsffaxm5MoofpnXjs493Ua+xBx271+Xq2lP

E6mV0bBfE1Ol/kFzlGXZPf4W040fYIQtEOLWO42oPBNGOoa29GPjpKjICnuX3MWVZsPQCnvIs

bqlt8Cznhd7Zm7EVUlgfX5HxL5TNd2yPAyq79vyIzVHxpG2bh419/usl30GU4ArypVuQf7sW3

bRhiM/WyXckVqjMV0TWClYJWFwCpQQqs+UieXBLIYB0YUcxnJiALP0aSPoqPy2CrQG08mwgFD

DBJvY6MjwNHNcGE6b1wIica8bnOckoVIKRRk56Bgaq8LGXgFKWa0iiosxKcUClJi2Ci0fPm3K

XZxc5nuVrUzkkO+7kkw6V4pSfkW89jLhuJqJn/hlsJKgcuf4iX/dsxDu/HuCdOhraj9tKlsKR

z2eOY3Bdh2yo7FaHb+efop5nBEu0QWTpHRlex43ZKxL432f1Ob/hL0ZvjmLVmBbMWqnmOW6TV

S8IldIVpwsn0LjJmLDuLK4NW3Npaic2/G8Xtn2bsnb6bDZdSqXVy32ZGniael+cRe/ckrHtbH

mmR21O/ryRG3uV9JjRiE+PGJnqn0BiuXq8Uj3/seVApeGtlzD0/yemXn5rzlKaSsXv25AtWI1

u+RREMwBfgsovf11Hk5YtObbzbxrX8OLLrXbM7q3gsy+Smf5la6L3bzdBZfryY9Ro78THMS7U

jonGNfk6C0M92fDzi6z5/SQthOtEVm3Nd4sSmNrNQJiHI0mH0wjIvEZW7XIcNHjRRB/Faz07k

3T8MHsUQSbzl7p1q7BmeTw922gYsU9FgJ2SDzu7svpAFrWzjjJ0pYY5X77K4VNhjK8p8ueNQM



Z1L5+fSBEiY1EMnYFYu+Ij01S+NWg6S0PDCF/8Mb4VAvPto2g0kqHWoBdBpVKhEvSkqfWmExY

HOxUKGWTp9NjaKP/zaSwa1exZfo5yrzaibIHMD0RTtIkMPQgGHXqDaEp76qB60Cb7v50X0Wj1

KCXnx/zSbBqMKD78BuH8DfTzxiBWDMpXFnlBpSmMnCg+EB7JqqnMV6TWClYJ5CuBUgWVOfEmD

QYNupij6E/MQpF8GoWnGlN6YNNjVJD0mhgUegSvLAQ7HXd0zhzIKEOG6MpVsRNh8sH08lPQwU

uFrVyCyeIBSml2igMq85v1Jx0q5QvXIF+2Fd1vnyIG++Y3HCSo7D9nJd5uLhj8qjCxQiyv/RR

JHT8jvrU6Mv4lv3tQufjbUJoEhfODpgKpB8+QbICsVJEX3mjE1l3XqOCq57U2lfl6k8CL3CT1

2epc33canUsAvWoKzNoUTu3WzzD9hSrsXbaFU7UbEnHuHFNfrMJX627yah0NY3+5iVDrWVqlH

2VPihZ/zyAaJsWxRW3AoVELOuuuoq/ehC7lpUxPeRfZkQsoxn6FYWg3DH3MD4hsKaiU7zyOfP

L36OePxVi3Un7dNX3EHTl0lKORmfhVrs5LZYws3RZKJgpq1q9LixBnkm6FE6VwRHc5Go8yNhz

TeRAYfZUzibZU8tIR5VEG9zs3yZDJCC4byMWLGpqVF0l180B7NZSLMn+613Tk4K4zaEOq8kI1

L1IjLjH+mIHhNZUEly1P2p1wcHLlyqnLGAIqUd82gom/XqJp43q0renAtkPXKVu7KrZndxJep

ROv1zAD8M9eM82FsUVtDBMHkJd7v6WOvz+ZtoTpmw6ycfSrtO3RKl/5S+Ga+izcRbOy7txU+D

EqMJoJWzOp55yOV8uX6F/ThsmrDvDpq4358fvtXMnypc+LwazcchxNRgpr9icx+fOeJB05ieB

TlQGNVXy5/BipPpUZ8owzq7depUHbplTJuMb8A3fo/lIrGvvZErpzO1+oy5B58Qj1/D24qHNm

eks3Fm2NpUOvZ8k6dYg/z0fTpE0rnpXf4qvdsTzf/Rmu79lH/Y7tqOFik/fY0jJRvL8ASVus/

2Y8oq9HvrLICyqvX7iAOiOdGo0a37uOFSrzFam1glUC+UqgVEHlvdGKRgkb0WVGow9bghC/Gh

ttDIi67BSOciOiuxrBWYNRikEkyonUeXFaUw3RoT+1/V4h2E5xz1s6t6Dp+UrXjApWqPyvkOR

/7ED+1Ur0X47G2PDB/OdmiPQRVRFJvXGargec2dK3PA97JS5btouQzi1o6nS/Q0cmK1bs4JkX

OhHkmI8mRxSRZCGbvwrDR29ifL6p2WOzFFTKrkSgGDAVY9+O6Id0M/v+pbGibN3fKOYswzDmV

Qzd8wY8S0Hlss2HeGvqYnq1bsBPkwYgz8OOU5K5BJWDN0fwY7caDPj1BO9WS6HL5F0YbD2YM+

sdelWUZUNlr2rMXHCRxnYXWKYvQ6zRg3G1Hfl4SRLfTa/Dib/+4v3DGjYPqcH09Trqxl/mbw9

HerevwP6VSZB6nOURqXTq+ya/vV6Bn6bswnNgQxZ/Ppe/w7S8+Fo3Gp38kw/PZeLxyiiG6a7R

sH899n67kfBNIr3m1OPdo7ZM94hGbNiELmXztmkVwqIQ3p2H3Mke3Xcfgir/9AIl1fvbalNZG

p8eT8+YSilUSrrI7LzgolGLqA7HmHQEIS0UtGEI9gkIdlkmxwOj4Iio8EZU1MRo1xqZqjIKwc

503C17BJkjrFD5380m23sKxaTvMXRviWFkTzMdRErhptXpUXz2E8KR8ybAFquHmD1IS0ElmVk

oe08CB1t0P00E23w0Smb3MJeKoo6wc7F41QzAwXKmy0Xtlam9Yt4KZCt3ofvhQ8QqedtgWgoq

b168SfPRc6nk4cLquaNx95EygedeJKh87ast1PJ3I8mtPKP8b/Hu+mTqeunwrN6Gt1u73oPKr

767QXP38yzWVCDi6FW0Ri3JCQpe61eLP/ZHU8EdRrXyZ+4OG56NP8fZ8j7oUtJwda9O+aRLbN

cJdGnbkj4NPdjy/UauN2nImQvXmdrCj0V/R1NNfZHl4SrqdO+O4651nLFX4q7yoMqNKI462qC

t3Yzn0y7h2qw57f3t8xzXlTV7mPfF73z6ajs8R/Qwaz6tUGmWmKyVrBKwqARKJ1SaHHekUENG

k7Ck/xbFLMSsSMSM4wiyMAQyACVGpS+oqiNTVkeQuSEKclOuYAErVEpfzPeXRxVSSIiIQTHyf

4iBXuhnjgBHO4su+v9czJjG/l23qdemCvZPEsgkp6F8bwFExaP/aSKiV/5HtDljsxhU6g0oJn

2HcOQCBukIvFq5Qs2FMfkqk/8XThBHGLn7FtWe68L2KR3x/D97ZwEd1dHF8V+ycXcSICQkSHB

31+LQYoVSaClQN0pdvlKjBi2lxSleXAot7q7BgyZAjLjbZu0789IAoSS7GyIb+uacPYHdmXnz

/vPe7u/duffOA757mtgrtPwgmq0LuuJliF+fLpdjfyyh5/p4Nv36GtpDfzLy14P49B3Jztdqs

mTyAQZ8MhRvZSTTjibzSf/Gxd4L/MbgD7GOTcJ35y9ga12kDiUFlepcNcOf+5Kb4TFsmfEO3g

a5IBRrih6hkY7kK0cZfKoS20Y93Gr/y6wdtJ/Qk6YFAuYz+P2PvfR/qg+eNkWkXshV8+6QD/g

lKZ31n42lb897S9ZFDVqGykeYUrmprEAxFaiQUJkUdopZf2zBsVITRjzbG3tlGipbJ5yt7i0n

6rISiMyyo6qHXSGx2lrirx1kxZq9pPt3liKD3WzvtVfGX2XOdUdea1u52D9ChsyJbKl8iErZS

inimZQM1D+8hq5YIKMl4cwWFoXYs2DZObp0duVa1Tas7ePEmi1nsPQNortHCguPRaJNjmTLHS

+WvdGYvbtCiLWrRqdaSvafjQUre2zdvBjTwZfde04QkeXJmIF+rP98FvOTqzD1f104vPIQajd

b4nQeTB5TjcXzwnllQnuybl1g9B4Fq8bVK5bVLeZECJM/mMlAfx96zfsAFIbnPCoxqBRL8Kt2

ofhtHZrRvdGMH2jIZf1AHTUX/17HPPu2tNm3kbV23uTGWfPu2EA2brqICjW1qyqYdSyJjt4K/

gpW891LtVi2Jw51poqXB1ny1ep4lLejuY+BNJUAACAASURBVKlw4Nep47ixZjVXlDX5/L3OxK

77i1WhSrr3q8Pp1RH0HVqPKzcu4taiAeELgyWoDLDMZNLUY4x7twd1rYx/cohYt5fmP63k5RZ

1+fynN/VqUFJQKQ6UGnyVuDemUbNBIEx9A0ozClynJDw8k8rV3EpkFyK9QumroNNxcdk2ms3Z

SBPfSuxb/KkUZGRIkaHSEJXkOrICJatABYRKLfNnz6Bx/5EogjeySdGRHgmnUHXuT6dq+YEPW

pIOz2Dind4sHFLroVCpjT3CqEEbeHfV66T++Q0n/d7k3QH3/PfSL2+iyd9VuDqpGYb/lBs/OT

JUPkQzATJbj6L4ZjGaCQPRjO5jvLBks2nKz+R278enE+cQZ+PGqI9foX/EOUIC6qC5dRTz6Cg

uebbhxToZfL/XnjGe59np2Zawfbdp2SgdM3s3/v55I6cVlfjiiye5ffoKXZu35on2PoTs2sfi

szmM7+/DziNaKqelcNBCxzsv1WXz/DyotMqMZthLp/l2UX9qFANkZr76IxPPXeeLwZ157+0RR

mlQYlAprPaRcSQ+/Sl/+7jz7JpvjBpHXmU1ZzauZLVXV5rs2EHy0CcZGWBH0sUTrInwoJX5IR

adySLeqwbq0/s5qevByuEZzNE0pWnoWYLqpbEttDLxa6/RfGBVPLrUIXTtTpysM0lp2huLhaf

wHe7NlfRcrIIT6NJawct/pbDxhwHsnXZEgspA62y++vIAvT/qTXNbI6EyI4sXh33CorRM1k4e



T/9uzfVqUJJQKfzALb5ehPm2Y2jeG4VmQAe9x3+wQmbEWVbuiWPWii2E48Gb377OR42d//Xdq

L55mLe2OzP1xfpYGyKTNpOl0+fxRZQvB77uxeaf5/LJoThGvPg833eyYP6mZF59phnhwUeYlh

XET+3djErIlhOXTL83pnEwMo55H45mdN92Bp+7DJUGSyVXlBUoMQUqJFTu2bKaXEsHkhKs6Dq

gHX9Pfomt3k8y1iea3YcOk27dgQFOB5l8uzajEtU0+X0SSR/PQjm8Dqunr6Fmw54MbBrHIrNh

zB7kh06TTk6uNdmRh/h9/nqOnQxn8FtD+HB7BGN9PXlmoC/z5+8lPdeazoNf4KlO/igM+cI1Y

JpMFSpr1KhBv34FU9iU1fK3JFtaJkufncyq7Bx++eF1AhrVNEDN+6uoOLl0JiertmfG7ER2rO

iJrzmc23mQ+VdTMbfU0MYiniXBWWSY5+DgXIMJgXHMi/UmMxx6tMnFM7AWYSuOE+vozegX6rN

5yXZuJmkY93o/zk7fznlHS1oObE3W4bOkxV9neWoAZ6Z3ZMonO/BrFkD9IB++mxnJ7zN7Us3I

zaej9wXT5pM5mDvZc2rFF7g7Oxh1/iUJleLAW7/4nUE7jvN+y3p89u3LWBhoLcobtI7kq4d5f

78Dz/mqsGzZhBbuFqiyU1mx4SA3qMr4Lm5sWH0Cq1rVcYy5hWstLz74fB2awOYsmRhEWGYVmu

SGsuKmFS8PbkrYoSOsP69mxKg2ON86x4zTyQzt3wG32CssPRhKlqUDQwY0I2rrfo5mgFtQXe5

EpfPF821xM/LePbh8O31nb6Cuvw/bf5uEs5P+ROklCpUC7ENuStHPWFmi/uF1dAGVjbgectm7

cD6RNVrw/bRT9O7kwCH3tkz3jmL68QhsPdwZoLjGl+fMaeim5KLKj+9a5fLroWSCY82o6Z2Mu

389VKeOsVNZnaXvt+O3RTuoXKU5X7/agB2/rGVnvDODh1Yj+BIMrWvPb0cieWNsDbZtSGLi86

1Qxd+g9fs3+Wted3wM/fJUqVn67VLe3H6MTo1qsuCrCbi56s+YkC9MUVCZEBuDRqWmUtV7aZp

MJfp76NChrFmzxoj5lavKCpiOAhUQKkU+Sg3qXCV3zm/n05AqjNNcRtO9By6X9zD9nc845zWU

hZPc+T69GwM2/UXlX96UoNLi7f7seuEZ1sT48uMnbdjm8DSLhgaiVUZx4WoO/taRrFqxlHe+X

cT7v/3K/156nf5vLuO3jseo8fR8bCy0tOw3k41LR2Nn6Bejnrk2RagUe3+LICVLy4LLTGUKlc

DsuRt5c8lWOtSuxuaf38bWsWhn/oJS61DdOcWsffY8N6AmDnaWUgYYKZ9ethIzCytsLXRkZqu

xsLJAp9GgTghh2EsLSOz4NDsntsJO5KFS5ZKrU2BvoyA3Jxelxgx7Oyu0uUqyNGY42FqhyVWS

rRLbgCqk4+Rk5kh5AuNvnGdqnC+/9axi1EOIKi2TEROns/nKbT5/ri8fjru3lZyhXx0lDZUZq

Rn0Hv0FpxNT2frRGDr1aWvoUPKwUqchJ0eHjY3CgHyvOkS+xawsJRqFBY62VkZZtx42MNGfUq

PD2lLkqjWiJKYyYPCHbFdrWPjW04wY3NmA8UNJQ6WwVio27EcxbQW62tVQ/fQWGAC3eWeqZOu

smWQ36cRXs+JYMaMT1exs2D77bxK6tycxeCvqM1e5VaUWe3cfp2Gv0TyvPUBI3W7s2XgK26oa

vhjQiB+/u0o1R3MChtdgz4lIqmviaNW7A3t/vIBf3VyuVvPBMtmSLmYX+F9MDQ5NrMncdXlQq

UsNp//oYH5dMxB/Q6z2Gi27pq/kyfX7yQVCln5OgL+3QdobApUPuwJMBSozMzOxt9f/4GLEVS

xXlRUoMwUqIFRmsOyn74lzrI6zMoXI6r3ok3aIv7JzSd50ibpDanP570jGTwhk8nZrxjoEs4l

aOB66TecZr6E+c5hbZy/g3KIT4ZsO4N66Ojnpd6jW/EmcdvyP7Q69qHpzASnNxrA8PYg3s/bT

vFsAG3anUcfXl1Y9uxFU2amoFHVGTZ4pQmVhJ1DWUBkXGceId3/lbFQ8v40fyNPPGp6n0ahJM

KXKWi17Fm9h1ILNVK3qxZofXsPPt5LRIyxpqNRpdWxat5dh01fRorIHG358HU8DcogaPXATap

AZHc9nH8/h1+sRjG3fiJ++GG+wP1+JQ6XQRQRN/boW8/X70LWsi3rSSIPyNYqtHkIP/cm2dH/

io6x564W6uJhBesxNvl1yEPdGbXiudg4/Lr9CnS41SLgZT0fvVEZNO4VFjWaMfaISQzs24/Lu

AxyhOm/1rMLm5TsIzvXhnTFNCN27lyWRtrw/sg239+5h5cV4cK3GR6PqsGbudq4roWVjfxZd8

2DHW/Vx0Ef1Gi37V+6U7oFshTnzJo7gSSPSaVV0qDShW0AeiqyA0QpUQKiE3Kw07sQnYW5hh2

clDxSqDO6kq7HVZpJtZoODhQJHRxuS4tNxcrYiISkDS4Utju52pMbHo9LZUamyG+a56cTFp6C

xcaGyhxNkJxGdqMTRUYGZhR2ZOmtcRdS4nR2qlHhSs3S4VfLC0cZSZCMqkSJDZeEyimT2l09e

psnE6dKcLh3bnz6je5eI7ibZiVbLlTV76DBzHWkaLQdnvEOLxjWNss7kn1dJQ6XoV5Wr4oePZ

jP52EW8new5PO1Nqgb5maSUJTGoDyZO5+cTIbSsUZXNv0w0aNk7/7ilApWi8/RMLL9ciPLoRU

4GVsHnreFUa6w/Kb1WrSRTaY6jvSFBLjq06lxiEzJA7GfvZP3IwYpqZQ4pOkvchaW6iMnR5Ch

ZP20FL+84Qbpaw9wJg3hmZE8s9OTnfFiXRS1/J8XHk52ZSRX/e6mhTMVSWRLXrtyHrEB5KVAh

obK8xCqN48pQqV/Vjat2MW7OBizMzJj/ymD66Uk8rb9HE6yh1XJ03T4mzP+TSJWa78cPYvyIH

sUeaGlAZf5gxr8+lSVnrtHcz5sFbz9NUHNTTVBfPPkSQ6OY8f1Sply6SYCHC8snj6dpoxpGdV

ZqUClGkZlN2E8r6bPrJNnWlkwZ0ZNeT7TGzUf/LjNGnUQZVtap1Nw8d51fF23h97PXcHCyZ+r

Y/gw3YBehwoZZUQN1ylB2+VCyAiWugAyVD0gqrGO5SjVpidnYOljh4GxT4qLf36EMlfrlVavU

LJ+9gQmrduFgacHUAR149vWhencX0d+zadTQ5qr468c/GLfjOKlqDTOe68vzY/pIeyIXt5QmV

KYlpfHx29OZGxqJm40VM0b25Mlne6N4hPEW9zxLul3cgbM8P20FuxJSaBNQhd+/epHqvl5GW4

tLFSrFSrhSxfrFW3h2yRYpStvPzZkvBnXkSSP2hy9p7Yrbn1lELCmLt9Bp72kuK1W0dnfml29

foUHtao+0AYUMlcWdEbmdrEDxFfhPQKXYmVFEoEpF7Moo/dWh1erIzVGjzFKhzFaTk5VLTqaK

zLQcstJyqdHIG58A1+Kra0BLU4TKn3/+mVq1atGnT8FUPmXtU/mgfEtnb+C9DfvIyMphfIcmv

DyyB4G1/TCvqDCjUhN+5TaLl25l+pELmNla8+mwbrxRrFyQBdUqTajMP9KU75YyY9sxElVqJj

StzZiRPalfPwAbB2MCqgy4SUq7Sq4Ks9sxbFi1i+HbjmFjbk6r+tWZ++4o/KsbE2V9b6ClDZX

5Rzp7+DxfL9vGkcu3SFBraOxox8AOjWncsTFBbk7Y2dlg72iHuYhSM6JYKhRY6VlyzlSKEBrD

i5WFBZZiQwqVGrOEFMzCojA/cRmz/WeI1+mY6O+DSx1/Pp0wCFdXR8M7LqRmRYXKMWPGsHjx4

kc+f7kDWYHyUOCxgsp8eBR/RWCBxI5aHcpsFenJOSRGp5N4J53UxEyS4zJJicsiJ0uFRqVBLb



200l+NSouFlTn9xrWgdV9jU9kYN42mCpX+/v6U1446hSkoIrfPBl/lo68WsTcxFW87G55uVJP

3x/XHrXYF8u3TajGLiEO7cDO9j1xgb5aSRu7OTP3kedo0rolFCUByWUClOlfFtasRvD55Podi

EnGzsuTVSm7877m+0p7tOjfD078Yd9eUTG2z1AzMTl/B/O/D6K6E82FqBj8Ai98czsB+bbG1L

f4qRVlBpVAiJyObG6FRzJuzntnnQyVxxGZE3va2WFlZYi35gBsHlUHm5ixSmFPYDO4BXlOpjZ

qIhgpz5ut0OKi1kJGNWUZW3nd0vepoRvRE07gmWkc7FEYk+S9qABUVKuW9v426rOTKJqZAhYZ

KAYtJsZlkpyslK2NmqpKMlBxSEzJJic+SwDEjJZusDCVqpSZP+vu+Wx1cbKjX2hdVroZrwdFS

2/xiYWlO5yENeGJ041KdMhkqjZc3My2TOXM2sOjAWa4mp/OspQW/d2qCWd3qaKv7gIcLOntb4

rNyUP/zcGHIURTmZnjp2RIyLiMbjRF9Wog+xZZ+WTmYxSRidvMO5hdDMTt6ESWwxt+HY3Wr8/

HYfri7OxsyTIPqlAVU5g8kMzmdbRv2MefweWyiE/grPQuxcK9rXBNdzWrk2lix1caSKAETRpT

ero4UtsN2KrAhNYNsY+ZCYc6wbCUuIqVUZBxmJ0LyoEbsUFOzKpr+7Ult0xBH50dP51KWUHm/

pImRcZzef4btV25xOTGVtKR0IxS/V9XWUsEfNtY8zE4rZnG9TscPGdlG9W1nacFqGys8xP7xN

lboOjZGWz8QnZ83mBuyJ6dRh0OGSuP0kmvLCpSEAhUaKm+FxLL6pyOkJ2dLy9iaf360XD0dcH

C1JepGwt39vwsSpQ5Laws6DKxHh0F1uHMzmZTETNb8dBjhUymKwsKcJp0CePpd43evMGZiZKg

0Rq17dUXi4ohbdzhxIoSg3Sdpei1Css7oxA+Wsz2XbW14OkdpFAAqzMz41c6Gwmb8NDA2KwfN

P9eIISMXfS61saJhTi5myemQq5KaacUPatfmaEXkrkfJwWT+mMoSKvOPmZGUhlV8CranL2N+M

QyzA2elj8KBnsBVQwS7r84cYEIhbUTP3YAkI/v8E8jP+qmr64+2QxO0DQLQBVbN22PeSIteYY

cvL6jMH4+0QpOZTUZaplEK5SQmke3shreNAkfrwiPFxS2QmHXvIdyQg9hYKnAQSfPFS/RdQhb

Jwo5dFFSGh4aiyskhsF69u81NJfpbtlQacjXJdUxVgQoNldFhScz7eAdpyXnLKJ5VnOkwsC4N

O/qj1ejY+cdZzh24KfkT+detRONO1UlLzCE+MgX3yk606x8kLY2f3hVKy9412bowmKNbLgt3S

8zMzajZsAoTpvQweunImMmWodIYtQqpK5aTI+MxO3+FyHV70FyPIcHWnvFeLtgYGuuiVRMXmc

Gs6p70KmRfzkhgqFot+eIaWsS1t97CAm/h01bFC137hmjr+Ev5BRNi7nAj144Wfi4lvhVoeUC

l8FbOzsjkZnQs8ZlqHB1cqe+gwCY2iavxycRlFg0hOSkJ3EyzpE41ZywV5rTWk5/zfEwiqTmG

+/VZKcxp5e+Dzs2e6JRkruXmW8es8PPzwdfVxqgk9UVdA+UClVoVVy+eZdVfwRyMzsClclV6d

erAyNY+2BqwWYM26TY9nj/CD8uH09Sh5C2H9+slUhxdPHyatcHXOBaaiKuLHwOf7szQeh5YGr

dSX+g0FAWVD2skQ6Wh32pyPVmBwhWo0FCZEJ3G4i93ExWWiIuHA31eaEHjjv4oFOakp2RLEdz

Cl0isrLhWcsDa1uofJfKgQFg34yJSOL07lKAWVXF2t2PRl7uJjxKLa2ZUqubKpFmDJKtlaRUZ

KktIWVU6fy5bzSmHeowNdCHy1jXe3gnLJ3elmo3+XyldRgIvvn2QV38dQmvHwudbWQyotLawQ

MqWf//WhtpUpn72G7Mi6/D3nEHUNmijZcO1Kg+ozIy7xWs/naRDryACnMwIPnyJ9Nqt+bSHn0

F5Dm8f2sqM6/78+HxppyjKZO7kaYTU68WTgU5kxUWxcFUkH08dSSNXQ59Cip6LsodKHQmXjzB

8Qwa/vtyJOi7WpMeHMemrP+n8+vPUDd3FMeeOvNjak0v7dvOdpgGfeIYzcdFhzNwr8+Hz/Uk9

vImxM8/QY+ggZr3YiqgLJ/hs5XHMnWrw4UvdCTRPZNK6EJo7pLDmcAoDn+mK6tA+diRa8/r4f

nSrZsWm5RuYeTqBNl268+GgIK5s282yhFxiT8Qz6tNR9PLK0/fm6UO8cxB+fL4F/k5WpERc4f

mPDvLid2PoU8Xa8Au9iJoyVJaIjHInsgJGKVChoTIlPoMV0w5wNTiSxh0DGPp6e+yd8pzr05K

yENDpW8sDS6uH/1CIJaKI6wlsWXyK5Lh0+j7Xgn3rLxB2MUYKEXf2sOf9eUOxc8iHUaO0Naiy

DJUGyVR0JZ2Wm0e30WG3Gxc+aoWrsMqoM1j92zLUTwwlKHgRPyv78vtzQZz/ew0vxgTyg18ck

zeHYG5lTYeefeiuu8DI7w/TpFtPZk6ox5Z1e9l0MRKNQ3Vee64Lnb2yeeaHLbSs7cqu3aG4t2

tO/ZRw9l1PoPeIYUxs48CsOZvYGJZMtYBGvDyqPebHt/HGvgQqpWt5auLTjKqdH/agIzvsGC/

NTaIZt0gbNIIPW7mVmJVMiFX2UKllw8I/CW/YkTeb5eVLzIi7zesLbvLJhDp8/t4G+v9vLMOq

wcpZ84gM6oTNmWC2XI8hx7oqE4cHsXDWOs5keTP1pxdpmXmdXzbs52SEmloN6vPKsNZo9yxg4

iVPvFKiiDF3ZXh7bw5tv0isZ31+ebc7rlEX+XL1Ea7FW9C+Swsm9KnLlt9nszrCEisLF75+ex

iNPMS9nMncr6aj7P8irzdyQ50dw+dvr6DrJy/TtaptCVyQpbBNo75R6VTsmLuQJYEDWdq90gM

JxtXsXzyDv92f4vu+vhxd8wdj1fVpE3qe8a+PwCfiLK8dtGTJcFeGjs2zVAYlnuS5X8L47JPB

2N86wfBVacx/pTYTPtjIcx8+T6+0I7SccppZ096kfuxRppy1561a8fyRFMSUYTX4e/F6Vni0Y

2ziDp46UIngqd1wd7HD7Z/ntbWz1xHVridvNnj0KO/CpCkKKkXic41ajYPzPdcT2VKp7yKTP5

cV0K9AhYZKYY1cP/MI5w6G0XFQPQaObyMtW4uiFsE3Z6PxremBo2vhPxQiSOfikVusm3kYlVK

DRqOV2gqodHC1YeKMp3Cr5KBfyWLWkKGymMLd30ynZte85SwM7MOybp7/+kEN/mP6A1DpRde4

qwyYMJpGinSORmlp52fGyAl7mDT7KSy2LOfLlCasGN+AjLBzvLAmntkv1+OtT/9m1Iej6am8S

LM39vDjjFfpYnudCQvDeKdmLBvtevFl3+pc2reDESc8+KVOGM+d8Obkx21wslJgk5/WRZPN2h

/mc7jFYCbZn2bEWlvWf9MND0P2RDZQrrKHyly+nrmGTsOH0N69oKVJmx7HmLfW3weVc7lk483

6o5Zsm94X24Ro7uCK0+1DkqXy+2f9+fibtdR6ehCjAqw4v3kZC1KaMdb+IP+73Yw177Rk/o/z

OVS1M4ueqsT0V6aRNmoUcZtOMWTSkzzho2DTHxu5HdAG++MbuVyrL9/38kVnbokInJKg8tNvm

Z3oQYCzJersNELsm7P3k65UsS2ZVYkyt1Tqcvnzh8UEdx3O5OYPxmw/DCqbMSpsD0fS7BgysD

MDWvnhmhbxz/L3UGz3L+GT2NYse74O1tlJvDV+Hc3f6cjMuRdZOGMwte6cosN7F1k0dzQu8ac

Zt+oSrcMv8qeFH76OFuSkxHOUjsxuEcrHiq6EjAmQgrfyy8IZG7EZ0IsRfsWPsNd3KxQFlcEH



D5KZlkaHvn3vdiNDpT5F5c9lBfQrUKGhUkR8b1l0kn3rz1O9rjfD3upI5epu0pK3CLg5seMaA

fUr4VnFRUotJOqLlEEOLrZSHeEbdy04krMHwsjOyCX4wI0Cijm62PLqd/2pElh6O1XIUKn/It

VbQ6dmx5zlrAjqx++d3f+BSh2aXCW5ZuZcXjPjX5bKL52u8/HaG7Tv3Z4n2tSla2UtT7+4l0m

zBxD901yCnxjNlDZuqDMSeeqrI0ye1IQvvz3Ml98Np07cRVq/dIQ5C8dS1yKUZ6ftotnl88wx

88HD5h+HTM9OfNExlg+SGhI8pnYBn8mchHB6v7yJke/1o6VNLN9PPcQr37xCu8olYyUrH0tlL

l/NWkO34UNo4/YPVOq0ZGWrUKhTGPd2QUtldO2OZOzfxoo0D17vWJN2rZviErpfgspvn6nC2G

k7+N97QwgUjJd4hg8WpPCU30V+zeohWZyX/voH4U168L+2tsx//Qv2tuvL2XXbsXC0JW9dwYa

nxgzG88IO0ls9xdutvO67jApaKnNTo3jv7Z/xf+UD3mruofdyM6RC2UOlmsMrlvKVojObhvlj

KQKOdGqunQ4mqVJNlHsW/WOprMrhVX8wTtuRSyO8uX7+Fn/u2sOUEG9OfNmEl14+yg/Lh2Kzd

xGfJbVn2ejaWCuTeW/cWuq93ZHZC0JYMuMpAqNO0vH9EBbPHYVT3GnGrbxAi6hQAt/6gJG1/o

FanZa9i37nFeseXBpZ0AVi6+L17AvoyJQOHnkBdholx3efgQaNaeVjU+RWjoboL+rI0d+GKiX

XkxUoOQUqNFSKaO89a87w5/xjmCvMqNfKjwEvtMHbz5WkmHS2LDlBp6ca4lvDU/K7XD/zEJZW

Coa/1Rm3So4SeN6+Escf0/bh6mnPpeO3Cihra2/NuMm9qd2kaskp/kBPMlSWgLQ6LaGHttJ5o

xNnvmuPh4X4Qc1mx8zfud1mMM2uLL8Llac2rOTVxDqcGNeAzJQMwsMu8+JPF/jyiz788vEBJs

0eSPKCuaytO5Tfe1VGmRTBgKnBTJ/YjE+mFAKVPx9mmFkYZzu8wted7yVhCf5rDc8n/hsqz+/

eyXeXYHhjTykb/9WTwSTW6sK3/QNKQIy8LsreUqll7e/rCK3XmfdbifOCnKQoXvz1HG+Pb8rU

Tzb+Y6nUsmjaHJLbjeDN5m4kpaZw6fgRpl+2Y2pLFb9d9+e7Z3wZ9/VfvPLhcFrYQNblHby9x

Z4Xqp4pFCqPdBvGjXVX+G7mCNo450da5TL/l9/1QKV4YFSzf8mv7Kg8hK+7l8y9XuZQiY6c+O

u89PVOek94muF1XAg9d4znZ11j8mdDqXxxI9/cqsuC5wP5eco8FgR2ZgIpDBjUGa/ka7R7/Qx

LZ7Rl4msH+GrRMzRIPsHzsyKZ/PEg7MNPMXxpErNeC+Ll784/HCrXRPFxfSW/36nJ9BcacePU

Meal+dMvYhtvPAQqk29dZMhnx3ntw0H0D3Ljxsn9jFuZyM+fDKCZm6UMlRs3lth3gdyRrEBZK

lChoVJA4dGtV1gzY5+Ua1I8nHtUdqbVE3W4fSVWyk058t2uOLnacuZgKIu/3olnVReemdSZwP

pVJJ21Wq2UAP3K6XAWfrUd3X2p9KxsLHj2ve406WTcvr/GTKApQuWsWbPw8/MzuR11itRVlcR

vX84homlfXmrlw+2Lp3n2jwy2TR+I7+3djFqp5ruXGvLH3JWsqdKEgbGhNB88gCB1NO//HsPU

z1vx1Tub6fX+IHqqL/Hsb1F89k5Hkk8dYmtubb7v786orwuByunnmT/Sm1cXJPDR6x24eewgU

9Lq8IP7BV56ECp1SmbOW41Pj0E8WT3PnywuNJinVyey5r3uuBsQpWvI9VX2UAnJ4SH0mnKat8

Z3pJWPJXvX7+Wse1N+GFKN9d8t5qB/O8Y3yOH7KX9StUtD9l6y4te32mF28xybYzx5KTCer44

78M34FhxZsYYlmiA+7+bEspl/UGnYeDrdXstPGQ+3VAYPeZWuFzezwbE1/+vuxc4NR3Ds2Inc

/X8+HCq/+ImY9k8zuo4LuWkxTPt+L898NZ4OPiWzHFv2UJl3VWQmhvPdt2tYeTOJgKatmPLCE

zSpZI1GmcTnXy9m/Q0rRvfyZodzK75yOM+EeYdROlfm87dGMqKmFVuXrWDqLS/WfNiX6OADvD

RnLwrXuvz44SDqmscxanoI0yb3otqd8wz/7jo/TnkSx8TzfPB3AjNeaMHyGcv57ugd6jfvyE9

vdSV68xo+sWrPzoFVHwjWaj0AuAAAIABJREFU0pEVc4svf9/EuuBYatVuz3fvdqeeS8n5r1dU

S+Xo0aNZsmSJIbe5XEdWwOQUqNBQKdQ8s/8Gf0zbI22tKIrwn+w6uAlVAj2k6G13bycJNpPjM

7h8Mhzvam5UC/IssK+ygNOsdCWbfz/Kwc0X7oKlsGoOe6Mz7frey2VW0jNoilAZHx+Pra0tDg

4FfUnLe5tGfdprVZmcPRPKxYQMHFw9aduwOt72FqDL5WzwFS7EagkKcCLWwpXW9pnsOh9BroU

tjevXpIGnNRHXr3M81pyerQPIjI7g8JUYzJwq062ZL47kcOB8HE2aV8clO5m/j8bRpn1NXMzS

OXA5mU6NqhJ68RpHw1Nw9ahM+8bV0MaGc0jpyoAazvcsL7oczl+IwD8oECerPP89TW4W+49FU

rtFjRLz6SsPqAQt6clJnDgfRlSmGrdqAXQJ8sLewgxlRhIHj14l0dmb+k5acPXEKjGaE7eSUV

h50KlNdTzMs9h3MgzH2vVo4aLmUsg1zt5RERBUkxb+TmSGX+WSqjLtajgTeiWMTLfKNPZScO3

4OZL869HcWc3x89cITVTiXaMWnQJduX31BirPatTzvN+1QM214HMcixHp5wELB1o0CqSmlz3C

yF0SpbygsiTG/rj0UVGh8s6dO/j4+Dwu0yCfx39MgQoPldfORLL0h50k3BFpgMDO0ZpR73Snc

cca/8ovKeWfvO9HQ8CksFJmpGSRkZot7bYjADXyRrzUl/C7fHJCe7oPb1pquSpNESoLuwdMHS

r/Y/dukadbPlApz0C+AjJUlv+1UBRUnj5wgOyMdNr3Mb1AnfJXTh6BrEDxFajwUBkVlsCiKds

Ivx4nqWBubs7AsW3oPryZ3j2URdDOjpWnpJeDky0vfNqbXatPc2rftTyoBHo905KB49rJUAnI

UFn8G62sW8pQWdaKFzyeDJXlq784elFQqdFo0Gm1WFje2zXIVKK/y185eQSyAsVXoMJDZUpiB

vO/+JtrZyPugl/b3vV46qWOODrbScrkb72Yb33Ml0u8Lyyc21YcRwTl9H6mFUt/2MGZ+6LA2/

aqz9BXO2HnWNDXSvhi5ubkcGLPHhq1bYuzm1uxZkG2VBZLNrmRHgVkqCzfS0Th1wpF1UZFDkK

nUaE6sxaUxdufu3zP0PSPXlGTn5u+svIIZQUKV6DCQ6UyR8W8yZs5dzj07lk6utjR+om69BrZ

EidXewkqM9NziI1IprK/uwSQ+UWdqyb8Rhx2DjYoc3JZ+M1WYsKTpSTqbl5OWNtY0nFAI1p2D

7rbJiYigv1rVnFy2xa0KhUf/bEaj2L6wJgiVN66dQtnZ2dcXV0LXDklbqk8uRxyjdubWL6ZDV

DAwhqrVmP0VlSHHUV754LeenIF4xVQ1OqKwrPoAD+dVoM6ZBu61CjjDyC3KFIBMwdvLBv2E/v

tFlpPJD9XiN2u/immYqm8ePEi9evXl2dYVqBCKlDhoVL4SS785m+O7LgoJSzPLxaWCvqNbkuv

ka0Q/9aoNdy+FsvxnSEE1POhbjN/zBUKTu27wp51p6kS6IlPNTecXB2oVrOSBJVWNpZcOnmT9

OQsqR+xZLJh7hy2//YLGlXensP2Hp6MmvwVLu735bczN6NWw0Z382VG37pFRkpKwQvEzIzK/v



74+vuTkpJCelISoefOSHUCGjbG0dUVM7G/5H3l/J00Np+LpUMD30e62OZsvcA3g+vjJ6LiD19

n05LD/G/Oc3f7/Pnnn/H392fQoEGlCpXqm8fRRp97pHMpr8b51m/hd2taxQxFjc4oKtXUOyxd

Tgaq4FUiSaDeunIFIxSwdcGyTi/MbB9MQv7vPrQZSagvbASt2ogDPJ5VxT2V7/f+SPeVrQtWj

Z4Exb2l7QcVCz50kKy0NJP0qRTfuxvllEKP50X+HzirCg+VYo7WzNrLztWn0GruywcENOtcm2

cnPSH5S6anZklAmXAnhYzUHDJSs8jJzqV6bR86DWgsJURXWCgkABUvAajJCemcO3yD2PAknn6

zO4lxsexYtIgjmzaQGZ/nw2nj6EiHwWIrx3vbjVna29Nt5CisbWyklEXBe3YTdTmkwOUkgLF5

n37UbdJEgso7YaGc+PsvVEol4VdCqNO6LT2fG1vgSfpxg0qdKgdN+Cm0SbcrnMVSo9aRmazG0

d3i7i5O5f59YeuCuUcNFFUb/+uBpLCxaZMj0EScQZcRR4F8WuV+MqU7gNwcLRZWZpjn73JUEo

czM5eyBSiqNcPcqZLBPeqy09Am3UKX9cCDp8E9mGZFtVpF5M1b+NfU/4AjziDp8jWUGSq8GtV

EYWVoaiEd2bk6bEUmBYUFZtYOmHsESH+LKkd37CArI41uTw25W81ULJUyVJrm9SyPyjAFHguo

3Lr8GBvmH5B2y7m/NOlQg+fe74tYDk+KS+PQ3+cl0HT3dpasjyqlGlcvxwLL4fntc3NUbF58W

LJWiiCgV7968m7XypwcVv78EweXLcLJ06vEl7/TkhL5fFA/hr37Aa37D7x73McNKg27RE2zVv

yxIyQHn8B3yAhsvQoCREJsDCf37KX3iBGmOfjHfFS3rl3lzu1w2vTo8dAzVSYmcnv1Mjw7dMa

1ftF+j0VJlavSYCUeQOXyUAWEJXDz3NkMn/SeQQqFLf0dnVqN71PDsbpvT+6iGmcrNazcd4fn

nzAuab0MlQZNiVxJVsBoBR4LqDy05TxLp24lV3lvCUlYJwe/2JkOfRtJFsjMtGxO7A6hXssAv

KoU9BUUqondeW5fuyP1UbtxNW5ejmbGR+vo1L8J54/e4NN5zxWIABcWyOjbtzm3fx8dBg7C6Q

H/Q0NnojCfysirVwg7f46OQ4fLUGmomGVYryiovHnlCttX/sFLn3/x0BGp1Fq2nEqgXwsPFIq

S2Wu6DE/d5A91cu9eosJCGfTCuIeONSP8FtF/bcStWSs8WrUp1vmE3cnkr1OJvNy7KpYW8hw+

TERlVhYnd+2k/YB7D8ZFiV0cqDx+NYWf/opiXOdKdG9m+BabMlQW67KXG8kK6FXgsYDK80ev8

9un61Fm/+Pn6GhLv2fb0fWpZljb5i2jqHLVHN1xgep1KuMbWNCyJHx5hCVz2qQVZGUoJRBNTc

rkyLYLPDG8Fcd3XOLr5S8hdtgp6WKKgTpl5VNZ0lqWZX+PApU3orP4cu1t3u5TmcY1nMty2P+

JY5U2VGo0Wj5aFkZMSi7fjAqkivu9wL//hMCldJLGQqV4OHtp1lXSlFpsLM35bVwNnOwL96O8

f9gyVJbSJMrd/ucVeCyg8salSKZOXC5FeIso7p7DWtGxT2M0Wi0iOtzZzV5aAj+24wI+/h5UD

6oiRYSL4B0RrKPT6tiz4STLp29Hq9X9A6I61Lkaeo9sw7Edl/h8wQs4uRXtp1Ocq0mGyuKoVv

5tioJK4R6RmpSEV+V7+4DfP+L526PYfiGFxn72TBrki7W8hFqiE1raUHkpPINvN4STo9LRta4

TL/d5tMC5Ej35CtyZMVApvr93n01izu4Y6YyFa+y4rt70aCL2ctdfTuzdS1ZaKp0H3gtGlH0q

9esm15AV0KfAYwGVUbfiJajMylQycExHOvZvLIFhdoaS2MhEbl2LoUnbmoRdicbZ1Z5ajfxIT

cpg/YJ9WFtbUsnXjZ1rThB1M28nnfwiIhB7DW/N2aNXefPbEVTx99Snp9Gfy1BptGQm0aAoqC

xqgFHx2UxcEoZWB1YKM74Y4U+gd14+VbmUjAKlDZWztkSwJyRNGqyI/f/umepU95Hn8FFnzxi

oTM9S8/2G21y5k7c9ryiBnlZ8O8awoCC1Wi0SGJtk8nM5UOdRryS5fXkq8FhAZXx0MjM+XY2z

mwMvfDAAF/d7kdgiDdClk2HERCRS2c8TtVpDveYB7Fx7nNWzd0l+kpbWFmRn5ko7LIgi0lqIY

mVtQc8hrbgcfIsRbzxBnSb+JT5XRUHlsi8+Z8g772Jjby8dVw7UKXH5i91hcaAyV6Xlh/W3OR

uRdfe4zf3tmfSUH4qSjEIu9lk9Hg1FupiE6Dv0HDbsoSf0KD6Vt2Oz+PCPW6g09/KXta3lyKu

9q2JlKftW3i94dmYmhzZtpMeIZwy6sIyBysMhyczYGs190yAd461ePrSrX7yNKGRLpUHTJFeS

FShSgccCKkXqnwXf/iktfT83qZ/09/6SkpjOpsUHMFeYU6mqGzXr+TJr8loib+alBcrPjSbae

ft64BvoRaUq7tJyt4WlOdtWHWHQc11o0aVuiV9ORUHl3ElvM+qzydg55eW7k6GyxOUvdodFQW

VSfDznjx6l84ABBfq/GpHJV+tvS8um+UVYuj5+siqNAmXfymJPxgMNc5VKKZWXja1tiUKlRqv

jy1U3uRSVXaBfR2tzPhvmj3+lhx+vpM6rovVTmtHfGTlqspRaMrI1ksXyi5EBkjx2VuY42BbP

912Gyop2hcnjNUUFHguozEjL4o8Z27l44gaDx3ejVbf62PwToCNEF/kot686ypnDV6jTLIBqg

d6smrVDqiOsml5V3KSXk4s9ao2GpLhUYiOSiIlMIDs9R/LLHPHaE7R9ovjpRwqbfBkqTfG20D

+mxOBTJB47hFurdng0a1GgQWHR38GhaRy9lk5OroYzNzNoXN0BWysFAV429G5mmC+Y/pHJNfQ

pkBUdReTGNdj5B1C1T0HwL6qt8LdOTldJ/tjHr6Zy5Ho6r/aqgpWFGfa2Fthay+mF7tfPWKi8

vfoPlMmJVO3/FHaVq+ibRunz1Ew1Hy4NZeZLtQ2qn19JZO7IycwkoG6eoUCVmcHNxfOlf9t4V

8Z30JC7uV4nv7SIYS92oU4TvwLHyMzR8PmKMH54/t9L7jdu3GDBggVMmTLlX+O6vmcf+we9jE

fjegw6sPZfn8vL30ZNpVzZxBR4LKBSQN+u9cc5secSNer7SkvWlare+5HOVao4sSeEnCyl5Ev

ZpH1tzh+7JgX2iFRDIhG6SqWRlsIVlubY2dng4GInQabY5tHRxR7/2j54eLuU+PSZIlTOnz+f

qlWr0qtXrwLnW9LbNJa4mGXYYU58POHrV2JuaSnl1bN2uZemSl9KobgUJZ+tvMUXw/zxcpMjh

8tw2qRDaXNzCV0yX8qJ6NOrP47+1Y0ewsELiey+lMZHg/3kZe9C1DMWKpPOnyXh0D4snJzwfX

I4YhMJfaW4UHl/9LfYajfq741kR+dtl+neuh3uTe89KJY1VL7wwgsSkMpFVqAiKvBYQKWwHAg

wFIE6wvpoZ2+DwsL87k4niTGp7N18muYd63D+2HXMMMPK1gIbW2sp8bmdo420ZC6Ce0Tgjkh4

LvwsrawspByXj7RlmJ6rwhShsrAhy1B5TxmtWk3cof2khVxAYWePQ0AgCuu85c+UxARuhVyic

YdOD5UyM0fN8ZAUWtV1wb4U0lRVxC+ikhxzVmaGdM/a2hUOJVlREeTERIOZmWSZsnQ27oExPi

mHxFQVtfwcSnZXnpIUopz70qhV3Am9QdXadQwaidgLPTP0BjqNGjNLSyydXaX5KaoI63FCYg5

ensa5HmSnpUouEvZOzmiyMtBk57k0WLl74vvk0AI7+pQ1VBokllxJVsBEFXgsoPJBbUWKoLjo



ZEJDItFpdFw9dwsXT0cGjO4kWSTFdnTm5uaSj6XYpk1smSi+u0oTHgub/6Kg8vcP32PER59i6

5gXeFRWPpUyVBp2t2qUShKOHyE15AL8E+RlWEu5lqyArICpKWBbuQqVuvTA6oEHDBkqTW2m5P

GYsgIVCirF3t4ixEE8u5oJGPznKVZYKqVgG6G0mWBGHRlpOYScDiP+TjL2DjY0bF0TNy+nu+2

kNlrdQ/sTb4qnWNGnueLecUT30hge8n5xJ7koqBQ+P/mR3zJUFlfh0m0nriN1ejo5iffSUcVH

RnLh8EG6Dn/4No1pGSo2HoplYPtKODsYlqy5dM/i8eo99MIFUuJiadatu94T06k1qDLS0GkKb

vGqr2FETBbh8Upa13VBoSjamqavr8f2c/E9qtFgbmG8r6lOfM+qlHczchSmUa5Kx6lrqbStZ5

ylOTYiAo1KReWAABS29tj7V8fW0+uhh5Gh8rG9QuUTKwUFKhRUntkTRnxkuiSDo7sttZv54Fr

JAWWWiguHw3HxtKdakAeXj0cRezsFsfOFgM+6rati72RNyLEoGnfyw8ndjszUHI5tuY4qVyNt

lefl60S9Nr4SMF49HUV0qGivoVptD+q0qiJZPK+fiyHyaqLUxr+uF7VbVH7kpS9TzFMpWyof7

U7LzsggNioK/9oPDx6QfSofTV99rfXlqdTX3pDPZZ9KQ1Qq/Tol4VOpb5QyVOpTSP5cVuCeAh

UKKv/47hDWtpb41nYn/HI8ZmbmPDGmEclxGfw56xQ+/i70GNWQ+Mg0LhyOkP427VadKoFuhJ2

P4fjWG3QeVo8mXapLny2fclD63NJKwc1L8VSv54mLlwP7112ifttq0vs3zsbQdkBt0pOyOPzn

Veq3q4aDszV2TtbUbOIjLaE/SikKKjVqNQqLe+kxymr5++rVq3h6euLmVjDfm+xT+Sgzfa+tD

JUlo2NhvchQWbr6Gtq7sOKLUppuRcWFShH9rVIq8atVS+/plDVUBgcH07RpU73jkivICpiiAh

UKKlf+eJiABpVo1i2AiGuJ7Ft9SYLE2FvJJMVnosxUUbtZZWo18+H8wXBuXYyn9wtNyM7IZe+

qi7hVciA1IYs+45qQHJvFhhnHGfxmK1y87Dm7/xZndt/Er64nZubQZVh96cvw8J9XSE/KJidL

hbW9Jd1HNpSsoNa2FnhVcylVS+Vfs3+jx5jnsbbN262jrKBS7P0dEBDAgAfyLMpQWTK3sAyVJ

aOjDJWlq+Oj9q7MzuL0nj207dvvUbsqtH1xodKYAZU1VA4ePJh169YZM0S5rqyAyShQoaBy1d

QjBDSsRPPugdy5mcTOZedp0rk6N0Pi8PZz4XrwHRQWZvQd34yb5+O4eTFOgsqw87GEHIvEp4a

bBI5t+tWkSg13Nv52kqFvt8a1kj0XD4dzaONV/IW10tOO1n3znmBPbLtBxJUEaSldQGTz7gHs

WXVRWlbv80ITLIrhL3T/7Jti9LeASn9/f0S+tPuLDJWG3bfK7GzioqPwDazx0AYyVBqmY3Frx

Qh/ObWaKtWNTxVk6DHl5W/9ShmbUkh/j/+u8ThCpZynsjhXgtzGVBSoUFC54vtDuFd2pFZTH6

6eiiYuPE2CwJS4TGo1q0xUaBLXTkXT/skg1EoNty7F0+Xp+hzfch1nT3spjZAAz7TELMnCuXX

hWboMr4etvSXn9t/GwcUGjypOnNlzk05D6mJhpZCgMrBRJbLSlFw6GkHnofW4E5ZMdGgSw99t

h4Wl8U7oMlSayuVfOuO4de0aO1evZPwnn8lQWToSl3uvMlTqnwJThsq05GSUOTl4+vjoPZGyt

lTKUKl3SuQKJqxAhYLKbYvPkhyTgZWNBQorBUHNKpMYk46rlwNBLaugVmk4vStMigJ39rQjPi

KNWs0rE3IkgibdAiQLZGx4Koc2XJaCd07tCMPW0UqKGBfBO2361cLczIxjW66RHJspTZuwYnY

YFCQF55zaEUpsRBpatZYqNd1oNzBICvJ5lCJbKh9FPdNsKyc/N815KclRyVCpX01Thsr7k5/r

OxMZKvUpJH8uK3BPgQoFlYl30qVIb1FsHKwky2JmqhIbO0ts7PNSswiLokqpwcJagTpXg429l

fSek7utZFUU4Cksm9Z2lmQk5yCS54qlbAdXG5xcbaUt2IQPZmp8lrTk7exhJx1HFOFXKWBTpB

VycrPF0c32kZ3QZah8/G5HGSrLd06F64FGrcGnWrVSG4gMlfqllaFS3qZR/1Ui13jcFKhQUPm

4iS/OpyioXPBP8nO7Mk5+LvtUPtqVJkPlo+n3qK3l6O9HVbBk2guo/HvBPIa+/U7JdPiQXorr

UylbKkttSuSO/+MKyFBZzhdAUVB569JFfGsH3U0rVJbR33KgTvEvDBkqi69dSbSUobIkVHz0P

tRiT+2wUPxqBz16Z4X0IENlqUkrdywrUCwFZKgslmwl18gUk5/LlspHm9874eEc27GdJ8eNf2

hHcvT3o+mrr7UMlfoUenw+l6Hy8ZlL+UweDwVkqCzneZShspwnoBwOL0Nl6YouQ2Xp6mtKvRc

XKsMuX0aZk02dJvqTjMuBOqY04/JYTF0BGSrLeYaKgsrrp08R2LgJ5oq8tEXy8nc5T1YJHV6G

yhISspBuZKgsXX0N7V3kCk1JTMS9UiVDmxhdr7hQacyBZKg0Ri257n9dARkqy/kKMMXo761bt

0rJz+vUqVNAHTn5uWEXi1ajITMjA0dn54c2kKHSMB2LW0tYoTLTUmnQqnVxu9DbTo7+1isRph

z9rX/092qUNVROmzaNiRMnGjNEua6sgMkoYBJQmb9HrPir0WiktD6iiL9iq0TxMjc3l16ilOZ

esmU9M6YIlYVpIEOlYVeHHKhjmE4VuZYMlfpnz5ShUvzOoNPdDYIs6mzKGir1KyvXkBUwXQVM

AirFDZ6Tk0NkZCQ3b94kPT1deqlUKhwcHKRXpUqV8PPzw83NDSsrq8cGLGWoNN2bo7gjk6Gyu

MpVnHYyVOqfK1OGynNHj0rW7LZP9NJ7IjJU6pVIriArcFeBcodKpVJJQkICx44dk4BSq9VKFk

kLCwsJHAVwqtVqacB2dnY0b96cevXqYW9vf9eKWZHnU4bKijx7Dx+7DJWP35w+eEYyVOqfY1O

GSlPOU6lfWbmGrIDpKlDuULlv3z6uXr1KamqqBJOVK1emVq1aUlJw8X8BneHh4VId8W9RhMWy

a9euuLu7F2qxzF9CF/VNeblchkrTvTmKOzIZKourXMm0Cz50iKSYGLoPGVIyHT6kFxkq9UsrQ

2XxdtTRr6xcQ1bAdBUod6j8/fffSU5OliyUIjBEwKKlpaW09C2KQqGQXmFhYezZs4e0tDTJSv

nEE09Qo0aNhyqb75t5vz9mcadA9CXGJsZQGqUoqDyycQMt+/TFwspKOnRZRX/v2LGDoKAgqj2

wzZ3sU2nYFSBDpWE6lVYtOfq7tJQ1rl9ldjZnDx+iVfcexjU0onZxo79N2VL5yy+/8MYbbxih

glxVVsB0FCh3qJw6daq0xO3t7U2vXr2kpe7g4GDJv1KApZOTEw0bNqRBgwacO3eO/fv3Sz6VP

Xr0oHbt2neVFPAnXjExMRJ83r59W4JTAart2rXD1dVVqqvPapkfHJTf8aVLl6Sl+TFjxkhL8v

klv96D9Y2dWjlPpbGKmX79qJs3Obx1C8NeefWhg5Wjv0t3DmWoLF19Tan3xxEqBw0axMaNG01

JZnkssgIGK1DuUPn9999Lg+3Tpw81a9Zky5YtXL9+vQAACstkz549pSCd7du3k5iY+FCoFNbM

Dz/8kOjoaFq0aCEtqQtAFW3ff/99qb0xUCmAUaTXWbhwIcuWLcPa2vpuZPr9Cuvrs6jZkKHS4

Gu10Io6rRZt9HW0MTfRJt0GHZh710DhFYC5T/VHP4CRPQjLtkgrZGFpKUOlkdqVRHUZKktCxY



rRhwyVFWOe5FH+dxQod6gUObkErA0YMIDs7Gy2bdsmRYLfD2oC7urWrUunTp04efIkISEh/4J

KYaH8+uuvsbGxkXJ8iWhx8eN+5coVZs+eLflpPvvssxw9elQCTg8PD2lJ/cKFC/Tr108CVQG0

ERER+Pj4SP14enpKfYgl+i+//FJqK5bnxbLwiRMnpAAjYQXdtGkTKSkpUj+BgYFGXT1FQWV06

A28/auXSfLzT2eOxlyRl7KpImzTqNNq0EZcQn1hK5rrByE7/qG6m7kGoqjZFkXdnpj71Cz0oS

IzPZvU5Azs7G1wcXc0ag6NrSxbKo1VzLj6MlQap1dp1RYPVumpqTi7uZXWISguVIp9ycV3u5W

1td6xlXX0t2yp1DslcgUTVqDcoXLu3LnSzS2ATPhLCktkfrR3vm4CKkXEd8eOHe9CZb5PZT58

Hjx4kDlz5kiWSgGg4v38YJ3169dLsDpu3DiWL1/Oyy+/LPkM7ty5kxUrVjBlyhSExTQjI4P+/

ftz48YNVq1aRdu2benevbsElV999RVjx45lxIgRPPPMM9L/xbK8WFYXdcV7wtIqXqIYar0sCi

oXfPAuIz76FDsnJ6nP0vCpvHYhgpUz9/DCB32p4udRIaBSl5tD7uYpaG7sAU2uYbeXwhqLti9

j1WFEgfoajZZzx6+zY9UpVCoN7XrXo2v/Zob1WcxaMlQWUzgDmwmoTIy5Q68RIw1sYXw1OVBH

v2YiUGfLwvkMebP0EnkXFyr1jz6vRkZaFj+8s4qnX+lKnSZ+BZpl5mj4fEUYPzyf951/fxG/I

QsWFC9QR4ZKQ2dHrmeKCpQ7VK5cuZLY2FhpiVpYBsVy8507d+5CmQBDZ2dnKTBH+FeKIBJhFR

TL5b6+vnfrCV9LAZWTJ0+WrIX5QTpCdGFJ/PPPPyW/yLVr10pQKXwtRV8CKgUszpgxg48++oj

69etLcCuWy0V+TOG7KaBy3rx5EpAKv07RXkDoN998Q3x8vGQhFamORo8eLUWmlxRUzp30NqM+

m1yqUJmVnsOiadtwr+RMr2EtcXazN2lLpTYzFdXOn9GEbCnW/aRoOBirHq+RlWvG9YtRHN8TQ

vStxLt9dejXgO4Dmxer7/xGCTExUoBC98EPjz6WofKR5NXbWFihRCnM/UBvBwZUkKFSv0imHP

0tRi8sqflb4D7sbBJiU9i46BCJMWmMeacX3lULWlxlqNR/Dcg1/nsKlDtUCguj8HsUy9UiUCc

qKkoKxhFWQ1HEMnSHDh0KBOqIpWvxNOfo6HgXKi9fvixZD9u0aSNZJMWSugBLAYjTp08nMzOT

CRMm8MMPP0gQKSBQAKywMor6IuLuvffek95PSkpi0qRJUlqjfKhcunSpBLuff/65ZJ308vKSl

tnFkr1YMhfRctq8AAAgAElEQVT9CMAUS+3GRIqXd0ohoXFyQjrLf9lJVoYSb1837sRESzlBvb

0L7tmbeOk6qTfDcaldDe/GQdL8XL8SioeXB65uD9+SsERvKY0GTUQoutRY6gSY45+8wejuNVg

T4vIMh265kp6S9S8fWVt7K2zt9S+JFXXgrJRo4q4fxb/F4IdW02h1JKWrcXO05B+PA6PPQ25Q

vgpkKzVk5+pwdbTArHyHYrJHF77OGSkpOJbi8rdWB4lpKjydH+6/XJg4Wcm30apycPC6F+x5f

12xqVtOVi7ZmUoGPNeWpm1r/Wv1SYZKk7305IGVowLlDpUC4IQvY1xcnOTr2LRpUwnqzp49K+

WnFHAolqpFxLd4TwTftG/fnpYtWxaANxEpvnjxYgnuhN+jWLrOysri77//ltq8++67khXx448

/llIYiWMJv0gReT5z5kx+++03yb9StBPwKGBXwGznzp2lfpcsWSLlzRTL9atXr+aLL76gcePG

EowKsBQAKyyun332meTzKQDZkGIKUCnGmZaSyeUz4cRGJHHhwkXJSvtgSqH4U+dJvhqKS4Pae

DWsK51eaGgo7m7uuLi6GHK6j1RHE3oSXWYcZtb2BD31NLVtI9Bc+gsz+6KPrbnw993jqrWWhG

TU5ZKqHhEZTui0BYdUqaoLPtXy3ACKW5Jjwwk9vYfmfZ57aBc5uRrO3Mygib8DNtalk6qquGN

/HNoJC5QoRVmhHvU8Y5OV3ElR0dDPHnNzGSsfpqewGEdcvUr1+vUfVe5C26vUWk6HptO6tnEP

tRGXT6HOzaJ6o46F9q2wMKdJ2xr4BhZ8uM5vIENlqU2r3HEFVqDcoVJA3fnz5zlw4IAEiWL5W

fhPCkuZgDQRDCOWu8VfEYwjlsgFsAlr5YPBPAJGhf/kmjVrJAulra2tBH7Dhg2TYFX0n38s4b

cprI0iIrx3794SSO7atUs6pgjUyc+bKZbcr127JvlaiuOJ5fLNmzdLICo+E7sACT9QkZhd+F9

WqVJFSmckjmdIMRWovH+sphioo02JI2fe06DKxMzND5vnFgpqkCK+FdXqFCl11jet/vV5rms9

ktp9zOY1Z0iKSb/7eUksf8t5Kg258kuvzsUTJ0hNTKBd7z6ldhB5+Vu/tKa8/G1MnsrCzlSGS

v3XgFzjv6dAmUDlgaiTKCysaOpeG1sLm3+pLKK9Dx8+LFkKhQ+lsJL5+/tLQS9iiVsshYvIaw

FuIlhHWByF1fDBItoKq6GI6hb+kiK/pGgvlr2FZTI/eEf0I2A2fw/x/PyTwtopPhPvi77EXwG

X4t8i56WAWwGTAlQFiOb3J8Yv+hMgLIpoc39Oy6Iuq6KgcuMvP9Fr3ARs7OylLkojUOdhYzM1

qBT65+6Zh+b4Amm4Zq7VsOz9CeojS9HeOljkXWv30XEeBpWikfWo+egq1yX4yDXOHQ4lNSmDl

t2C6Nir8SN9E8hQ+UjyPXJjOfr7kSUskQ6yMzM4uGE9PUeNLpH+HtZJcQN1ZKgstSmRO/6PK1

AmUPnTuSVMDt9Ce0c/Pg8aRROvuijM7y37CWgQPo8CHC9evCglPRfQKPwpRZCOlPdPq6V169Z

SaiB9Pouibm5urrTMLYBUBPSIZXQJSMyKt1SVP0ZhtRTL8fkA+ajXT1FQKXaksLKxuTvm/yxU

KrPIWfYyutgreXKbW4KVPeSk6JX/LlRaO2PmUh1d7Nm7bTTVe+I44kvp/znZuWRnKbGxscTW/

t8PPnoPdF8FGSqNUavk68pQWfKaFqdH6WFQqcTa5tHup6KOLUNlcWZGbiMrUHoKFBsqk3LT0Q

pv5vtK0w6tCDl06l+j/e3SSj4I/0t63xZzhng0Y1xgb5q7B2FnaSu9nw9twh9RRFgLIBRFWPw

ESIoAGrHXt/h/ccGw9GQsfs/lnfz8YSMXbgDVq1f/V87N8tqmUZ0QKUGleVZc3nAdvFAEdkFz

ZTsoiwbLfKgUQGn93DxU++ahOb8OtGrUCgec3t9d/MkrpGVOVhaJ8XFU8fN/aA05+rvEJS/Qo

QyVpauvKfVeXKg8vmc3Ynm+y6Ani306pbX8LbKMiBR1cpEVqIgKGA2VNzLu8MmV5VzLuIP2gS

iHkJvXaBLwb/+2mOxEwnML/vi7mdvQxaUmH9QcRhOvOpLlUoClWEoWCc5PnRJ5A1WS76RIJyR

8FR8nmMy/WIq2VGaRGh+PV7W8NEVlZaks7EIuL6jMjbyMctnLKLTZ0tAkn8pRc9HEXEd7Oxhz

18qF3nsWTfujDt4sWTYVdTqCRoXm6kFyt34L6kwEdJZ1kaGydBWXobJ09TWl3osLlSIpu1atx

tndvdinU1pQWewByQ1lBUxAAaOgMiQ9ggHHviE0KwZXSwecLPKsjPklMj6GIC/ff51WYm4qMe

rMAu9bmplTx74KH1TrxZPVu2Fj8WhpXExAy2INoSiojL11k1lvvU6bAQMJatWGG0k57A9No03

Tmti55QUqibQdqXcipb/3F4WlFU7eebAlWYGTElBl5c3Bmv1Xeb2LHz6OVhKw2tjn+WymiaCo



+H+sgfd15ubjg4OLKwIqL8xeQuWXhtHkpbzI5k0b/6RuvbrUa9AQd29vaUzC/SAuMhKNRl1gT

BaWVlSqWvXue6mJiWSkpf5LN7dK3tj+45+anZlJ/LlDOOz+AhtFXn/5gTq63Gy04Zcw9yqYlP

j+Ds29/NHG3QKFBWZuQg8zdCkxKNd+hC4+RIbKYl21pt3o9IEDxEaE0+eZUaU2UDlQR7+0wmJ

/fMd2Oj2CNVDfUYoLlfr6NeRzGSoNUUmu819TwGCoVGpU1Nz9ChHZCQz2acNntYfhaGFbwHrY

vltnzuw+9C8N51xew6eR2+6+396+Gm/XGkxnr0a42RiXCuJxmyB9y99JMXcI3rmD+PDbJOWYE

aa0oUHLRv9n7zygoyq6OP7bmmTTe0gIvVepIk2aNEGqVJGqgoAgin5YAJEuCipVQEBAkI6AdK

R3pLeQUAKB9N42277zXmiBhGxCyoa88Xhy2J03M+8/83Z/e2fuvZR8vSEyuRx9SgqX/9kggtz

TRa2xpXLrDuJLRoOe2yePivAplP8u3aNhETl2KhONu/fAp0xqRoize3Zz7cTx5ySu3qw5ld6o

L0Llf7/9gent1ynRuoVY78zxYxQtVpxyVapSv2VLFEolupQU9qxf/xxUWtvYpAkIfuH4cQL9U

/O8P12q16+Pb6nUdJd3bvhxYecmaoRsxMUm9R4FqFS1+B+6PdMxJUSCXJnhstB8+g+JM9sic/

TFus/PGAL+Q7dvFqboO+I1uWGpjImM5NrZs7zevHm645Islbn7FMfHxmIQrFC5GB9RgsrM59C

Svb8zH33mNSSozFwjqUbhU8BsqNwbdoEWR8fxmkNJzjb9KV2lBI/t27dvP/ee4Kjz5Z3NFLd2

Y1zxdnQu1eLxWcpnK2tj/Bg1bR3fTxqDU9wlPnptFiP+W0AVp1Rw0J/7lW8vN2ZS7+o87/+d0

QQa8N/0PcvsB/N9cy8wJLHhrz3oQlcTbWpJhT498bh6Abv6tfHNcthAI2F7Z/CnZgAj3sh6fM

PMoPLpO8qr7W/Bk12wOD7rYZ9f29+JQQFoVw7BSv/QqqmwBoUKUp6EAspo5h+fqbT3QdX4I1J

2ThO3vYUSo4Ui3+X89rfkqPPqf5BKUJn5HFsyVEaHh5OUmEiRYsUyv5EMauQWVArHvoRoI1KR

FCiICpgNlYvu7OaDc3PpU/RN/qg1MktQudF/N4kKGa28auFm4/xCnUzGZHbNXoy+6yCqX19E1

0Ov8XntRJq1fYsj23dT3eUSk3eqcDcEcfNaHH0mfk99K3/GffUjsmq9GNfVlpGjFuDa6WMG+A

Qwff4WbKv15L2y55m4IwpbxzJMGD+YwKMniPX/nXi7zlR4pxF/fdiTczjT8b1vGNFWxsb10XT

q05iogCN8NWYmUR5VmDihJ/snzGXX/Xs0+XAaH9Qx8NO3s0iQJ+Da/adXBiqFWJ9ChqMGDRqk

mav8gsrk2Gji/xiMJvaWOB6ZvSeKSu3QPwwx9KIF9aKQQoGqSlQYvSTHn1sJKnNcUotrUILKz

KfEkqHSkkMKCVnbhP+lIilQEBUwGypn39zG8IuL6OvblKU1P8kSVGZNGBORZ1cz8Eg5PjYdJb

L9hzz4ZwXdPx7IX3MX0+q1GKatC+Ys9Vnb28DPfsWpG7oRfbnWKC4fwb24kmV7irFw7rvYaOO

IDPNn9vTv8CrpzXZTL36uepyv7zWhWeJ1bI3/EB5em9JDhxD7y3LKflmfvb9up3uZmyxXDGVc

tyroU5JJiI9k2/QfuduiOclLDjH053b88c0FKpX4D//6/6Pase8523jGKwOVlhanUtja9/vtU

3wjjqXmdH8Y/NwQdB3D2a3IHLwyXGLqlh+mG6dSazCR0GoyReu2EMOeCOdXjTI5xcuVy9pyTa

d2wJUr7F23hg/Hpv/FIG1/v7TEL2zg6n9ncPbwxOup87s53aMElZkr6nfhPOf37ObdUZ9nXjm

bNbJ7pnLbiuXYOznRuF37bPYMuWWpFFIQb9q0Kdvjki6UFMhPBSwQKsGUFMC4rtN5UK8WP3zz

IWsn/ULNz4awY858OtXXMX1dOIo3+jKtoj/jL3tR4/ZS/JWVKO/qTg2fYGZeqcWCEZXYM+cXF

D5FWLhkNU0bleOgbX9+rHicTy7UoCW3sX8GKiuNe48z0z9m3oK7/HB0C82Kazizfg03PYpwYd

Yv2Azpj8vmEPrMqMXyzw9TzPMEVxuOo+GFqRyvM1mCylxcyfevnCPljwF4OKieOOoYDRhuX0T

hnXomNKOSPPf5L45gmQdFBv/OtfOXOLx+Lef27qFc46Z8OX/BS9/F/o0bxBShGTmKSFD50hJn

2EBCbCwzPhjAB9N/xLt4xg5cLzsCCSozV3DdgvkU8fGhwUuAW2a9ZAcqY6OjmdqnFyMXLMLDO

+PIEZn1LUFlZgpJ7xdGBSwSKkHPhWUjWBTagV9Gt+Ty1lm8PWw7tbq0ZmovexZsj0RRsyv/K3

2bWTe8GFH2Ae91/4Roz7eYO74WK65VZnL/ahz4ZShDl8TTvmsRyjiqOXD2PiGJRZjz8xjOb9u

LtWk/UVFVKfb++7junMT7VxuystEluhyrzaXvGiH4o98+uIS2gyZSrWk7qndtRbHDCXT+uiob

Jl2k3dDS/K/PZ6QULU7DoT/Rv6bLc2tIsILduXaNXX+tovPgj587w2OJZyotzVL5SNTTiyZR+

v5mrN2LoW47Hu3WiRCTuiWelZKkM3Kc2uw7dJWou4GPLy1aozaf/DTz8b9lyLCytcXO0VH0oI

+PiUH70IP+6f7U1jY4PHQKETxeZ438hO6fjMD+KUcRuVyBgxBnVaUiODyB8UvP8Wlbb1yd1E/

6k8mxc3LCysZG7C86PAyDTvfcraltNDg4px4jESAqKf75s6VKtZU4JuFcrBBEPz46Smzz6SI4

egljUqnUYkYowfv/WY99QQONoyM2trbi9UL6Q8E57NmisrLC0TX1THFSfLwYA9BE2v4USpU4J

sGZS3gu4qOEMaV1MJPJFdg7O6N6mNUqNiICve7Z/mTY2NuLYxJKXHQ0uuQkTEYTWxb9htrWjj

Z9+iBq8FAnob+EmJh0oiSosHVwEOdFOMsm1BFCzaTRSSHH1sER9cMECnHRURw5F8IRv1iGti2

KWikXsiqI86axt0/VICGB5IR4npEApVr9eK0IDm3xMdGYDGk1kCuV4pgEDQSHI2HdPbsOhLkT

NBCc34Qi1ElJTkrbnwxUVtbi+hWKsA4S42KfG5NClTovwi6AkL5WWCtGfWr+9EdFyKMu9CcEM

hdyqwvOUHqtNu0ykMmwsbN7PC9RYWHiXKfRUiYT7+3ReW1hXoRn5tkiaPkoaLoYai4pNZxYmj

HJ5SQblIxZHsCcj8qhEzKlPeOwKNQX2nnUn7BW1s6cgW/larzVrdtzbWblBQkqs6KWVLewKGC

hUJk/8uuTbvLDmFlUGTGN9iXThkvK6oj0Oh3njhxm//Jl+P93GuFL96s1GyWozKqQT9WPC3vA

tdlDqGgTidzKDpIistxabJKBjdfVnL4Y+hxgCI3JFE88tYQv7uqt2jL8x5nil+i80aO4dujAM

33KKFW3Hl8v/UN8ffHE7zn65/LUOk8lb7JxcWPs6rV4+Phw5sAh5o8YjjElMU0dK1t7Ppgxkx

qNGxN6/z6T3+tBXEjwM1/Kcur1eo9BX30jvj73y9Gc2br5OR3K1H2DkbPnil/wf83+lT0L52P

UpwVUaydnvlr5Fz6Cg921a/z0QX8SItNqqlAo6fXdRJp06kx0RATf9+pO9L27QqCqx33KZHKq

tG7DyBmpQL5syiQO/bkCkzEtmBQpX5FRCxbh4u7OnrVrWD9jGobk5DRjd/T2YcS8BRQtURIBS

qb06/Owv6eqKRT0/PY73uzQgcT4eGYO+5i7F86J8ykAmdJGg0Ktpn7nrvQYnnpUZ9vyP9i99P



fnQKj06/Xo/dlo0WJ1at9e1s78kcSHiRce9eharDh9x46jVIWKonPHjCEfEXTND73OgJVNajI

God93hn0iBtMWYHHVzB/5b9dOTIYnGgjrqVbbt+n3v6/Epvdt2sjWubNJeQaqvCpWpN9X31C0

ZCn8L11kyXfjiHnwII1ODh4edPv8C16r30AELuGHTNC1q2n7Uyh4q/9A2vTqLWYhWz9vLgfX/

pWmjtBohQYN+ej7SSLEnvx3H2tnTCcpJm2oL/fSZeg1+gvKVqlKcGAg88d8Qfid1AgKj4rKxo

Z3R39J/ZatxB8Nv4z+jNjwsDR1hLBiQ6f9IIYfE8redes4uGHdcz9A6rd7h9a9UgOACyD499L

nzz57FC1K3TadRKj89YMy/LtpIyF3hbWZtrTu1QtXD0/xxTMHD2DUJlOjaXOzU+k+1+DDFySo

zEgZ6fXCrIAElbkw+8H37rFi6mSu7H4SRkmt0dD8w6GiZehRUVup6dS3n5hTXChn9+4h4Ox/z

42o0bvd8CxeQgx+vn7fBdzjn3jYC1/69u7uOPuWwt6ziHitTptM6LVLGHRpLQlyhRKf6nX4be

dlJnWuTNylU6mWi6eKlUbD7lOnKVuuPMLZnpA7t7l96aJYw3/1JoJ2H6LqwN40/Xo01hoNy5c

vp1LFChT3Su07TVu2tqLV6VGJCg3BkJIWbGRKhXj+TbAkCBYJwTKlewY0lNbW4vknweoRfieA

/6b2oqKzHiulHBu1DIU889SborVDb+JCSglqj/yVS2fOsuGHqUQ+uP/4S9a7eg0GT5uR5h5s7

e1xdku1wAk/FIS5fbYI1iK3h1+S5iwnafsbwoODWfjNGD79de5ja5s52llKHWn7O29m4lGKXi

GTWnolO9vfOTVyCSpzSkmpnVdJgUIFlfevHuBWeDJhbvXoWDH34mMmxMVx+fgxDq5bw5X9+8T

1Ym1nz7vfjsfFw+Px+hEgqWHLVo+h8tbFC4QHPQ8txStVFoOUp0LlecraP7F+6BPjSQ65j2eN

13EtXV5sW5sQz+0DOzE8s1UrV6ko27Yri/ZcY2LHitzatem5rUVhi/LU7UAqVK4sQqUQtzLw2

hWx3Ttb9nD/yCns679GlymTRKcWASrdHR2J8XuYl/upp6NktWrUbdn68Ss7V/xBdHBay5vazo

52Az8QQ2gIW7D7168jPDCtBUTp4EDzzl1xegh35w/sZfecKdgm3qNdNVtc7TKOUyl0nmIwEhC

aQmLJZlTqOgwX31KidUmwOh3ZvJF9q/4k+PpVStRryNhlqRbH3CwSVCLO9dpff6ZS7TpUa9go

N+XOlbYlqMwVWZ9rVPjxcf38ORq0evI58nQlCSrzZh6kXiQFzFWgwEGlyagnMSERo9IGjcpEf

EIicqUNtlaCN54Oo1GGWimAhAxbWyu0yVpMBj0ylQ0398/jsss7dKhRDDU64hOSQKHGztaalO

REUlL0KK1s0VjJSEhIBKUNNioTCfGJyNUabG1UWU4Vefn0aVaM+5rE6Cj+t2qdtP1t7srMpJ5

wru/ijrX4rZ1BSScTxZ2VWKvkj3echc1Z4ezknSgj18NN1Ow3lspvdRADxqdXrpw+jRC0/I2W

LXNohBk3I0FlqjaBV69w9dQpWr3fN9c1z+kOJKjMaUXTb0+IJ7nypx8ZOnlKuhUkqMybeZB6k

RQwV4ECBpV67u2YxsyTcuwiolEWsSdSp0YTK6NdMznfzrtP/RIxPHCthN0dPxoPH8naiXOp8W

ZxAq470eXtePxvReNfehBjK4Ty18Y9nDl2m9YTvuDA7Amit2i4yZthFQOZfc4G69AorEp5YNT

KwOhKv0/fw9fmxVax9IQXM6ycPk3FOnUeOw48qic56pi7VJ+vJ2xpx4WH8ODiSaLv+qGLDkH+

cCtcb5Jj5eCKR8U6eFaojsbxxfFRsz+KrF8pQaUElVlfNYXzCsGJZ9r7vRi3Lv0QOxJUFs51I

d215SpQwKAyhi1DBmH71Qqa+SpYvOxnWnQcRtyuDZyP8WN3wltMqbKX8XHd+FS7mA123bl05B

q/TnqHQ4Nnc7ueEqvERPxLD2R0sSB2bF3CmC8P8OWxbZiuHmR4zzb8tvJ3vA4ewWvKBup7y5k

woDHjlhwDqvLH1cP0qeCQo7MpQWWOylkgGpOgUoLKArFQLWCQElRawCRIQ5AUyIICBQwqddze

OoNZR+NQ6I3Y2tsQEqfDTu9Ej1Zy5lyr9zxU/j6XYhW9SFBVp1vdB1y6GY1/yfdpenohfyUq8

bzpj8vQ8djcPPoQKv+itUskv55OQZ5ixMHdiaToJHzL1qPXe61wVpmfHNKceZCg0hyVXq06El

Smzmfo3UDuXPejTovUPPIFqUjb33kzWxJU5o3OUi+SAjmlQAGDyqzdtinuLr2nHOTXyb154nO

dtTZyu7YlQuW9e/dwcXFBo9Gkuf38StOY23OQ1+1LUJnXiud8fxJU5rym6bVYGKHy1q1blCxZ

Mm8ElnqRFMhhBV5tqNTGsOHwHdo0r0ZaPMphFV+iOUuEyoxuR4LKl5jopy6VoDJndMzPViSoz

Bv1hdijYQ8eiPFd0yuv4pnKvFFW6kVSIHcUeKWhMncky9lWJah8Vk8TF479g0uluuyf9RX77i

io+GYPOpaLYPmW2/To9wY7VpyjSmkXrJo25Pq+0/To1YIN837gxLUIGnYeSu+3Kj5u1Bh/h3V

n1XRr9HwczZydSfNbk6DSfK0staYElZYxMxJUWsY8SKOQFHikQKGGSmNKHIev3qNx9ScQktdL

Q4LK5xW/fWIHB66c5/x/MWitk/FS2nNRVYHv3y9HZFAAsz9biLJoeZp9VINNEzbRZuEK3ne9y

JBv7vPjvBacmfIbB25fYa82Gq/wWK6X60HrkM0EOrrjKrfF2t0edztvLh7/hxCZG81LN6fPlA

GUUGceRD0n1ocElakqht27x13/G9Rs0jQnZM3TNiSozFO5M+xMgkrLmAdpFJICrwRUBp/dyJs

dP8at9qf8PasZ4z4ezOUSI9gw/W0O/DyCflP30XzEbD6pdoHvJ/3BTUNdNvzzLbs6DmZx7C08

3plOp0buDG1ky6jOn7Lq8l1GL9lNf/u/aTlsCw2KedJzwSoa+whZwHOnSFD5vK7GmAAGtVlIh

4nNSMKDjvVLsueH8fxxJ4GB/d5m97ooQk/vQl1NTZM36/Pv2ZLM/p8zI8c84Ke5b3L469FMPX

CM/SftadfalnjvVjR2uMr94q1wu7GS4M0pVBrRiH83r8NQqi7l6vXg5w/exIzEPDmyCCSoTJV

RilOZI8vplW5EyGK1bcVyOvQfkO59SlD5Sk+/dHMFUIECbam8tOF35hwMpXnLejidX8j5NybS

KvpfYmp2pYIqloBzuxj83U2Gf+xArEs7Guq3cMO7PoHD59Bi7Vf83WYmUaO7MO0dJ2bMDGDU0

KIsnXWOa+uCGHL0Y1a3GcKbm7bSzLdwQeWyZcvEg+KNGzdOs6Tz7EylyUhSUgoqKyUmZKiEfN

wmIei9DmtbFSlaExh0GOVyrK3V6JJ1qK0VJCebsLYxcO7PiawJrsKwD9vholJi0oFSZcKosEJ

u0GIU/m2jQqtL4cqBfSgqNaSmr1OePb4SVBZsqNQbjPy65S4mmYwR7XxRKPLGwp1nC9SCOsrM

UedsQCyrD4UyrV+ZPB/1thOhXL2fxOedij/Xt7+/P4sXL2bKlOeDtt/Yt58DHYfg9lplOh5c9

9y1Y8aMSfe6PL9BqUNJgWwoUKCh0qhPJvx+KJuWzefq3RM4dJhHr+Q1/KtpxJFjN/myW1GGDT

lE35Ee2JboTMWwdVx1qcH9UdvptGMQaxp+z72RAlS6sGp5Aj372LJy5gmurrpOn33DWNjkEzo

f2F7ooHLWrFmUKFFCTNP4dMkzqMzGQn76EpPJiMmEmE88syI4AiCTZTlTUmbtvuh9CSoLNlTu



+i+CJfuDmdCtBGWL2r7MUpCuzUSBF0HlrQeJTFh/h54NPGhZI+/iewhJF874xfDLjvt83Mqbe

hWe/0H6MlApfO5u2pR+sHdpwUgKWLoCBRoqQy7v5ftfVuFUqi2fDqjGpt/ncc6qMd990Jjjv8

1g5z0NxWzLUr21Ew7edfCOO8192+JEr7pAzc/e5NTkzUS2rEO3GrYcP6qlXn0rju19gPzCehb

f02E6GcwH/6yigZc61+bREre/CzpU5tpk5VDDj6Dy7RrOnAqI406YNodaLljNmAwGDDotSmtL

jc3wvJ46gwmdEawUMuytM//RkpszIpOBrZUcZV6d28jNm8mgbaNOS9SKz3Ht/2uaGsk6Ew9id

VgrZdQoYYsiDzWIitcTEa+neRUn2tZ1T7dvCSrzYbFIXVqEAgUaKnNFQVMi/80cSvefzlD/0/

nM+fQN7HLxA0uCylyZRYtu9BFURiXoBSMp1X1ssLNSWPSYc2NwCbExxIaHUaRU3m9dZvd+rO2

j/qIAACAASURBVNRybNT5C5OPxp6cYuSofxwqhZz2NZ1RvoLb8DptMvsnDeGtCUvSTJlSIcfV

QZXdaXyp6zTWCrxdrbG3UWS4wyFB5UtJLF1cgBWQoDKfJ0+CynyegHzo/tKdeKZsCMTVXsm47

iVxtc+fL8d8uPU0XaakaElJSsbO0TG/h1Jg+4+K1zF1/R0q+Wjo06wI8lz8AZwfImV2pjI/xm

ROnxJUmqOSVOdVVECCynyeVQkq83kC8qH7kzdi+WHzXd5r4EaHNzzzYQRSl6+KAsL5vkMXI1l

/KpIpvUshWNFepWI0GvE/f45yNWoWqNvKD6gMCAhg27Zt/P3334SHhxcovaTB5rwCKpWKFi1a

0KhRI9q2bZvzHWTQogSVeSZ1+h1JUJnPE5AP3f+x5z5bzkXxWVtv6lVyzocRSF2+SgrcDU1k0

oa7TOhRAg+n3ItU8Sppltv3kpdQKQDkunXrCA4Opl27dlStWhUrK2kd5PYcW3r7BoMB4YfGjh

07iI2NpVu3bpQrVy7Xh11ooFL4Rf+oyISDbBZSJKi0kInIw2FIUJkqdlRYGCH37lGhRo08VP/

V6yo4Ipnxa+9IUGlBU5uXUDlp0iQaNGjAG2+8IcGkBa0BSxmKwD5+fn7MmTOHwYMHU6lSpVwd

WqGASkHU6OhoQkJC8PT0RAA5SwFMCSpzdX1bZOMSVKZOS0EOfm5JC+tVhkph+/vOtauUrFTZk

iTPdCx5AZWCNkIczOrVq/P222/naVi0TAWQKlicAgIDzZgxg/Hjx6NUKnNtfK8kVAoQqdPp0O

v14i+3pKQkFixYwJ49e3jrrbcYNGgQNjY2Yh21Wp2rAmc2cxJUZqbQq/e+BJUSVObkqn6VoTI

5KYkZA/vyzZ9rclKyXG8rL6Dy6tWrLF++nO+++w7h/JxUJAVepIDARZs3b0b426lTp1wT65WE

yri4OJYuXcqJEyfo06cP1apVE3/RCf8WssSMHDmSvXv3snPnTjp06CD+n19nUCwRKufNmycGP

2/Tpk2ahVdQgp/n2tOSQw1LUClBZQ4tJbGZVxoqExOZ9n4vxq0rWMHAXwYq+/fvz5IlaUMoPb

teBDBYtGgRrVu3xtfXNyeXk9TWK6xAVFSUyDv79u3LNWPaKwmVwuFUIdXVrVu3xIPLI0aMIDA

wkJMnT/L666/j7e3NZ599xpUrV8RzKN988w3u7u75spQsESqDgoKwtbVNc0xAEEeCypxZIhJU

SlCZMysptRUJKnNSzZxp62WgUvj+Kl269AsHIuzCzZ8/n2HDhuXMgKVWCo0Cffv2ZfLkyfj4+

OTKPb9SUPnIGUer1fLnn39y9OhR+vXrR/369dOk7BO2vbds2SKGXxDMwIJF7lFKv7x24rFEqM

xopUlQmTPPoASVD6Hy2lWunT5Ny/f65IywhbQVCSotb+JfBirNuRsBKgVr5gcffGBOdamOpMB

jBb744gs+/vhjcTcyN8orBZWCaffYsWMiRNrb2yMcZFYo0s96IACo4HIvwOSNGzdERx7BiilB

ZcbLTILKnHkEJahM1TEhNpa4qCi8ihfPGWELaSsSVFrexEtQaST6wgbm7HNjxPAGXNizApdaP

bC7sZ1lF+35ond1ftlxhYFNvPhxwnRuRHjz2eTPqVMs1YnWkBLKxh9nsuLEVRr2/5bPO9TKeJ

JNWu4c+IuvZ23Fq9n7fPVRE67M3orzh+9S2f5FcVsN3D5wkLBqjanjrMCoj2HLrGksOXyFd0Z

Oo2/jcpmm/ww4fwy8q1Ha3dbyFmEGI5KgMgtTJWzbfv7552JMplq1atG+fXtq1KhBRESECI0C

ZApeT4LZVwDKXbt2cfDgQS5evChuk3/66acSVL5Abwkqs7AYX1C1sEGluIPwJKJXzohoqa3Iy

PPPEEuBSmGehf9ysuhSUvhj4gQGTpiYk81m2pYM2UvNY2GHSpMhhtVDR7DFqgjjxo4n6ujvRJ

TsgMOxKYw8Xp5N39Vl8a4H9HA7y0HHvvQuE8aSg5EM69kaTCmc//0zNjv2Z2zXKiybuZiaH35

ERUUCQSERqG3skevkOHvZERMSjzHqBP2X3mXx+O5cnD2Ki298hs/8NXj99BnldJEYlPZ4ediS

FJ6Ixt2WxJB4rF3URASHcHX7HhI6DqC9l5KkoB0sWKxlxNhmzFywll59e2MVG0GMVkWRIs6kh

D0gQmsAOzd8nZSExhlwtgaZXEF8VARahT3uzkK7YegUdhTxdCApMpSIeCPOXl44WCuwhGCGEl

Rm+vg/qSBse48dO5b9+/eLL9arV0/0jBOCfwre34IXeNGiRZk4cSIxMTHi39DQUNFaKVz3rGN

KFrrOdlVL3P6OjIwUz1Q+67wkQWW2pznNhYUFKoUfcTGRCWiTdKLHYWEoCqUCBycbrDV5F3w6

v6FSmFu9QUtSSixGoz6HsTLvV40Qxlgpt8LGyhGFPHuhV14GKsPCwjI942/p29/JwecYviSQ7

uUiSPJtwWum8+yPtMb60CkCY0x4d6yMIb4YbavFsudEAKeOhNBt9EfUKeECxiBmN55Ck21TSV

4zgdlHjHQf/z0p++ZyOtEB2cV9LP8rngV7RjN1tj/j29kQ6PY67zUphSk5gSRFClv6zuR+Szc

eBMvw1MZQull9Aicdoev6HqxpuQD3zsXwMyoxXL7L61O/F6FSH3+H7X8f4sHJPVh3+pIuHuf5

bm0IpRxTcCrzBlHTRnGhYSv2nfVi1URf5p+yY1CZcILuXmJvkAvF4oNJ8XJGZnTE3qSj5pvV2

DryV6y7dqNLr/ZU8bCRoPLpx3n2zW0Mv7iIvr5NWVrzk3SfdGGP/vbt23n2KfDoi+rpLevt27

czffp0EhISxLBBX375Ja+99poYn+nUqVO8//77dO3aldmzZ4vnKoU2hEPRwjXFihXLs7E/6sg

SoXLWrFnieYuOHTum0UOCypxZHoUBKoXnKiIkltiohJwRrQC1IpPL8PRxRmNnnSejzm+o1BtS

iEkMwWQy5Mn95lUnCrkKR40XcnnWU1++DFQKn7ubNr3Y292yodLEjX9/o9vgaUQlgVe3iWwfW

YFfFy0mrmh/+mg28M0BLYOHfMabxRRg64oy+Tbj/zzBpCG9kZvCWPne1xSfOpOGvhourJnNrt

J9UJ39g+69hnB7+UxmbFyPe4N3iPdpzrjid/knsRwfv10VXeBJDtxTEjZnI2drQId3R1Mu6jC

7ricRs+Iinf/sxapW84mrVIp3Zn9I8qKlRHUbRHsvBfrEaGL01rg6WPHb9DkULepHz0/W42yn

pnn3b6h25BoNNo7iUNevSGxTHfea7aklP8L2lVvxHbWYnqVSWDF5AP9bchaN2o3BP/xGo+i1j

PxuJ3XG/8HMgdWxsgBTpWSpfMEnyJ24+9yKuccbXq9hpVSLNYWtb0G0c+fOidvdZcqUEb27hS



J4ewt5MIUt74ULF4pb4kKcSuGws5DCSIDQvC4SVOa14vnfX2GAyuSkFO7fLrz5h200aooUd8u

TxZbfUBmXFIZW92r+eLC3ccdKlfXzcoUbKhP4Y8YEKvb8hlqOkXz9wRI6TOvLos6fUmfhEt63

2UPDNktZePRP1MfmM/9wGGpU+L7ZnpEd6iPDSMTV7SxZd5J7EZFoPCvQecAg4vf/xqIDN3C0K

kX/7s6MGLSUkWvW8k6RaBYsXI1/YDjWGiea9O9LzPdLie1cnON7/kOjdKPzB90JXTqWw85lMG

wy8PawYmw6eA1lohXtfpkmQmXsja1M+/UACXIdSp96DO/kzLx5+0g2ONPt445cGLSY2n9PwnX

3/2j3032WrluE/Op2gkLusutMIAZsKFvem3uXb2PtXJ5+H73NzW1L2X4siISS3fj5m6bYSlD5

5DPREi2Vp0Mv0fzERMraeLC05gjKOxZDKVeK0Phoi1u4AyFs0FdffYWrq6sYVmjatGk8ePBAv

LnatWvz9ddf55p7fWbfKhJUZqbQq/d+YYBKwUIZHhxj1uSJ26daLfFxsYSdO83tk8deeF3zsu

Vxt7JOdyvJCFwID+VqcOrzbW5pXaESTkqV2KZBoyGliA/aIj4YHRwxCdknspHatVRFb3O7f6l

6+Q2V0Qn3EayVr2LRWDkh/J/VUrihMqtqSfXzUgHJUvkCtR9BZaxRK9Zq51qdD3yb0dilOpvW

b+T3338Xz1EK1kgh6HnDhg1ZvXq1mAdTsGIKDjvC9rjg9f0opFBeTq7QlwSVea14/vcnQeWTO

dDFx/Pvn0tYt3Mre69eMmtyhABEi4DUvYm0JUI4Sw34m9XSk0rDgZ+Ap0/QmRwcSalek7jOPY

ht0QYUWdsGlaDy+UlICA5FGxv3wtlRKRU42tu/sE54VHSWZlilUuJoZ5fmGpOtBpPmxbtTElR

mSWapcgFQwOKgsqt3fWo6lmTWza2Eas2zROS1zpVtvJhbbgA7F21i3959j0MHCdvbiYmJ4jlK

wRFl+PDhYs7U/MqmI0FlXq8My+hPgsrUeZAnJrLji2EM2bcTK6USdwdHvmneBnu3F28bNypbA

VurjB1hboaF4heSNUtl0/KVsVI9QUpleBiaNStQ+F0lVKfDr88APD/7FqU6PZRNf11JUJmqiy

FFx9Wd+1g0dgorb94x6yEUfl6kl+1bcPfaCrxjVitpKwUApZ56yeTshK5/LxL698RQ1Bvk8ud

alaAyG0JLl1i0AhYHlSqZEp1Jj0Imx8faJU3YhXthwbzuUTLPBI03JHM5OQzDM/6GVa096OHT

kB72DVi6eKmYklEIeP6oODg4iEHRhXRFdnZ2LxU64mVvVrJUvqyCBe96CSoF0jDgMeN7zi1by

JrK1WjQqz8123ZA8QJYzOuZlicnYXvyKMt+nMzoG9cY3aUng76ZhNLMMUpQCfpbd/h63DTWbt

lJnNFIVVdnypQuifwFxwmUCgUTvNxJ75tEgMpjBiO/BodmaTk4amyY4uyI86OrUnQozl9Gfjc

Ik6sLwYP7wUd9UTk6pGlXgsosySxVLgAKWBxUCpo5qjScazKTEhqPNBLmtff3s9vfTjIVk0t1

YUDFTlgp1KJFUgjPMGHCBE6fPi1ueQulfPny4rlKIV1jfhcJKvN7BvK+fwkqwfHgXlwHv4/uj

Ubcm7sMk5mglvezBffPnKDVwB7YGAysWbqWErVeN2sYhR4qtSnoOvfF+/Bxarg48+uPEyjfuZ

1Z2uVFJZk2Bevd/xLTezANgFbNGjP2jzmo7Z9sk0tQmRczIfWRlwpYDFT+5L+Zzy4vxVllx5V

mv+Bl/fg332M98gsqS1u58F7RxnQt2hhf+yKPLY9C0PNDhw6JDjpC2sazZ8+KYGltbU3//v3p

1atXvm59C8JJUJmXj5Nl9FXYoVKelEiRj95DdfUyYb8uJqFewxybmKTocMIuH6aCbQy6Yo3Qu

Ty94Zn9bo4vX0TvKePoWros07akxsHNrBRqqNTpcPh2Cop5Swhr1xLdpK+xKZH3IdsymyPh/c

QLV+jVYxDng0P58ctP6Pzlk5B5ElSao6BUpyApYDFQOfH6Wr699ifVHEpwvunMdDXMa6g8H36

d/0Kv0ql0cxzUds9tqQixvubNmycGNa9Tpw5C/MU7d+48jk35/fffU7Zs2XxdDxJU5qv8+dJ5

YYdKVdBdfHp1QO/oSNDaHTlipTToddzc+xcPjq3EqNPSvbYjyNXonCsTV7UfOueXAxqT0ciI9

k3Zfsuf01v241g688+NwgyV6hNnsG/dDWO92kRtXg5ZOIua1w+lsKN1++Ax6r7TWzzb63f5CB

qv1F04CSrzejak/nJbAYuBygnX/2LctdVUdyjBOQuByozEFz4khDOUo0aNEgOeC+cmBw0aJKZ

oFDLrCLEsBW/v0aNHi6kcBe/w/CoSVOaX8vnXb2GHSuuzp/Hu3YH4ISMJHT462xOhS05EH+KP

vbMbyQpbziwYRlL4XbG9HnXS7qRoPeqiLVIXrVcNDDZOQm61LPc7++tRzNz4Fzt+nEfZNpm7i

hRaqNQbsPtuOlZzFpMw7weSu3fKstb5ccGMjz5j2uoNrPz2c1p+PlSCyvyYBKnPXFdAgspsSC

z+8rx9m08++YTg4GA0Gg1Dhw6lefPm/Pjjj+zZs0e0VrZt21bM9y2AXX4VCSrzS/n867ewQ6X

9vp24DxtA3JfjCev7QbYmIujMPm7vnENRTTJ1S9mTLLdn7/n7xCekBuF+FiqF10zIMSltSCny

JrFVemC0fnHYmmcHtnj6BCYvXSBB5TPCPBunUpaYhEP/YSgPHiPm+C70xYtma47TuygxLAQhP

JDKyTXH2nzU0JFtu3nvvcHUavA667b+KUFljissNWgJCkhQmY1ZEIDx33//ZdKkSaJVsnLlyg

hb3UJcyp07d/LTTz+Jub8rVKggpmf08vLKRi85c4klQqWQaUgA8WctuFKaxpyZ88IOlXZ7d6I

ePgBFFqDSoEsh7v4tnBJvYOXozZldawn3O0ZJVzWvl7IlRW9k15U44rWpznjpQeXTs2eSq9B6

NyLZqzYp7lXMAkwJKtNf/89BZWwcjt0HobhwmajLRzA6Ob70g3Nz73aCz51A63eCFlVcUZaui

750bYw+lTHZvXz7wgD9Dp+ge/eB+FQsx6atq1BaW+XL9ndcXBz2mcTptOw0jS893VIDuaiABJ

XZFHfVqlXMmTOH5ORkWrduLQY5Fx5UIVWjAJVCRh3BgUfwAi9SpEg2e3n5yywRKjO6KwkqX36

+hRYKO1RG7tzK0E8/4tePRuA24guzRL17eA239y2ncXHwcLLl0I0Y7kcmZRsqH3UqwKXRxoOk

Ym1JKNMC08N0r+kNSoJKM6EyKganjn2Q+998KajURYahcnEXO93Svy0mox47KzktK9mjVsoxK

VSYbBwxVGqLrsZboHq5Y0yPoNKzuC+btq3C2jk1m05eZ9Qx54GQoNIclaQ66SkgQWUW14WY8k

2v5969ewipsoR/e3p6ig45wplKATLv37+PVpuahUfIDS5Y5WTZSMOWxaGlW12CypxQsWC1Udi

h8uCqZfT//ismt+tE9+mzM5y8kItHSTm/lhruRi7fj+fqjQCalrfD00HFoRvxBEXrXhoqn+7c

YO2Btmhj4iq+my5cSlBpHlSaIqM42L43HrcDqXjpMDhn7XhRuP91bu7cRMmo0/h6e2AsVZd1S

1aKnT8NlU+PxiRTYKjYAn3puhg9S4G1JssfCoUNKsNv30Kl1eJQpiyyLGaLMldc3YMgtNevgC

l1B+G5olBiU6MOCvu08UHNbT+jenpdCmHXz2Ovj0JTpg5yu+ej1bxsH8L1goNg+E0/jLdP41H

5deRFyiKTZy3zVmbjSIyK4Mb+zZTRJGFT6x3kbr6ZXfLC9yWozKJ8QsigDRs2ULNmTdFJR9j6



vnz5MpGRkWJLLi4uNGvWDJVKJZ6tFECzadOmODrmzBZKFodrkSGFMroHyVKZ1dlNv74EleZB5

bnlk7EO2keT8vZcCkri0v3kXIXKR7MV1npJqjPPM0WCSvOgMjY4lJ5vticwLp6jJ3djL2Srya

QkRUehP7EDp9IVOXvyP27vXE29UhpKuKZmTlp9Kkr8mxFUPmreJMQntnPDUK4FupotQJVx5qV

nh1RYoDIpLo4D837h5vZN1HFxxrdGHVwGDUPtlbM7dsn+foRN/B/GuNiMZ18mw7pBMzw/HZPZ

EjH7/ZCA65z4bRyJQX40LqXC2cMbZb0BqGq3N7sNcyrqE+OIDnnA7kkf8ZqrluLuNsh966Ju9

Slyp7QxvM1p79k62oQ4tP5nCQ0P4+Dsr1KP9Fg7oKj4NuomA5DZZO1M+KP2JajM4mwIUClkyx

k4cKDo6d21a1cRMoWtbuFMpRCrcsiQIWKsyhkzZoiWzK+//prq1avni7XSEi2VQtglAbKfdWC

SoDKLizGD6hJUSlCZMysptZXgiGTGr73DhB4l8HAyH6JyagzPnqmMCQ6lW6O38YtP5PzJXTj4

+qTblS4xEWLD0Wp1HJz+NfW8tBR1VnP6TiL+odpsQeXTHZls3dCXfxNDyZoY3Ypluj1uKVApH

NGqVKnSC6cnu9vfcRHhLH+vC0khQciRUd/TAy8h/7m1DR7fTMWmYnrJMbO3Ui7/+iPxt/3Nur

jYe4MoUqOWWXXTq2TQ6TAlxXFq/VKu/j1frKJWymhW3h4nTarlUOZeCVX9PshL1ERumzXr+aM

+BcukKT4av5OHUR6chbVLMfafOE8tHzkl3R4+e0pblPX6IX+9GwqVKsuWy8SIEJRxIexaPIvX

5RcITVRzwj887TlxGw+U9XqjLN8YuUvmP9qe1kyCyiwuMwEqhcDmAwYMYOHChXTp0oUtW7aIO

b4bNGjADz/8QMuWLRECo588eVL8K4Bnu3btUOTSFsCLbsESofKXX36hdOnSomZPFwkqs7gYJa

hMVwFzt78lS6V5660gQmVc8ANOz55ATeckrKyt2HXyFg3L2OYoVD5Sz6TSYLJzIbnLBLC2zVB

US4HKHj16sHr16lyByvDAOyzr2FxsOw1UCrt4n4/H/o2cSUSQfOkcYQt+Fo025hSVhydFxk4z

p+pzdUL8r3Jq6WSaeSWw42QA0XFJ6UJl6k2rkDkVRVm7d7Ysl6f/mk+JoH+4eDsST1U8dlYK9

l+Po1ZxzROoBJKtXDkR502Tyh5YtRyF3NEt03tLio0m4eIhbp7aR/nks+y5HCVaWkPj9Jy4lZ

iO86Ec7NxQlG+FqtH7yDXmHSGQoDLTqUhbIT2oXL9+PUK+bzc3Ny5evCiGFxLygZcqVYqQkBA

RJoXXhDp5XSwRKoUg8UIg+44dO0pQmQsLQrJUFkxLZdCCn9nw83SGr9gINetmujIKa5xKcyyV

0XcDOTxhKI1KqLBWyth5JS7XoPLRRCX1nY/JPuOzdZYClcLnrpC440XFHEtl1P0gHvyzCd9iJ

VAVK4nS3YOo2Fj+6NIyXah0HjUWWflKxIYEEx14C03QXbybvoWVGYH+nx1r4okjhE0fl+kz8q

iCwt2TovNTz81mtWz8ojdRN06J0LXjUizRSYbnoDIiUY+VQoZGLX+cJMV64BrknsXN6i7gyC7

ke38iICiS6l5GLgUl4+mozBAq441W7PHT0rECYO2C9cDlmYJlwNF9KP4Zw93wRKr72LD7ahyN

y9q+ACqfDF3VbBSqet3NuhcJKs2S6Ukl4WETLJVCsPNHlkph+7tYsWLi+cm7d+/Su3dvVq5cS

ePGjTl37hxCCB0h5JCv78sdgM3iUMXqElRmR7WCfY0ElQUTKp0XzsZu5hQi1/xDQpXqmS5CCS

oz3v62RKiMPHOeLu8OoI2vN59tW43CzjZfvL9zCip3Tp+Ifscmqjg7IbPWILe3J9ZkYvupk+l

Cpb/KmoCEBJJjY9HFx9HC1wf3yq/hPSn9DHovegAsDSpXn4vgTpSWIg5qavrYUs7NCoeP1pkN

lZe3LEV18GcCI1OoXtQmc6hMNohQ2KlG6ja7OQArQWU6Kyqv0zQ+OwTB1L5//34RJoXA58LfD

h06iLEphcw5wrlJwQr3yEO8Z8+eYrzKdevWiWcwhVSOeV0kqMxrxfO/PwkqCyZUuiycjdPMKY

RIUJnmIcrOmUpLhErlVT/iuvTDzcuDxG2rMNnYFGio3DbhG/h3O1Vcnlhno1NS2BP0gDidnkS

9kaK2tpR2sMXD2orbcfEEJsQ/ntvm3kVwr1AFnxnzsvyhaWlQqegwiRuRBvZP+xhbtZw3y9lT

4tONLw2VNio5B/ziqVMi7fZ33EOo7CxBZcZrpyCkaRS2vv/55x8SEhJo1aqVeGZSOBsoOJ4IW

92CJfLatWv4+fnh4eFBrVqpB4PPnDkj/js/8oBLUJnlz6sCf4EElRJU5uQiLohnKi0VKh269M

Po5UHMKwqVOqOR6BQdiXo9QQnJ3IiNFcP9aFQKlDIZhqfOQL5KUKnuMp0YtQebR3VAIYdGZe1

yBCpVChmHbiTwesm0UBmTZGDXlVjerZUK9JKlMp1PvIIAlTn5QZ1XbUlQmVdKW04/ElRKUJmT

q1GCSvPUzOxMpWCpfNWh0mgykaDXI8BlssFAYHwCSQ//nWgwoDc+iSdZUKBy23cfE33rPB0qW

fPvtWhiEnUgU6C20dCotAZHjRKr9mOJUbuxfWw/5DJ4o4QNxYYsQe5h3pG3jLa/vRxU3IxMjX

ktaCuXydCo5KgVMq7HOdCoVmlM+hSUbcdi61vuhQtV2v62wO1v8z5aLKuWBJWWNR95MRoJKiW

ozMl1JkGleWpKUAlxOh2HgkNIMRiwUiho5OWJjVKJzmDkYlQUd+IL3vZ3ROBNDCnJOCtSiE3U

ojfoQa5EbmWHg5UMpUKO3MUHvVxF1N2b4mKxV4F1kVLI1NZmLZ6MoPJRHNX0GlFUexdT848x6

VKw0tgiV6okqHxaAclSadbay3IlCSqzLFmBv0CCSgkqc3IRS1BpnpoSVEJMSgq7g+6LgtkqlS

JU2qlSYed8RGTqdvjDIlgqnYuXovicZeYJ/FStvDxTee/4TtSGRJw0SnTJiRAXgUIuRxZ9W4w

RaTIYkRepgMzZGww6MOoxJSeiqNLK7Ew7mUOlDBRKIRqmqILJaMRQrg12zQeKfcocPJFlEohf

slRKlsosP2jpXSBBZY7IWKAakaCyYEKl08LZxM+cgpXkqJPmeXuVHHVe9e3vrEKlg5cPpRa9O

GZmeh++eQmVG0d1JerWBdpWdeRCiIkkoxq1jQ1WNhqqFbPDVp4C+hRxG1r4iy5RHLL1gL+Qe5

Uw67sjI6h0c7QlMMmWoi7WOForMSVHi+0lphg4ftdI84qOmPRarHr/hsKrpGSplCyVZq23l6o

kQeVLyVcgLy7sUGnYu5O5wwcwcuT/MHw4PMM5tLTg5yfm/MigOT+xb94fuL+ZGkD6RUUKKVSw

QgoJZyqtu/RD7uVB3CvqqJNVqHQpWZZiv/6e2VJ/7v08hcqHcSrbVnHgaEDCyT7QOgAAIABJR

EFU4ziVwqCalbfDwyH9bWdznGce3ViGIYU01uy/FkvjSh54WKUGXRdKfArsuRpPx+p2qQBrRk

xMyVKZzjLL75BCWV75FnCBJULlmjVr8PLyEuN4Pl2kjDo5s2AKO1Ta792J0/ABJH85nrC+HxQ

YqJRyf6c/Vc9aKrXhEYxt2RV5SBjfn9uP0v35bCKW6P2tvXCZH7oO4E0fLxptXQW2mnwJKTRm

zBimTJnywg8bc4KfpxdSKEGn51xkpOj9LTjlCNvfCplMdN7xi4nlvpA682ERHXXKV8Hnx4IRU

ihfoNJaJWbUaVzZKy1Uao2pcSpfc5SgMqOVbIlnKk2GFILvB6M1pHqsqW1ccHcwkSSzw8FayP



dpwpAcS6RBg5ut6uFph4d3aDKSkqxHLk8hxmCNq0Y4D5H3xRKhMiMVJKjMmfUhQeVO3IcPIE6

CyhxZUJZ2plIWFYNVxz7Y+t8k6vIRjE6pX6xPF0uESkvJqGPOosguVD7ddhIyjoaGEZWYAOmk

Uywo3t+Xd23k8oa5NPE1cPhaKNGCmfBhed5SKQONC8qqnVA1fj/Tc46P2hEtlYd+ITBCm27w8

8ZVvNOByng6vZaapc8cS2X4nQD0f08g4F4YVe3CzcuoI1MicyiCqtUXKMtknuVLGIuUUecFT5

gpOYodm7dzaNe/GCrVpFG1JjSupOeeqiyVPASvLhMRB39i+IN2rOheHvnTbSX48cuYy/T4tho

ByV684ZtxTlhzHvLs1pGgMrvKFdzrJKiUoDInV68lQqVTxz7IJahM1+J4Y99+DnQcgttrlel4

cF22lkJ2oVKvUpPs6Y2bbzEUDo5E6wzERkUQfz+IOwE3CA0LeTyeggKVwoC1CfHIY0PYs2AqD

84fSBcqZXbeKOt0R1G+MTJnL2SyNETwwnkI9buA7uQGrl26QDWrwOcy6jwHlSYNe/z1dCxvQl

6qMVbtv0Jmk7oVnlkJvXwCu/Ar7Fi7lkauoRmmaZS5V0JZtzuKMvWQ26Zm7jGnSFBphkqHFi9

D36IjTYvbE7Z3BosS65Ey/xP+imjCoi/cmBLgg0t4HN+NeZ//fvuUQT/vo2fXhixaeoixk4Zw

r1gv3j03h+8Obud6XDVOHP6Nvz/szLehRRhQoyaTxw8X89PmRpGgMjdUtew2JaiUoDInV6gEl

eapmZn3d2GwVMbodOy+F4TKxpYy1WtS0ckRxb07mBLiuJqk5XLwgxyBypuH/uWfr0eZNzFCiJ

8i3vT9a5vZ9V9UMeDEAU4vmURi2D2alrPBw9UJZfXuqJr0NdsymVH7N08cwPHiBi7ei8Ej7tz

D3N/xNK5SJI2l0uhSknvFO1OmfDmUpV7L1n0FXTmPav8vRNqX5eiG38Xc5gimMVs3VA0+QlW7

XbbalaDSDNmehcqv/jHSsPk7tK9o4srhVbz97Q6+mrmEwbVjGTT8B9x8XDh79ixK1RCWzdAw4

0Ej3j23givvDKbK7jVEtixC4HYbRgxz4cfpxxg2VoJKYRqk7W8zFqMZVSSolKDSjGVidhUJKs

2TqrBB5bGVS4n+YwGVHBxQliiNVelyxNvas35m6nlNtZU1Db28cHlosEtq3Ir7Bj3BftcJvXi

W5r5F8WzQBI/ho80T2IJqaRPiCDxzCDdDGI5VmyNz9c6SZTKzW7l77hi6E39h5ezJvo1/0aic

UypUytXISzdC+Vp7lGXfyKwZs96PuHWNU3/OppFzGOrXe4mWVrndk9SbZjXyVCUJKs1Q7Fmo/

HZnCsXK1KNj6Uh27NvBHvu6FEtRMG5QbRasvcSHfdvjqL3OmG4nGTLVkV/C3uTdc1tI+PADXF

cvI7h1KQJWPGDg+yomz3zAxF9HFipL5fnz5xGcrhwd056FkqDSjMVoRhUJKs2Dyuh7/sQfXkx

Nu0AuRDhx7fplmpa3w9NBxaEb8QRF6yjpqub1Urak6I3suhJHvDb1fHXqr3rzi0mmxGjjRWKZ

riSUbCAGT362SI466ev5rKOOcKZS2v72Z/Hixdna/t6+fTtt2rR54eI1Z/tbaCDqVgAOHl4ob

FOPd4UH3mFZx9TIBc9Cpcvn47F/o6H4XnJiAom3b+FSqYr5D5Fw4Mxkwmg0IVfI0/owpNuKCa

PBgNEkvClDLpeJRzuFvzKZ+TuDQkxIk0wmZrN5URHGJnQlMxkf9onYj+lh3+b3+KSXqKA77J4

4iLpFVXi6e6BuOwZF0fJZ0iyvK0tQaYbid/47h7FUBUo6WZFw8yhnDb7oj2/mdIwnnZp6cDal

BK7+ARRv1YCUC/+wet81qjRtiWfgCfSlq5LgXI3KwX6k1KqJ5tJ54iu6sXfsr4SVcUIfVISxk

wZgpcjOkst88Ja4/T1r1iwRKjt27JjmBiSozHw+zalR2KHSdu9OYocPwCsTRx1BS5NBj0yhJP

TSIQJ2LKa+ezjuru4cuhHHg7Dwl4ZKk9IercdrJHs3ROtZGZM647PVElTmHFTGPrjPwbEf0ai

ESvzBvvNKHA3L2FLUWc3pO4n4h2qpV0rDo4wlq09FiZ3bWclpWcketdL883DiOrJyIrn3DEwa

+wwfUUvZ/hY+dzdt2pQjUPlsI+ZCpTmfY+nVSQq5zITZ5+nRrx72KgXWVg6o9ZHcDorGybcUH

rJI/MO0uLl4U9RbwcG5E1n5XwQmpRInew1ORSrRrW9vyrnZmDkEExd3/MWhWA9a1i6BTG6Hp6

uMgGt3UDk6YSsk+rZRoU9W4ulq4OTNIDRnbxOkMhGTdJ/IJDXeDq68+e67+Nhl7Kxr0iURGhG

NCSV2ri7YqQRHYOHzSUfI3SCUCcG4lquB8JNWa5SjsXo6jJEJXWIMRrUDVllct2aKkKVqElRm

Sa6cqhzLmA5NmPq3jiXHdtG3XhEzfnVlr28JKrOnW0G+qrBDpd+WDfT8cjjze/WjzjeTsjSVh

oh7KFx8uLhqEhGX9mQbKgXLZFKpzsRV6oxJaWXWGCSozDmoFFrSa5NJuXYOnY09ByZ9mmtQqW

vwAbrqzQQT2AvnuTBAZWJsDCv69yLu1vU0lkq5hzee30xG7VPUrGcho0qX1s9j/ML5nL4ho3L

1+tQr6UFS8DGmbLrI6EU/4P7THywN3kXbdpP5dOZAdn3QgTGH7hNb8jVqq1IoIpPR66dlvFPZ

3cxxxPHb5535bOFRbN/tS6dgOdU6ujFx1HQSi9WhZetKJC5YCw16MOK3rzmw4geiwhtSLuhXR

hwPoXWn99nwyTsk+VbERZWx4SjBfzcV6neGYs35eERv6pUsjTwxkqToEwwcuITF5/dgG2WgrC

aEo5HWVDBFofb24o5/JBXKOLP9zzmU7zODRsXzxyH4aTElqDRzaRXUahJUFtSZy/64CztUHlx

lXkadFykc4X+WkHN7sA8/S/VyJUiy8+XAvl0kxqZatNLb/jbJ1aS4vYbWqybaInUwaFyyNIkS

VJoHlcbIKDa/3ZOkwHv0OH8QuduLddZrtdw9fgDXe6dx8/Xhv/O3uXn6SLYtlSYbZ4w+VdCXr

Y/BtxKYmd+5MEClMIM6bTL+hw7iv2sr5exs8WnyFpq6byC3Ntc6mNFjY+LSmYNoDYmsO3iRsi

VqUcFWS0DYJc5fjadxl+64XdjHHr8UmjauSbW36uC3djHbbsaidXTHOS6Q4pVqUbn2W1Qpmhq

KJ9OiD+LApgvc8z/FzRL1qI8WvLUc2H4EmU8tSmiSSHgQgWepKrzW/i1S9m7gdvm3cA1/QOV6

Zbl6YAeX71rRrntL3G1SrY/pFQEqW41aSFF9KH+ffkBVXyUhfgbe/rYLW6esZOTPQ7lzswRDu

7uxcsJUVgToaVBSzYWwOF73qYvaK4J3h819IVT6717MxIAy9PG+Q2CkhmJF7IhxKU+JsKOcum

+kRIkyxMbdR2FKYsuqC7T6oCFWRm/q13Zi218XaTekEx5mGPAlqMx0VT2skBDAl326Mn1jHFM

3bWHkOxWxSu+HhzGSc/8GUa5ZVTS5s6Nt7ojFehJUZkmuV6KyBJUvD5XPLgRdUgL/zRtMUvjd

dKEyxbU2sTU/RG9nrgXk+aUmQaV5UBkTHEq3Rm/jF59xRp0XPch+u7ZzbeXMLEOlSalBX/Udd

HXbQiZ5ltPr/1WFSn1iDIHxMkp5mAFqpmQCr9xCrrHG4FKU4o7pZ6N5JT6Is3ATQqrFsIgokF

thY21Cb1Ig04LG2YaosDic3O1J0YGtykRERBQGmQJnR1viE3XYqRUk6Q1o7BxQZ3iMzsSyuRM

4vesaqpJFcPWx5ezRcwSU68PHHrvZtkVO/QZFCa9eAvddh5i/P5RPvmmG3wE9fUZW4I+Vt/hu



ylDcJajMwqy+sKqJuKM/MOREHRYNqcLJvYfRKG2wqvEmniFHOR4qI9L/MqaSjWntcZFuPfcwZ

esE5Ff/5XyiD93bv8H1U/u4d/4OdpUrcv3CTZp0fpfXipkf+ym7dyJBZXaVK7jXSVCZ81Bp1O

t4cHYfoed3E3vnAt1q2qF3KE2KRzWSi76JzrnYSy8YCSrzBiqFXmKDH6DwO4qdV3FMxSrx90e

p57ufPVNpkisxFq2OoUQdDKVrYbI1A5wyWAmvJlSa+O/vaXw45h/eaNWVmmVlONWow80ls7lg

V5lB7Spw7OIxrkba07XPSJro/+WdYfOpULkUfsp2bP6htUUYX1764c2hBgIOrWfRptOU69ib1

qX0nD2ro0LtMrgpEohBgyY5jENn46hf34tkoz2u8jjCDbYU98zccVBwvlKYDKQIBzMFODTKRI

ciuVGHTCnHiAq5zAQGAyk6vZjfXHCKUiuMJCYJ0GqTNhZ3BvcsWSrNWgwmTPpIjmxax7ff/kW

7qTNoa9zAt6EteGv3av51S6Fs0w8Y3b4mmvgTfNzpDL0+0fK3rgUDPU4z5UEV7C5u55NPWrJ6

3jE+6VOUFTu8GTmqmVm9v0wlCSpfRr2CeW1hh8rT+3bRfVh/JrfrRPfps3N0EgW4TI6NQBNyG

co1ArlKcPHMkT5+nzyWSSsWs+PHeZRt806mbUq5v7NnqUxP2OOzpxN6as9jqFSprTFUao2u9t

uYhKDSipfPiPZqQmU8a38cQ+Dezfx+qQ59B7oSaFeRSxPG4u9dk1++eYupi8aj82lOu/5LGeG

wh4Hzj6OODEft0Y2587vgmDOPT6bPS0GocGjx98xcv5W/z9ykTMsWlNh1jCDv3gwfnsjm6f8Q

2rEfbtFODGvkx+/7tRS9J0fVsxUz3m9vMbdXoKCyQYMG7N27F2trIZtNXhY9909tJ8CuHvUrW

PPnL1Op8lYrFg6eyoHy7dnxXWPWLlnBf34JfPa/jiwefJ3O/W/x+doQGpZ1xqpWO1z09/is2x

ssX3aMgR9WZfG0IAZ+nfkXx8vcZUxMDG3btuXIkSNmNXPhQSxbzofQqKqvWfUzqrRg+0Umd6l

Ccef0z9BI3t8vJW+mFxd2qLx14zpd3m2NZ9Fi/L3mH1Sa7B9ej7qxg7Zfr6RZZW9iYssweFBZ

Ro5awIdTvyNs2i8UG/cVsWumsDkwhobtR/DJO7UynZ+MKiQM6cuxA3totvUA8lJlMm2nsEJlX

FgE77/VhXMhYZw/uQsHX59MtbKECo+gsmil8mzetgq5Wp0vub9z1vvbhC5Fh1JpIC4ebKxlGF

Fi0iWQkCLHwUGDISkJmeDNrLDGSmkiOSFRjLggHCHIragnljDf2RnDjcNb2X3mOJfuJuJYsjS

agJsY7OrSpJUc/52XCPBwQq8oR79aiZzw03P378X41fmIlaPfzU53uXJNgYLKadOm0bRpU+rW

NS8HZc4pZiIp4AD/GzeJzYfD6f7NDL56vxGHfh7N5Qof8jZb+fDzuSQ3/JgN0zvzZ+/3cfr4G

4LWTWXlOU/G/T6eyIunGZ7HUHns2DGOHz/Op59+apYUOQaVOy4xuXNlCSrNUj3nKxV2qEyMCG

dA/3cJvB/Eqt9WUrxmnWyLLELlHzFsH9+S7YM/JqpjDzZs2kSTkjVQnL1OlYljCJ0/lD1enfj

83TbUKuWZrb40Vy/h0aMdhqo1uPvH+kw9iYVOCitUJkXF8GHHPhy8ep3DW1fhW7em2ZrfPX2I

D4aMoe13cwlfMI7bdUfw29dNyAszRfQ/e+jS60MGNahLz22rxTFrrJzE/7Na/P2zH6cyZ6Eyq

yOX6r9IASEmprDlLHsYU/OxEVfYrjYJ0TbFP+LmiMlkIC48jBQrJ9wdNRYjbIGCyoCAAJYsWc

LYsWNRq9X5KKKJhHun+T975wEeVdE14HdrNr0XQhJSIPQSepXeBRGQLiifgiAWEH4VxYKIoth

AFFCKhSpFBAHpvUvvhBBI732z2fo/dyOQQMpuCBDgzvPwleyZds7cu++emTln2ver6ff6+zT2

tSzn5oMcsHB+4osvvmD06NG4u7tb1LUIlRapqcILPelQKbyYV86cxuTF8+jeoBHTZ8zGyb9Km

ex2Eyo3TmnPyv/9H8rhz7FkXxLvNInh60+OMnrxjzheO0FW7iVWnHBgwbSXsfaOqyI2Bt/Rw5

DGx5I47zdyGlr2o/lJhUqjTsfnE6Yw67eVzJn6Dv1eH2WFbZNZ9dFS1py8zMT/tSK6UT9Cz+/

mYp6Sev4KopS+BKlvcM2uMj4pMZzBBk9cCFGcJ96pJY1rlO1HgzBAhw9noP12LtI/FqLp0l6E

SiusJoo+Ohp4pKBSUOu8efMICgqiS5cuD1HLJvTqdBKyJHh7OiOXVrxDIXv37uXs2bOMGTPGY

j2JUGmxqiq04JMOlYJxdLlq3u3blbXXI6hR2Z9fvl+ER/WaVtvNDJWj3kMmdaVl30m83t2WF3

65zm+vNuDdFz+n3zdfo9jxBR/8cYQuL33G1MGtLTrMfnMgipQkvN99E8W+XaiHvEDi2x9hUlh

2I/ZJhUpBd2f+3EiHEa/S2NuTP49uw8bZ0gs0yaxakUoNx+2Mfmsbby79lKUvD+JAji8zXmjH

FWko/asmsSrcg2eqX2X4Vh+6e+Yw0vEi++qMZEznulavIaGC8tRZHLs+B95epO7fiMkh/0iG6

KkskzrFShVYA48cVKakpDBu3Di6detmzshyZ6q/CqzrBzK07OxsNm7caN72/uijj3BysvRlC2

fjs1h1LJYOYWXz6tyc4LxStr83bNhgzqhTp07hFF1iRp3yWSIiVObrMfVGJFMnjmX92VME2Kg

Y0utZBjZuQZKLK1pjfrpFS0ttVzdsZEXHmTOaTJxLS0VnYZs5Oi3G7Gy6XjyLy7JfQSZF0/Ip

kj/+Ep2H5SGJnmSoNGi1fPXCOL78eyvPBvjx3i/fU6Vh/VLNmZV4iRkzjjJmSnc2jJ+Ox/hXW

DXrd3p3bU5tX1s2HdpD0+pNOXLpCA0c7BjzVxL1q/ny7XPezNsP0/9vUKl93CmgPHgMh+fHIN

FoyJn9OZpne94SeRhQKexgCV/8JRVL0zRarQyxwmOvgUcOKgWL5OTksHPnToQzlm+//TY1a9Y

kJCTksTdWSROMiIjg9OnTZp0IRhWg29bWuo24mAwNX26+TN/Wofeky9Kg0mAwICviC1qEyntS

+63KIlTmq0LIxZudnMimn77n25W/k6TV8oxczkGFEoOQBNiKMlVly6hidiT+MsErmlwEuLSka

A0GTDotawEh/kPqp1+T2a03Riuf1ycZKs3fA8mpjHzuRXYcP00jL0/efnkYzV8ciq1n8cd98n

IyuXYtCd/qIaiyk8i1cyEn6jo5Uld8nPUkZGTiqLQjS6vG3dmF6JgkcHCjilJNrEFFjSq+lpj

YLCNNTMZ+0VIUP/9m/t+aSa+RPXEsFLho+jCgUqfToSjFGy5CpcVmFgXv0MAjCZU355Camsq+

ffsQzlru3r37iTZuu3btqFq1Ks2bN8fDw6NMukjIyuPTvy/Sv829JawvDSqLG5wIlWUy212VR

Ki8W48ZkRGkHthNaEQ4n8bHEWGFqgW//SdAcVmds4D3gPyw6JaVJnZ2jO7xDKZGzTA4Wr6bUL

D1Jx0qBV2kXArnuymfsXzXftLy8hjs5EjdWtU5nJRsmSH+k2rl4c5YT3eKSqiZB8xMTuWEFW3

m5GoYERuP4NeUVq5E3tiR5Ix+ARSFQxM9DKi0RDEiVFqiJVGmKA080lApmrR8NSBCZfnq82G1

JkLlw9L8g+1XhMp8fRvytISfOss/s+fT5NhJjsYmmH8EWFPeBj6GIqFSB0wCvrOmQeDnRvUZN

KQ/eV3bY/T1gSJ2Z0SotFKponiF14AIlRXeRA9ugOUFlTP/OsmPQxpQ2dm6QB2ip7J8bC1CZd



F6zElKICEuhsT0dFLDL5Wo7IbOLoQqlOYQHkWVczotpzPSLTaYVCKhg6sbntLb5zK1nl4YfP3

Qe3rnb31bGURdhEqL1V9hBUWorLCmEQdWRg2IUFlGxT2O1coLKp+dv4+EDzsglxadKFS4SOTp

6UmTJoXjB4pQWT6rSoTKwnoULnVsnj+bnzb+SXxcLEl5mlIVLYQSXizczi1CMgfoDBwstZXbA

gKcCt4zYZu8YDF6+aCrGkrG2AlkWxlPU4RKKwxQQUUfBlTOnDmTiRMnlqgRcfv74S4YjSaXbX

s3oHTJpUPYYORyyyJCPNxR5/f+WEFlbp6O1Iwc1LlacwDRJ7Eo5FLs7VW4O9sjl1mQ/b2Akso

LKnvO3UvWJ8LXbtFFzKhzf1emCJW39StLT+PC5x/R/a9VeKlsqRwUwjPVauBQyqWYp3x8CXUp

Pp/uxbQ09iXEWmxIuURCryrBuBe4pCG7chHl6RPIr1/jelYmV8dOwH/kKxZnABKh8m71C1vhO

UnJ6HX6Em2jlMtwshV2Uor2RRtNRjLUuRis+B5RKeQ4qIRTmbfbNNnaYLIvPqPTw4BKMfi5xY

/tLUEBshNSolHZqnBx8ERWYMfB+taKr5GWkcrJs4dYvWkxkbEXqNXKDV/XWrSrN5CqlcNwsHU

uz+4Q5pWYGouLkyt2quJOjVvX5WMBlakZatbtOMW6fRfxd7GhZqAnNspHh+ytM1nJ0qnp2RwL

T8IglfFS7yZ0a2V5bD4BKqdvvES/e7z9LUJleVrU+rZEqMzXmTQ3F68pb3Fj4zrW1qpLw0lTq

FK7HkqH8nl5Wm+Zu2tI1TnYHT/K7NdG8pVez5RnnmPgtK8salqEyttqEmDyxJJVLFy7gQs3Yj

DohJOQxRd/uZz5tir8ijnfsNFoYrIZKi0PPVVDoWCByganAm2aVCr0nduRO3Iohkp3B05/XKF

Sp9dy9PReaoeG4ezgZtF6rqhCySmJzFs6naiU8wRUd8XXvRpNQ3tTK9CyJAWWzCsnJ5ute9az

ee9yYhIiMZny150AleZ3mUSOp3MAzUP70aRGZ5SKoq6UWdLTbZmI65dZtOprUnOvE1LLl5Y1n

qNxaMd79oo+8lB56nIs0+ZuJNjXldeGtsWvUtluPltnjootrdMbOH0+kjmrDlLFx43xwzvg5F

D6+Uazp3LjJfqLUFmxDVzK6ESozFeQw66teI19AX1QVeLn/YbWL6DMdjUaDGiz0si6dgLv7Mv

Ia3ZC5+SHSVn2vOIFBxO5fTMDJ48nOSuTTbMXENqxW6ljFaEyX0WSHDXTho/l2227sZFK8HR2

wtbJEYmk+J2a6lIpC+UyivNFHzfBa3o9aRaGiRLG0UwmZZ5Mxq1cbwaDeWzS+EQEREhZ8B367

p1Q2N8+VPG4QaWwbXvu8gkW//EdmUQQFOpHjyavUDuwBfaqskU5KPVB+C98mFqTjZ3KvkS7W9

LWnTJnL57gk9mvIbVV41/z9g9SD6dgOoeNIMinNo52bmXyXuZq1Jy7dIKfl39FdMKVu4Z3Eyo

LfiB4LjuHDSekcn1UyrKlZ4xLiOHld/PfMc5eSipXy88K6OdWj66NRhDgXRNbm7K92x55qBz5

wRLG9m9BWJ1AZMWc4SvLQnoc6uRqtPyx6Rgxabm8O7JjqVMSobJUFT0SAiJUAno9Ab3ambeW4

1b/Q27NwoH2rTVkwpk9RGyaBzmxdK7piL2tCr1TIHnezckN6oDB1vr8zXeOYdPi+Uz4cirPtm

7H1O9+Qq4qOc6sCJUgS0zGcfhYah48iquzE69/8i51G9TB2dsLaQnHf4Q4uaoSUv0KMU41WuE

YleWeSoVcjrJA/EeJTo80LQ3l31vJmPk9g3M1tO3VjdcW3L5H/jhBpaCreb9/yT97V6I3aHGv

rMI70A4JUkJ8mjKq5wxrHzuL5AUw27xzLefjdlK3ZmPa1x+Eo929P49C55FREZy8uJ8la39Ab

pdXCCpvDs7LKYRhHT/Ex836pCFrNv3GolUzb3kmhTaF3zE37+zdhEqjwYRUdtsFLngu+7R4i+

Y1e1ikozuFrt+I4NWPnrkLKoU/yKVKKrlVpVnos4RVa4tCbp1X9JGGyss3kvjk560s/nAQMiv

PD5bJEo9gJeF86fT5m5j2Rv4CKqmIUFmahh6Nz0WoBNvLF6jUp5M59WH8+59aZTghd3heVhoZ

URfxlyRj9G/CtX93cHXrz9goJGaodLApnF0nN/AZ1FXaoHesjEl4CVt5k1sYYFb0DboO7Eklp

ZJfVm3Gwb3k7DpPPFQaDDiOfgubP9aRO7APaTOnonS696MNAhyZ8jTIBKgvgx2LWmym85ep13

MQ8alpLPpgEj3Hv4JEKn3k0zTm5Wk4deEIyVlRuLv4MHvBNNIz82OE3oTKm/p4psn/oVObMNn

k0axml3I5w7f/6A7mLvmU5NQE7J0VVAqxw9HJmS4N/0fLOk+jtBKICtpO8FB++O0ruPlDQqTa

3H5BT+VNWZXCkZe6fkWAt/XxnReu+IY1WxZi1Jsw6EzITQ6oVLbkSVLMzd+EyrRIJZocLQonD

Q5uChQqKb2bvUbb+sKVQsvL3kM7+PvwXPx8Q9i8aUORUFmwtdE9viWkUpjlHTzqF3WEre/vlu

9j4QcDrJr0kyQseCtnLtrKlDG3U4MVN38RKh+PlSFCJbj8swH9InHTAAAgAElEQVS38aNJff9

T0oe8YJVhc1ITOPvrZHKTrjGosTNGhQsXEvWcCY8qFiqFDoxyR3Ru1dF6NUId2BaTwrqMViaD

gbHPdmZfRDhbtxzAx9evxHE/6VApj7iOc8c+4OhA+saVGPwqWWXnooSTrlwi9uA2qivScajVH

H2NlmBjnR2LG8Te5WsYNf59vL08+HPDMlz8Kz/yUHn0xAE+/eE1ZEqDGXZSYm5HVrgTKrUaE5

ocHc7uNvRo/KrVQFSUXsd/NJwrN06gU8upGdKQGwnncQ80ERDsxys9ZuHpYnkGpDvbf1BQue3

f37F1kONpH0r/9uNAYuKj2S8XgsqeDSbhrKjEivULOBuxD88AFSP6TLJKh9sPruPfE0e4krYN

lb2ca6czRai80+giVJb+DrUGKtVaA30XHmNyr9Jz6JbUs3hRp3S73E8JESrB9c+VuE4eT/zsB

agtOJ+YfuMS4f8somuVPBIc6rNvgxBQCAY1yT91dyEul1PRmhKhsqBNTVIb1CF9yQnpjFHpAD

LLLg7+Ou5FPt6xhd1bD+FX2V+ESiA9J9a8nXpncZr+LcoZ35G9ahGazu3u6ZHSa/M4+cs8Yvf

le2+61XHExVZu9jrrmw1DX60JJltHkBXOiGNNp3p1LsP6v8Chg8dYveYXGrVv/chD5Y69m/h6

UdF5xO+ESm4GZJFAx/ov0rWxdT/27tT1inW/8Nu6mdg6yGjdoSmv9PiOz+dO4nraETz8bGlVY

yDPtBprjYkKyT4oqNx7YRme/rZU82nDyz2nERUdyZgPehWCyufbz6BucHMWLPuWtVsX4Opjw0

sD37YKKkd/3py0+DycPZUiVBa3KkSoLP15sQYqhdZazjnI532sc3ffOQoRKku3y/2UEKEyHyo

Nk8ejLwEqsxKiUF7fjZurF4d2rCfl+hkzRKZm69lyQUi+WHaovGlfo9IFnUsIeZXbkVu5Uane

SxEq734yioJKiVaLW2gzTC5OpB7bAfLCxxEseb4y4+PQntmHV0goWs8qHP5+OikXTxaCypvtm

GycMfjXxRDSEkNQPShj3MA9382j3wef89nLz/PSzKmPPFSu27SCn/6YVqS674LKAlJP1R7K08

1HWWKmYmUWLJ3F2m0/YWuvoHZYNcICn2b/v1tIVl8yQ2Xj4GcY0H5Cmft43KBy5MdNyUjU4eN

TCYWtjPDzkWbdFLyoc6eynuztb5ORnGv7+b+3JvLXERVjvpnNhP51UUn/O9yqz+GnoRPRT/g/



jv+4gFGzX2DFDxuZ1knLC/OdWD7PwgVuTOLD3i2YHv0Ml4/NJEgugbwkvnvmJZInzeOTjj532

MXA1T8/ZHneQN4bWLfoBW6MY0yH5vykfYPIPePxE9osp/KgoVKrMzDkl0Mkflj8xSAxTmU5Gb

eYZkSohOgFPzLwq2ksn70A/2I8lbsmt6OOr4o6lW3ZdSmL+Ex9uUPlLSiRyElvOpk835J/sIl

QaRlUSpNScKvaGH33jqQv/9niB0o4LyucZTy1dBHXt66khreCBn62aCU27A3PJSk1o0ioLNiB

yTkAbdN+GALqgMreqnOX8cdPU7f9M7zfrxdvLJz1yEPlnkPb+GL+eKuhslODkXRpNMJiuxUl+

Me631j292y0+lzzxz5Bdrj5qswxqoU4kk2DB9Cv/Zgy9/G4QWVBRZR0Uaeg3BMNlSZtCrMGvY

l8/Oe8UCOLnZsSeWpQM+L3r+H3dZcIe24Qcd99h+StfKh85YdxXNp+in6+Z+g+4ST1wjzoNGI

i3Twj+HDmGnKqdaW9azi7j1ylcf/XGdgqCOHyVV74Kgb1W0RGhi1jti6iRfI2vl27h9i/jxI8

8xfqXV3FgfBEvGs1JER9hQT/bjwXGM1hXX0qh//B1ggDCfpqTPy/5/BzELZSTGguLGL4qL+4f

lTP1Et/0MUtid8WLuS4vjbj+tfh74W/ke3WgtEvdyH1yGoW/XmVlkNHUJ9TfL1kO3ZVn+LNFz

vz729z+edyMg27Pc/wLvm3XR80VKZnaVixP5wl/2tc7MMsQmWZ33MWVRShEjZ++QmvLZrLj7M

X0EWESovWTXFC8SkaPvrjOlMHBeLlYt1N0Hvq+L/KRXkqb0Kldlh/Mud8WWo3mqxM4k4cJUAf

i7JydXYs+Z2M6xepUUllhkqdwcSey9kkZecHTb+5/V1Sw0bXQIyVQ9HX6IDRO9AiuHzcoDI67

jqvfzQArU59l6qK81QKt8H7tpxEszLeXC7Y0YIlszhx/gCRcefwCbbDrZIKJ6U/lZyq07/jq/

cUI/Nxg8rT4QfIzcvGzdGHpJQEps/O9+KKnsoCK6rg9rcpK4ph7b9i1OaZtPXIhzVD1Fb6dfq

LaRuHMbvXRIwuwTT85uN8T+WsocyZvoq5z9ny9Jd6Nn9dnZemnOa70S4880kSG1Z/jAodSbu/

4H8/OrNixWs4yrUcmDmUycl9GalexErfMdisWkv/n97jzFtvIJ0wk6SvPsB/8lSOT/2QDp9NY

sOcVbzSQ8NeXV8a7HqDY12+o8GS4WR8cIw3W/qCKYft73VlgdsbtNn9DqcGr2YCPzIxohPDkx

cyfO5ZxixeQ81zi8lr1p4zn8xl8GfPM2vUbkIC4ojrOoGZY1thp7nAcy99y/iZX9Pazxk72/y

8xRURKnfs2EG1atXw9y98ZkxM01jqd6NFAiJUilBp0UKxUKhiQmUycVWbkDOkH8E/zixyJoJX

0qTTIpVKOLZwDrEHNtOjrhNOKhn/nMskTW24J6gs2KnRrwnaZs9i9AzIP3dZzK3xigCVq1evp

l+/fiVa35o0jbMWfMKW/Ssthkp7lSvjes3D3enuYPAWLslCYkdO7Gfq7FduQaUQILxh1c74eg

TfU5DwoqCySogfTo4uODu6YTTqkckU6PQabG2czaF3Brd/26rYkcLt7wd1pvLtH3qTHq/FaJM

mnqksbqEVgkpdGvOHjyPzxWm8GpbN0p8u0rW7kSFDjvHz9mH82GkQcTb1aDf387uhcqaOf35o

zAtvbOO7cZX437cmls1py7dTlqOUX2bt1cZsWDUZh7xIRrcdQG7n/jS2u8afqzNAo+St9R9xa

tyr5L0xg6SvptNgxmfsemcGQ+ZP4Oc3v2PAcyZOGvrScN8Ekl5eScC8p7kxeo8ZKvUpp+hbuz

/e/3uZWpLT7LlShzeaHOM76RhmNLzBuEk/03zyT/S3u0i03MSKUdPxfXEwVXyD6fJUCIfWruf

njZd5Y/73VE/czZ9bN3E4KZhVcyYinDKqiFBZnD1FqCzLK/XuOiJUilBZPispv5WKCJVZEddp

FtaOnu1a8eW63++ark6j4eySH7GLv0D9AEcOXkgkKibhvkGlMACTTInRqxr6JsLWeO0iTVARo

NKStWENVJ4+f9QcHDw3L6dQ08V5KlvVHEKvFi8jLSE4vSVjvClzJ1QKf3ey82JMj9m4O995HM

3ylouCSm2eEYVMiX9NByRyQ6HGPJz8ea33PKuChgtQue/cH1SrFYi/ex2eafUKaakZjP2gt7n

tmyGFhrX7jGDfWvy1dSkHTmzBoMhgUM+xVl3U+enPjzl9+jQaWbQIlZZApSBjTDnDa0Oe4Yct

zny1bQ2vd/Rm91evMWziPwycu5Tg7ctQ/Lf9XdBT2bL/Yk5EnuOd5cf5KHQfg77Us2xxPyZ1a

skK12Y8owplxuJpGCL+psWALaw5Oot6Nld4o2VvfNo3YfKMJcKJDt776x+roTJq30/UHHqZ45

dmECo/zYtd3+atH6bw6chBLNd25e+Zz/DpkBdI9BvJ2g1TSPjtTfq/tZg6b6/gg+DDdBk9izr

PTmb1vBdZPKA3nx26wYtfr2bhmPwzjQ8DKpftD2dZCdvfIlRa/mIri6QIlSJUlmXdFFenIkJl

6uWrVG/SieefasHX65feNXRNZibbJz1PgL2BZsH2HLiazY1U3X2FypuD0LV+GV2DTk8MVOp0W

t74eCA3YsNLhUql3JEpQ1ZjUw5pBkuCyiFPTaNBtTb39BicPn+Mj2eNxc1fcitOZUlQ6ebgyy

s9Z+PiYHlWP3Ocyn8W4uvjT906DQgKCiQnS81vyxcUgsoGgV1xc/IhOSOWyMTTZOYm0LPxOKu

gUmhw1s/TOZOwToRKS6HynlbQY1rZWqh8+uejvN6xJipl2UJnCGcql+4PZ7kIlQ9tRYlQ+ehC

ZeoXU1m7eB7Pbz2EUgwpZH6GijpTKUJlOAsWLOCzzz676z1zZccudvcZg0eD2vTZs6pM7yFrP

JVCB8dOHuSjWYUvuxblqWxdaxC9W5T98kxRkynoqawSXJlG1brRMLgrPu7WZ7i52f77M0ehNW

ajVNji7KHiekQMWXmJZGep7/JUOqo8cbB1QSa1MWf10+rzGNbhQzxdKpeqeyGd5apNty+a2dj

Y4ursRnxiTCGotFO6ojPkojPcjgNaFqi8FH6O09d3IpfYsOD3WeY+ijtT6eEYyIjOU/F2tU6P

j3RGHTGkUKlr1mpP5btrz9EktBIeLmXLKSpCZek2ud8SIlQ+ulDpNX82Dt9+zo2th9CLUClCZ

TEvi/DwigWVwjDf/vQlzl09fGvEd0KlvY0bI7t8gb9XtXJ9BRaEyuCqVagf2IU6gW2o4mN9hp

ubAxs5qSuJKbHm/6tUqqhVox5hDRqQlJSM4MF085fh6xGCr3tVUrNiuZZwgjx9/va/rdKJsU/

/iLdryckLBFkhI9GajctYsv7rInVSVO5vQbBZtQH0aPaCVVvtBTso6fa3jdyBLmGjaFOv9Cx8

RQ1ahMpyXd4VrzFrPZX3CpXxKdnsPhfDnMHFB1Bfu3at+ZJO48aFb4iLZyrLZ/2IUClCZfmsp

PxWxO1v67RZ0vZ39sUrDGvWhf+NHEqvb6Y9lJBCX3/9NRMmlBy/0VpPpaChMxf+Zd6SGUTGXj

ArrCBU2ipd6NDgeVrX6oPsHgLIF2WJwmcqbc25q4e2m0btoKbWGa6AtEaTy44Df7Pr4N+cv3r

M/IlcriDALxB/fz/cvO1Jz00gOfMGBqPO/LmzXSUaBHekSWgPvFxL91IWHFx07HU27lrB4RO7

SEiJuvVRQah0svWidpXWNKveG1+PoDLPTaiYmpbCtwuncOrCQRw8pFSu5oC7Y4B5/E2r98TVs

eQUsSV1LkLlPZmm4ld+0FB5NTaNzIwc3uhUtVjliCGF7u+6EaFShMryXGEiVFqnzZKgUhYTh0



2tlubA/Hlvv/5QoLJPnz78+eefJU6qLFBpMpnIysnk6/kfcuzs9ltQaWfjku+h9AxFUk651As

OPiMzjUUrZ3M2/m9q1KjBkPYf4e0aYI5VeS9FmI9Or+Pk2SN8t+h9MrLz83E7ONkWuqgjQGzb

OiNo16CfOde4pIwXkMz6y85gw9bVLN3wrbmvm1DZvNoAOjUagoOtM1Kp9F6mdauuMLdr1y+zf

MtsOrTuQdMaXcw32O/VRiJUlot5Km4j1kLl22vP0ewetr8FqMzKVPN6xxARKh/SshChUoTK8l

x6AlR+uDKSqQOD8HarGHEqC56pHPzVL/i4SvH3vA0RFfWijgCVrrVaonlvPNn/93hB5c01p1b

nsGLDT+w7v4qmTZrRr9VEPFzuPS97SWt62971rD88h7p16vFSty/Kc/mb29Lk5bLn0Ba27ltD

VNIFM1S6OHkSFtKZpqE9y31+MdERrPnnV1z87WhZtw8+dpXQGk3YOzuivJnQpdxnWT4NPnZQ+

UzfXuzesbd8tPOItvJsvz4sWpCfu/hhQGVmppo3RKh8aKtHhEoRKstz8Wm0Bl776QqjulSiST

Xn8mzaorZKu6hT89WFnIkx0KiKjGdbKHGylyJCZfEXde6Xp7KgMY1GIzEJkXi6+aCyKdv5fIs

Wx39Cwnb1ycsHqBvaBHuVkzVVLZa96bk8cWEfqeoYOjTqj1KuumfP3t0DMLH7h3eZ/c85jAFV

8XOzRR6t5Vp6BO3e+J7Xn/I1x6C2uBjT2T7vHwz1PdFFKXALUBN9LgmPWgHEZNhSr5KSGvXq3

YLVqMv7OH/kKgnKKvTt2xZ5ejg//32ZESN64mhBp48dVPpUdaLv5DAUqntzfVuguwopos8zkH

HSid+/W18mqPx00yVCfN3w9bBk+dytAsFTGZelZnIH0VP5sBaICJUiVJb32tt1OoXVh5IZ8pQ

3wd622Ns8uPdrujoeg0FbaEppETdo2/dl+jasS9CwTzkTYzR/7mwLLavLqeOl4cL04QQ4VKyQ

Qo+np9JETuJ1UoyO2EnVZOkUkJuO1MmPSqpc4jLVZGXqcLYzkqeVYV8pgEqOivJbooYbLPtqL

We9gmlhPMyeIy4M/Hw8jVzKaY2adCRGxKEK8MdJYRXOlW2OhjjmvzmB1bu2cEpfjael6ehfnY

r3sZXY9fqU956tjjWxWbKvbKN/vxk4+bsisdXhVKkON7YuQ9u0By93aEvK9V2cuK7Btao7B37

4leznXuC3XtV4/4ed9GzjyYzvN5FBDy5fmYklJy0fO6isXN2FIZ81QWlrjdrLZvuKWEunMZC4

35bFM9eVCSqXHIoiyyChVqDlsbYK6kGEyoe/KkSofLShUv/t52RWoNvfwoo2GEzsP5/Gr7sTM

CJBLuSsfUDFaCocZFro1qjXk5KejUouQ6pyQJ/PlLeKrcJE8LVNtM3+pULFqXwsodKYyZrX+r

LUsx+2F9cQnmtPbUkyN+p/wMIeUbz08XFUxniyDJEoMuwImvwrP/QJss7bVtJaM1zipeCeJDZ

piyR3Pxs3BbE5YT0dPcuHAYzpl3mt60Q0jb1JSsyh7dODOL7zCINfbsWs8XPwbhVCUJ4JbeW2

vPN/fXGxCDwNZEZHkGJwwLmSF27KmwBsQp92hQP/xpl/SDkHVsVPYcDg5ok2JQVbLz88HZUY9

XnkZaaSJvOgsnPJgJ6XlUaaXk9ucg4u3raos0CdnorS1QmT0QZ7uQa1xoTCVkpyShq2jm74u9

qQkK7F3d7E9ZhUdFJX6tSqbBHMilD5gF6MD6qbe4XKpYejyNSXHSoPX4qnsquSIWG+xU5ZvKh

zf1eDCJWQt3Qx06e9x7jZC/B8hHJ/H33/LSavWc7KrYdwrSAhhQquVmErPD41j2xNfo7sB1Gy

c9Nu3bC92V9WTALjpv5Am2B/vDsM52qyyfyRrQJCvKU0D8gjbtYIqoieyrtMZOn2t3BLXACE0

ooxJ57F6/bgkqfllMSblo6nuXgll1zPrvyvdS5bz8ZweM0GUiRSfLycqfTsu0xoU7n8oBIjGr

UGhUKOVm80Z8iU2aiwiO1KmxyQGXWaDUePc+nQGTxatKV6Lpy4ep7aHZ8i+fgB4hw98TJ4UTd

QRrU2nXG1oOP085v4cEMi0uOrafT6eFK37uWa1p+G/jbokjcwetp6Qnq+ypTuNcj1VBH75ybk

wc0ICnVClpbMn1u3EFRVyf64QIb3aYr2hoba7TvSpr51MSUtmL7VIt27dzfHUPX1LZ4BrG60Q

AWJUEzCYYRSytRLK/jw4nLqOwVysv03pYmbPy8qTqXoqbw3T+VvR6LI0ZUdKg+cj6VVVVfaBL

mKUGnRKi5/IREqwfXPldhOHk/67AWoHyGo/HXci3y8Ywu7tx7CrwJCZfmv1tJbtORM5fEbBmr

4SOnZWIm/pxRTblaFzKjzqHgqha/sefPm0b59e6pXLzneoyArfMFLTEaMJglSiQnhG98kkSLF

hNmJfBMBTCCRyajgd00KLcqb+GIyGsxzEnz0t/5mwjwXk0SC+U628LkFTvyciF28/sWfRJ05x

dB3BvL9pFkcv2Six4D2eMlPsumcL6uWTmTXlE84FhJMxsL1BHfsgWdNHUf3XCF87zk6DXZi1f

okOgwfiH2yD+0H9uDF3i1Kf6Duo0RiYiJPP/00Bw8eRCYrp+MHd4xXhMr7aMCimr5XT+XPR6L

Qi1D5gK1Wvt2JUJkPla6TxxMvQmX5Lq6H0FpRUJkdeYPe9dvSo0t7av3fXPw9pNQNur3dWVEv

6piuR/FPvaeo/dZY/D+YVGFDCglmvnjxItOnT2f+/PmoVKqHYPmH2aWek9vWkeDqgSFch0dVf

3wrK8lJ0pKdGEFcRiKXY3Ox12eDfwgKxyo818iJzSv+xFS3M12b1sG5xHPHJgyabDRGJQqVAm

NeLgYj5jBIxv/g1ValwqDTCH9Em2dALuCsAoxaI0ZMSKQS4T+Ry2UYdCbkSjlKRfls+ZdF8wJ

oL1q0yByDunPnzmVpwqI6IlRapKbyEyoPqFTnGmlQ1btMgzpwIY5WIS6ip7JM2iufSiJUWgaV

V7ctxe3GBmp4Ktl5JZvE5GQGNXElNVvPlgtZZmMI/18oF+JyORWtwUYhoXNNRxysvKiidwghv

flE9I4+JRpZ9FTerZ6ioFKalIKhamMkQ/tjmP0FsjvOeFZUqEw6eZawtr2YPKAPY3/6pkJDpX

CDe9myZeTm5jJy5Mhyi49YPm+5+91KHn/++AH7TZWxOXKFbFyo2c2Ro9vicdTkUWdoG258uY3

DrtnoruxjR43XODtOSffhq3nrw3407zSKZv7293uQFar9a9eusXjxYj744IP75qU0O4OfmO1v

E+Sdy0CZY4MhLQ+TDRgCTKhCXB6o4e8VKo/HZLL63zi6Nirb2Yy952N5yoLt75CQEHr16lVIN

2JGnfJZKiJUWgaVgraNeTlIbey5tGEu8UfXMSDMgWS9E9uPX70nqBQ8CEY7H3TOQaiDe6P1si

xlnAiVlkOlW9XGaIf1J3POl3dVqqhQGX/8NHXbP8P7/XrxxsJZDwUq+/Xrx+rVqy1+2Xz88cd

Uq1aNnj174uz84ENKWTzQchbU67QYpVIkOgNapKhkRtQ6UEn1GORK89+NEilykw61UYqjrQJt

ng6pQopUonygl9nKeepWNSf8+BC2u3/88UeEtSJ8t9/P8kRApVGjJ+dAIvJECTYyO0zCGXYp6

GzykD/lhNztwW0dPGyo/O3QNb7sURUX4cR8MSU6Oho7Ozvc3NxEqLwPT58IlZZD5U3163JzUC

fdwF2pJSNHz9EFb5UZKg12AairPo3Gqy4Gew+QWr4lJUKlCJWWvBLuJff3+fPnqVWrliXdmGU

yMzNZs2YNly5donXr1jRv3tz87r7XzCsWD0AUrJAaUKvVnDlzxpydyd3dneHDh+Pl5XXfx/pE



QGXGnmgyd8WRo5WgkMmwUSmRC+cdTEbkdRzwfDrwviv61pfjPYYUMnsqj8fRtWHZPJXz91/l9

wG1yzRf0VNZJrXdVUmESuuhsqASDTotEduXkX5lP91CJBicA7mYoOPisR3Fbn8blS7oBa9k0N

NofOqCrGxx+ESoFKHSkrfAvUClJe0XJZOUlMSePXvYuXMnZ8+eLWszYr3HRAOCY2jAgAE0atS

IunXrPrBZPRFQmbz4EuooNZUx0SrAGZWtExKJHIPByN9piTiOqfnAFF4unkoRKh+Yve5HRyJU

5kNl5uTxKGYvQFPM7e+SdC8cOtdrclDq1ZgcPLi+fy3XNs6+CyoNtpXJDe6KxjsMvYMPyCz3S

hbVvwiVIlRa8k54GFBpybhEGVED91sDTwRUxv90iazrGcxs4Y9TYAByn1CkLn4YNFoWbllL4r

MP7lzlvUJlco6WV1ad5/VONcq0Niqkp9JoFPZwMF29StSZM/yxa5dVc6vm5UV3b2/h4t1dRQi

lEa7T8dfFi1a12SkoiLoODvlhKBwdwd8fhC0pHx+wubf8yiJUQuTPc+j79XR+nb2AOmWAyjuN

qU5N4PruleReO0Brfwm27r7kBj5NbpVWmKzyShrJzsnFwb7oQ/wiVJYPVOZlZ3Pwi7fxMqbRq

Io9By6nEZWYSY+6TjipZPxzLpM0tYEalVQ08LNFZzCx53I2Sdn58Te71XHExcoEGkK4GZOdG/

oWz6Ov0bzI90FFOFNp1YtKFBY1UME08ERAZfTScLLOpjKjVQDeNRqgrNECaUBdjBot63bN43S

1tAdmlnuFSmGgnRccZ0o3y8/c3Jyc0WTij8PXmNPP+rpCG/dt+3vuXFi4EP25c0xTq/nYSmu0

Av4WUsAVUU8HjAV+trLNF4C5QCF89PODJk3g668hsOxHJkSotCSjjo5Lm77i9xtV+fjlVsz95

EeqDHmLnqXkts7LSMImLwOJqx8mRVnOSifz+/J/GDZoaJErRoTK8oFKoRWdWo0+NQE7GzlHVy

4h9siO+waVRo/q6Ot2wOBXB5OjG0jNPxfvKiJUWvmiFMVFDdyhgScCKu1OZdD6kgY/FxnetRq

hCG2OxLcWxpxstl1bwUHVjQe2MB4qVBpNbD1xg097l3zTVcioU6NGDbp161ZIL+UOlenp8Pbb

MH8+eHpCs2ZoX3yRvdevW2WP+oGBeDg5FVtHo9Ox/8IFq9oMCw7GzcHhdp0jR2DBArh6FXXDh

ui//x7HZs2QFPPlVFJnIlRaApV5HPphIEM3urN9Tnde7j6Ddm+PJmbbGhICX6ar3UYW77yAV1

A7fvx8BCs/+5Dl190Y2sqOLYdisHXU8sqwQWxY/DsZ/v15uUkMs1cfJDXLm0DXdJJVgSjSzyG

r1o9+9keY8tcpXP1asOC9MF555XfGLFxDvxDbu8woQqVlUElCEn+FNiVgYB8azC89WUZuRgYR

OzZTQ3sZVVBDtv21iYyoy/fkqTSpnDC6VkHfpD8G/+pCrJNS3wEVASoHDx5sDhUkFlEDj6IGn

giodFIbeea4GheTDrvK1VD61QQXX/QpyWxWH+aEe/YDs92jApWBgYEI6cIKlnKHynffhRkzIC

wMfv4ZhMPE8ns783bfDCls0aekmMFy6vTp7LazY9aKFdRu29bqLkWotBAq5w3lgz1S7HU5KNS

2BLdvi5/+Oj+tVPBcDzv8nxlMyq75dOjfn/NbDrB22Y+ct6vF8vmfsPmbKTi7ObD03yzkKfY8

/VwdbKq0wGb/bFw79mXi65MJrl4fW00ydavXIXF3fMwAACAASURBVK/jW1TetZJa74zg6tq/G

TtqjOiptHBlFxWnMj08gmqNOjKibStm/vW7hS3dFjvx63yid62jupfMvP2tRcHecDVJafnv6p

K2v43Ofhhqd8Qg7Ea5+YLU8swhFQEqLUnTaLVCxQqiBh6QBp4IqBRSUNU8k0WHDCMqJ2eUrpV

B5UxeWip/uicS4VFqlspyM0d5QOULv5/i+TZVUcgtf1kKEzAaTfxz4jqf9S75POYDyf0dHg7V

qoGrK/z7LwQFlZuO72tDej0zX32VSfPnM+rpp5m3fr3V3YlQCf988xljf/qeLyZMpt9Lrxahw

zwO/TSCX5MC2br0Is93cGTVnv30GvsOR+aF06qrC7UGDSNuxxzqhjoyd5OKpulr+D3Zg0/eG8

bGOT/Tpm09zkqbkHUmig4dVKg9W2DYOgO39s8xYewUnh/zNqa9e/Gq5Up069fx3vw7oW8P5/L

yVbww+g0clXdskZpMvNOnI3+GX2bHloP4imkazXYrLU3j1+uXWv2MmNuNjkJ9eAt+NWuhDajD

4dmfkHLxZJFQaZIpMTl4om8yEH1IGCiUZepThMoyqU2sJGrglgaeCKjUJuhofFZDLa0RR4UEW

6UBQ14el11kbG/kgfEBJjotD6icsOocPRoHolRYB5V6g5EDZ6N5v0doiY/AfYdKg4Gcrl3Rbt

+O69690Lr1I/VIpkVF0aZ2bWI0Gk4fPIh/o0ZWjV+ESgj/ZwNdx49mXMeujJ+9sAj9GUi6vI8

YqS8xVzSE+mYRk6ElR52FncYdp8r2uFWtSm7cRTx83Ll4+CQ6WwmH92xGWrsNksM76DnuPdLO

HMfk15A6Hnmkyz0wxp7FplIgZw4eJRcpLlUbU0OWQoJLKLYxETjVrU7Cv4dwqNWSUNfCV79kW

ZloerVnh0pFx2XrkbsWjuN65ySCa/patS4eVeHyhUoT2bGnWPjVcvLq9+SlQa1xVUowaLUcX/

AdV7as41KujPc6epgv6ggwaajREX1wY4yVqmKSy9m8aDXKTn3oWMX6C3UiVD6qq1Acd0XRwOM

NlQYFSnUo+/6Io3bOBd5sVRmtWkNaWjb/ulUippEEk436rqM2SSf+x/nIRPO/O0vHdnmEhuX/

Wi5LKQ+ofHPVOZ4uI1QevxjLxC5VHypUJl++TK+wMLqEhfHhtm1IH8G8tcs/+IDBn3zCL2PGM

PyHH6xaCiJUgiY1hRYdm5CZl8fhNVvxqFG2y2N3Kv7S9u9568vf8Or+Pt+N7YmjougLGVYZ7D

9hh13b8Bw/Ck3r9sR/9SMmZcnesCcZKtPCIwht1JHetWqw4OAmy9VtymHjhBdZHfQiflu2UG/

GR7R1y0OPEb1URcruX/lx/k5mdLVDEdYbeaP25Crs0admopGZkChs+f2d6di/+h6DAsHZzQV5

6Ucpb40v7shx6nXu91Az6ojb35YvF1Gy4mngsYVKk0GOa1Yn5JoATp06w/E9f7O0vy02OBObn

MUvKYFUbtwU/A5jVMUXskz8vy9y8XqS+V8lDye83Rw4eTnWLBPWOINmbawLT1Ow8fKAyrdWn6

NbwyrYKK07fyh4Ko9cjOWdhwyV4du2Ub9nT3p36MBv69YhL+XL+V4em8zoCBwcnZA6e9xLM3f

VvXTiBDUaNmRiy5Z8uX+/VW2LUJmvrg1zv+WNWV/SvWYdZvz4K/ZeZctnb5XyyygseCkrvTgA

5fkzJM9aQGanwpfYimr2SYZKbVY2lf3qUtfZiR03TlmudZOWc0s/55XPTlK3T39eH92Kr4eNx

9iuPbJLVwhqGIhBUZ9mxi0cD36BTlnL2Gasx7VJ3+MytiOntusI9ExEXs8fbEP57O3nsLcCKt

V/bWbw82N4feKrdJwy8aGkaRSh0vLlIkpWPA1YDJWzIzbw+pkF1HUM4HSH7yyayanLsXy3fB8

LPxhwS75ydReGfNYEpZUxxizq8D8hk0GBQ1pHKtnVIiM7h+ysHJb8vpT3O2XQuYqRpPg8PjxZ

mSZdhqGTpaL2XVfIWxn374tcup7EpRtJ9Gpdi05NQ3nzm3UIAZdDaiXRqUuENcMpJFseUPnV1

nBqBnnhYGvduSEBKg9ejOW9hwyVe5cvp/OwYQzs1YuFK1ciUxSd3UQIgSR8H5Ql3VhGfAy75k



xFcWMv7ao7ImswFEWrQUgchHAisjK1WdCQkZGRBAUFmXPtpgu32K0oIlTmKysnKZHRIwdy8Op

lBoc14b15v2Fja4dUZt2xDitUb72o0YhN1HV83n0D6akTaIa+QNzkTyxq50mGSkFBn3bqy7dH

T/D3Z1NoOnakRToTspxpstUkXj3Ep8PeRT16OjarVtF97jRUP77OlwledGndj9Y2OzjkMYCOG

UvZIWlA1HsbeWnPeH5u+TlpYdnsPHWFQdMWMfN/zczvEIuKTo/Tm5MxLVmFZu2v6Nq3FqHSIs

WJQqIGbmvAYqg8nHqZ5nvfRi6RsaTReAZUFqIDllweFlRKc/yprO+Fna0DmdnZ2Nuq2LfvMMk

n1/JrtywuzkthakgD2g8YYwbFNM8VSGxybk2mIFTeOcOKAJUzt4ZTqwxQmaczcOZqPBM6lpxQ

/n6fqbQUKnefScXeRkaDEEfkstK3MdNibqA+twMvz0pEJqSzd94UfJzkZqg0F5kt0sCmyEJaI

wttidSp7N5LESpLfvYz03JIjs8o7RVB3LlTfPTOG2y7eoXqTs50eKoj73ftSbRcQabBUGr9mw

JKuYwgDy9zGtaiis5g4FpyIlq9ZW1m5WThnJRIk6tXsD+4B2l8HOoBw0icNAWjfYFQUyWM8Em

Hyis799G17wj8nRxYvW0tHtWCS7WnSZfJhhmfs+JUJpnpOfSZ/CYHP5pKdu1aGJNyaNs2iAxT

A54JOsP0FVH4GK/i1XnAHVDpTIPJr5O9djX9P3qHOs6W/UhR7t6Pw4hxmLw9yfh7OUYPNxEqS

7WYKCBqoLAGLIZKoVqT3ZM4lh5ubqGbVxht3GuV+CswIS2bM+diebVt01u9vvLb+wxu4ISDjW

UPelkMpkwPw0/RDltbG2QyGTqtltT0bFYv/YUZPRMxfH6SqbWa067/yyhkUtJc/gb721vgBaF

SuGEtlUjQ6vQId8TvJ1TqDSaEf3feRb+Tp77YEUH9QE8cVKXkL5ZICtlH+EK9fCOJMW1KDtw9

a9YsggKr3LeQQpZC5U+bo9lyNoMQTxte6eaLn4cKmVRyy8so/CAw6vWg15CTlsKqV7sQ6m1Dw

wA7IlO0HIrIKQyVBReT0hl542HIw7ojcXBFYmX6PhEqywcqhVb0uWp+nzKJr7ZvwqjV8oHJxC

yg8KGUkvsTvFErgf7FiK0ChP0Sa+I8CIdLTssVhFbyJXPCZNK6Pm3V6+hJh0rhcs2bg15m+fY

9DOzQhm+WzENuq7Jql8CUFcvopz+h+8/f8Gy1sgSzt8BkRiPyqFicew+BGzHkzv4c9bDnzBXt

bFzM/6wt95KmUdz+tlbbonxF0oBVUJmuy+H5f79lQ8KxMs9BePl3kuppIs9Pt3U/ijK5JZVUT

XGws0Umk2LKy0FtkPLvv6dxSVpHl03hfN6gBW17DUKn1aHx3gYOcbeGchMqr8WmMmlodzR5Wn

Ycv8jxS9epWjv5vm1/bzmZyrqjyUIEpELFzUGOTHZ7EycmLde89V2a985GKUVR4KKCwWgiIyu

X6t7/ee6KUf7Vq+G42EnMAdALluite0k8dhrP1o3wb5Of5uz0qdP4VPLBy8sLhVSCj3MpoAtc

3riaUf83mh7tuzHpm0VI5ArcHeVmYCxY1h5K4nBEvgdZKZPQONietrVdCQtxJCcpDoVOzZH1y

3C5tAZv3wA2HLhgOVTe7EjlgiykFbKqbZBVbYbExs6iJSlCZclqstRTWbCV+JPHSD11grD4GO

ZlZRKjs/wd4S6TMdbODvdiAlynmEz8oFaTYoX3s6arK8MaN0cb1gS9m7tFwbMLzudJh0pBF7G

nz/PmkFHsjIqhd50aDB45jFZd2mHrX9mi58yUl8WGpbup2rsbNd2tO0Neagc6HfK4BJQbtqBa

8DuSqFi0I4eQNe09+C9cmwiVpWpRFBA1UEgDVkHlzZqnMyN578ISsvS5JaozN1eLOjWX7v63P

WMLzmxmsLcMZ6XFJ12sNpk8vjXu8no4O9kjNehxuHSB9Oq1Sc/MZtPfmxhz/gBLGrWnbuNm5E

kTkARtB6nxLqisHhRAz2Z1OBkejV6vZ9Hfe6lSPeG+QWVxEz0XdXtrXpDZdiERe0c7XOxLDpm

RkqZBp79NqFq9kbjUHJpUKfmX94FTNzBKlbi6FM5Skx2dQG5SGs6ezngFVTIP92p0Au7Ojrg4

2pGm1nMhPq9Ue6lObGTlsneoX7s9QcO+wmill7CrbzqeW1+jXbCcnRezCPGywdtRzoYzmdZD5

R2jtZt8uNTxCwIiVJY/VFqk+EdISITK28Ya2bYX60+eNf/hNaDmf/9t2WEEEH4GLwL6FWN/4e

09DfjQivXh/l+bvf6rkzv9fXJGjQDFbXgVodIKhYqiogby70BIJCZhH/E+lId1ptKUHohNWnM

c7ZxwsBMO/ksxGU2kpWeSnZNLwp8rkLVvjHNQGhK3CCSywh6Rm55KO1s7hnRqhpebM4fPXWXu

2p0E1Ux84FB5p2l+PRKNg6M9Hk53p5EryYzZeXquxafwassqJVo7OjoaR0dH8yWUgqW8Murcu

f0tbD1nqfV3eWh/2xXHnktZ5iF4OshpXt2J9rVdsMuJZM+UvnSo7ihC5X14bsujybJ4Ksuj34

rUhgiVt62hSUvn2F+b2bT3EE3iE4hNSWNzmnUX3Nq5OvOJY9G7LFpgXEoqF3LUFi8BmUTCqOo

h9G/UgLwBfdBXvzvU2sOAymvXrpkvAYpF1MCjqIHHEyoFRDbYQLYvMq0bGOzM2We0hkyMNmkY

ZalI7bNBaigyHexNqBTOH3ZpVoeQyl78seMIiWlZ93X729IFtOJUHLkoCPaw7MLAzXYthcrix

nG/oLK42983z1R2r+tM31beONnJkUolpFy7IEKlpYvlIcmJUAkiVN69+Iw6HVKDEYPRiE5IfW

pFEY7XyCTFX9gT2jNY6R9RKuRIhegT0qLbfRhQaYVKRFFRAxVOA48lVApaNpkkoHFGorcDo9J

8ttJg0mCSq5HINaDQFGuMin77e8OFRJK1UquhMjopC7lRx4CGZcv08aCh8tTVTFwdFAR4F/bI

VgSojI+MpElQEA2cnVkvhhS661kSoVKEygr3bVeGAYlQWQaliVWeaA08tlB5L1Z9XKHyWmw6n

rbQo45PmdTzoKGyuEFWBKg0RUZyLiiIas7O2DzBULn3TIo5XWiTUGezF/lmEaFShMoyvWQqWC

URKiuYQcThVHgNiFBZhInij+dn1BECoN9Z6tRPpVX7K2U2bHkEP99/NZXTCWpqV7EuzmJ4dCo

+9jJ61Ck5c0lMTIz5PKWDQ+HtdREqC5g9MhKEc0/CuVMroDIqKZcPlkWat+l+faN8UhOWeTGW

Q8WdJ5P5YVsCdSrb0qm+G2HBjtipZIhQKUJlOSyvh97Ew4BK8UzlQze7OIB70IAIlUUo741mK

zh7JY5+k39FyOoiHNEUsrrs/H4UqaYT7Lw+r8wqLw+oPHo9jWPROdQOtA4qD5yNplN1dxoHup

Y4/jlz5pgPivfo0aOQnAiVZYfKbLWepbvjOXg1i2yNkde6+fJUnZLtUOZF9gAr3oRKoUshnqq

znZyRbb0J9ZKTlpj5AEdS8boSz1RWPJtYO6KHAZVDhw5lyZIl1g5VlBc1UCE0IEJlEWb4tPsm

zoXH8+WKI/RtHYZSKedqTCIvPl2Li8m7WH3m6zIbrzyg8kRUOnsiMgiral2u5L2no+hW25NGA

SWHFLrfGXU0u3bxRdeuDBo0iNCFC8HKtHzlvf29QfY8O6X5Afoz5ZZdfhICJuisu2dQ5jXzqF

W0t5HSvbYjTSqVngXpUZubNeMVodIabVVM2YcBlWLw84q5FsRRWaYBESofQagMT8zmj+NxtKr

rb5mV/5NafyicoS0CaOBbOP7knY3cb6hk714MnTsjGzgQKgBU6lCRS362Dvm4DZbpNDoaY+vW



4OQEp05ZVucxlDp0Po3f9iffmtlToY70beWFLXrSRU/lY2jxu6eUnhOL3iAE9Xn8igiVj59Nx

RndXw2IUFkMVF6KTOSjRXtpEloFvcGARqdj4tCmXEze/dA9leFJOaz8N5bWVkLloq3nmPZsbS

o7l5zu7EFAJZ07QwWByoJLwNLg55TxTOX9fZwffOvC9vcve5II9rGlX1N3agY4mC/siGcqxTO

VD341ln+PIlSWv07FFh9vDYhQWYR9fRyD0ekNRCdmYDSaEHJm29ko8PdxIU+fTYbm7gs8li6T

8tj+jsnQ8OU/l+nbKtTSbs1yi7adZ1qfWiJUlqA1ESqtWlJcicpGrpDh52GDQn57u1uEShEqr

VtJFVNahMqKaRdxVBVXAyJUPmDblAdUJudombr+Iv3bWAeVY38/zJEJrbFTyEqcteipLH1R6C

Ij+SsoiEbOzgRacfu79JYfDwkRKkWofBxWsgiVj4MVxTk8SA080VBpMhq4uj4eVftK+Dkaub7

2KtLWIfh73cz9aiD8cCKBjX2QyyD3QjSXUpTY+LhQIwDO/BaPZ38/KjmXDGkFDVpeUPnmyjOM

6lLbqrUyZPFBot9rX2odESpLVRHRkZHUDQoi2NmZf0WovEthIlSKUFn6U1TxJUSorPg2EkdYs

TTwREMlmMiLSmTNJgPtGxrZF2lPt7a2SF1skGXkYXCWc3FDBO5B7tj5OuKq0pNwKZ0YhTO+aS

mkerhTt6aK9MhM1CYFnoG25CVoUFWyRZukRuZmj0p5OyC0YPrygEqhnZZzDvJ5nzCLV1OeVs9

bq09wemKbUutUdKjMzcrg4h+zqSqLYfuB84TYZeDtKGfDmUxCvW1oGGBHZIqWQxE5+DjJaVe9

6HzBtxQhUyFxD0BWowfK1oNL1Y8gEBkZaQ67JMTzTBehUoTKIlaNePvbokepQguJUFmhzSMOr

gJq4AmHSsBoIGHHVQ6fVdLp1QBS/44h5yk/7PdEk/OUD4lrL+Fe35PU6Dxqe6k5nagi41o6Bp

U73V7yQ3MxkSs3jLjYGND7OmE8G41zK1+if44l9K0auDsUDqvysKAyPUvDuqMRLHi+YanL8EF

AZUTnzngNHIhDGW5/35yA0WAg+tQhdEfW4OJflXU/f2M1VMrqPYe8Tiek3lVBZW+OR2pJEaGy

ZC2JnkrRU2nJc1TRZUSorOgWEsdX0TQgQiWgz0rj3A4D9Xu7E7MhipRGlXE+GIOmfSWy9t2gd

vcgLm6Lwsshl/AUFRk6e2r55qFxdcM9PpZNq5JQOiqo1CWE+o7ZHNmeQJJvIEOGe6C4g1HKCy

rfWHmGp2r54ulqb9GaSkpXs+tsNLMH1itV/n5D5dX166nfrx9vPvssU5csQSq/edyg1KEVK6D

JzuLgopk4JByltr8LN7JkHNh/+G5PpVyFxNkXWfBTyJsNQOrkXqZORagsC1QayYy9woWEHKrV

qIubrQJhtyA35RpnruYSGlYLlzsfmDJZ5wFVMulJOneAGOeGNPC/O76p6Kkszg5Grl+JxDGgC

m42/x0dMmqJPn0VZbVqeNlb+T4waYg6fgZlaAO8HYU1VX5FhMry06XY0pOhAREq74DKzLOxrP

klDncne0LHVSV13XmyovTIGvnR2C2dkwm22AZ50qiqibN/xaGs4UzyrmiSpDaEPRuMn0Mef3w

cScN3a1HdR86dfq/ygsq3156jaTUfi6Hyamwa6uxcXm0fXOrKnjdvHv7+/hU2o05xEzCZjOQm

RmNja8+1MyfYM3PsbaiUKpEGtkZevxvSyrWROlmXjejOPkWoLAtU5nFk/jiGzD3Oe7NX8WKrI

CCXnd89z6h5En7eu4y27lYCRamr+T4KmDJYPfZlMkfP5cUGbnd1JEJlcbo3sP7LmVxr9QKvt8

xP4KBPvcwLvX9l3J8f0tzDSjA0RPFNi+54ztvFsLB7e67vHPHDgMoRI0bwyy+/3MeFKzYtauD

+aUCEynLVrYnsyBQ2H9HzzAAfino1lhdULtwXidoopV6Il0UzuBydSq5ey2utAi2SL0qoqDSN

f/zxB25ubnTs2NHidvcuX07nYcMY2KsXC1euRKaw8kvE3JOGSzs3cjovgO4daiExyFCatGgNW

sIvJSN1MKBMTyF220Jqetrj0fctYsMTyXHzxM3PF0eTHqnUhE7YQo9MIaBmMPZyy7a+hd5FqC

w7VL5+xZeeYS14b0g3JDln+Oi5d9iZF8Any77E7uxafvn2FyKMJrwaD+KD17uxfXAPzjTswI0

r53CtOYAv3/8f2ogD/PHrPLZeiCHFoS6T355Mz9qO7F/2Dd/8uQebKg2IvubE4uWT4N8NzP5m

Dlek1Rnwwkj6tvNiYf/BpLVozZFDxwhq0oeW9uH88s8NGgx7nw8HVufyP4uY/es64m0aMfaNl

+gepuXjEe9j42vPvvBcmgx+hxEh15jw2hSy6vRkzvRPqelhV0gpIlQWv0YST6yj39dZ/LFgKD

5KCRc3LGRWcgO+H1Gf9HN7mPb5PI5HKOn60nBeGtScTZ+9xv4Md84fu4hf7Z5M+/oFcvevYeq

7vyFpVB3J/u08vXQ73ZTn+GTaYk7fiKfRoPFMeaUb6z96l81xGVxLdWbBkk+oYW/5+6asUHnx

4kWWLl3K1KlT71LClR272N1nDB4NatNnzyqL35uioKiBR0EDIlSWq5VMZN7I5P/bOw+wqI4tj

v9Zlt5EQEAlqIggWMCGYjA+sRdsxBo18RkVRSNYwYpdFHsUu0afiS3W2LsRsWEsKIKCiFQBqc

uyjffN9eETdpe9Cwq7MPN9+8Ww587M+Z25d/937twzhfr6sJBzt/2lROWeewnI5xexFpV3opL

R1tYYXRqX73EvwSRLVJ49exYZGRkYNWoUa5JfRlSmY9eIblif4I75vnVxMk4bPWKuI75lTzy8

lAMLq1uwbtUbsRcfwMnWFcOWj0Xk9FH4LcMZ43xb4PLFCMQ8uIO6bYeA91aCub9Ogb0h+7f4q

agsv6ic96EnOuS9x+h5P6N21B9YdMcc/LCrGL5mPswzE1CvoQOMRDFY3t8bjVYfRMGcnkjzPY

vZfZ2wf+lccAbMQU/998g2sIa9hSbCdkzAlszRWN8/DbNCs7AyeDyEL05gzOJIrN/SH7tDb2D

SjElopP0B+1YGQr/fBCQuHIdaAScwsikf06auRu8lG+FZdAddBh3Byg1dsPSYGAdXDYN50Tss

Cd6NUdMHY8vPizAweA/a6rzB98O3YdbBJUgNmkxnKsuxo06RIB27x/hDZ84GjGypi31rNqHJ9

z5wq5WJX8ZsR/+1s+Fpy8W59avx1skbBldX44XDRCz60RnHJvrgips3OI9ewG+pH2xyH2BSt4

nosWM7IvxD4LFrKwa2NMbBeUF46DEFrrfW4Fqjn7B5lCN0tLjgsFw3TUZ4eUXl7du3ERsbK/O

6SEUl658KaqiGBKiorOSgfSlReSsuEycfpcDLTfHjbOLi9cgk9G5qhjY2JuX2WJaofPLkCa5c

uQI/Pz/W9X4ZUZmJI9N+wpFcZ3SwicfpghaYqnUbZ9ERxk8zkaz9CCIDK7xLEmK0swM6LfbHu

xWb8cHRFbZOfOwN3o/ol69h4NoXzWCIwatnoLUF+xkMKirLLyoXFAzDXP0beOY6AQ53jkHQxx

t/Ld4I7zVBcMqOxO3oJOS8vIT1B85hyrajEAX2AndlBH50tcSR4AC87+yHfzcpwN/hT8HPe4e

NoRth3jEYAS5XEZw4EDsne0DjQwxGzDoDv4kWWO63HLk6/8sAoGWOH2fNRPZGPzgEX0FXqxzM

CtyGn9evQNO0v+HpuR4jxtbH6qM3YGWo/dFJAxds2DsRh+esh++aHbAWxWLEgKUY+9ta5K70p

aKyHKKSrKXNv78DMw7VwZo5dbB+YRSmrvsRkoQw9Og3HTyOFj4+ODCC94IlqB+xC3meszHJ0x



Jnp/2EdQYt0URsiU2rxoKDLBzzGQZen0nYNuEGdkaugmMtLqJPb8LIuM6YmnoY6T1/gZ+H8o/

GyysqQ0JC0KFDB7i7u9OZSta/DNSwOhCgorKSo/ilRGVEYg4O3kuEVzuyLk1x2X77NXYPbgpt

zZJvoys+8v8WskRleno61q1bh2XLlrGu6v6JE+j0/fcY0rdvBR5/F0FUyIcQXOhyAYEY0OYUQ

azBBcRCSDgcaIjEKOJyoSmRQENLC0VCEYo0OeBwOJCIhOBoACJoQrNIjCJNLXDJH1iWYlHp3b

IljvzzD8ujao6Z7Le/P66pXMAfjd97Z2LW+nhYuthi5gh3zJsUgn7zh+HKrkPw/skHNsZZ2D/

aG+bLZYnKKTC8sREZLQdhSAtrJJ2dh/XxQ7Cw/R0sut8Bu+f1hiQ1AiNmXsS8+a4I2f0CW1b4

oXbx0JckYN1gL7mickJAayx/4YI7y3rBoHhIiJ8hYNJqKiplDOFy7/0teo9fQ7bCLD8dKe7TM

bWHLQpTnmDAgENYdj4IbUyL19fy8VuAXwlRucnCA9Y5HGwJ9oGuIAHreg+G+YzFODz2EIIeha

KVpQ7u7ViOhRqDMSLuQKWLyqCgIEyePBnm5tJCls5U1pzrYE30lIrKSo76lxKV+QIxuu16iJV

eit/mLioqwu6wWOwbwi5ZemJiIrNOUk9PrwQdWaJSKBTC29sb27dvh6Xlx0X3isrrsDC07NIF

ni4uOHrtGrRKtaPoeFX4/sYff6Dz8OFY2qsX5p49qwpdUqk+KBKVJ32bYNe44cjsvQYBfWwwz

ScEfQIH4vKOI/Ce4As8P4lJK7fBZ91/gAV9S81U+oJzeS14rYaif71cbJk5EyltgrAzsBHWT1

2HtlP9gKd/YP5vIhw49gsuBgYh7mnqlgAAE1RJREFUu9MoDG8GHD68H82+H4+XgWPlisqVx+Z

g3/jF8Fi2BB1rv8evZ+9jhm9vrPVbW0pUroNgoy8ee86DXzcnqZ2q6JpKxUPy6ZEQDA0W4Myt

2WikyyGpOHBq/jScNB2EAG9bXN15FEZ9R0F4ek0JUflb86lwDjsF/UHD0EkYjomTN8PvzGmYH

l2I6zajMKWXBVYvOISBaxYjacNivK/EmUqRSISFCxcyH23t/812f4ZCkaiMj4+Hra2tYnjUgh

JQQQKVLirtXWzQtKspNLXKP2OmghxZd0kslMAwrwEOhp5ijingC7BmzyXM9+nDuo5iQ8/Q+5j

XxxmanLJZisQSXHgUj1X9m7Jqg6QUsrOzQ79+/RSKSmJw/PhxPHz4EEuXLmVVf356Ojo4OiKF

z8eTx49hZWfH6jiVMRKJMK5DB+x68ACPjx9HiwEDVKZrqtIR2aJSjPTocDwSNUYXJwukxjxEQ

W0nNDTRxP3wSNi2bg5xfATCXyTAor4jLDRSUFjHGfpRf0OjdT80NtND/NOH4Fs5oz4Scf3uP4

CeBZrZ6OPtewO0b++A/OTnuP3oBcRaGgg9+Rbbf50G89wkRNwOQ0qhPpq0ag/H+rqIvnEVJm1

6wFpPiIcPX6JJu9Yw4afiwoXnaNvzW2jnxuHu3X+QLTKGi7s7GlmIERH+DE3bukNPkoebVx+j

sUcH1Mp5iStPU9Da3QP1jHRK4KeiUvFoLMhIQESmHtztzf+XKaMIovwMPLhzD3GpPFg2c8O3z

tZ4+/g+RNbN4Witi3f3buO1hQva1ebh4ZUwZJtawzQ3DZbf9kRDw0LcuxmOuLRc2Lt9hzaNLf

A64hH49ZrC2VJXcYdKWZTn8fepU6fw7NkzBAQEyMx7q0hUkpv0o0fpCzxKB4seoBIEKl1Uvnz

5EtHR0SrhfFV1okmTJnBwcKiwqJxy6Cnz+FtHu+w0LAKhGNefJGCplyMrl5XJU0kqzMvLg5ub

Gy5duoS6deuyamPvxIkYu20bfm7ZEpvv3oWWTskfZFaVVIVRUREeHDiAtqNHw8XMDI/S06uiF

yrfZuUnPy8C7/kBjF+dhGXB45B2ezf2Jjthk08fVNXtKxWVKj9MFXZQWVHJ5/NhaGiIV69eoU

ED2Zk2FInKAQMG4MSJEwr7Rg0oAVUkUOmiUhUhVGWfKjJTOePPSHi2sIGBnvQjls994gtEiIh

JwZzujVm5qqyoJJWePHkSKSkpmDBhAqs2+NnZGODhgQtPn8Jv8GAs37sXuobSCaRZVVaZRuHh

iBo+HAuSk/FDSAi8Jk+uzNbVpq3KF5UkjzofMfdvITzqDXRMmuJf3drBQr/sc+NrAqWi8mvSr

Zy6lRWVoaGhyMzMxOzZs6GpKTubBBWVlRM72krVEKCismq4f2q1IqJy7eVXaGxjjlqGZT/Wye

UJEPU2DdM9v56ozM7OxpAhQ0ASp5P1QGy2O3x68SL+NWgQMvLz0dncHOf++gu6zZpBzOFAXFT

EOjLkXQpyAS9rRkokkUCiZJ1cTc2Pj+TIcXl5wIEDwLRpANkBKDAQmD//479pkSKQk5WP9OTs

Gk2Gikr1D7+BTm3o6RizckQgEDAv5+zYsaNMeyoqWeGkRmpKgIrKKg5cRUTl9rC3MDU2gKWCr

Rqz8wvxJikDUzqzSz9UnplKgvHu3bvYtGkT1q5dizp12CVlf3ruHOYvWYL48HCc0NWFpbMzlp

qZISY3l3VkSN65MRYW6CljUTypJAfAksxMvOXxWNdppKWFGRYWcCTrVXNygKgokvEcaNQI8Pc

HyIwsFZRyeYqEYiTGvYdYLGHNvDoZGtXSg4W1aXVySa4vBYIc5PMzq52vGuDA2MASWpqKl+aQ

m+rx48eDPLoePnw4FZXVbjRQh9gSoKKSLamvZFcRUfmfB4ko0tLBN+ZlPzZOzeUjLTMbk93Zv

VFYXlFJEJFk6GQniQNkVk+Z8uABsGAB+OfOgbwedFmJY8kDTjI3MFrOMQUAugAIV6JOawDnAX

x6t752bWDFCmD0aEBX+QX/SjRdbUx5eXykvstkJnprUtHR1YJlfVNwtWrGLDbZHjW3IAMCUX6

1CrOBjin0dBTn9ZVIJExaNR0dHfj6+ipkQGcqFSKiBmpMgIrKKg5eRUTllVcZePFBiBZ1a5Xp

RWxqDrSLhBjRuh4rbysiKkk6jS1btuD69evMf62srFi1+ckoKwu8/HwU8PmsjyOP2o0NDUEeV

8sr+Twe+AIB6zrJ43RS56fdN0xM6Mwka3r/NxQWCsHnC8txpHoewtHkQE9fm8mFWpMKSVsmEh

dCXCSqFm5zOdrgaipej5uTk4OtW7dCLBYjkCyJYVGoqGQBiZqoLQEqKqs4dBURlU8Sc3Al5gN

a25edHzI6IRN1DTXRuxm7PJIVEZXFOC9fvozNmzfj999/l8p3WcXIafOUACVACVSYAFlDOWjQ

IHh5eTGPvtkWKirZkqJ26kiAisoqjlpFROXL1FyciUxHWwfysFZ+ufXkLbo7WaCtLbs1Xl9CV

JKZCzJbSURlx44dmQuvqSm79qs4JLR5SoASoATkEiBpg/7880/cuXMH7du3x8iRI5Wi9ez4aY

SPmQVzF2cMuCmdj5KmFFIKJzVWMQJUVFZxQCoiKhM+FODA3Xfo2NymTC8OXnuBmb0cYGemz8p

bRaKy3g990WvLaoV1EWFJLsBkfeX06dOZXXeGDRum8DhqQAlQApSAqhEgj7hv377N7JTj6ekJ

f39/5ikMm0wXn/sStmELns/fBJse36HHkVApN6moVLXI0/4oQ4CKSmVofQXbiojK9HwBVp2PR

r/2ZacKWv3XE+z7wRW19bVYeUDuwkni3latWpWwf7n/T9yaPBd69vUx/N55cMpYw1i6obS0NO

zfvx9JSUkwNjZmPu3atWPeElf2oszKCWpECVAClEAFCJCbYpJz8sWLF3jz5g3y8/NhYmKCwYM

HM5tXlGfdrEQsxukBY/D+xkO09P8ZbRf5S/Vw0aJFIB9aKAF1JEBFZRVHrSKiUiCWYODeCMzu



2UyuF2SLxilHHuKZ/7esxRtZK8TlcqUumh9evMIxt49bNw58fA5mDWXvGCGvM+QtSR6Ph/T0d

OZCTfa4JfuM00IJUAKUgKoRIKLSxsaG+RARSW6A9fX15SY1Z9P/vPfp+Kv7SOS+fouuv29Ggz

6eUocVFBTQdehsYFIblSTwVUVlbGIGFoZewJ6FQ8Hlyn8zVyXJVFKneAUCrNx5HouneJWrxTE

HH2Nou4YwlLOrTtqHfNyJSkKId/Ny1V/6oEPNuyE3/h2aBfrAbZYvNGrYW65fBCKthBKgBGok

gTdXbuL6GH9oamrB6+ofMLFjl+atRsKiTqslga8qKiWSIowJ2Is547rB2b6+WgL62p3e9cc15

AqBaaP+Va6m1lyKQR1TIzSwlp1WKOZdJiSCQvzs0bBc9Zc+6J+Q7XgQtA4mTo3R8+QuGFmyS3

L+RRqnlVAClAAloMYELvjMRMJ/zsC6kxuznpKrR3PeqnE4addlEPiqopK09zw2BSF7LqGlY31

0cm2EhvXNYWioB80aOsMlFIqQmZWHmPg0nL0ZCbEGB1NHdka9OoqT7MoawaeepuB5cj7cnWXn

oLz+9B3aN6qF7k3Mv8gJkBUTh7/6jAE/8wOaBUyA23TFyX6/SMO0EkqAEqAE1JRAkUSC2Gs3c

W2gD+OBx+YlcBjtrabe0G5TAvIJfHVRySx2zubh1j9xCHsQjfCXydDW5qJJHSM0tTWrMbEhax

vDX6YiPY8PM30tuNjXRY9OzeBsZwVdbXYv0MiCFZGYjV+vv8GYzg4yWW65EYNd3k4w0Ga//IC

kyiAv6lhbS6cqIgvNw+esxPNtB8Ax0EXHvavh0KNrjYkjdZQSoAQoAWUJvI9+hYveE1DwJglW

Hdug5/Gd4OrK3v6R7Eg2YsQIZZug9pSAShD46qKytJd8gRAJKdnIyOEhJYPsylwzCtmZpZ6FC

WoZ6cGu/pcV0923P0BALyep2V8iZI/cicXWofJf5JFFX15KoWJbEb8QZ/v+iLT7j6FpqAfXRb

/Arn8vGJjVVuqN8JoReeolJUAJ1FQCBVlZSL4fgTtzVqIgJgFGDW3Q43Aoajk0kouEphSqqaO

levhd6aKyemBTLS9+OfwUPVs3gIFuyRlPvkCEiJfJmNPTXqkOKxKVpLL8xBRc+/dMpIQ9ALQ0

YVDPCtqGhqzfMFeqQ9SYEqAEKAE1JCDkFSA/OQUSXiG4enrofXoPLNo0L/MFRyoq1TDQtMufC

FBRWQ0Gw4ZrsbCxNIW5iV4Jb7J5ArxNzsDkTsq9pMNGVJKGCrNycDdwFeLPXUNhxodqQJK6QA

lQApTAlyWgZWQAy3auaB8ciFr2iq/FVFR+Wf60tsolQEVl5fL+Kq2deZ6GRF4RmlqXfNknIT0

PXIkAQ13rKtUuW1FJKpUIRch6FYfs6DikP4oELyVNqbaoMSVACVAC1ZEA10AfFq7NYOpsD1MH

O3D1S970y/OZisrqOBpqjk9UVFaDWD9PzsH5qEy0aWJVwpuI6BS4NzRBuwbK7bmtjKisBvioC

5QAJUAJqAwBKipVJhS0I+UgQEVlOaCp2iGpuYVYf+U1erUtufh7+8VIrBjgBBtTdnfIxX5RUa

lqEab9oQQogZpAoLCwED/88AOOHDlSE9ylPlZDAlRUVoOgiiRFGLwvAhM87D/trJOTX4jQq1E

4M9FNaQ+3bt3K7HFL01oojY4eQAlQApRAuQnk5ORg9uzZINdgWigBdSRARaU6Rk1Gn3+7m4D4

TD6+a2HDfHsrMgl1TbTwk9vH/1emvHnzBsuWLcO2bduk9v9Wph5qSwlQApQAJcCeALn27ty5E

0uXLmV/ELWkBFSIABWVKhSMinQlgydA390RWNS7GTQ0gP1/v0Lo0OZKJT3/vH0fHx/MmzcP9e

rJ3qmnIn2lx1IClAAlQAmUJCAWi0GWHtnb28PLy4vioQTUkgAVlWoZNtmd3n8vAW8+CKCvw4U

uR6J0KqHPa7169Sp27NiBSZMmwcLCgvlKR0cHDRt+TImRmZmJtDTpN721tLRgZ2fH2KSmpuLD

B+lUQ6amprC0tGRsEhISkJ+fL+WQlZUVatX6uJ95XFwcyFqj0qVOnTqoXbs2yMX47du3Mm2++

eYb6OvrQygUIjY2FmSHp8+LpqYmbG1toa2tjYKCAsTHx0u1Q75r1OjjelVSz+vXr2UGwNHRkf

l7eno68yldDAwMGJHO4XCQnJyM7OxsKRtzc3OQDykpKSnIysqSsiHxMDP7mECf+M3j8aRsSDt

GRkYQiUQMP8Lo80L6QNjo6uoy3IiNrFLsEzk+JiamTBviD/GrdNHT00P9+vVBWMsbEySOJJ6k

kHFFxlfp8rmNvHFDuBA+8saEBtmEoF49GBoasvKb9CEqKqpMvwn/d+/eQSKRlLAj5wIZW1wuF

xkZGXj//r1UPWSMk7Fe1rj5/HxJTExEbm6uVD1kuQrZAYv0gbAhY7l0qVu3LoyNjZk/y/OJnL

uk32z8FggEzPlSemyROJMduUg95PwnMS9dyLgj44+MQ3nXks/ZyDtfyBgn8STndVJSkkw2n/O

Ljo6WihPpG+kv6VNZfpNYkrEs75wixxbzI4+xSX9KF3INtbGxYcbE52wIw/Pnz+Px48fYtGkT

s/yIFkpAHQlQUamOUZPTZ75QjLVXXkNbUwPjvm2AWnrl3/6RNHHz5k3s2bOnxA/Url27QMTRv

n37cO7cOZk/bqtWrWIEzcaNG3H37l0pG1dXV0yfPp35MZo4caLMH8CuXbti3LhxzLFjx46VKZ

y6d+/OfEeEF1mHJEukke+JXWRkJFasWMH8IJQuK1euZH5ULl26BOKfrEIeSREhcvHiRezevVu

mDfkxIIKGfE/sSpfGjRtj7ty5zA8T6a8sAevi4oI5c+Ywh06dOlWmcP/uu+9AZpJJmTJlikyx

Qt4gHTZsGCMEyVIGPp8v1Z8FCxbAyckJYWFhTKxklZCQEOZHOyIiAsHBwTJtivkdP34chw4dk

rIh4oH4RETh4sWL8fz5cykbZ2dnzJ8/n/m7v7+/zB9kBwcHBAUFMTby+HXq1Im5ESIihLQl66

aGsCMMnz17JvcxYzEbIr4WLVok02/SF9KnGzduyFwDR4QBqYfwI+fRhQsXpOr53KcZM2Yw4rR

0IaKTzGCRQuojwqh0IXEk3xHxSvorS8AOGTIEgwYNYtogbckqZMy5u7sz46Y4HqXtitmQc2rJ

kiVS1ZCbuICAAGbGTd51gvhErhNEZG3YsAFka9jShdxkFI9LeeOG3OSS85oIXGLz6tUrqXo8P

DyY84WIWzIOZd2gjh8/Hl26dGG4kXNKViHjiowvcnMaGBgo06aYzeXLl5nH2KULGRNk3BD/yf

Kia9eufTJp06aN3LjIbIz+kRJQQQJUVKpgUGiXKAFKgBKgBCgBSoASUDcCVFSqW8RofykBSoA

SoAQoAUqAElBBAlRUqmBQaJcoAUqAEqAEKAFKgBJQNwJUVKpbxGh/KQFKgBKgBCgBSoASUEEC

VFSqYFBolygBSoASoAQoAUqAElA3AlRUqlvEaH8pAUqAEqAEKAFKgBJQQQJEVP4XxBIi8LoP4

vMAAAAASUVORK5CYII=\" width=\"661\" height=\"563\" style=\"max-

width:100%;\"></span></p>" 

                }, 

                { 

                    "name": "dataFlow", 



                    "value": "<p><img 

src=\"data:image/png;base64,iVBORw0KGgoAAAANSUhEUgAAA5MAAAGiCAYAAAB6VpKoA

AAgAElEQVR4nOzde1hU5703/O8AKjOICDMeKuEgRkCNAQlNQSTuEBPIU/dOaw6CSPLuerW6q1

d8vBoTGou1ErNpk9bGQ4o7W3c8EIn71W772hYbNbFCUB+KEh+FGRNEyCDoLM4zw3HW+wdZKzM

wHIbTcPh+rosE16y51z33rFnMb92HnyIgIEAEERERERERkQNcnF0BIiIiIiIiGnsYTBIRERER

EZHDGEwSERERERGRwxhMEhERERERkcMYTBIREREREZHDGEwSERERERGRwxhMEhERERERkcMYT

BIREREREZHD3Hp6oKysbCTrQURERERERKNIYGBgr4+zZ5KIiIiIiIgcxmCSiIiIiIiIHMZgko

iIiIiIiBzGYJKIiIiIiIgcxmCSiIiIiIiIHMZgkoiIiIiIiBzGYJKIiIiIiIgcxmCSiIiIiIi

IHMZgkoiIiIiIiBzGYJKIRpRWq0V4eDgUCoX8Ex4eDq1W2+dzBUFAUlJSv/a1lp6ebnM862Pm

5eVhw4YNMJvNA31JA6pDXl7eoMrKysoawtp1l5eXZ1Pf4T6eNev32Ww2Y8OGDYNqLyIiIhoeD

CaJaMTNmjULJSUlEEURoihi//79WL16tcNBoiN27twpH08URVy/fh0hISHDdjxr6enp0Ov1MJ

lMEEURJSUl2Lhx46gNkLKyspCeng6DwQBRFGEymXDp0iWkp6ePeF2USiUyMzMRExMz4scmIiK

i3jGYJCKni4mJwfPPP48TJ04A6OyZSkhIkHvF0tPTYTabsW3bNmRnZ8uBp739BkPqBbPuPeza

M5aXl4eEhAQIggDg215CrVaLpKQkebt1mXq9HrGxsVAqlQCAkJAQPP/887hw4UK3nlGtVovXX

38dZrPZpndQOmZWVha2b9+OtWvXyr2F1vtJZUn1/o//+A+5J1gKEq3L60oQBJw5cwbvvfce1G

o1gM6AbteuXbh16xa0Wq38Wnfv3m23Z7m3+iQmJspt25/3uaioyKb9rXu2rV9DXl4ekpKSkJS

U1K1O9tqRiIiIBo/BJBGNCnFxcdDr9aipqcG2bduQkpIi9+Ll5uaivLwcu3btQmJiIj7++GP4

+/vb3W8wvZvvvvsuAMBkMiE3NxcbN25EeXk5YmNjUVZWBgAoKytDYGAgDAYDzGYzGhsbERkZi

ZCQEBw/flwOwCRKpRKxsbFYu3atTbCblpaGtLQ0hIaGor6+HuXl5QCAgoIChIWFwWQyYd++fX

IPbkpKCnJycpCcnIydO3fi2LFjSE5Ohlarxc6dO1FSUgKTyWTzOgCgsLAQ+fn5yM3Nxdq1axE

UFASTyYTAwEDk5OR0a4OSkhJ4eXnB39/fZrtKpYKXlxcKCgoAAMXFxWhqaoIoiti6dSt2794N

s9ncZ30WLVoEURQRERHRr/c5ODhYfq4gCNi8eTO2bt0KURQRExODbdu2yYF4dnY2Nm3aBJPJh

KioKJw4cQKCINhtRyIiIho8BpNENKpIwxqTk5MBABqNBj4+PgPeT7J9+/Ze5yxKPYgpKSlQKp

WIiIhAVFQUCgoKEBgYiEuXLsFsNsNkMuHZZ59FQUGBHAB2Dby6Sk5OhsFgsOkhkwJLtVqNhQs

XysFpUVERIiMj7ZYhvVZrBQUFmDt3Lvz9/aFUKpGSkgK9Xi8HWFKPqEajQWJiIhISEqBUKuHr

69trnbvq+pxZs2bhpZdeAgAkJCTIAXFf9QkKCpLLc+T9AwCDwQBvb28kJCQAAF566SXcuXNHf

h/i4+MRGhoqB/D29NSORERE5DgGk0Q0Kkg9f4DtsESNRoPi4mK7z+nvfkD3OZNd5+CZTCabOl

gHT6GhoQCAiooKVFVVISAgAPfv34fBYICnp6c8fLU3arUaOTk58hxEvV4vD1ONi4vDhQsXbIJ

TtVqNHTt2YPXq1TbDRe05cOAAVCoVFAoFli1bhrKyMrlXMDAwsM+6DYSPjw80Gs2g6uPI+wd0

BpO1tbXyv7sGoIGBgVCpVDbPcaQdiYiIyDEMJoloVCgtLYWvry9MJhPS09ORm5sLURRhMBiwY

MGCbvsLgtCv/fpLpVLZBDpSTyXQGZCEhISguLgYU6dOhZ+fH5qamnD69GnExcX1Wq4gCNiwYY

PNPD2p56y0tBRAZ7Cq1+vxl7/8BWFhYTZzK69fvw5RFBEbG2szXNRa10A5Jyen23Db/uo67Nb

6ddy6dUvuNa2pqYHBYADQGeTV1NQ4VJ+BvH8ajQbe3t7yv7setyf9bUciIiJyDINJInK6vLw8

nDx5Uh42aS0nJ6fPHitH9uuJ1BN59OhRmM1mFBYW4vLly3LwNHPmTBw/fhwzZ86EWq3G1KlT0

dDQIPda9kStVsPX1xfvv/++vE0QBBw9elQe8intc/jwYfl49hb0kfa3FhkZaTNXND09fVC9b2

q1GitXrsTmzZvlY0uL4ixcuFBeAbe6ulqeP2k9tHWg9enP+6fRaFBbWyvPeTxx4oR83J70tx2

JiIjIcQwmiWjEVVdXIzQ0VB7iuHHjRnz88ccICQmBWq1GSkoKli1bBoVCAaPRiKioKBgMBnkR

mNWrV8NgMPS430C99tprADp7KZctW4b9+/fLwVNkZCRqa2ttgktfX1+5x62n1VyBzsV2ANgM6

UxJSbGZuxcXF4eoqCg5MAoJCcHKlSuh0WigUChw6dIlrFq1CkBnMCSt5hoSEoLt27fL7ZmXl4

ddu3b1a+htT5KTk5GWliYfW6VSITY2Vn4dALBgwQJcunQJCoUCR48elY/Z3/r0933W6XQ2z3n

vvffwzjvv9Pu19taORERENDiKgIAA0d4D1nOHiIhoeKWnpyMoKGhMLA6j1WqxY8cO7Nu3b8DD

aYmIiGj062vtBfZMEhE5kZR/Ua/Xs8eMiIiIxhT2TBIREREREVE37JkkIiIiIiKiIcdgkoiIi

IiIiBzGYJKIiIiIiIgcxmCSiIiIiIiIHMZgkoiIiIiIiBzGYJKIiIiIiIgcxmCSiIiIiIiIHO

bm7AoQEY0mZ1/8obOrQERDIP6//+jsKhARjXvsmSQiIiIiIiKHMZgkIiIiIiIih3GYKxFRDzh

Mjmhs4TB1IqKRxZ5JIiIiIiIichiDSSIiIiIiInIYg0kiIiIiIiJyGINJIiIiIiIichiDSSIi

IiIiInIYg0kiIiIiIiJyGINJIiIiIiIicliPeSYVCsVI1oOIaFTIeeEH8u+8DhKNLfz80mggi

qKzq9BNdXU1bt68iYqKCtTX18s/s2fPxu3bt51dPRqg+fPno6qqCl5eXvDy8sL06dPx0EMPYd

GiRZg1a9aI1KHHYBIYnR+GsUKhULD9BoHtNzhsv4GzTnrONhwYnn+Dw/YbuP58frVaLVavXo2

ioiIAwPr167F7924olcphrZtWq8WOHTuwb98+GAwG+Xe1Wj2sx7WWlZWFS5cu9fp6ef4Nzmi6

iXH79m0UFRWhqKgIoigiIiIC/v7+8PT0xLRp0+QfGtsaGhpsfurq6rB37164uLjg0UcfRXh4O

B5++OFhO36vwSQRERHReCEFkvv370dMTAwAID09HVu2bBn2gDIkJATHjx8HABgMhmE7DlFpaS

lOnjwJHx8fzJ49G+vWrcPMmTOdXS0aJvZuCiQkJMi90Z999hlOnz6NVatWYe7cuUN+fM6ZJCI

iognBYDBg9uzZCA0Nlbe99NJLuHPnDsrLywEAeXl5UCgUUCgU2LBhA8xms7xvenq6/FheXh7M

ZjM2bNiAvLw8AIAgCEhKSoJWq4VWq0V8fDzi4+ORkJCAK1euICkpCbdv38bmzZuRnZ2N5ORk/



PznP0dWVpZ8jKysLJt/SwRBQEJCgnz89PR0AJ0BclJSEjZs2GBTN4n0esLDw+XeWBqf7t27h/

379yM7Oxvx8fFISkrCk08+yUBygpo1axbi4uKwZs0arFixAh999BH+8Ic/oKqqakiPw2CSiIi

IJgQpiHzqqaeg1WoBdPYYnj17FiEhIdBqtdi5cydKSkpgMpkAAO+++y4AyAGeKIooKSnBvn37

IAhCr8errq7G9u3bkZOTg+nTpwMAfHx88N577yExMRFZWVlYuXIlLl26BLPZDLPZjKKiIkRGR

tqUYzabsW3bNqSkpMjHz83NlV9DcXExYmNjIYoidu7ciaNHj8JsNkOr1WLjxo3Izc1Ffn4+Gh

oahqglabS5cOECjh07hsjISPzv//2/h3VYI4098+fPx5YtW7BkyRIcPXoUn3322ZCVzWCSiIi

IJgS1Wo2cnBxs3boVoaGhco+dFJQVFBRg7ty58Pf3h1KpREpKCvR6PWpqanDp0iXExcUB+HbI

al/zHWfNmgWNRtPrPlKAazKZ5N5Rf39/m32USiUyMzORnJwMANBoNPDx8bE5jhSASnUEOntio

6KiEBERIb8eGn8OHz6Me/fuYePGjVi8eLGzq0Oj2KOPPoqNGzeioqICR48eHZIyGUwSERHRhJ

KcnAxRFCGKIvbv34/NmzfLvYwHDhyASqWCQqHAsmXLUFZWBkEQUFZW5vBxfHx8+gwm1Wo1fH1

9UVJSgoKCAoSFhdmdu2k9/Faj0aC4uLjP4wykzjS2vP322/Dz88MPf/jDvncm+sbzzz+POXPm

4N///d8HXRaDSSIiIpoQ7M1HDA0Nhbe3t7wozs6dO+VAUxRF5OTk4KGHHkJgYGCf5RsMBtTU1

Dhcr7i4OJw+fdruEFegc75keno6cnNzIYoiDAYDFixY0Ge5/akzjV2///3v8YMf/ABRUVHOrg

qNQdHR0Vi5ciX27t07qHIYTNK4ptVqER4eLt/N7bpwAdFQkhbckIbMSbou0jHc0tPTuy0cMpY

4ux3tXTesh0ICtguxSD/2Fk1xJmnBlq7Xu6ysrH5dA9PT04flNUkLxvQ133A4REZG4siRIzbv

ZU5ODmpra6HRaBAZGWkzF1H6LAGAr68vLly4IL+G+Ph46HQ6AJC3FxQUoLq62uF6hYaG4osvv

kBDQ0O3Ia725OTk2PRM9lZuWVkZCgsLYTabh2xYW2+se1Ad+VxYnxfOPEeysrLGxPXz7bffxj

PPPMMbBjQo8+bNwz/90z8hIyNjwGUwmKRxb9asWSgpKZHvMhsMBuTl5Y3YF3siab6TlIpgOGm

1Wuj1egCQ51+NFyPZjl2vG/v378fq1attghDrHqySkpJuQcpocfLkyVFZL2cICQnBnj17sHr1

ajnYOXr0KLKysqBWqxESEoLt27fL8ynz8vKwa9cuKJVKvPbaa9Dr9VAoFAgNDcX27dsRFhaGL

Vu24OTJk1AoFLh//36/egw1Gg1qa2uRnJwMQRCgVqsRExOD2NhYu0Nc1Wo1UlJSsGzZMigUCh

iNRkRFRfWZYkStViMtLQ3Lli2DSqVCRETEsOYVlG5UGAwGiKIIk8mES5cu8QbuEDt8+DCioqI

mdCBZVlaG9evX2wzlLisrw4svvojMzEwn1mzsmTdvHiIjIwd8s4nBJE040h9t6QIk9XZ0XVK9

611567v51j0XCQkJ8t3TvLw8xMfHIzw8HBs2bEBNTY1N2dbl9bb8PI0v1j1qvS3jn5eXZ3MuS

OdcT9vtKSgoQGxsLGJjY3HixAl5u3Tc3bt3d+tpk8p//fXXu53To8lItmNXMTExeP75523a1J

q/vz/mzp076vIHent745lnnsHu3bt7vMbYuxZlZWVh+/btWLt2LTIzM+V0F4Btz431e9LTtbR

rioy6ujqb4490T3pISAiuX79uM4zVeiGdmJgYu49JNzOkx6SbGtblbdmyBcePH0dISEi3RXqs

/y0tBCSVLwgCbt26ZXeIq8R6nudPfvIT+cZK1+PExMQgMzNTDkqtX89PfvIT/OY3vxmWfJqCI

ODMmTN47733bNps165duHXrlpwuxbrHUfpMfv311zbpUqRz5MiRI3ZHBtg7Z/tK0zJe0qecP3

8erq6uHNraRVlZGbZu3Yo333xTHk1A/bd06VKIojigVV4ZTNKEIwgC8vLy5Dt67777Lnx9fSG

KInJzc7Fx40ZotVrExcXZLNcureQnCAI2b96M/fv3y18otm3bJn8Rqq6uxscff4zMzEz89a9/

lcs2GAy4dOmSPISnp+XnafzraRn/nkg9FqdOnYIgCCgtLcVrr73WbT/rtAIJCQnQ6/U2QWFxc

TGampogiiK2bt1qE2AcOHAAYWFh8jn9/vvvD/0LH2LD1Y49iYuLg16vt3uM8vJy1NfX2+QvHC

3WrFkDACgsLOz2WE/XouTkZOzcuRPHjh3Dhg0bsHDhQjlQvn//PoDO1Uel54SGhsrXMJPJZHM

tBeynyAA6A8mgoCCb4Gei0Wq1eOqpp7By5UqEhIQ4uzoDVlJSAi8vr27DdFUqFby8vFBQUNDj

c9VqtU26lOnTp/d4vbJOd+LI38/xkD6lsrIShYWFWLVqlbOrMqrU1dUhIyMDb775JpYsWSJvv

3btGp544gk88cQTSE9PR3NzM65duyb/DnQGob/73e/kf09kL7zwAq5cueLwUH0GkzTuVVdXy0

OWpFXwUlJSEBMTIweW0lLqERER8tAhjUYjJ7K2/qJYUlIC4Nvl3F966SXU19fLf9Rmz55td1U

9tVqNzMxMqNXqHpefZ+/kxNDTMv69WbVqFYqKirBmzRrExcXZ/eJtnVbAeoVI6+O+9NJLAICE

hATU19fLz5F6jYDOc/rWrVujsnfS2nC1Y39t375dvq6EhoZi06ZNfaaKcAbpGpOent7tPe3vt

SgoKAgXLlyA2WyGh4cHIiIiUFJSgpKSEvj6+kKlUkGv1yMlJQVKpVK+lkoBhL0UGUeOHAEAOd

3FRCX1bI7XdlAqlfD19XX4eT1dr+ylO8nLy+vzejUe0qf8z//8D5544glnV2NUqa2tRWpqKv7

5n//ZJpAsKytDZmYmjhw5gr/97W8AgA8//BBz585FY2MjqqqqAAA3b95ESEgI3N3dnVL/0eaJ

J57AH//4R4eew2CSxj3ruU+5ubk2X5ol0jwUlUqFAwcOoKyszGbYWkFBARYuXCh/UTx79iw0G

o38JbK4uFi+ax8YGAiVSgXg2y9J9obV2Ft+XgpIaXzrT7qArpRKJZ577jnMnTsXERERdvcpKC

jAO++8I59X27dvlxcG6eu41uftWDFc7diTrmkWrOdMmkwmee7daBQTE4OYmBjk5OR0e6w/16L

IyEg0NjZCq9XCaDRi0aJFKCsrQ1lZGYKCgmAymWzap2sA0fW9khaP6dp7TiTpb7oTjUYDb2/v

IStvtCotLUVdXR3zSFqpqanB5s2bcevWrW6P3bx5Ew899BBmz54Nd3d3rFy5Eg8ePIC7uzuCg

oJQW1uL5uZmaLVaLFq0yAm1H53CwsJgMBgc+lwwmKQJRfpCZT0s1dvb22ahDVEUkZycDKVSid

jYWFy4cAGlpaU2dzLXr18Pk8kk73/9+vUehyelpaXJw1z37dsnD/uyt/z8aOzVIOcpLS2Vfxc

EAUePHkVISAhOnTrVbV/pcSl1gHTOSXOVgM4/vNJNj64pDKwDCIPBgNra2uF8aSPKkXbsqxxf

X1+7vZnS9cL6WKPNSy+9hCNHjnSbE9afa5G/vz88PT1x9+5dzJw5ExqNBqWlpfKwapVKZbMYi

NlslheCsmfBggV4+eWXERsbOyaGVFPfQkNDbUY7SHqbD9rbF9aerlddF53p6XrV3zQtY2URm5

MnT2LlypXOrsao88Ybb+DIkSP48MMPce3aNZvHPvnkEzzzzDN44oknsHnzZuj1ejQ3N+N73/s



erly5IvdOzp492xlVH7VWrlzp0N/HEQsm+7vM80guB209OXu0s7cMvTQhveuiEsPN3iIYY+nO

8k9/+lN5qXS1Wo2FCxfKi2pIC+tIPYiRkZE4efIk8vLy5GGt1kutA52LUfS0YEnXRXy8vLx6X

X5+ON9D6bV1PY70fnZd4GA8G83n7eXLl1FeXi4PwZa8//77SElJwYYNG1BUVNTtveo6/BroPl

epurpa/t16eCPQ2dsulXHhwgXExMSM6ZsbA23HnuTl5eHkyZPysLuupHnVQUFBQ1L/4RASEoK

XX34Z77zzjrytv9cipVKJqVOn4v3330dgYKDNvDhpiKyvr688D62wsBCXL1/udUEZoHP4ovUN

j+HC69+3huv6p1arsXLlSmzevFku22w2Y9u2bVi4cKF8w7W4uBglJSXyZ6YnPV2vNBoNLl++b

JPuxPp65WiaFmekT3HU7du34e3tjYcfftjZVRlVfHx8sGjRIgQGBuLNN9/EgQMHbBb4WrNmDf

7+97/LP5mZmZg+fTrmzp2LBw8e4NKlSxziakdwcDA8PT3x1Vdf9Wt/9kyOIV3vHku9YV1XbqP

eSUusS/OHui73vnXrVnmVPn9/f0RFRdn8oZIWCti4cSMUCgXeeecdm9XrrP30pz/F0aNHbeZq

9rX8/HCaNWsW6urqbO4cl5eXo66uDrNmzRrWY08UXefohoeHy7no+iKtGBoaGork5GTEx8cDg

HxDIiYmBkqlEuvWrcOOHTtsvgzaCwCl3rKjR4+irq4OCxYswKVLl+R0CNbnXGJiIvbt2weFQg

G9Xu/QwjTDwVnt2NPxN27ciI8//thmBIL1nEmVSgVfX99RP+9t1apVWL9+vfzv3q5FQUFBWLt

2rdxujz/+uHydlM6bsLAw+XfpnFGpVFi2bBn279/f54IyarUamzZt6nW12aHC69/wS05ORlpa

mjwNRKVSITY2FmlpaQA6z7etW7di2bJliI6Othlqbp0uRbpe3b9/v9v1KiQkBPv375fTnQCd5

55SqRxQmpaRTp8yENevX8d3vvMdZ1djVFuyZAnCw8Oxd+9eNDc3Y9GiRbh27Zrc+52ZmSkvvD

N9+nTMmDEDf/rTnzjEtQezZ8/u/8rGAQEBor0fAOJQKikpERMTE0WDwSD/vn79ehGACEDMzc0

VDQaDGB8fLwIQ4+Pj5X3DwsJstomiKObm5orPPPOMGBYWJq5fv148f/68mJiYKCYmJooAxLCw

MLGkpEQURVE0mUzdjmW9zXrfoTLU7bdz505x586ddh/Lzc0V169fLwqCIK5fv15cvXq13dfZd

Vtubq78fOu23blzp3js2DFRFEXx2LFj8nOldrJ+vvX7OpSGuv0mGnvtJ71Xv/vd7+T3VxQ73+

Pf/e53YmJiovw5yM3Nld936byRtvf0ObP+/AKwOV+ty9u5c6e4fv160WQydXtM2i6dYwcOHJA

//8eOHRN37tzZ7Vpg7xy3fr39uc5Yy3nhB/LPeNLbZ1W6hkjvyWDx8zs4bL+B6+nzy+tf/65/

osjzb7CGo/1+8YtfiHfu3BGNRiN/vvm5efOmuHbtWvHmzZvyNr1eL6akpIipqamiIAhibm6u+

Nhjj4mPPfaYmJKSIur1ennf3NxceT9nv5bR+FNaWipu375dFEXRbpxo/eO0nkl7SzSrVCqbpa

EB9DsFw5QpU5CdnY1NmzbBZDIhKipKHrpoL/VDeXk5du3ahcTExG53m8e6RYsWye3V02uPjY2

V79aUlZUhMDAQBoMBZrMZjY2NiIyMRF5eHo4ePSonH+4txxqNHUFBQTYpT4qKivD444/Lj1un

ChBFEceOHbNJuWDvcyYNZUpJSZETuEtD5wRBQHp6uryMu/U8qr5SpBQWFiI/Px+5ublYu3atv

NBHYGCgvJBIT6ldgP5dZ8byUE4icgyvf7z+jTXV1dUQRREzZ850dlVGlcDAQBw4cMBmzuv06d

ORmZmJtLQ0uLu7Y8mSJd2GuEquXLmCiIgIDnHtwaxZs9DW1oYHDx70ua/Tgsn+LOnuaAqG+Ph

4efhNbGwsAPSa+mGssR5S1XVlUGvSnJ3eXntgYKD8B9VkMuHZZ59FQUGBTWoBaeU/6Y/NaJ4L

RP23YMECeZEE6f0OCAiQHw8JCcHZs2flGyxdFyew9zmTknlLQ/w0Gg18fHwAdH6OAwMD7S673

ldagtjYWCiVSmg0GiQmJiIhIcFmlci+Pt8DSR0xXnVNbG6NQ+VpouD1j8aamzdv4rHHHnN2Nc

aN5uZmpKen48GDB3jqqaecXZ1RLTIyEjdv3uxzP6cFk/1d0r2/KRjs/duavdQPY03XOZPSvL6

uuv7xs/fapQC9oqICVVVVCAgIwP3792EwGODp6QmlUikvTCAFr2vXrh3210jDT1p0SEp5Ir3f

1qwXfFq2bJnNYz19zvLy8mxyeUpL//f1WestLUF/V9nr6fM9kNQRRDR+8fpHY01FRYVNjxoNj

ru7O9LS0uTeS+qZl5cXKioq+txv1C/A40gKhp70lPphIujptUuLwBQXF2Pq1Knw8/NDU1MTTp

8+Ld/BlJYFltr/2LFjznwpNITi4uJw+vRpXLp0qdsd67y8POTl5cnDm3Nzc/ssz3ool/hNSgp

p4YO+vhANNkXKRP58E5HjeP2jsaS+vh6enp7OrgZNQNOmTbNZHbcnozqYdCQFQ0/6Sv0wnvX1

2mfOnInjx49j5syZUKvVmDp1KhoaGmxSC0ik3Gw0Pmg0Gvztb3+z6aW2Z6DLpOfk5Mh35ntbd

n2wKVIm8uebiAaG1z8aS+rr60fd6rI0MUybNg319fV97jfqgknrpaEB9DsFQ296Sv0g5WBbvX

r1uM0v1Vvai8jISNTW1spzKmbOnAlfX1+5fRMSElBWVgaVSoXk5GT827/9m818jrFO+sPbNX+

ndV7I8cpeyhNJREQEAgMDodFoEB0djWeffdZmrrI9UroVabiV0WiU5+5YL7vedSn4oUiR0ts5

3hPr64wzck12zRvLL3+OYfsNjbGUa3ko8fo3stc/5hkfHAaT5CxeXl5oaGjocz/FN2lAurl79

y46VzimgVAoFGy/QRiJ9tNqtXj11VexZ88eeei0IAjYtGkTduzYMaZX+B3N5196ejoAyHnHRp

uzL/5Q/j3+v/845OWnp6dDr9dj9+7dUCqV0Gq1WL16Nfbv39/nl8CxYs0/nmgAACAASURBVDj

PP7bf0Bkv1ztrw/35HazRfv0Dhv7802q12LFjB/bt29drZ0B/9xsKw3nuD3X7vfvuu/jpT386

ZOUROeIPf/gD9u7d2+s+o65nksiZpN5qg8GAvLw8xMfHIzw8XB56ZL3IgvU266FJWVlZSE9P7

7Zdq9Xi9ddfHzc9u/3VtQdYr9fLyc0nGrPZDL1eL6/SCHT2Tjz//PO4cOGCvI/1wldSr5tWq0

V8fDzi4+ORkJCAn//85za96NJ5J+0rtbn11AB75/RYwvYbOOve3PT0dDmdRXZ2tjw6p79tJ60

i2lPvcFZWFhQKBcLDw/H666/L7dpT+eMZr3+2pN7HrueBIAjYvHkzsrOz5R7T/n4OL1y4gKSk

JCQlJcnnndTjaO+cs3fuj2a3b992dhVoAtPpdH3uw2CSyEp5eTnu3Lkjr4Bnncu0vLwcGzdul

POFAZ13DGNiYhAbG4tTp05BEASUlpbitddeQ2hoqLwEPdC5DHxYWNiES78QEhKC69evy4tDTO

QUFFI6gbVr18pfsAHIK8sBveeNq66uxvbt25GTk4OVK1fa5MuTFhORvpT1Jz/vWHsf2H4Dk5e

XB71eD5PJBJPJhMbGRru5lqUchyaTqde2MxgMPeZi1Gq1OHLkCEpKSnD+/Hl88cUXcj16e2/G

K17/umOecaLxhcEkTWjV1dXyfBVpzsn27dvlPy7WuUwNBgOioqJs8oVJd1RXrVqFoqIirFmzB



nFxcVAqlTZL0EvJsaX5qTRxJScnyz3f1j1FQP/yxknno0ajwZ07d+R8efX19QgNDXU4P+9Yw/

YbHKVSid/85jfdvkBLvb4pKSlQKpVy2xUUFACwbbvecjEWFBRg2bJlCAkJkecSAuMr5zMNDvO

ME40vDCZpQps1a1a3ZdWt511Z5xTrmi9Mo9HA29sbQOcXtOeeew5z5861WWAhLi4OFy5ckHsn

/f39h/sl0RigVquRk5MDURRhMpmg1+tthlz2J2+cv78/5s6dK+fLW7hwoTzPyJH8vGMR288x0

ugJKZ+hvUXGTCaTzTVOqVTC19dX/nfXnIU95WIsLS3ttS7jIeczDQ7zjBONLwwmifqpa74wg8

GA2tpaAN+mTgkJCZHzcwKdd1X1ej3+8pe/TMghrmRLEARs2LDBZrVC6U669CW8v3njpOdduHA

BpaWlNnf4hyI/72jE9hu45ORkOfi+dOlSt/mKKpXK5hon9VTa01suxqCgoB7rwJyI5AjmGSca

GxhMEvWTRqPB5cuXbfKFSUvLv//++0hJScGGDRtQVFQkzwNSq9Xw9fXF4cOHOcSV5PPh/fffl

7dJNyKCgoIczhsXGRmJkydPIi8vTx4ONhT5eUcrtt/AWC8uBHTmDuvaMyT1REpzHwsLC3H58u

U+r1u95U60zk88HnMidk1RI/0M5HyRFooZy+0xlJhnnGjsYDBJ1E8hISHYv38/li1bJg+nee2

11+QhYzExMVAqlVi3bh127Ngh/9GLi4tDVFQUh7gSgG9TAkhfPDUaDVJSUuS75Y7kjbOXL0+t

Vg9Jft7Riu3nuFWrVsltolKpEBYWhpCQkG65lqVVRlUqFZYtW4b9+/fb7QnqLRdjSEgIXn75Z

YSGhiI5ORnx8fHy8waSE3E0S0tLgyiKMBgMiI+PR25uLkRRRE5Ozpg+X5yFecaJxibmmRwmoz

nP31gwntovPT0dQUFBIzq0Zjy130gb7XnqxgKef4MzXtrPbDZjy5YtiI2NHbHrnzM+v4IgIDk

5GWlpaXJwLOU/LSoqQnx8PLKysuRAKC8vT55nun79euzevRsAsGXLFqSkpCAmJgbp6enYvn07

AGDnzp0jmpdyvJx/zjLU7Wd9jhCNtC1btuDs2bO97sOeSaJhIg1b0uv1WLVqlbOrQ0Q07KxX2

VWpVPD19Z1wc9Sk9DJbt27tltZCq9XaTTFlzV4qF/aeEdFo5ebsChCNV0qlEpmZmc6uBhHRiI

mJiZnwvVoGgwHe3t5ISEgA0JnW4tVXX0V5ebndFFPp6en413/9V7tlSalciIhGK/ZMEhEREQ0

R65W+gc65gD4+PgB6TzEl6U8qFyKi0YLBJBEREdEQ6RogGgwG1NTUAOg9xZS1vlK5EA2W+d55

Z1eBxgkGk0RERERDRFqVNCcnBwBw4sQJzJ07F/7+/r2mmJL0J5UL0WAZLiWjPNsb9Tff7Xtno

l4wmCQiIiIaIlJ6mXfeeQcKhQJ5eXnYtWsXlEpljymmrPWUyoVoKHlH/hZQuKH+xi6UZ/sMWV

CZn5+PV199FWaz2e7j2dnZyM/P77Mcs9mMjIyMMZfjVxAEZGRkwGw2Iz8/Hx4eHvJPdna2vF9

GRoa8PSoqCjqdDgCwd+9e+XepvFdffRWCIPS77UYag0kiIiKiAVKr1cjJybHJmRkSEoLr16/b

zTspLVIkiiIyMzOhVCrlBdukfMWZmZnyPhNtNVwaGVODkuHipgQsrYClxSaoFC1tAyrTbDbjz

Jkz8PT0xPXr1wdVP6VSidTU1DGXs/Wjjz7CqlWrYDKZcPz4cZSXl8NoNMJgMODGjRvQ6XRyQG

g0GmE0GnHkyBEcPny4xwBckpiYiJKSklEXYPcaTErLe/PH8R+2H9uP7Tc2f3gNHJo2dHYdxvI

P229wbcfP7+Db0Nl1GMs/I6H+xtso/8hj0D+WFqugRAoqv3gLwuWfDqheFRUVmD17Nl555RUU

FBTI26UeuqioKNy4cUPetm3bNkRFRSEqKgr5+fl47rnn4OHhgfz8fJueyezsbLzyyityT17X3

jlBEOTnWvcAWvcMZmRkOLRNp9MhKirKpufQ3rau9TAajfDz84NKpYKnp6cc+CmVSuzatQvBwc

FQq9VobGyUg8fg4GB59EJfQkND8cknnzj83gynXlODTPTlvQdDoWDS38Fg+w0O22/grJOesw0

Hhuff4LD9Bo6f38Hj+Tc4IxFQei1+E16L3xx0OV+f9P82oHSZDEABr8U/x7TQzQMq79SpU1i+

fDmCg4Nx9uxZ6HQ6qNVquYdOpVLhjTfekPdvbGzEp59+iuvXryMjIwOHDh2CTqfDxYsXER4eb

lP2ggULYDQakZ+fj4sXLyI6Olp+rKamBocOHYJarYZOp8Phw4cRGxuLAwcO4Nq1a/Dz88Nbb7

2Fq1ev2t0m1U+tViM7O1sORnfv3m1znOzs7G7brOl0OgQGBspB4S9+8Qu88cYbOHjwIADg4MG

DSExMRHBwMF555RU8+eSTuHHjBhYvXowjR44gODgYRqMRS5YssSl3xYoV8u9qtdomUB8NOMyV

iIiIiGgCaSrNgqXd3BlEukyB1+I34Z9YA69FW6FwnexweYIgID8/HytWrICHhwdSU1NRWFgIQ

RDg6ekJlUoFpVKJpUuXys9ZunSpHHhFR0dDrVZDrVbDw8OjW/nLly8HALuPz58/Hx988AE8PD

ywZMkSNDY2AujsxfPz85N7BefNm9dt2/Tp03H16lX4+/vDw8MD69atQ1lZGZ5++ml5XqPUC2l

vW2+USiX27NkjD2ctKyuTe1WDg4Nx+fJlGI1G/PnPf8a+ffsgCAI8PDxw7do1+Tnl5eUICAiw

KbeqqqrPIbEjicEkEREREdEEUvuPnwGWdpsgcjA++eQTJCUl2QRBn3/+OVxcXNDY2AiTyQSge

67VoZCdnY3ly5fDaDTi2rVr8PT0BABUVlbKx83IyEBBQUG3bXfu3MHjjz8uz200Go3yXM3Tp0

/DaDRi9+7dOHXqlN1tPdHpdNi2bZtN0CelBrLu/QQAlUqFOXPm9Pv1zp49u19DYkcKg0kiIiI

ioglEsywL/km1gw4igc6Fd27cuIGIiAh5m1qtxtKlS1FQUICkpCS556+4uHjQx+sqICBA7hF9

++23AQDu7u42xwWA+Pj4PrdJcy6zs7Plf2/ZsgWrVq2yu81acHAwysrKYDabERwcjJUrV0Kj0

cjPKSsrQ3R0NBITE1FWViZv12g0WL58eb8WGxIEATNmzBjiFhwcRUBAgN2B8Xfv3uWY+UHgnI

PBYfsNDttv4KznXMX/9x+dWJOxi+ff4LD9Bo6f38Hj+Tc4Q91+69evx+7du4esPBpee/fuRXx

8PIKDg4e8bLPZjPfeew8//vGPR2yV2y1btuDs2bO97sOeSSIiIiIiokFas2YNTp06NSxzGk+f

Pt3vHsyR1OtqrkRERERERNQ3tVqN1NTUYSk7MTFxWModLPZMEhERERERkcMYTBIREREREZHDG

EwSERERERGRwxhMEhERERERkcMYTBIREREREZHDGEwSERERERGRwxhMEhERERERkcMYTBIRER

EREZHDGEwSERERERGRwxhMEhERERERkcMYTBIREREREZHDGEwSERERERGRw9ycXQEiIhoe7WY

zCtJ/ifrbt0f0uDkv/ABnX/zhiB5zPGH7DQ22Ye98Fj2C7+5Id3Y1yAnq6uqwbds2rF27FtHR

0c6uDo1xDCaJiMapdpMJzYKA+P/+44geV6FQQBTFET2mtbt/OYOSDw8h/sQpp9VhMJzdfmOZd

QA50ud9f5x98Yejpl4Mtieu6dOn48qVKzhx4gRCQkLwzjvvMKikAeMwVyIiGldEiwVQKJxdDS

KiUWv//v1wdXXFtWvXsGrVKixbtgz5+flDVn52djYyMjJ6fbw/xxMEARkZGTCbzUNWt5Gg0+m



wd+9eZGdnIzs7u9tj27Ztw2effQYPDw+bH6lNrF93f9vKWdgzSURE44soQsFgkojGqS+//BJf

fvnloMuZOXMmGhsb0dDQIAeV8+bNw+9//3tERkYOuFxBEPD555/D09MTOp0OwcHBAy5LrVYjN

TV1wM93BrPZjFOnTuHHP/4xAOCDDz6A2WyGUqkEABQWFmLlypUAgIMHDyIxMRFAZ7v97Gc/g1

qthlqtlstLTEzEf/3XfyE4ONhm+2jBYJKIiMYV9kwS0Xj2j3/8AydOnBh0OS4utgMUGxoaUFJ

Sgk8++WRQwaROp8PSpUsREBCAwsJCOZjMz8/HihUrsHjxYjz11FMICAhAfn4+zpw5g/PnzwMA

du/ejYyMDJw7dw7nzp1DcHAwPvjgA/zkJz/Bb3/7W9y4cQPnz5/HihUrcOjQIZvgShAE/OhHP

8K5c+cAfBuoSccFgLS0NKSmpvZ7m06nw8svv4wbN25g8eLFOHLkCAB022YdMFdUVMDDw8Ombt

evX0d0dDTMZjPKysrw9NNPQ6fT2bSbWq1GQkICCgsL8fTTT9s8Fhoaik8++UQOPEcTBpNERDS

uiOyZJKJxbPXq1Vi9evWgymhra4OPj4/8b09PTyxfvhxvv/025s2bN+ByzWYzzpw5g1deeQV+

fn64ePEiBEEAABw/fhzl5eVQqVR444035Oc0Njbi008/xfXr15GRkYFDhw5Bp9Ph4sWLNkFaY

2Mjfv7zn+NPf/oTMjIyoNPpbOZ61tTUyAGmTqfD4cOHERsbiwMHDuDatWvw8/PDW2+9hatXr9

rdJtVPrVbbDE/dvXu3zXGys7O7bbNWWFhoE4wvX74cFy9eRHR0NK5fvw4APfYwBgQE4O7du92

2q9VqFBQU9Nn+zsA5k0RENL6wZ5KIqFfbt2+Hq6srPD09sXLlSuTl5eHjjz8eVCAJdPbKnT9/

HkuWLIFGo0F6ejp0Oh0EQYCnpydUKhWUSiWWLl0qP2fp0qXyENDo6Gh5mKeHh4dN2XPmzJGDy

8DAwG7Hnj9/Pj744AN4eHhgyZIlaGxsBNDZq+fn5welUoldu3Zh3rx53bZNnz4dV69ehb+/Pz

w8PLBu3Tq5BzEjIwMeHh6IioqCTqezu6034eHhADp7Ti9evIjly5f3uK+9QFJSVVU1KueOMpg

kIqJxRRQt7JkkIupBR0cH/vjHPyI+Pn7IgkjJqVOnsHv3bhiNRhiNRly7dg1nzpyBh4cHGhsb

YTKZAABlZWVDcjxr2dnZWL58uXxcT09PAEBlZaV83IyMDBQUFHTbdufOHTz++OMoLy+X656am

gq1Wo3Tp0/DaDRi9+7dOHXqlN1tvVEqlQgMDJQX0ZGCy64EQUBOTg4iIiLsPj579mw56B5NGE

wSEdG4IlpEQME/b0RE9ri6uuLvf//7kAaRQGcwVFlZaTM0NTg4GJ6enigvL0dSUpLc81dcXDx

kx5UEBARgxYoV8PDwwNtvvw0AcHd3tzkuAMTHx/e5zcPDQx7qKv17y5YtWLVqld1t1iIiIroN

SY2IiMBbb72FwMBAm4Bw3bp1clnf//738eabb9pdsEgQBMyYMWNI22uocM4kERGNL+yZJCLq1

cyZM4e8TLVajT179nTbbr0aq9Fo7Pa4NPcwOjpa/j04OFgOqqTnW5djbyGa6OjoHsvvur2/2+

wdKzg4uNeFcPz8/GA0GiEIgjw3Mjg4GJcvX+7X8QDbVWzNZjMuXrworw472vDWLRERjSuixQK

4MJgkIqKRp1QqsWrVKnz00UdDUt7p06exfPnyUZkWBGDPJBHR+KVQAKLo7FqMONHC1VyJiMh5

rHtWB2s0pgOxxp5JIiIaX0Su5kpERDQSGEwSEdG40tkzyT9vREREw41/bYmIaFwRmWeSiIhoR

DCYJCKi8YWruRIREY0IBpNERDSuiBaRq7kOI7O+wtlVIOpRU1MTiouL8fnnn+P+/fvOrg7RuM

fVXImIaFwR2TM5LCpz/45rhzLhoS/Dgu9Fw+ull+H+SJizq0UTnMViQXt7O6qqqnDr1i3o9Xp

0dHTAYrHgiy++gJ+fH7773e9CrVbD1dXV2dUlGncYTBIR0fhiETlncggZblzHld2/QXXJLQBA

kKcKzTeL0PzLn2Hqk8/A66WX4TZztpNrSRNJW1sb6urqYDAYcP/+fdy7dw9GoxGiKEK0Socki

iLu3r2Lr7/+Gr6+vpg3bx78/PwwdepUJ9aeaHxhMElEROOKaLFwNdch0FhehsL3f4+v/v5Zj/

s0ffo3NH36NwaVNOxEUURjYyO+/vpr6PV6NDU1wWg0yr2QvWlra8OdO3dQUVEBHx8fLFy4EIs

WLYKLC68TRIPFYJKIiMYVkXkmB6U/QWRXDCppqEm9jG1tbaiqqsKXX34Jg8GAjo4O+bG+gkiJ

NOxdFEXU19cjNzcXc+bMgVqtHs6XQDQhMJgkIqLxxSJyzuQgXPxlKu5rSwb03KZP/4a26irMT

v/dENeKJoq2tjY0NjbCYDCgpqYG1dXVaGlp6TaEtS9Sr6MUkAJAc3MzRFGEi4sLampqJnQweb

dGiwCfEGdXg8YBBpNEROOUQgE48N1r3GDPJNHYIooijEYj9Ho9Hjx4AJPJBJPJJPdCOsLV1RU

WiwUtLS0wm80AgI6ODigUCigUCri4uMDFxUV+bKI6feO/YLG0I3puAr4XuMLZ1aExjIPFiYho

XBEtFiiYGoRoVLNYLGhtbYVer0dubi4+++wzaLVaCIIAk8nUryGsUoAoBYkWiwUGgwF6vR6CI

KC5uRmtra2AKMJFFOHa1gbv6io8GxaGRx99dARe5ej1VPAqKOCC/Ds5+P1nW3Gl7NygyjObzX

j11Vfh4eEh/0RFRUGn0w2q3OzsbOTn58vHyMjIwK9//Wu5XOm4r776qnyDIDs7G9nZ2TZ1y8j

IgCAIEAQB58+fH1SdhsLevXt7bZsvvvhi0G03UtgzSURE44vI1VyJRhtRFNHR0YGGhgbU1dXJ

q7G2t7c73Pvo4uKCjo4OtLa2oqmpCW1tbaivr5cfc3FxgUKhgKvFArfWVvg21MKt4mt4V97DJ

JMJntFLh+MljimLvvM4Ln75J5jbjIAI5N/JQX7ZWUQHxiPS/0m4ujieRmXOnDkoLy+Xhw/n5+

fj1KlTSE1NHZI6m0wmzJo1C0qlEoWFhQgODkZFxbd5bysqKhAcHIyysjIsX75c3q5UKuU65Of

n48GDB0NSn+F08eJFxMfHO7sa/cJgkuxqbm7GgwcP0NjYiDlz5mD69OnOrhKNkNbWVnzxxQ1U

VVc7uyoOaWpqwiQ3Nzz88MMIC5vYd5zHEt3lMtz7yjCkZTaVtwLGybiYVTDoskSx8z9BEX7wX

8RFZYgGor29HXfv3kVtbS3MZjOam5thsVgcDiIVCgUsFgsePHiAhoYGtLe3o729HYBVEAlgUk

sLNPf0UFfq8WDSJDw8ZRIav7oDhQgAY/9GU/6ds/j8Ts6QltkhdgAi8PmdHAimavyvhclDWn5

+fj5WrOgcTpuWlobU1FQIgoAf/ehHOHeus1f04MGDSExMlPddvHgxnnrqKQQEBAAAdDodQkND

oVarcfbsWQCAIAhYunSp/LsgCKisrMSMGTPw6quv4urVq/j+97+PSZMm4YUXXkBGRgbOnTsnl

9m1TtZ0Oh1efvll3LhxAwBw7tw5hIeH47333kNlZSUOHjyIFStW4NChQ9DpdDhz5gzOnz+PGz

duyK/FWnZ2NtatW4cVK1bgkUce6fEYAJCamopz587h0KFD+OCDD5Ceng4AWLduHX79619DqVQ

O1VszaAwmSSYND/nyyy/lnE2tra1QKpUIDAzEo48+Ck9PT2dXk4bZFzeGN5BUTC0EWr8DsfU7

Q1KetDpfR0cHWlpacL2oCC2tLXj8u98dkvJp+Hx2rAC3r5YPaZkuU5oxzd2AjhpvVF4ZXNltL



e0Q9HWwWERcPF6I5Wsewz+tjRyimo6cxvIyVB3/EDPnBsF9URimLApzdpVwL+/vqCy4DHVbCx

56+cdc/XWcq6+vR11dHVpaWjqHnaIzMOwtmJQeF0UR7e3tqK+vx927d9Hc3CwHjq6urnBRKOC

iUMCtrQ3TmurxUOlXmFZ9DwqxM2ys8fIGJo2vG+LRc+MRPXfwvVbvX/pFZ88kAFeFKwAFouc+

g0j/JwdUXmVlJfz9/eV/S4GWIAg4fvy43GspDUN97LHHcOjQIajVauh0Ohw+fBixsbHyviqVC

m+88YZcXklJCf7lX/4FKpUKRqMRgiDg4sWLci/kxYsXoVarMX/+fHh7ewMA/vznP0OlUuG999

6Dt7c3UlNTkZSUhODgYPzqV7/qVifrALC5uRmffvoplEol8vPzcfHiRYSHh6OyshJJSUnYs2c

PsrOz8cknnyAgIACNjY349NNPYTKZ8Ktf/QpPP/203Eur0+lw48YNGAwGmEwm/OxnP+vxGKmp

qcjIyJB7Jp9//nmkpqbCbDbjrbfekntgRwsGkxOYxWJBe3s7TCYTKioqoNVqUV9fL1+8pWW3G

xoaUFRUhOLiYixcuBCLFy+GSqWCq6vjQyBo9DMM8/APF/c7EC3uQxJMtre3o7Gxsdvcmq++/I

rB5Bhwp0g/5GW6edZj0mMVqDv70qDKMTU2o+FBEyyWb7/sXjl9Y0wFk9YpPoI8VZg8VSU/5r4

oDO6PhGFy4DxMWRQGF4/hS+LeUleLe/m5uPePq6i6UYTaim+D/Ai1FxT5F5lSZJyTVlF1dXWF

UqlES0sLOjo6AKDb9VuhUKCjowO1tbWor69HfX09ampq5MekIawuoggvSzumVVVCVV8Lzf1qu

LY0ozOE7K33UcHVngHcvHcVbR2tNkHk9wKfHlSZ1sNcMzIysHz5cjlQvHr1qk2gmZaWhsTERG

RkZNj0utXU1MDT0xMqlQpKpdKm17G6ulre7uHhAZ1Oh8rKSjmwOn78OM6ePYsZM2bI9VGpVLB

HEAS7dbI2f/58vPHGGzh48KDN43PmzJGPGRERgbNnzyIgIABLly6FUqmEUqnE/PnzIQiCHEwK

ggBPT0/58ccee6zXY0ik9gsPDwcALF68GK+88kr/35QRwGByAjKbzfKHUhAEGAwGtLW19TnZv

bm5Gf/4xz9w8+ZNBAUFYf78+fDz8+NFeZxp77A6D9wmoVXlPbQHaP23zivPtMEVY7GIMDa3QJ

zSWb/JtXp5+ffWb/5Po1t7S8eQl9lqmIUHgwwkm+pMaDAYu21vNrYOqtyR9t+JP+jxseabRWi

+WST/e3LgPLg/Egb3RWEQm5sHddy2pkaU/fX/sxs89kTKUxlwcnCLgNDo5eLiIvcyWiwWOZic

NGmS/B2ksbERpaWlaGhosOnFdHV1lYPIKe1tmHW/Ej73K+E+Nwhed79EW2MjXHoKIKUckwBaX

Fxhmj0T7d5eI/GSR7ULulOwWCxYGhQ/6CDSns2bN+Ott96CWq2GWq3G448/jj//+c826Viys7

OxfPlypKamyj2TPj4+aGxshMlkglKpRFlZGQICAiAIAh555BF5eGdkZCQyMzOxYMECucz58+e

joKAA27Zt67N+PdXJ2n/+539i06ZN2LNnj9xrCHT2wOp0OkRHR6OwsFAOXj///HM899xzMJlM

uH37NtasWWNzvMbGRnmRoKqqql6PIdHpdCgoKIDRaJR7JkcbBpMThDSE9e7du3jw4AHMZjNaW

lpgsVj6nfRX0tbWhi+//BIVFRX44Q9/CC8vXpTHK4vKC/9vwyCjvhHyok8r2qornV0NGqApqk

nw8R1915K7N+7B8HWds6sx7FrLvkJr2VdoOHMKbUL9oMoSvtSh8Epa3zvShOHr6wvx/15DlUW

BdpUHgM50HW1tbWhvb0dtbS3y8/PR0dHx7eI53wSQLgAmdbTDy2jE3K9LMbXG8E3fowKinz8U

lp6HyopQQFQAVa5uuO3jhYc6gFnVBqD865F54aPYPz/y/yBQHTps5SuVSrzyyit4++238dvf/

hZJSUk2vYAHDx5EQECAPGfxxRdfhK+vL9zd3W32feGFF7B8+XLodDqboZ3BwcGoq6tDYGCgvG

3GjBnw8vKCn58fTCZTj3Vbt24dDh48aLdO1sNcZ8yYgSVLlsjPmTNnDsxmM+bMmYPjx49jxYo

V8hzG69evw9PTE08++SRu3LiBc+fO2QSpwcHBWLx4MTQaDRYvXoyQkJBej2E0GvHyyy9jz549

OHfuHFJTU+U5pIIgOP6GDKNhCybv3LmDq1evDlfxA7Zotxw+VAAAIABJREFU0SJ50ut4Jt39M

5lMqKysRGlpKYxGo83w1f5MfLfudXRzc4NCoYDZbEZHRwdMJhNqa2sZTBLRqHK36g5mec+G+5

TRs0DBeNEBC2pbWqGePAnTJk9ydnVoDJlca4DPrS9gnvEdGL016Jg6HW2Kzt5KKack0DlA1VU

BeLW3YlrdA0xtNmFWzX24trV+0/fY82goEYCoUKB+ijvaAUx2cYNLazNcKioQ3tr2TeDJ0VQA

hjyQtF4xVRIcHIwPP/wQABAdHQ2jsfuID3vbetrXmlqtxunTp222JSYmysFg1/pIv3ctu7fjW

JcnkXoWf/nLX2LPnj02jy1evBi7du1yqLzg4OBu26T6SnXu+jpHm2EJJu/cuSNPLB2NNm3ahL

i4OGdXY8iJooiWlhYIgoDa2lrU1tZCEIQBJf2V8jVJS28DQEtLCwDbOQsNDQ1D/jqIiAbiiy8

LcaHgr2hu6xymuThoCZ6KfJZB5SB0wIKWDguM7R2ob22H+Zsv/H+/X4Npk9zwkEqJh1TueEjl

zuCSeiWKACwilNWVmPKgClOVHqibrkaVz2yIotg5hLWtFd+pq8JkSzsenTEbdV/roOiwfDOEt

XsQKG0RoYDZ1RVf+8zADE9PqKruQWxthUdHG9QWCxQMIImGzbAEk1euXBmOYofM1atXx1Uwab

FYUFtbi/LyctTV1clJeqUeyP5SKBRwc3OTV01raWmRezKlAFJadntqfT0eW7oUDz/88PC9MJq

QAqZNgUY5CQHTpkChAE7qRtdwjrFFgc579ePf/yn+HOcL/mqz7UbpNbS0NWPVP63p4VlkzxRX

BZra21FlbpGDR3sa2tpxq74Rt+obAQDTJrnhYU8PaKZMHqmq0lgiWmCxfHM+WTowubEOMxvro

K68C0tzOybfvgplswkKAA2ePvC0WFDXy3cYEYC5w4JGj2m4N8kNgaICDzU1YvrMGWg3meTVXN

kTSUPJXg8s0NnjGR0d7YQaOd+wz5k8derUcB+i39LS0nDz5s0+u85HO2kIq9FoxP3791FeXi4

Hj44EkNZDWDs6OtDc3IyqqiqIoigHji4uLnBVKKAQRXi0NGPqvUrM0ekwpbYOvkuW9LhKFlFf

NEo3zFBOwgK1CjNUkxA4bQoCpk2x2ae4xoyTYDBJfbvx5TW723UVxahrqsX0qUO8kNQ49sj0a

Xhk+jS0dHTgQXMrHrS0dv6/uQUPWr5dhMhzkhumurnB3dUFU1w7/1a0WUTcM7c4sfY0WjW3tK

Kj3QKFi21wp7C04TvVehjbzF1ufXW/ESZCgQalCi4WES4urjB/VYIZHSJ8WjqHwJqmuH+TS7J

nCi8vTJ45c7Avh4i+wQV4xpCOjg45UW9dXR3q6+sHnPRXFEU0NDTAZDKhubkZTU1NAKyS/ioA

t/Z2TKurwTTBgCYRiGw1o2kcJf2l4SMFigHTpkA1yRWB3/z/H9VN+OudWgDAnrggJ9eSxpMGY

x2mTvWAysMD96vvY+asmTAZjWhqMqK+qY7B5ABMcXXFQx5KPORhO0z4Vl0jA0ZyWOsUd1SYWu

AjdkClUtrc0O76PcY2B6UCzZMmo/47AVCbjJjSUAdFRwfcW1sxTewcwto5E7LnlCDtCgXuT/f



Gg0kuWGRhahCiocRgcgxpaGhAZWUljEajPATVUU1NTdDr9WhubkZHRwcsFgsUCsW38yBFER5N

DfhOxV1Me3Afk1paMLmlFXeneUHhM76S/tLQCZg2BSkLZ2KGqjOI7ElxTc+rqxENxgzv2XCbq

sBTjz+E/P9zD7PmLsKd0jI0Nd1xdtXGHaUbcwyT4zxcXOE7ZRJKjG1wN7VilgvgPskNUNgGky

IUsChc0GwRUTPNB3WiAnMULpg2xR3T29rQ3NLc6/BVURQhAuhwcUGr2yTcCnoYno21CKlpgF+

NGQoA7WN8hBrRaMJgcgyRUnm4ubnBzc0Nzc3Ncl69rhQKBSwWC9rb29Hc3Iz79+/j7t278mMu

Li6dy24rFHAD4G42YXp9Dfy/uo1JpiYACrhAAYVof8aVgkl/yYpqkgsWqrnICTmPxdKB52cVI

8r7H/iXTVNRLZzFRw8mo1QUUd9UC2Cus6tINMF1TsUJUSnR2NGBKgugNJrgqlTC0mFBs/tUGC

crMaWtHS3KqdCWfwWfjnZoWlsgKlzQoul9aKoIoMPVFVXNJkye5oU6N1d4NbfAr7YWIVMmwWg

2WfVgEtFQYTA5hkj5l4DOXI/SwjiiKMLV1VVetbW5uRnV1dVoampCTU0Nmpqa5H2kVVjdOjrg

3VCLafU1mD5rJtT/9wbaGxv6TPoLAG0KFxine8Ey1WMkXjYRUZ/aOtqwUG2Cwn0KWppFtJSaY

TZYAEzB7YpiPPpwhLOrOCY1d1hg7uhAyzf/b2prx9RJbnjUexqa2jtXdzW3W9Bs6UBzu2M5i2

lisV7TYRKAWQpAnDIZLaKIKhc3KNynQmk2YnJrM6Y11UEBUR7C2jmCtYeeSMX/z96bh0dV3v3

/rzP7lkySyUZCNsAQNkEUBKNVkRauRyxVrEgBfdSvxYJLW7XS71NwiV4/6lKrYgtt1SrlKy5o

qWDhEVEqEUVkEQIJKAnEAFkm++zL+f0R5pDJvm/cr+viYnLOfd/nM5OZyXnfn02iLDoWh89NM

mpUJSWYZLD6fEgynDVZzl1RIBD0BkJMDiLi4+PxFeRRJqvwaXUEg0F8Ph+BQIBAIEBtbS0HDh

zA5/PhdrsJBoONciAlVIDF7ST17CksNZXovF50Ph/BSAuqdor2SIBdo+FbawTxQYhxewhWVvX

J8xYIBIK2cHtc1NZX805hGsusRVDm5v3PI4idOA+pZAvHv88XRXg6wbFaB+UeT6vi0KLVEGfQ

EUfzqq3uQJByt4djtSKMUBCOHJQJBhreU/K5qCedBDo5yHC9HldNKbI/eK4GdXP/YaiwjixBE

BWyWk1xyghM1ZUk19eh9nqU8FcVkhJW1TSKSkRWCQQ9ixCTgwitVoup7DSxR76hNiOT2rgkfJ

JKCWetrq6msrISQAlh1coyBo+TaJeDjO+/Q3uu7LZKlpQv7KZ5B6GwVp9KhV9SUWcwUCUFiD1

9hrFOF1JQbvii9ogCDAKBoP/ZvvdDoqwx/Oiuh3j91fvIL5W59tYHuW7mDEpLKvjq4Je8/+mb

3DFnaX+b2mPIchBJUvXK2nU+f5e9jAa1CotW3FoImuPSaqn1eLBotcig/IPmBXiaI+GUZcpkG

Y3ZikOlwhwIkGGxYC49g9frptXCgOciuIKSRLU1Co0K0ApPpUDQU1xQ3/jp6elh/w9KZECWiT

xRgPnUCeqi46iJiKbSHAmc6xUZ8BNTV4lWDjAuIoJA/n5Ufn+Hmv56VSrslkgiTCYCDgcBn48

4j4eker/IMxAIBAOO6voqDp84wNIlSxkxMgPzfa/wQyAhMQGAq67O5quDX1JadYbtX33IzCn/

1b8G9xCHS77iyJmvuf7iRVj0kf1tjkDQPm439kCQEmsECeVlGAx6gufahLQmJoMqNVUxCchuN

5GVFUiOOvRyELPPjwR0dMvjQEQkphgn0d4AGo8Xf21tzzynQYrL4+fDL05x6eg40hMj+tscwS

DnghKTd911V3+b0G1kOYh8LiRV5fVgLf0eS8VZYgxG3A4v408dxuhxYfB5qTdFkGw2URzwt7m

mVwanyUKpWkUyKgyyTKQtFqm0FCkoi6a/AoGgywR99ai0ll5b/+OvPgTAGtMgqEIiMkRK+nAM

OgNur5u9+bu5KGUMaYmDvxhPojWFzd+s46WP/y9Zwy7hh2N/KkSlYECj8XgYrtEQrKniuNmMR

tKQ7Hag16iVuFdZkpAlFQGtAXvCcCy1Ndiq7ah93obwVBoiqxqQmlUIlGlYI4hEvTWKYpOBNH

+AYQXHUAX8SDING+v+tu+LhjpGvYai0nr2f1tJfJSBH2enCVEp6DIXhJgsKyvjrbfeoqysDIC

MjAzmzJlD/CBsWusPBAgG5fBdvIAXo9dL+ukS/PV25EDj4NWWd/v8ajXIUG80U130Len+AJkO

p9L0V4eMr62wE40GlV7f+nnBBcVRu4ufbTnWqTmdHS/oApKEHAhgP3wI2/gJ/WJC6ef34nN8T

8IVq9FHZfX4+sWlRcTGxDJt2uUtnh8xMoPbb7uDtX/7MwCHvts3JMRkXEQSabZMvivP43DJHv

LP7BeiUjCgkYMycrAhJ/Iirwen5OWMXo8R8OqNOCNiUAVl3BodKoORyzR6zlaXtd3b+tx9SkC

tocZwrndl/DAcFaUk+DxMPFuDKthSBqbg5qszeGVLASUVTl778Bg2q75HReWxY8e47bbb+OUv

f8mtt94KgN1u584772TBggXKsabs3r2bmTNnKj+/8sorzeZv374daHAS/f73v8doNLJ7925On

jzZ6rr9jcvl4uOPP2bOnDls2LCBtLQ0pk+f3t9m9QhDXkzu2LGD1atXhx3Ly8tj8+bN3Hvvvc

yYMaOfLOsazqBEqcNNpAR6vS7s+1VuIhwlSWp0RMKr1uCKjsPi9eL2+1EFAsS4XMQG/c2b/ra

gI4OSRI3JTK1aRarJgj4pqXeepEAg6BH0UVGMX3ofJzf/i+qCfEbO+2mf2xAx4hZKtt/CyU3T

MCZkE3/50+ijx/XI2sdOHcHtczPziuvaHPdfN/xIEZPfFuf3yLW7wpmak5yuPtmhsV+f/E+7Y

5Ki0jlV+S2+gAd/0KeIysyEi5l36c+7a65A0KMEZZlg8PzNhRGZlIAbjyRR7Xag8brReNwYAn

5cMQmgbz+ioVRnoDLSilmrRev2ENTqiNHpsNXWKQV7hmJklb3WQ3m1q9vrWExaPDUe3L5AmKj

8yVXppMZ3P6Jk9OjRHDp0iLlz52I0Gjl27BhRUa33LLfb7bz55pucOnUKm82Gy+XiySefZPLk

ydhsNh588EGeeeYZMjMzAVi1ahWPPPIIv//977tta29TXFxMYWFD3+OBKni7ypAWky0JycasX

r0as9nM5Ze3vKM9EDEZDVg0KoocLkxBiFeB9lyxAznYXAH6ZagxW6lFRZxKjSomDktdHfozJ9

vc7Qt5PmXAo9HybUoqBkctKU4vcS43GocLX0VFLz1LQW/y0Ucf8cMf/rBH14w1avjBcGu7445

WOjlqb/gDOC/TRns1FypcPv7z/YWd29Jd4i+bQvxlUzj859WU7vmShKl9+31nSfkvtJYUvDX5

OL7/kJNln2OMn0bc1O7/8T/03X4AJkzouNfV7XPj9rgw6Pu+L+o/vvgjY4dd2qGxZ2tOtTvGH

/QRDAbCjmnUWs7WFHfJPoGgNwl5JpvmR+oAk8uJzuNADjQ618IfCFmSCEoqHJZInFotsSfy0d

XVog4EUSHhUalQBYMEms0MISGr1aBW99TT6heKy+rZf9ze7XWa3gG6fQHKqlwcK67pETE5Zsw

Y6urqKC4uJjMzk71793L11VcDDR7InTt3snz5cux2O48//jiPPPIIERER2O12bDYbRqORp556

CoANGzYwe/ZsRUgCPPDAAzz55JMUF7f/ndfYqzlz5kxeffVVAOXYhAkTeOONN7DZbDz++OPs2



bOHQ4cOKd7PTZs28e9//5t3330XgO3btzN9+nQ2bNigpNGFvKgul4tHHnmEV155hQkTJvCXv/

yFv/3tb7zyyivExcUBkJaWxqRJk5RxoTUnTZrEk08+yaFDh/j4448VW202W7d/H73FkBWTDod

DeaO0xauvvjqoxKQUDKJDYpTZRI0/wNEADHfWY7aYG6qVqdT4VSr8WgOlccNxlJwiKRAk2lVL

UFLhjUtAjYyvrZt4lYRXDuI0mfk2KopEp5NYt4fRBjOOMjuS3ODBbL/6mmAgcvPNN+PxeHjss

cdYvnx5j6wZZ9Jyc2b7X3Qbj3NeTF7U/vijla4uiUlJ9lP+9eNtjGjtvRt+vPzrR5ucbmleRz

4HLdwUdfjzI4c/lkGtjz6XhyiDLJ+LSpAb2Rd63PBPlmUiMmo58f4aNPqdyvHzcwkbf/5xQ55

20/VC4+Wmxxs9p9IvHlSO66LG4HeeJuirJeitxvH9VlxlXwJ/6+Br0DIqdwFmbZAvv/iy1TDX

lnD73P0iJt0+J9dfvKgDIxd3aNw/D7xGQG7I/TJoTVj0kfxw7E8ZFT++m5YKBL2AJYIanx+tL

KNXq8Lac8iy3OTrVVK+m4IaLQ6DGbXJgkqtRa6txux2Ya2tQQXNQlhb+mb16HS4dBqMQQmPxY

wUN3BvzDvCpFE2Jo3q3nMIBIL8z9/2Kj/rtSpGJkVy/fRUYq2G7poIgNlsJj09Hbvdjt1ux+F

wMHbsWMrLy8nMzOTNN9/Ebrdz7NgxkpKSSE5O5ne/+12YwGoc5pqWlha2vtFoJDExsUO2/PWv

f2XBggVs2rSJDRs28NFHH1FUVKQcO3bsGK+//jpLly6ltraWN954g5SUlDCxOmbMGBwOhyKEb

TYbhw4doqKiAqPRyKpVq5Rw26SkJGXshx9+yL333stFF13ErbfeyoYNGwDYtGmTMi4kqFNTU6

mrq+O3v/0t//rXv1i1ahXHjh0b0CGxQ1ZMHj58GKfT2e648vJyDh8+zPjxg+OPryzLBOWGAjx

6CUapwWXQUR4I4gyC2xqPA4ioryPzRB6SHDgfwtpW01+g1hKJJ+DDrNFypvgkNlRMPn0aZJmz

cTrQDu6dPEEDL774IkuXLuWxxx7j8ccf59FHH+0xUTlQ0FFFVd4LXZx9tfKo6shLTc51NVyq9

SrKnZ0rE0SlNmBJm9twTpLOh6dLjQpTSKHM6YaeakGXB0n2EfBUKMfPzyVs/PnHnGs/IYGq0f

lz41VNrtP4+0VrTlKOB9yVyEHv+Wek0hP0dq9PrQYnT8+s4XuHiWUffML48eO5bmbLaQuq7Uu

5NFnL1yU+hkebSDbX42Bw95x0euvJK/lKiEjB4MHtQidJ+GWZClnC4g+gD1VzbRJZJUlgN5mx

xyRg8QdQ+30QHYutthZPfW3bhQHPLRVQq6jS6/EnDCPe6UJXU43WF8TsdKOqb//+cKjz7y+Lk

VQSOrXU4yKyMWlpaezcuRNA8UoC2Gw2rrjiCg4cOMCOHTu4/fbbgQaB+OKLL/Liiy8CKAIN4O

TJk10WVWazmcmTJwPnw0xfeukl5ZjNZqOurg6Xy0VWVhYpKSnNxGrIfpvNhtlsxm6388c//pE

//vGPyphQx4jQ2OnTpzN9+nSOHWu5TkRonMlkUryySUlJigd2MHSgGLJiMhSX3BEGlZgMyufD

QM5VP7OqVEQiU2U0Un2yAqPX227T3xABtZrihGQM9XXE+PwYvD4MHh+RwYaQEVk+93UtGvwOG

W6//XYeeughKs6FKTcWlQ8++GA/W9czeKQ4Mm+r7NLcwg9uVB5nLu7aGr2Jz1HCyU1TScz+U6

fmHVr9IiN+egXxl17WS5Y15jfETDj/Xjq+fhhywI2k0iMHvUSPu4+4qU/z2QPvd3plA3Yu8r+

GRS5GjZM0s5MbLruEF19qEP4tCUqpfD+joy1oZA0Lx1egDR7AoU7p+tMbAOSf2UeEwcp/TVgo

RKRgUCDLMupAADWgCgaoVatQa7REuF0EAVmlRlZLOKIT8MsqdMXfEeOoRRUIgEqNLxBAaiOiI

1TJ1aGSKLVGYFNpiKl3UOPzE6lS4XF72i7mcwERDMp8U1hFVoq110RkiJAHcufOndx9991hom

ry5Mk89dRTDB8+nJSUFMU7+Lvf/Q6jsSF6JCSmfvjDH/Lggw+G5U8uWbIEi8VCZmamIjhbI+T

9g/MhtgD79u0jMzMTu91ORESEct2OYLPZ+OUvfxlmLzSE5IaEb+g5tZYnuXPnTqZPn47T6aSu

rm5Ah7O2xpAVkz3B448/zmOPPdbl+VIPCLCmoXDeYBCv349GJRFs0JKc6xSCRgaCbZe7DiA3t

AIxmim1RBLt95MSG4epugqvsx6VIkDDbZek82GtPo0WtUaDSqdr8Ro98bx7cp0LlY6+fh6PB4

CVK1dy5MgRbpk/tBLDL3TO7v6c7z/aRszFE/tISIZTe+Itgt5qQEX0uGXETXkaSdW9KAerXBD

2812j8vnieAKHDx9uJibr6+uxAj8bX68ccwT3U6GahEMavIJywvBpTE77QX+bIRB0GDmsAI9M

ZCCI5Pfj1mhwG8y4bMNQO+uJqKpA5fO0GMLabE3Ao9UiqbWoZPAiYyz6jnSfHykQbKW7tkClk

rj/pnFYjNpev5bNZiPpXMHGpkIpJSUFq9XKhAkTMBqNZGZmMmfOHGJjY5UxK1asUITYc889F1

bN9Z133gEavJlpaWncddddSv5iKAcy5OG7++67W82ZvOuuu5TxBkPHhXVmZiYTJkwIs3f79u3

MnTuXRx55JGxdgPXr1+NwOBSBHBpnNpuVuTExMR2+/kBhyIrJ0C+mI7TWIuTRRx/l0UcfbfFc

ezQWXz2JT6enxOVBExVFRG0tOp2GoNR2019ZUlEfEYXs80FdLWcddUQDI8rPNjT9HZ7aoWsXG

Y2oIiMI6k1o/V58rpYrifXE8+6t1+9Cob3XLy4uTvFM6nQ6JElSPJP/+9H2vjJT0Mt4qqvJW/

Myk3+7guisnm/L0RGcZ3YSmfnfJE5/EUnV/RsXN813bTW4WHOjjPuHd4YdP/FdIX//y194alL

4eDPFXOx/lt3aroZC9z9adcubeQLBgEWWlT7ZoUxrDWAIeFH5PJjtp5H9gQ71tg6otdRaLJhs

iehLTyN5vWh8fozK370m6QHifqIZvS0kMzMzFSHXOJUmFPYZIiIiQgk1DZ13OBwtrmmz2di0a

VOr12xtXltzWzrW2N777rsPIKzwT+Pnduutt7bodWwcqhviiy++6NC4xtcfDJVfh6yY7EzY6m

AJcQXQ1taQoNfh8bgp0enQqbQke5xoQ01/G+HX6LDHDsPsdGDyeVF53ejKz6CSg202/W1MbUQ

kp00GEpAxlZxB63FjqHWgkmVoRUwKBjavv/46TqczTET+9re/7W+zBL2ESqvtNyEJkHDF6nN5

lz20XjC3xeN690m+XPc/fKufQk1dFYWFhZwoLCQjrvlmYa2UyXfqgf8Hur+41GbFHQjiCgSo9

/nxyzJ1Pj++oEz9uWbv/qBMnd+P/9yx0DlXIIDbH+znZyAYiPjVWnyBIGoawlFlGtqFAEhBud

k9TBiSRFCScBsMlFqjiJTURDvqCSYZMMsyXq+nIYe7YXCTqQ0/B9VqkFQw/Qoip0zp+Sco6BS

h6qrTp08PE2qCwceQFZMZGRmMGzeOvLy8Nsddc801rXomByTncg5MgQAjgRpVgENmMymBIGrZ

SUCtxW2OoC4iBoNazSVqLaVnTyHJnAthbWm371zVRknCp1Ijq9RUJiZjd9czwhcgq6ISdSBwf

rbIORjU3H///fj9fh577LEeE5EnazzkfFFMnFFLnElLWqQes1ZNWqQek6bnhIRg8NGTQhLArr

oEtewiSi7AKh9DzflCGrK7lkOH80iISULt05MSnw5yeKGNE6r5nFbPbLqsoAkGtQqDWkW0rrn



3orDeyc7S7rclEFxY+HxuHNZIZIcTrVaLxulU7iRa8hzKkoRPa2io4CqpkEtL8LpdJPh950JY

249g8pnMOG2xFBuMVI0djyM6htSLLkJzrj2DoP9oz8soGDwMWTEJDW7iJUuWtFrVNT09XYmtH

izIQVnZyQOIDASY4KinTqXGrtXiMkdhctRirrHjjI5Hikpod80atRa30YRapcKtUoNKTbLFQv

L3p5CCcodCTgSDh3feeYcf/ehHPbqm0x/kqN3FUVr2VqdF6jFpw0XFf76vJS1ST1qkvkdtEQx

t/Jg4rZ7JaRoEoS24n4Tg5wDoU+5gXoopbLwGJ5X+19Dg5Dv1rYM6T1IgGMyo6p2Y7FX4dVp8

sow7Lh5TRQUany+smmvQYMKdMoqo6mqCdZWo/T7UPh8q+dz9iNxOHqVKRc2wFOqGp+KOisITE

UlQo8FssXD5+PGMGDECrbb3cwUFgguFXheT7XkGexqTyURGRgbQkDe5du1aVq1a1cyOqVOnct

9993Uqt3IgIAeDyIHmIUQRgSDUVuKqKYNz1V4liVbDRmQJnKYInFod5jPfo6uvRevzYwkE8Jr

MqAMBAiLHYEjS00KyI5ys9TQ7tubgWeVxWqSeOKOWNGuDuEyPNBBrHNJ7XYIewq66BLvqklbP

+zFxRLOsDy0SCAQtEQzKBINBVG4PercHXX09DlsMQa0Oc+kZ/NFxOKPi0Tvq0bocRGlNVLq/V

3pbt7ypLTV4LTVaPAYj1VnjqE3JIGAyoVarUavVJMfFMXXqVFJSUtC1UjhQIBB0nV6/W1uxYk

VvXwJoEJFz5szhhhtuABpEbFxcHPHx8eTk5FBWVkZZWRnQUHCncWirw+EYNKJStkbj9PrQqdW

omnyvyudahYQdCx2QVPhVatDqqYuKRfK4iXY5sVRXoTrXROT8F3bLaZRBSSKoUoFKQ2XyMEal

Du/5Jyi4IDlZ6+FkrYe9pfVhx4XXUiDof9RR0ajMFtRRMWjiExhvsjCitobKku+prSinsqyMy

qrq/jZTMMCRg0GlAA8AQTCXlhNQq3HpNUg1biILj0AggC9+OLK67VtUv8lCfVw8zhgbdTExeC

Oj0Gi1xNlsxMXFkZKSwvDhw4mMjOzlZyYQXNj0ipicMWMGmzdvbjW8tKcxmUzk5OSQkZFBYWE

hr776Knl5eZhMJm699VbmzJnTTEAClJWVsWrVKoqKihg3bhz33XffwM+fdDrwq1X4fH6CGjXG

oIxGAiSphaa/EnU6PfUWKzpUeDRaVIkpJFdX4a0s71DT36BKwqHREoyKxhiUcXo9RHr9DDtZj

KaqphefqEDQskdTMHiorHWz5fNCZk9LJy6q7d5dHqePM8cbKgz7PH6qS+vwedtudSToHdyWSC

JHZqKLiUETn9jiGKvFgjUpWflZ9npx2CveU30tAAAgAElEQVSoOV1CSf4RistFTqUgnGAgSFB

JnTmPKuhH565F5ahFPne+tc5WsqTClZSKKyUdny0eX1QMskqF2Wxm3KhRpKWlYbPZsFgsaDQi

ukUg6At65ZMWHx/PH/7wB7788ss2y/S2RkeE6C233KI8vvzyy8nIyGDHjh2sXr1aOe50Onn11

Vf54IMPuOGGG5Tw17KyMg4fPswnn3yijM3Ly+Oee+5h/vz5zJ8/v9M29xVyMIgxEERWSbhkmW

oVaNVaLB634oWU1Woc1lh8aj3VlWXovV60fj96wGdLaKjE2g4utZryCDNRKg06l4c6o4lhXi/

migrFgylKbQsEgraIiTSw73g5B74tJys1hp/8YGSYqNTo1Pi9gbA5Po8fe0l1o350AwdrvKW/

TegT8k4WU338BHEJCSSkpBCbnII1KRmNvnmIoOz14i87i7+8FKoqMZeXEhf0U9wPdgsGNkmzZ

1Nx8iS+M6eR/eEbRc3vJ6SGLB1JQlZr8FmsuDMn4M4YRVBvVEJY0xITmThxIqmpqUI8CgT9RK

998uLj45WQ085SVFTEnj17Wj0fFxfXrO/Kl19+GSYkG1NeXq40J22Pt956i/r6+gFbmEeWZQL

ncia1SA2/QL+bWr0Bj0qiOnU02vpaTPW1qD3l5xLWG0JYUbX+6w5KEpKkwqM3UKvTYv2+iOEu

D5LfgQS4AgFETc4Lj6DHxUiTNeyYt4Wc3YGAq7a+/UGCPuemH4zkn599xzffVVBwqorRqdGKq

Bw9PZ28nd8pY511bqpL6/rR2ra5ZuFl/W1Cn1JeWkp5aSns3QugiMvExER0dTX4y84SqK7qZy

sFg4WoCROI/j//B/s33xA4epTgyZNQ1/B5byYmdXpq41OoT03Gn5BMwBqDRqcjLiaGuLg4kpK

SSEpKwmq1tnAlgUDQlwzIbZz09PQ2xWRLoagdFYsdYcuWLdxwww0DM+RVlpHlhpv50C29WgaL

y4nW7yX69HfIPl+HKrAGVWpcBiP6iCiorwNZxuD2kOh2tdj+Q3giLzw0HgeXc/5mv76+Ho9nY

Iae+vrbAEGLXJIZzz//0/Ae8vgCYaLy5h+NJtJmptbuABm87q79Fn0ePwW5x1s9n5V9ERp99/

7cpV+cRPrFSd1aY7ATEpfOCBMZFlP7EwSCRuj1ei7KykJrMFCVnk7AbseXl4fvwAFwe0CS8Cc

m408ZhX9YKs6IKGSVCpPZzKhGIawmk0l4IQWCAcSA/DQWFRW1eT5USKfxz+Xl5T1qQ2Fh4YAU

kwGVGr8vgFqlUorkhP5XBYIQDLQ2tWGsSoVXb6AiIhKzSoPO40ayxRNRV4vPUd9u01+FiRMxj

x3b7ecjGHiYTSYcTcLMZVmmpqaGQKDt99dAISGh/ZY4gp4nv6iSk2UNnobn3txHWZUTSZLQal

R4GzWyDwSDHDpRwTWXJDP+mlHdvm51aS3vPfVBq+cXr/oJ1viIbl9nqKMfezGG8RPRvP8enDr

Z5XViRl7ExOsu4szB/ZQV5PeghYLBjEqlIjo6mujoaCorKyksLMQxfDiB7Gxq8w7hkGUCBhMq

lQq1Wk1iYiITJkwgIyMDtVrd3+YLBIJWGFBisqysjM2bN7fplYSGsNVVq1Yxf/58pehOT1NYW

Mjll1/e4+t2F48KqhMT0H9/Bq1eixQMKu0/WvMcBiUVKpUKjzkSb5UdjaOOWI8bye9HQsLfQk

J8Y2SVmoBOR53JTElqOtVJyQwfPRp9enovPENBfzN27Fj27d+vCEe/309tbe2g8UybzWamTpn

S32ZccLz+76MYdGpM5zyAN10zivhoIxXVLl569yAAGnVDHtT08cOYe+VI9Dpxg9ibXPHAQxz8

x2s47C0XwwmJR8O4SRjGT1SOq7b+u1vX1UVEcukvH1F+Pr3rP5zZu7tNcamOiydq/u3duq5g8

BATE4PVaqWyspLy8nICOh1xlZXExsYybNgwkpOTRRXWXsZVehZjQssFtgSCztBvYvLVV19VRG

BXPIt79uzB4XCQk5PTK2Kyr/tjdhR1ZTURp8/ijjDh0jYUQzDW1qEKBMKqucpaPd7YRExOF16

fB7WkwuCow1xXgyTLTZr+tiASJAlndCwuWyyuGBt1w5L4Xm9AbzQyMiWFESNGiJ3CIUpCQjxX

XZlNeUUFDoeDQCDQJSHp9/spLu58GY7ExESMxrYrf7ZGTHQMiYkJQ7yXmETLzXv6hz1HzrJuW

z63zR7DlDHnPcIZwxpuBP/8yTf4AgHUKkmIyD4ma/4isuYvIv+tf1C//d/oExNaFI+9TdKVPy

Dpyh8oPzcWl2rZh+32n2O5dlaf2SMYGKjVauLi4oiKimLYsGEAREREiBDWPuJgzuPoYmIYueg

2rJmj+9scwSCm3z6xmzdv7vYa6ec8Y03DXnuC3hCoPYEclCEYxFDnICg5Cei0OCIjkNVqTBVl

BCKicVlj0bndyHoTVslIzZnjSEHOFdBpwQfZSFj6tTpqR15EfVIK3sgoAno9QbWamJgYLr74Y



lJSUoiKikKn06FSiZI8QxWLxYLF0v3Kle+/916n5zz00ENER0d3+9qC3ufvHx5BpZJ46VfXtH

i+rMpJebWL7AlJQkT2I1nzF8H8Rf1thkJTcSm4sNFqteI7vx8YNuM6Tn2wibw/PIMhPkGISkG

X6Tcxecstt3Tb+xdq9dHT+ZLQ0FbE4XBgNpt7fO3uEJSDBBvlran9fkxOF36djjprJLKrEkvJ

CfD78MUPR6W2KGGwLQlJWa3GZzRQmzoCe3IKzvhEJLUarVaLUafjoosuYvz48QMyf1Qw8ElPT

283B7oxer1e3FQMEl7bcoRhsWZmX57W6pj4aBM5d09Hp+kZEblz/dcUfXOasycqcDu8YecSs1

JbnffH//5/YT8bzDoSR8SSfnESVy+8tEdsEwhaw3n2LKbE5uGErR0XCPqCtJtu5tS//knA5cJ

xsqjHReXu3buZOXOm8vMrr7zSrBNDd7Hb7fz1r3/lgQce4Pjx4xgMBjIzM3v0Gm3hcrl44YUX

uPvuuwE4cOAA1113Xafm2Wy23jaz1+k3MdmTb6je8iIWFhYyfvz4Xlm7q8hBOSycNYTa7cHoq

MZVXdak6W/LIaze6Fi8tni8cYk400Yiq9XoDQYyEhNJSEhg+PDhJCQkYDAYevspCQQKoVAnwc

Dmu5Iaqus93HF9+0W4ekpI/vO5Tzj48bEeWcvt8FJ06DRFh07jqvcwe8kVPbKuQNAU+zcH2bf

qKWInXcLo2+4AGkRkwRuvUXFgP5c88n+JnTipn60UDDbOfrqDM5/s6PY6uqhovFWVAIqoPPz0

KobN/CEjbv1Zl9e12+28+eabnDp1CpvNhsvl4sknn2Ty5Mk9KvZsNhvLly8HYOfOncya1bfh8

kajUbn+7t27O+zcajxvKDAkAtOdTSpP9hS9ET7bXWxTL6fsyBH8LRRUCLUMOY9E41S3gNGMJy

MTz/B0/BFWgnoDslpDXFwcY8aMYfjw4VgsFgwGgwhhFXQbt9vN2bNnOzWnurq6l6y5QOml9Mp

3Pz3Oz2b2bThUTwnJpny56ZAQk4Jew3bxRAyxsZR9tQf7oUOoDQY+f/jXBNwuTInDhJAUdImY

iZdgSet+EcSjL78U9rPaYMA6ZhyJ11zbrXVNJhMRERHY7XZsNhtGo5GnnnoKaBCad955J9u3b

2fmzJm8+uqr2Gy2ME/mihUreOCBB8K8dxs2bCAtrSESZs2aNbz77ru899577N+/n2nTprF8+X

K2b9/OL37xCw4cOMDy5cux2+08/vjjPProo4oHcPfu3WzevJmPP/4YgOeff55Vq1axfft2tm/

fzvTp08Nsueuuu/j973/PgQMHlOtCg6d17ty5vPDCC9x8883KGiEb25q/ZcsWvvjiC+6++24+

+ugj/v3vfyvrhmzYsGEDd911FzNnzmT8+PHcfvvtfep17QxDQkzecsstvbLuQAztjLvySs6aT

FTs3Il/714klwv8/oaTTYqkSCoVfoMRT8ZoPCPH4EsYjqTRoNPpiNDrSU9PZ8yYMaKNgqBX2L

JlC263u1Nzqqur2bdvH5MnT+4lqwTd5csjZ0mymUlJ6LtWG5Wna7h87oReW7++yoklWvRNFPQ

Oo2+7g8Mvv4ivvl45prVEMPq2/+5HqwSDGV10NLpupoRUHT6E3+EAzovIEQt+1iMVXo1GI7/7

3e945JFHeOWVV4DzYa5//etfWb58OZs2beLYsWP84Q9/YOnSpaxdu5b9+/eTkpLCk08+yfHjr

fcOHjNmDA6HA7vdzv79+7n88stZtWoVs2bNwmaz8eGHH2K32zl27BhJSUnNQknr6ur45JNPOH

DgAKtWreLVV1/l2LFj7Ny5k8zMTMWWzMxMNmzYwKZNm0hLS8NqtVJRUUFxcTGvv/46P/rRjwC

Ijo5m+fLlLFiwgMzMTB588MEW54fsdrlcfPHFF82ez+7du9m5cyc2m41Dhw5RUVGB0+nkwQcf

7PbvpDcZEmKyp2OwBzI6nY6ktDSYOZP6iRPxHT+Ov6CAQFERsl8CCYJRNgK2RPwpIygelkZQo

0FvMJCWmEhiYiJJSUnExcWJEFZBjxEKNa+qquLMmTPs27ev00IyxMaNG9m3bx9jx45l2LBhGA

wGEf46QAgGZXbuL+GBW/rWmxKTZBXewz4k7cqrqTp1Ep/L1em56rh4IufM6wWrBi/xl01BGxH

RRExaiJ8ytR+tElzoHP/7KwT9PmIuubTHRGRjjEYjL774Ii+++CIAq1at4tNPP+X06dNhuZQz

Z87E5XKRlZVFSkqK4sV0tfH9k95GazqbzcYVV1zBgQMH2LFjB7ff3rzl0BVXXKFUjZ8+fTo2m

w2bzabUSQnZApCWlsbOnTtJS0tT5tlsNiIiWt9QbW1+a3ZfffXViu1msxm73c6ECRMwGo0YjU

YuvXRg5/YPCTF5IaHRaBg+fDhxcXHY7XZO2Wy4s7IIlJXhOJ6PM+AjEGFF1htBoyU2Lo7Ro0e

TmpqKxWJBr9eLEFZBt/j444/ZsaP7uRptUVhY2GYu9F133cWIESN61QZBc74vrwdk9FpRlXUo

M+GuX5A571YO//0vHPngnx0SlZLJTNT824SQbIXG3knhlRT0N36Xk4SrriZ+2vRe6TV57NgxX

n/9dX73u98poi09PR29Xk9SUpISyhnCbrdz+vRpnE4nRqORVatWMW3aNOrq6pRQ2aKiIiWEtD

0mT57MU089xfDhwxVR1xny8/MpLi4mMzOTkydPtilee2O+zWZj8+bNzJ07F6fTyddff93n+aC

dQaiKQYgkSRgMBpKTk7nssstIz8rCnJmJ9oqr0GRkYh2exsTLprDgZz/jZz/7GZdeeilxcXEY

jUYhJAUCQZex17iwWbvWA1QwuNBHRXPpLx/hlo0fMvGWBWhb6f0qmcxYb1nM8DXrhZBsg5B3E

oRXUtD/aIwm0ube2CtCEiAzM5M5c+YQGxuL2WzGbDZTVFTE9OnTufvuu1m1apVy/P7778dkMr

FgwQJSU1MV7+A111zDhAkTuOSSSzCbzRw9erTNazocDm677TaOHTtGSkoKVqtV8e51BpvNxpI

lS5Trfv7558ydO7dDc++66y4++uijLs8PkZmZyYQJE4iNjeXOO+8kOTm5U/P7GiktLa3F8gwn

T57sUqNyQQOSJPXp6+d2u6moqECWZeLj49Hr9X127d6gr1+/oUZvvn594Zlsj970TG776Y3K4

1nvvN8r1+gOPsdpTm66jFE/O93uWE9NNZ//+pdc+8rfe+TaH311Cqfbx9yrRrY5Tnx+WyZn8x

JWzFnb7riB+Pp5qqsUT2WKRmJEfByRc24ics48VObu96TtKQby57ds71d888fnuPiBXw8IMbn

tpze2+BoNxPffYKKnX78lS5bw/PPP99h6FwKh6rEDuWhNWzT27DqdzmZFhPqSX/3qV2zbtq3N

MSLMdYhgMBgYPnx4f5shuAC47rrrOtRHSTD0qKhxkRrfd4V3BAOHkKdy/H//nMrcT0m45ocDS

kQOBmInXcLl/9/TmIcl9bcpAsGQJVQtdvr06YNSSEKDZzIiIoLY2FigoXjRQO5HKcSkQCAQCD

qEvcbNJRcNvCrXgr5DHxXNsOtvbH/gBcC+9fs48Z8TvXoNWZYZN3ccYzvQ01UgEDSEqW7atKm

/zeg2y5cvHzS9KIWYFAgEAkGHqKhxEWsVVaAFAoD8rfn4Xb5ev843734jxKRAIBiwiGosAoFA

IOgQMREGYqNEAR6BYOczn/SJkATw1nn44s+f98m1BAKBoLMMODGZk5ODJElIksSkSZMoKChQz

hUUFDBp0iTlfOhfTk6OMmb9+vXNzjcdIxAIBILOU1xWh8vj728zBIJ+pb68nuKvS/r0moW7T1

JfXt/+QIFAIOhjBoyYdLlc3HPPPUBDjoAsy7z11lvMnz+f3NxcZVxCQgL5+fnKmIqKCnJzc8P



GLFmyBKfTqYyRZZkVK1b0+XMSCASCnqY/Ky0adBrc3t4Tk6G/A6FNwNmzZ2O325XzrW0WNv7+

b7wh2fjf+vXrO3Tt9evXK48brysQhPh8dS5Bf6BPr+lzevl8tXg/XohcdNFF/W2C4AKmI0WMB

oyY3LdvHwAPPfSQcmz06NG8/PLLrFu3DlcrTZNtNhvZ2dkUFRX1iZ0CgUBwoWLUa3B5eucm2m

63c+ONN3LVVVeFbQJed911YREqTTcLd+3aRU5OTpjofOKJJ8I2E2VZZuHChb1it+DCouxoGWX

Hyvvn2sfKhXfyAuTs2bPU1tb2txmCC5Da2lpKS0vbHTdgxOSOHTu46qqrmjUXjY2NpbCwkFOn

TrU4z263k5ubS3p6el+YKRAIBBcsBr0ady+FuW7dupXs7Oww0Zednc3DDz/M22+/3eq8rKwso

qOjqaio6NJ1Q57MO++8k5qamrBzeXl5SmpFe55NwYXB7rWfE/T1rVcyRNAX4OMnP+qXawv6D6

vVKsSkoF+oqakhMjKy3XEDRky2RmxsLDExMcrPpaWlZGVlKaFLsbGxLF68mOzsbGXM2rVrMZl

MrYZBCQQCgaDzGHUaXL0Q5upyufjss8+YMWNGs3Pp6enk5uaGeR4bk5+fT1VVldKPqzOsX7+e

3NxcKioqeOyxxzh69GjY+ffee4+PP/6Y/Px83njjjTAPqeDCo2hXETXf17Q/sBepKaml7GhZv

9og6FuEmBT0F7W1tURFRbU7bsCLyaY0zpnctWsXs2bNYvbs2WFjWsqZbCw2BQJB1ykoKGDBgg

VhN/c5OTnN8ttycnLIyckhNzeXe+65p9VQ9Y6s37j4liim1X80hLn2bQGe2NhYoqOjlZ+bbhY

uW7aMF154Iayh88qVK8M2E5sWcwtx4sQJFi9ejM1mY/To0cybNy/sfONzV155JXv37u29JzpA

aZqD2nhjtvHnsunnfyiy5+97+tsEAHat3tXfJgj6ECEmBf1FbW0tVqu13XEDRkzOmDGDzz77r

NkNZ35+PlarldTU1GZzsrOzyc7O5n/+5386fKMqEAi6R8gDFAordLlc1NXVIcsy+fn5yrGSkh

JmzJhBdnY2a9asaRbC3hIFBQXMnz+fqqoq5ZjdbueBBx7g5Zdfxul0UlJSIkIOO4iEhEzPFet

JiDHhdPdNO4TWaLxZ+MQTTzBv3jxGjx4dNqZpzuSBAweajQm9R9viQk+fyMnJoaSkRHm98/Pz

WbZsGbm5ubhcLl555RXeeustZFlm8eLFQ/pv8ZEtR3BXD4znVl9ax5EtR/rbDEEfkZKSQnV1d

X+bIbgAqa6uJiUlpd1xA0ZMTp48GYBnn31WOVZQUMCyZctYvHhxqzeiS5cupaioSCngIxAIeh

ebzcbYsWMVL00on3nevHns2LEDAKfTCTTkszX2TObk5PCb3/xG8WY09ljm5uYyf/58Hn/88TB

PVEVFBdHR0WRlZWE0Grnqqqta3HgS9D5pCREcLqzs8XVDv9fQ+6cxe/fuZezYsWGexxBLly4l

Nze3S5sLRqOR5OTkNseECrt1RHgONULPuXEtg5D3dseOHRiNRp5++mlFpF922WXU1NQon/2hx

jfvftPfJoRx5F9CTF4ojBs3TtzjCvqFvXv3Mn78+HbHDRgxaTQaWbNmDYASTjN//nzeeuutNk

NUbTYbixcvDqvm11LOZGfC7AQCQdvMmDGDEydOAA1iLyIigquvvpq6ujpcLpfioTSZTM3mfvP

NN0oe2hdffKH8kczOzubAgQNkZWWFja+oqMBqtSprpaenU1RUNGRvWgcyo4ZH8e33vbNDPnv2

7GbCMDc3l2eeeYZbbrmlxTk2m40VK1awbt26LoVYzpgxQ5lbUFDAxo0bw86HNi1OnTpFYWEhl

112WaevMVgJCfxFixaFhZavWLGixVZbe/fuDfucDiW++PPneOs8nZpjjjUz8acTSZnSfFd/zP

VjGHP9GLQmbZdtctodfPHnz7s8XzB4SEhIQKVSdaiqpkDQU5w5cwa9Xt+hegQDRkyGWLFiRau

hSaNHj2bbtm3NwpUWLlzI1q1bsdlsLFy4sFlJeFmWOxxmJxAI2ic2NpYjR45gt9vZsWMHM2bM

UELRT506RVFRUYvVmaFBNNpsNlJTU5k2bVq71xJtfwYOOq2axBgTp0rrenxtm83G+++/z2eff

aZsAubk5PDxxx83+85vzOTJk0lPT+dPf/qTcqxpzmRrubahVInY2FgeeOABbr/99mZrT58+na

ysLFauXNmmHUORhQsXKr2cW3sd7XY7s2fPZtGiRW1GEQ1W6svrOfF5576DUqakMG/NzUycP4n

se68ME43RadFMuWMqU+6Yyrw/30x0WnQbK7VNZ+0SDF4uvvhi8vLy+tsMwQVEXl4eF198cYfG

DjgxKRAIBj6pqamkpKRQXFwMoISgRkREUFFRwYkTJ1rNNxsxYkSnrnWh560NNC4aHsV3Jb3jn

QxFqIQ2AUObhCEWLlzYbGMwNCfkLWu8Idn4X0vetMbjt27dyq9+9SsWLlyorPnzn/+cAwcOXN

BF3Gw2G1u3bkWW5RZzlkPnKyoqlIJbQ4nPX9qF39W5PGFLvEV5rDPrSJ16vubD2Dljw84hSV2

2ze/y8b8rt3Z5vmDwMGnSJOGZFPQppaWlTJo0qUNjhZgUCASdxmg0MnHiRPbs2UNdXZ0S2jZj

xgxl97RpuGpXiY2NDcvFKioqIj09fUiG0w0GfjQ1ja1fnuxvMwS9jN1u55577gkLHw6FvoZC3

BtjMpmUEPShQn15PWXHO9+/9NSe4rCfs++9ktvevZ3b3r2dkdeOOr9+WT1VRd3LQS47XkF9eX

231hAMfEaNGkV1dTXHjx/vb1MEFwAFBQXU19d3ePNfiEmBQNAl0tPT2bFjBxMnTlQ8RbGxsXz

77bckJia2WDClK8TGxlJVVUV+fr7Sj7C1EFpB72M2apl75Qj+30ei5+JQxmazkZycHBY+bLfb

WbduHSNGjMBut7NgwQKl5cpQzCvd+dynBH2BTs/zOjzUl7Uv8HpCBAZ9AT5fPbS8wYKWuemmm

9i8eXN/myG4ANi8eXOzVlltIcSkQCDoEllZWVRXV4eFoaamplJbW9ujXkObzcYLL7zAsmXLMJ

lMJCcns3Dhwh5bX9B5rpiQBMCb2wsoHyDtEgQ9Tyg0OJQvGRsby+LFi1m4cCE2m43HHnuM+fP

nI0nSkMsrLTtahv3bjhV1ik6LxhxrBkBr0jLr8dlhoa6VhZUc3XKU7z79LkxkJo5LJHtZdovr

dIazeWcpO1rW6XmCwUVGRgYxMTF8883AqiwsGFrs37+f+Pj4FlsytoaUlpbWYhOykydPIsud6

0/mcrn41a9+xdq1awGYNWsW69ev7zEPRXusX7+eEydOsGLFCnJzc1m3bh3PP/98v3gwJEnq9O

snOI94/bqHeP26zraf3qg8nvXO+/1oScv4nWcofH8yFy080+5Yb00Nu359PzNeeb1XbNmyu5C

9R0tJjrOQMczKJZlxxEQaxPuvFXI2L2HFnLXtjhOvX9fpqc/vxl9sxNEBz6HWpGXen29GZ9Zx

Nu8sOpOOmIwYoEFEfvL0J83WSTgnIkOC89SeU8Skx2CJt1BZWMnmhz9Aa9Iy6tpRHN1ylJQpK

VQWVuKocLRqh3W4lbl//EmnnuO2n97Y4msk3n/dozdfv9LSUt544w2WLVvWK+sLBC+99BJ33n

kncXFxyrH2alf0mGfSbrdz4403ctVVV4UVPLjuuuuUMJi+pDON0gUCgUDQea6fnsGjd07jR1P

TqHV6ef6tfWz67Lv+Nksg6BZHthzpkJAEGHXtqIZCOjR4GkNC8mzeWTY//EGL65TmneWDhz7A

6/ACkDo1VRGWMRkxDdVg/3wzU+6YyshrRpJ975Xc8NyP26z8WvN9DUe2iN6TQ52EhAQuvfTSZ



m2MBIKe4O2332batGlhQrIj9JiY3Lp1K9nZ2WHhZ9nZ2Tz88MO8/fbbAOTk5PD8888ze/bsZi

XGXS4X99xzjxJOE6oIl5uby6xZs5g0aZLSK3L9+vXKuEmTJlFQUEBubi6LFi1i5cqVSkW5xr0

lc3JylDmhSnShazY+F7KpqT1daYotEAgEPY8EDCyvQWpCBDf+YCQ5d1+BRi2yJwSDm7xNHW/B

EJMe0+yY1+Elt508Rp/TyydPf9LiOUu8hcpzhXkm3jJJEav15a17JqFzdgsGLzNmzABg9+7d/

WyJYCixa9cutFotV199dafn9shf/VBRjNAbvDHp6enk5uYqFeFef/11XnjhBaV3VUg0Pvvssy

QnJyPLMrt27WLZsmWKR7O0tJS33nqLNWvWsG/fPtatW0dFRQWyLDNv3jzefvttsrOz+cc//sE

TTzzRrAT8+vXryc3NpaKigvz8fJ555pmw8uUlJSU4nU527drFxo0bKSgo4L333lPsqaio4LPP

PutSU2yBQCC4kLj+igwAjttfOQ8AACAASURBVJ2q6tY6bW3oNe572HTT8NZbb0WSJJ599lkWL

FigfG83LRjT1gZjaI2h1uZC0D771u/DVens8Pg9r33FV699FZYLWbznFMgy0WnRaE1azLFmEs

YmkDA2Aa1Je97DKMth8yoLKzm6+QhT7phK4rhEvnptD+8t3chXr+0B4NpHriVhbEKrtrgqnex

bv6+Tz1gwGFm8eDF79uxpsbKyQNBZjh8/zv79+7tcj6LXt5BjY2OJjj4fmjFv3jxGjx6NzWZj

8eLF7NixA7vdTm5uriJGJ0+ezLRp06ioaCjJnZiYSGxsLNDg7Wzce6wjZWtPnDjB4sWLsdlsj

B49mnnz5rFjxw7lfKgyZFZWFmPGjGk232azsWbNmj7L/RQIBILBzv9+dapb81vb0CsoKOCJJ5

4gPz9faRfz7LPPKvOioqJwOp0sW7YMq9VKfn4+APn5+VitVlJTU1m/fr2yidjSBuO4ceMu6N6

SFzL5/87v1Hif08vRLUfIXb1LOVZZVEn2fVcyasZFpE5NZdS1o5hyx9RzPSUlJWR11hOzKc07

q8zb/PAHnNpz/nPz7SffKv/rzDoSxyX2uP2Cwctvf/tbduzYIQSloFscP36cXbt28cgjj3R5j

T6PR2pL/F155ZVIkoTJZGLt2rVKv6rGPeWa7lYvWrSozeu5XC5KSkratKGlxNKQOm8adisQCL

pPTk5Oi6HjTcPTe+s6gt7H6fZzqrSuR9ZqvKG3d+9eMjIySE1NxWg0snjxYkpKSpT3THJyMka

jEaPRSHJysrJxuGPHDq666iqAsPYyoQ3Gxv0RO9pbSzC0+OLPn+N3+7q9TmVhJcV7iolOP7+R

HhKDoUI9U+6cSmVhZbMWIvXlDg6+fZD6snqm3jGV6LRopt4xlfqyekrzSvE627bP7/bxxZ8/7

/ZzEAwO7r//fjZv3sznn4vfuaDz7Nq1i23btnW7oFOPiMlQI+PG3r4Qe/fuZezYsYpXr/EOSu

PH0dHR5OfnK8V7ZFlu0d363nvvAeB0OpFlmX/84x/t2pacnBx2rKO7OCtWrFB2xVevXt0vhYQ

EAoFgMJKZGtWtUNe2NvTWrl2LyWRCkiSuvPJKioqKFC9lYyE4Y8YMSkpK+P777zly5EhYD8RF

ixYpa69cuTLs70J7lesEQ5PxN1+MWqfu0txQXiM0FNRJGJeA1+ENO44sY4kzU3q4oeqr1+klO

uN8zqXWpMVRXs+3O45jibcw8tpR3PDcjxl57SgAtj26lapzuZStodapGX/zxV16DoLByfLlyz

lz5gzvvvtuf5siGES8/fbblJeX85vf/Kbba/WYZ3L27Nnk5uY2y2t55plnuOWWW8KO2e32sNB

Wm83G2LFjlUI9BQUFTJo0qV1vYKiBcnuMGDGCdevWKSFSGzdubDG/szFNPRpWq1UJtRUIhiIt

FcgKFbsKFbqC8OiABQsWsGDBAnJzc5Xjf/nLX5g0aZKSixbKTZs9ezZ2u53169ezcuVKFi1a1

KrX8NFHHw2b09jG9nLoOnMdQe+RmRLNseLqbq3R2obeE088Ebbx2Dj1oTFZWVnU1NTw9ddfk5

KSEtY3a9euXWFrNM21F1x4WOIsxI+O79Sc6LRorvnNtVz7yPl7CnO8hU+f/oRPn/6Eo1uOcvC

dg7y3dCMH3zlI6ZFSDr5zkM0Pf8D/ProtLHR13p9vVlqGhLyWHzz0AdBQ1MccZ2l2/abEj47H

0oFxgqHF4sWLSU1N5aWXXuLgwYP9bY5gALN//35Wr17NiBEjeqxnd4+JSZvNxvvvv89nn30WV

hn1448/DmtifPHFF3PdddcpzY9DOSkPPfQQJSUlSvPjhx9+uMV8ldmzZ1NUVITJZGLhwoX84h

e/UEKc0tPTlWqujVm4cCHZ2dnExsa2uXZjli5dyrp168IaNYucScFQZ9u2baxfv578/Hw2btz

IiRMnwgpdQXh0wL333suGDRvC1ti3bx+7d+9m165dLFq0iBEjRuB0OklPT2fr1q0sXLiQJ554

gn/84x8tfpGtXbuWuXPnKnP+9Kc/Aa0X0rLb7axevVqJbFi8eHGHrnNBIEnQT/3iMlOiOFbcd

c9kaxt6l112Gbt27QorpNNaaHRoo/InP/kJEydOVMJfr7rqKtatW4fL5cJutzN79myx4SAAYP

rSK9CZtB0enzo1ldSpqc2OtdXGI8SY68eEeS51Zh0jrx1F4rhENj/8Adse3UZVUSUfPPRBq21

GGqMzaZm+9IoO2y4YWlxzzTXccccdHDx4kD/84Q8cO3asv00SDCAKCgp47rnnOHz4MHfccQc/

+MEPemxtTY+tRENI6Zo1a1izZk2rYyZOnMjTTz/d4bnZ2dlhws9ms7F169awMXPnzlXGNm4U2

3jeihUrmu08h67ZeO0333xT+bnpdQSCoU52drayaTJmzBglqmDEiBGcOHFCqdy8ePFijEYjky

dPZsmSJWFrhHLRYmNjufXWW5k9e3aL4eatMWvWLLKyspSb/lD4YeNCWjabTSmklZWVFTb/ghW

OAwyNWkVslJGKaiexUaZOz1+6dCkLFy5U8uJ37dql/O5Xrlyp/N5nzZrF+vXrW+0pPGPGDDZu

3BgW4rpw4UJOnDih5OI/8cQTLFy4sMdydQWDF0uchfQrMji2vWM34vWtCLxrH5nBtpVbcVS03

M4jOi2aibdMavHct5829GoNicf2QltDpF+RIbySFzjx8fHcc889FBUV8d5777Fnzx4SExMZP3

48iYntF3ASDC3OnDlDXl4epaWl1NfXc/vtt4dF6PQUPSomBQLB4Ka9wiNOpzOsUElLdDffrHH

BrRChQlqN7QsJXJvNxmOPPcb8+fM5ePAgS5Ys4fnnn29VXAj6Dq1GhcsT6NLcljYOQzTdOAzR

UqhqdnY2Bw4caHFsexuMgguTafdMpzC3EJ+r/WI83336ndIL8uiWo1jizIy8dhSWeAs3PPdjv

nptD9+dE4fQkBc59vqxTJx/Xkh+9dpXxGTEMPKakZzNO9uuB7IltEYt0+6Z3ul5gqFJeno6v/

71r/nuu+84ePAgr7/+Oj6fj0svvZSoqCgiIyOJjIzEarUSGRnZ3+YKukltbS01NTXU1NRQV1d

HZWUl+/btQ6/XM3HiRK677rpeLSzXp2JS5KQIBIMbk8nUL8VJ2iukNXr0aEUwrF+/nmeffVZ8

3wwAjHoNLo+/v80QCDrNxFsnsfe1r9odlzIlhdzVuyg9Uoo51qx4IkdeOwqdWUf2vVeSfe+VV

BZWojPrsMSHew5zV+fy3affnnu8q9n6nbFXIGjKyJEjGTlyJDfddBPl5eXk5eVRXFzMkSNHFP

GRkJDA8ePH+9tUQRfJzMzk7NmzWK1WoqKisFqtpKSk8OCDD/ZZrRfhmRQIBB2mcb7Z5MmT2bd



vH2vXrmXx4sW9fu1QIa3Zs2dTUVHBxo0befnllykoKOCxxx5j9erVneo/K+h9THoNTiEmBYOQ

sdeP5ci/8nDana2OueY315I6NZXKwkpyV+9i1hOzOfj2AXJfziVhXGKYcIxpVLU1xKk9pxQh2

R1MNhNjrx/b7XUEQ5u4uDiuueaa/jZDMATp8z6TAoFgcHPTTTcBDV7KTZs2NcuZ7AgjRozodJ

XV1gppjR49mjlz5hAbG4skSXz22WeKjV25jqDnMOg0uL1CTAoGJ2N/PK7N86V5Z4EGoXjDcz9

GZ9Yx5Y6ppExJCROSoR6RpXmleB1e5XjjSq69aadAIBD0JlJaWlqLpf5OnjzZYk6KoGNIkiRe

v24gXr/u0VevX0FBAffffz8vvvhiWNXmwcy2n96oPJ71zvv9aMl5PFVHcFd+g3XkrfidZyl8f

xIXLWy4ka06uobIjJ+iNjSvNu2trWXXL+9lxqtv9Km9offfxk+/JSZSz7WTU/r0+gOVnM1LWD

FnbbvjxPdf1+npz++/fr2J6lPhLW4SxiYw64nZ1JfV43V4+ervXxGTHsOUO6bw1Wt70Jl0YTm

Rn/x+B8VfFQMw5b+nMGbOeS/itpVbKT1S2mX7olKj+PEf5nZp7raf3tjiayTef91DvH6CoUZ7

6U397pnsSE/JUP+6zngXQnPa61UpEAg6R+Nej1lZWaxcuXLICMmBireuiLP/uYNv/99w6k9tA

aDqyMsU/D2C0t33IwfbLxTSH8RE6JEkqb/NEAi6zLS7mxe1CXkULfEWvnptD6V5Zzm65Qhn88

4y5Y6pjLx2FPVlDUV06svqFSEJcGTLUeXx2byz1Je3XO21O/YJBAJBX9LvOZNvv/22UuK/vd6

PnUFU5RMIeoeWqmAKepeI1P9CG5GB9/9v787j4ioP/fF/zpkFZmBgYCZAIBAgGggaIYa4hNAq

asKt9ta6RFPErremapdY9fe9tkltaL3fb7VN6zU29va2t6WYuqW91xoTbbFtgvYqanAJkBiCE

BKWmcywzQwzZ875/THMCROGZVgyED7v12teMmd5znOmo53PeTZnI7re+DoETQx63vpXKNIAEp

ZtgtY4N6d8b253YN0lk1sShmguSlmRAutyK2xHbOq2zsNdiP/rMWSuyQxdJ9IY+Fsfp8fvP78

bmcPjKUca7BnA/u/th3fQO+klP8aSfkk6UlakTKsMIqLpimrLpN1uR0dHB2677TYcPnxYXYQ6

KNgC8qUvfQm9vb0AzrQ4/uIXv0BRUREEQUBNTY16bHl5Oex2e0jLZF1dHTZt2oRNmzZBEAQUF

RWNuhYR0VyWcsUOiPokKH43ZK8Tsq8fgiYWKZf/JNpVG1N79wAyU7juHc1vn9jySYi6Mz+Xuj

7sxOEXPwQAlNy7DoW3FuKqB69GfEo8Gl9qVJcCaX+zLewyH10fdk47SIo6EVd8ja2SRBR9UQ2

TTU1NyMjIwPLly3HDDTegvr5e3VdTU4O6ujrYbDY8/PDDaGxsDDn3nXfewRtvvIGDBw/ijjvu

QG5uLlwuF7Kzs8OuTfb73/8e9957L1wuF6644go8++yzs35/REQzJX7JhlEtkKbsz87ZVsm+Q

S8URUFifEy0q0I0LfGL4pGyPLQF8ILhpT/0cXosu/oCZF2WBX2cHoeeeRdv/frNWa9TyvIUxC

/igxoiir6ohsna2lqUlZUBAIqLi9HQ0AC32w0gsIZcZWUlLBYL8vLycPPNN4ecW1paCoPBAKv

Vittvvx3l5eVh16IL2rBhA/Lz89WlDYiI5ptg6ySAOd8qeaJnAEsWmaJdDaIZsfbeEugMOvX9

W//1Fo699hHe+vWbeO1HrwEIjI/Ux83+wxOdQYf1398w69chIpqMqIVJu92Ouro6rFu3Tp3I4

5VXXkFbWxvcbjc6OjrGPT/ShdOzs7NhNBqnU2Uioqga2To5l1slAeBEdz+WsIsrnSfiF8Ujpy

QnZFvdzjo0vtQIR+tpvHj/i9hz9wthu7XOtJy1kf3+ISKaTVGbgGffvn3Izs6Gy+WCwWAAEOj

a+uyzz2Lr1q1jtjASReK5Qz1w++RoV2PSDDoRtxYtinY1aA5LK9mF9v3XI+WKn014rCCKiLVG

5/tk7/Ugb2lSVK5NNBuu2HwlPn7zYwz1DY3aN90xkJMVkxCDK7629pxci4hoMqISJt1uNw4cO

KB2VQ3Kzs5GdXU17HY7ysrKUFVVhfLycthsNrzwwgt44IEHolFdmseeP9SD0675s2i6xahlmK

RxGRd/Anlf6J/Usbr4eKz90Y9nuUbh9fS6sWk5l4yh88vKmy9B/a/fiur1iYjmkqiEyba2Nhw

/fhxbtmwJ2Z6fnw8g0GpZUVGBkpISWK1WbNiwAZ///OejUVUioil79Zf/QOt7J6NdjTH5hiQ4

u/rh80q44saV2PDV6bd4uDyBhzffuKVogiNpPlIUZUGvHVpwfQE+/OMHcDvc5/zahiQDCq4vO

OfXJSIaT1TCZF5eHvbv3z9qu8ViCZmJdaz17EauH5mXl4fdu3eHnBPuuJFrWFZUVEy98kREkz

QbQXLRhmcxeKQQruPTa/UbcnvhONUHWVYAAP/44/u4/DMrYU6d3qQ5P3q6fuKDaF5QFAV+vx8

+nw+eIS/6+vvhcbshCCKMRiP0eh20Wu3wSwNRECCKovoSBOG8DJ5rPn8Z/v7Tv0XlukREc03U

xkwSEVHket/+JKT+xGmV4er3wNk1uquss6t/WmHyP178AJ9Zl4vvT6dyFFWKokCSJLjcHniGf

BjySZD8EhS/DECBRh8LEcCQ5MeQT4IyfI4oCBAEQCMK0IgCRFEDURSh1QT+qdNpodMFwmcwbM

5X2euy0fD8IfSe6D1n10xckojsdZx4h4jmHoZJIqJzwGCKAWailca7FJoYAFNcgcDn8cFoioH

RFAPZr6DzuH3aVXqrsQv7/tGKW8ouxIqlydMuj84dRVECLZCyDLfHg4GBQfQPDsHt88Og18Gg

10AnioCoGfX1VRTlTBlQIPkVOAc80IpArF4LUaMBoECRZfi8XsiyH5LPB1GjgVarQ0xMLMyJC

TCbp/dwJBquvGst9m19+ZxcS6PX4Mq7OOkOEc1NDJNEROdAfLIRWr0m2tUI4XX7phwmZVlB7d

vt+Mvb7chfmowvXn8RlwKZJwKtj34MugbR398Pz9AQRI0WWq0OkuRHd1cXBgecSEpKgmhJgcF

ogFarw8gsqYwsUJYhST4MDbnQa++C2+3GsmUXQKvRQhAEuN2D6OrshNvjgajRwGJNgbPXAY/b

hbi4eFx+2ep51x02ZUUKFq9cjFPvn5r9a+WlIGVFyqxfh4hoKhgmacG6c01q6A+iMAaH/Njzn

m3SZd50iRVxMRMHhuq3uiZdJlHQx53H8cGxdzHk8+DCzBVYuWzVObu2y+ODc8CLvkEvPmix4e

8NHShbnYmH7lwDk1F/zupBU6MoCrxeL3p7+zAwOAhR1EDy+yEKIrS6mEA3VQjQ63RYnLYIth5

gyDOEnu5OxMYaYDAaYTDEITY2FjqdDrIiQ5IkeNwuuFwuuAYHMeQJTEqTkZEBg8EAp/M0mg4f

hgwFF1yYh0WxBti6u9B5sh2yLENRFOj0U2xinwOuvHst2t5sm/XrZF2WNevXICKaKoZJWrAq1

6SOu3/QK+Pbf/woojIbTg7gxzdegDj9+OOBGCYpUm81vo6/1J/pVnekvRH1jW/gizfcPaPXaW

5zoPHj03D2D6F3YAjOAS96B4ag1Yowx8cgyRSDFdnJePxbV83odWl2+P1+dHfb0Nc/gKEhL2R

FARQZXm9grURBFCCIIrQaLWJiYhATE4tYgxFZ2bmQh8dPQpEhCBpoNBooAPyKAlkOvLw+CV6v

HwmmZIhmEUOeQTgdp3Hq1EkYDXEouPgS+HwSep2n0XWqQ+1WG5zcR/bPn3WAzxa/KJ6zqxLRg



scwSRRGMEges3kiOu+YzYNv//GjSQVKosnqOn0qJEiq2x2n8Fbj61izYubGUw24fYiP1WHJon

gkxsfAHB+DxHg99Nq51UWXJmdoyIsTJzpwvLUdcXFGGI1xgW6uPgmiRoP4eCPi4mKh0YgY8nj

Q3dUJ1+AgZAUwJZiQlJQMs9mCWKNheAykACgKRAAavR49nScharTQaUUkxpsRa9Ah1miE7Jcw

5HFhoN8Jj8eDIY8nEB5lWW2VVBQFE3YPISKiOY1hkiiMQx0DEQfJoGM2Dxo6BrA2J2GGa0ULV

VvX8TH3HWlrnNEwuTqPY7POJ4oiQ5L8OHDwXQAydHod4uMMSDDFw2iMhV4fA51Wg5jYGJhM8U

hKTkKmdTH0ei0knw99fU70dHdjaMiDxMRkLErJwuDAAARBgEYjQKPV4sIL8+CX/RjyeOAaHIR

f8gJQ4PMOQZIkKLIMDC8bEgySACAIAkRRHwiU82vIJBERDWOYJAqjJCcB95dl4rHa9ojPfaAs

k0GSZlRinBkA8OWvfgn/+YtfjfqbaCyKAvj9Mvx+GRqtFn6/gN4BL3oHT0NQFGgEBTqtFlqdB

hpRhF6vhdFogNmcgOSkJCQkmmCINcEUb0ZMbAwUDMFk0iEuPg5aXQyMfXqcONEOyTcEWZahEQ

VAECDLMiSfD36/HwCg1WqHw6MIr88HvyQBAGS/xCxJRDSPMUwSjWFDfhIARBQoHyjLxPrh84h

mSozeAEVRYGj9E376dQ/eb9Pg0P/+RW3hIRqPz+eH1ytBJwPQagC9CAEiNIofkBXIfglenx+C

KEB0e+HsdeFERzckSYJGFGA2m7DIaoHVmoyEBBP0ej3i443o63dCliVoNBp1NlYBUJfAEQRBf

R9YhzLwT1EU4RUESJIESfJH6VMhIqKZwDBJNI5IAiWDJM2mWwp8KE9+D3JuMnJzFaw83Ij6Qw

a0d7fCM+RGbIwh2lWkOcrnk+DzSoHupIoMrygEJtzxSZBlBaIoQBCHw58gBN4LAnTDs7wODHr

RP3ASx463A1Cw8qLlSM9IhdvdD1EUodFoIIqiej4wsiwxZJ9Gq4UwvM3n80GjMczI8qtERBQd

nCGEFrxB7/izCW7IT5owJBamxzFI0qwZ8rpxsC0wAY7n5BCG3unFi68CMfpYAIGZXYnCURQlE

CaHX16fjNM5q+DSaeDzeOHz+YZnZJXg8/nVl+TzQ/JJ8A23HiqKAgga+P2A2+MGFCXQlVWS4P

X5IElSyHhIZXi/3+9XJ94BAi2XOm1g5liDwQBABhvYiYjmL4ZJWtCCs7Y+Ok7L4ytNDrzS5Bi

3nIaTgxOWsfnZIxMGV6JwDja8hozcy/FcUxKUj1zYdSAOF336/8MX7vgCAKDuvdfgGXJHuZY0

FylKoGXS7w90dTUlZsCeUAzFnAOv1zscHCVIPj98XikQIL1SIGAOB1BJks7s8/nVcZDBVkhlO

FT6JEkNjiNDZTBQ+v1+CKIInU4HvU4P96AX7sFBcEpXIqL5i2GSFqyRy3+80uQIGwbH2h7ORG

UElw1hoKRIvPfRO+h2duJb3/46iu7cie1HynDZpu245toyXH9jOWL1segddGLvG3+IdlVpTho

Oc5IMyeeH3XYKF9kbIHR8DMknw+sNtkoGX/7QgDkcLtXtkgTZL0MQBGi1Wohi4GdEMDRKw4FS

XfpjWLCVEgB8Xj/eP/QRjh75CMlWg1rGfNPc3IyioiK1C+/mzZvhdrvVfZs2bYLdbgcAVFVVq

ceNfNXU1MDtdmPz5s0oKipCc3NzyDVqamrU44iI5qL5+V9wohlw9jqSZ4fBSILkyHOq3+oas4

xgoCSaDM+QG3XvvYasjCwkJiUgd1kOHnnkB7jiisvVYyzJVgCBrq5vNb4+K/X4a/P/4P++/HW

cdLbOSvk0u/x+GX5Zhk+S4PJ50NlYB3f/afik4a6svjOB0uv1DXeH9avh0uvzwydJ8Pl88Hkl

+OVAUBRFEVqt9swEPMOB0jdGt1fvkA+tx07itb+8DqNJwFVlJcjJzY7ypzM1zc3NuO2227Bz5

041OGdkZGDLli1qoDzb9u3b1WODr4qKCnV/fn4+6uvr1fdutxsNDQ1Yv379rN8PEdFUcQIeWr

DCrSMZ7M5amB4fcZAM+u1bXUg16QEgbBlTXb+SFp62ruPoHXRi9WWrxjzm/gfvw5b77gMA1DW

8NqNrTv6t+X9w4KOXISgC4mMTkG6enz/8SRkOlApknwRBdgEIzPIqQoEgnpksJ9BiJquT8oiC

qE7II4gC/JIfiiKrrZAajQZarVbtxhoMST6fL7BUiEYDKAJOtHXD4bBjcXoKrlm/FikpKTCZT

DCZTFH+bKbGZrMhLS0N+fn56raNGzfiG9/4Btra2qZUZllZGRoaGnDTTTfBYDCo5RQWFs5InY

mIZgPDJNFZJjNGciJTDaJEIwUn1vn0pz895jG5y3KwpvByvNXwv/D4PDjSdhjLswqmdd2/H/k

T/n70JYgQoSgyNKIO5RdvmlaZFD2CIEIQNPDLPiieIQiiAAUCoMgQoKhLdgQDJUbM6CoIfjVk

iqIAv+wHFARaOn0+KIoSMpvryMl2JMmPPocbzY3HYE2Lx7pPXAar1Yq4uDgkJCQgLi4uEDbno

WCIvOaaa/DMM88gLy8PeXl52L9/PwCM6q46GampqXjttdfQ1taGvLw81NfXo7CwEC0tLTNady

KimcQwSUQ0B3mG3PiovQmGWANyl+WMe2za4jSgIfB3t6NrymGypecwqv/0fQgQoECBH4FQoCg

yXv7gabz8wdPjFzBiHpUdrz44pTpMqvCz90Q4f4tOo4fP7w28EUL+EfJXOMLoE8IeoYQ5RK+J

wUvv/S5wjDCiNEFQyw3+c/+Hzwz/PcGxanVGH/vJvH8eHo/ox7XXlsDpHED/gBvO3j44HE4MD

gxA9vsDQVINjzICeVIcsV1Ww2QgKAqQ/QokSVJnbdVoNGorpSTJsHX3oaenGzF6EZetvRhZWV

lISEiAyWRCfHw89Hq9OoHPfGSxWLBv3z7U1NSowbKwsFANluFs27YN27ZtU98Hj8/KygIAWK1

WFBQUoL6+HllZWWhoaMCXv/xlhkkimtMYJomI5qAj7Y3w+DxISUqZ8Fit7szw967TJ6d8zURD

MlJ1mbD1d8Kv+NTtfsWPgsWrMWHQGrH74ozLQveN8y64aezShXGvPXYmCb9DFETIigxAAZRA9

Bse2aceo0AJk1+VM0cqZ7apfynqmQgtNVBWXIwJcTEJgS0jjoWihB4LwGywDv89wbHKiPqefS

wAvV4Hq9WE9vbj0Gp8WJxqwrIcC3Q6IyS/gJ4eJz5ubUdnVye8Q0OBECkKEAQl7NqTgTGQCvy

yH16fD9rhcZHBl+wT0Xj4GLxSLy5eeRGysjJhMplgNpuRmJiImJiYeTvhTjgVFRXquMe6ujp8

85vfHHOynO3bt2Pr1q2jto8cY1lWVoba2lq0tbWhvb0dVqt1dipORDRDGCaJiOag5eY+XLVBw

fdrO/E///Mi/vmfx+jqOnAKMR6b+jY1OX3K17TEp+Grl3wXpwe78efGF3C8pxFe/xA0ghY6TQ

yuzv/MpMu6XVRWpgAAIABJREFUruCWKdeDgMtzr5mRcvR6PT7xiVKsXn0penp60NLSgo6Okxg

Y6ILfryAxQYvVq3Og118Mr1dGd89p9HTb0T8wALfLA5fbDUmS1K6wgRAuwO+XMTQ0BFmrhaIA

Xo+C03YH7PYeLM1JxfLlxTCZTEhISIDZbEZ8fPy87dIaTjAwnj2BTlJSEmw221inTSg/Px/V1

dXYu3cvCgoKYLFYpl1XIqLZxDBJRDSHxMKOOLkdWYl/Rxy6cO/VK/D//vNXiDPG4Zpry0YdLx

5/CdfFvIDfIwVxWhlfW/bfeB9XT6sOyXEp2Fj8NTgGe/Bq4/No6WnEwY/2RhQmae7QaDRISEh



AQkICcnNzIUkSPB4Pent74XA4cOpUJzo6OuBw2iAKCi64wIL4+GUQBC18EuB09KOzy4ZTJzvR

29cLUaNRJ9kRFB26T/ZhwGVD1tLFKLi4GGazWQ2RCQkJ0Ol087pLazjFxcX4xje+geLiYrVb6

759++BwOGC1WqccKI1GIwDgvvvuw8GDB2esvkREs4VhkohoDlku/QoJyhH1/drkj7E6Ox2P//

u/IycnZ9T4Sb9PRmq8jH+7+jRyzD7ExyjQwgUJxmnXJSluUSBUumz4S+Me9PSfwiLT4mmXS9E

jCAJ0Oh10Oh1MJhOWLFmClStXwu/3w+Vyobu7G8eOHUNLy3H09w9Cp4tBYmIcFi/OxOWXF8Dr

VWA0iPBJHsi+GLR3nEKyJRarii9TJ9VJSkqC2WxGbGzseRcig/Ly8vD444/jtttuQ0NDYMDyh

g0bUFNTA4vFEjZMnj1mEgh0fb3//vvV9waDAaWlpWhtbQ2ZKZaIaK5imCQimkN6hfyQMKmBCw

+WeLAzrWhUkBwYGMA/3mjFhmRgZapX3b7KV4UWzUbYxbGXFIlEktGKW1Z/dUbKorlJo9GoS3X

k5ubC5/NhcHAQNpsNnZ2dsNlO4+O2o+jvG0BcXDxiYmJhMhlRWLQWZrMZWq0WRqMRiYmJMBqN

0GrP/58XeXl5OHTo0Jj7du/erb7funVr2PGSQbt27VL/HjkOM3guEdFcdf7/154oQnF6EYNeO

epl0MIUg9EtGnH+E7jnknQMDAwgPj4e77//AVpbW/F0zW7cd8XoMrRwwSNw4g6aGkEQoNfrod

frkZSUhAsvvBBerxcvvPAC+vucWJKRguvWr0dcXBxEUYQ8PAmPTqc7rybXISKiiTFMEo0Qpxf

x4xsvwEc2Nx6b4lqRM1EGLVyxSvixVnF9b+KGisowe0K7s54Ur0Wb5tMz0s2VKEgURSxZsgT9

/f3IWLIESUlJ0a4SERHNAQyTtGCtz0/CK00O9X0wBC6zxmKZNRYAIg6Dkynj7OsSjfSe9gFo4

UKi3AyLcggW+RA0cGFAycCm6z6P1KQ0AECXoxO9Aw4kxQcm6fDDiCOaL8xY11aikYJjLTUaDX

Q6XbSrQ0REcwTDJC1YD5RlAgBeaXKEhMCgDfmBJ++TDZSTKWN9fhIeKMtkmKRxSTDCLq6CHau

g1bgQJ7djUMzE0rQzrY1L03IA5MCBfLwvt2NItMIDLiNAs0OdSEfBeTupDhERRY5hkha0B8oy

Ea/XYH1+ckgIDIokUN69LmPcMt47OaAGWKLJkmBEr5g35f1EM+Hvp/6O0wltEHO9+MD3IfJ9+

TDpTNGuFhERRRnDJC14X1s3/iLvG/KT8GrTaTScHBzzmML0OKzPH3sM0Yb8JDVU0sI0cNoFDL

foKIqCoUEvFDm6kzTJfiWq16f5QZIl1La9Am/qYTihoPWUiE8MlsJkZpgkIlroGCaJJvBobfu

4QRIAGk4O4tHadrY80pjc/UMAAN+QBHuHE7LMIEfzg6RIyE3KRKfxFDwxbsiiBFkOhEytyJ8R

REQLGf9fgGgcj9a2T3p8Y/A4Bkoai2dwCM6u/jkbJK2Z5mhXgWbZwMAANBrNpI9/11GP/Z0vY

XFSHEQI0Ov9MKeexm9bfoHEWBM2534LGmHy5Wm1Wk7gQ0R0HmGYJBpDJEEyiIGSRrrwsiwcfb

MNAODq98DZ1R/lGoUXY9Sj/K61iE/iciLnu6NHjyImJmbSx3cbmnFJxhIYdSYc9zoxlCjhnxJ

LYdFkwCUN4PjHLdAok/spoSgKDAYDcnNzp1p9IiKaYxgmicJ4pckx5RlXX2lyoDA9ftwxlLQw

XHVHMa66o3ja5dQ89Ecc/P1bYfeVblqDz/3wxmlfgxaGxsZGDAwMTPr4Y9Z30eh/Bx7fIBRBh

iwDIt4B4MeK7IvgOBw76TApCAIKCgqQk5PDGWGJiM4TDJNEYazPT0LDyYEpBcr1+UkMkkQ0Jx

UWFqK9vR2SJE3q+B53D2IFGxJMeggCoAz30FYUGSeaXPikNRUxusm3dCYmJk6l2kRENEcxTBK

NYeQ6lJMVXEeSiGguWrFiBbKysiBPcibhy6XL0WE7AZ/kg6KMGOurAJocDTIWLYHBYJj09fV6

PVsliYjOIwyTtGDd/8djM15mV593VsolIpoJoijCZIpsSY9FlkWzVBsiIprvGCZpwZpouY+5U

iYtHJ3H7Ojt7kdniz1ku85owKXXrwp7js5gwN9q3g7ZlpZrQWKKCWnLLLNWVyIiIiKGSSKiOe

CZqv1oeqM14vNOHrPj8Ovhzyu6Ng+fue+q6VaNiIiIKCwx2hUgIlroDr3aPKUgOWG5f27GoVe

bZ7xcIiIiIoBhkogo6lrfOzlrZZ/dZZaIiIhoprCbKxFRlH3q7nUov6tkVsoWNZw5k4iIiGYH

wyQRUZTpDbpoV4GIiIgoYgyTdF7bVp4Nya9MfOAcoWMrEhERERHNEwyTdF67KM0Y7SoQEREBA

NxuNwDAYDBEuSZERDODYZKIiIhoFkmShFOnTqG7uxsAkJqaiiVLlkS5VkRE08cwSURERDRL7H

Y7jh07BkVREB8fD1mW0dbWhqGhISxatAgJCQnRriIR0ZQxTBIRERHNMFmWcfLkSbS0tAAAli1

bhvT0dCiKghMnTqCnpwcdHR1Yvnw50tLSolxbIqKpYZgkIiIimkEOhwNdXV1wOp1ISkpCbm4u

4uLioCgKBEFAVlYWEhIScPToUTQ3N8Pn8yEtLQ06HWd2JqL5hWGSiIiIaAJtbW3o6emZ1LGDg

4OIi4vDkiVLkJ6eDgBQlDMziyuKgsTERBQWFuL48eM4deoUOjo6Jh0mFy1ahKysrMhvgohoho

nRrgAR0fmkrq4OgiCor5qampD9VVVVIfsFQUBRURGam5sBAM3NzSgqKhp1THl5Oex2ezRuiRa

AmpqakO8hEBjrt2nTJnXbRN/dmpqacb/7893bb7+tzsY6kaSkJCxfvhzp6emQZRmyLENRFCh+

PxS/H0AgUGq1WixfvhyZmZmTDpIejwdvv/32lO+DiGgmsWWSiGiG1NTUoLq6GjabDRaLBW63G

1u2bEFLSwu2bt2qHrd9+/aQ9zU1NdixYwd27NgBIDDTY1NTE/Ly8s75PdDC1dDQgGeffTbku3

m2s7+7QWd/9+12OyoqKgBA/ed819PTg8LCQhiNRgiCAFEU1X+GewmCAJ/PBwDQaDTob2rA6Tf

+DACwrNuAuAsuUlsrrVYrkpOToSiKGj7PfgX3ud1ufPjhh1H7HIiIRmLLJC0Yzc3N2LBhQ8iT

dyDw9L28vHzUE/eqqqqw5Uz09H28/TU1Ndi8efOkn27T/GG32/GnP/0JP/vZz2CxWAAE1pL74

Q9/iMOHD4/63o1UXFyM3t5euFyuKV135Pc3+L2tq6vD5s2b8eCDD45q2ayqqsKOHTvU80Z+10

e2rLI1dGG56667UFdXh7q6uojPbWlpQUlJifrdt1gsqKysxIEDB86r/9719vaiq6sL3d3d6On

pgd1uh8PhgNPpRF9fHwYGBuByueDxeOD1egNBcMgDx5t/xclnH4f03q/ha/gVOn7/UzjqDwAA

/H4/fD4fvF4vPB4PXC4XBgYG0NfXB6fTidOnT8Nut6Onpwfd3d3o7e2N8qdARHQGwyQteBaLB

fv27Qt0QVIUNDU1Yf369di4ceOoY0c+fVcUBTabDdXV1WpgnGg/nb+ampqQmJg4ahyT0WhEYm

Ii6uvrxzy3vr4eiYmJMBqNEV3T7XbjO9/5DiorK9Xv7sGDB9Xg+tRTT6GwsBCKoqCkpARPPvm

keu5vfvMb/OxnP4PNZlMDhN1uxxNPPIGmpiYoioLKykrs27cvojrR/JWRkYGtW7eiuro64gBY

VlaGbdu2hTwsq6iowK5du2AwGGajuvPC4LHDaP/dz9D755/DNPQWll4cj6UXmxA3+L+wv7QTt



r/txVDXiWhXk4hoytjNlegszz77LO68886wXQzHe/p+0003TbifFh6DwYCMjIyQbdu2bcO2bd

vU9xs2bEBNTY36o7urqwv5+fkh54TrXmgwGLBr1y71fbCr3Mhyy8vLAQAbN27Eww8/rLY03nz

zzep3vLKyErW1taOueb50T6TJu/TSS1FdXY09e/ao352Rzv7uHjx4ECUlJSgpKYHL5cKWLVvU

hyJ33XUXduzYcV6HyaHGt+FqOwr4pbBdXaXOo9CeqoMlKxamrBj4BgPdXjOyDTjd04yBg0/h9

JsXQGtZPGYXV+3S5dBfdFmU75SIKDyGSaIRmpubcfjwYdx9991h95eVlWHdunXo6OhQfyRVVF

SoP7on2k8EnAmGwTGVpaWl6gMIILIxk3V1dVi3bp36vrCwUP07Ozt7zNbO3NzcUdssFgsefvh

h3HbbbWhoaFgQYYBCGQwGbNmyBQ8//DDWrFkzav9YYyaD5+7atUt9wFFVVYXHHnts3DGY893A

y7uRFnMcgl4GBCF0p6IgTiNgUX4cAAWeXh+8/sAYSXlIRqJZA6PvJGynjkO2Y/T5AOD24+Shd

FgZJolojmI3V6IRnn32Wdxwww0hP+xHCj59B6BOwjCyW9dE++n8lZ+fj97eXrS1tYVst9vtOH

z4MIqLi0edE/zh/uijj05pnJrdbkdVVRUOHjyodqtesWKFur+1tVX9PtpsNjgcDnVfcCH1s//

Oy8vDoUOHoCgKSktL8dhjj0VcL5rf8vLyUFBQgJ/85CeTOt7tduPBBx8cNS64rKwMHR0d5/V/

/3wfN8OarkFKjgEp2bFnvQxIStND8vgx2C/BMyRDlhTIkgK3xw9XnwTIMqxZMWOcH4uUnFh4W

8ceb01EFG0Mk0TDxvvRP1Lw6XtwjGVGRkbID+6J9tP5yWKx4IYbbsA3v/lNtStpcExjQUHBmK

2MeXl5eOCBB6Y0Tu1s+/btQ2Njo/p+//79aGpqAgDU1taGdMEOjpG02+2oq6tDWVkZmpubsWn

TppBJd8K1YNL57+6770Zra2vI92ksBoMBhYWF2LFjh/oddrvdqK6uRkZGxnnfsj3Y58Ngl2f0

q9uDQYcXgy4Jkk+G7FdCXl6fjMEBCYN2b/jzuzwY7PVF+/aIiMbFMEk0bKwJVIImevp++vTpB

ft0ngIqKiqwdetWWK1WCIIAo9GI0tLSCbv5lZeXo7W1FXv27AFwZszkWOv5BQXH5K5btw6CIG

BwcBBXXHEFbDYbAOD222/HE088AUEQ0NHRgfvvv18995JLLsE111wDq9WKyspKlJSUIC8vDzf

ccINaf471XbgsFktE3VMrKipQWlqq9sgwGo3qhD7nO0WWofhn70VENJdxzCTRsNbW1nGfoo98

+h4cRzby6XtycvK4+8/3p/MUUFJSoq4dF064H9fBGYWDDh06NOnrjTUmt66uDomJidixYwd27

949an9hYSF+9KMfTbo8Or+F+9+8pKQk5Ls4UTBcqN8dxa+AkY+IFiq2TNKCcnaLz8jWnpaWlg

m79E309H0yT+efeuopdT/HVBIRzW+yJId9adJWwLDmVsQUXAdF0I8+RhGhzSyCYc2t0GYWjVk

OEdFcxpZJWjCCE4uMZbLdsSZ6+j7e/oX65J7OveByDeEshK6HROeK7B/dE0GTkALTdfdCn7kS

8qADYkIqBl5/BorPAwAQRC2Ml94I46rroUu7EL7Oo3DuqYKv69i5rj4R0bQwTBIRERFNkSLJU

JTQZT10afkwXHQNgOFgefVXocgCBg4+DcUvIW7NjUi49mvQWjLVY/RLL4W34+g5rz8R0XQwTB

IRERFNkSwpwFnjpKW+05BdvRCNiQAATWIKEq79KhRZgewZQML6u9UgCQCK1wPf6U52ayWieYd

jJomIiIimSPaPHufoaf0Qzlf+E7K7Xz1Ok7AIidfdhcTye6C1hgbJvr/9Du7mN2d9zOSx555F

3be/BWl4/VkiouliyyQRERHRFMmSMvrRvOSB85X/hAIBSeu/DNGYAADQJC6CZuS5Xg/6XvsdH

C//HP7+vlmr40fP/h4tLzwHBQJSL7sMWqNx1q5FRAsLWyaJiM4xt9uNzZs3qzP61tTUqPvq6u

rCzvRbVVWF22+/HYIg4LHHHsOmTZtgt9sBAHa7HZs2bVJnJq6qqhpVdvCawTLq6urO8V0TnZ/

GmoVV6u+FY+8v4Hjl12Oe23fwedhf3AmfvWtWZnM9+vunsf+2m9Hyhz1QZBmiVoP8L35lWmUS
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kfr6egYMGEBpaSkOh0NPe319PcHBwTz11FPY7Xb9fLrdbqxWK0888QSRkZE/6dhIkiRJkvTLk

FFVJUm66NXV1ZGfnw+Az+djyZIlvPLKK3p3zZtvvllvndMqh36/n6VLl+otcKqqMnz48NOirW

pRRV999VUuu+wyvQIaFRWld98UQlBVVYXT6dQrYXFxcYSFhaEoCp07d+bw4cPk5eXh8Xjo1Kk

TeXl5AKSmpmI2m8+6f427xmr7IoRAURSuvfZaXn31Va666iqEELz99tv07NkTj8fD2rVr+eij

j/T9Sk9Px+VyoSgKSUlJp3W5VVWVr7/+mmXLlvHuu++iKAqqqmIwGOjduzcVFRUNWmUtFgtBQ

UH6+E8tbRaLBbPZjM/nY8uWLVxzzTUYDAaEEHTo0IH6+nquu+46Fi9ezO9+9zs93enp6Vx33X

X6/iiKwtKlS+nXr98PjoQrSZIkSdIvT1YcJUm66DSuSGlRUiMiIti5cyc7d+7kgw8+ICoqih0

7drB+/foGU2kIIcjKyuLLL7/kv//9L1arlR07drB58+Ymg7EoikJkZCSJiYkNunQ2/txms+lj

BUtLS6mtrcVoNJKUlERISAjHjx8nKiqK2NhYNm/ejNPp5M477zzrVB5Wq5XExMQGYxBVVSUvL

4/g4GAAzGYzDz30EKNGjcLpdPLss89it9sxm808+OCD3H333VgsFn3aEK1lUxuzqRFCUFlZyf

vvv88bb7xB165dURSFyspKXnzxRQ4fPkxUVBShoaH6dzweDx6PR99/rTKrvW8ymbj11luZOnW

qPqWIyWQiMjISn8/Hww8/zOjRo6mrq+PZZ58lNjaW1NRUHnroIUaPHk1VVRULFy4kMTGRtm3b

ymlBJEmSJOkCkY9vJUm6qAgh8Pl81NfX43Q6KS8v54033qBnz560a9dOb1W0Wq2EhIScFvhFm

59Qi65qs9mwWCxs3rwZr9d7xu021Y1VW5+iKNjtdpxOJxs2bKCqqoq1a9eSlpZGQkICwcHBmM

1mVq1aRUJCAikpKfoYyaSkJIxGI16vt8nAPBaLhRYtWvDJJ5/oXTyzs7P573//S+/evQFYsmQ

JH374IWFhYdhsNqxWK3a7nc6dO3PkyBGqqqqw2Wy8/fbbPP/88w0C3TTelwMHDuDz+ejevTvJ

yckkJSWRnJxMaGgoO3fuJDo6Wh8DWVlZyZo1a3juuecICgqivr6eAwcOUF1dzerVq5k9ezZRU

VHU1NSQn59PVFQUGRkZTJ8+nfz8fJYsWcJHH31EWFgYVqsVq9WKzWbjtdde4+OPPyY0NFT/LD

IyUlYaJUmSJOkCkhVHSZIuGoqi4PV6mTNnDklJScTExJCcnExMTAyTJk3CarXStWtXYmNjufT

SS7n++usZOHAgdXV11NfXExUVRUlJCdOmTSM+Pp60tDTat2/P8OHD6d69O16vt8l5Ec8URRW+

a7VLSkpi2rRpvPLKKyQmJpKZmcnMmTOJjIzEbDbTrVs3TCYTbdu2JSQkBEVR6NKlCzabDYfDw

aJFi1izZs1pUVVtNhsPP/wwERERdOrUiZiYGHr16sUzzzxDv379sFqtDB8+nBUrVpCYmMgll1

zCqFGjiI2NpXPnztx9990MGTKE5ORkNmzYwCOPPKJvvzFVVdm4cSPp6enY7Xb9/ZCQEHr06MH

q1asxGAw8+eSTzJgxg5SUFFasWMFDDz1E27ZtmTVrFtOmTSMxMZGVK1cybtw4OnfuzKOPPsr0

6dOJiYnhxRdfZMqUKaSmpnLTTTfx7rvv6um+4447SExMZOTIkbz77rskJydz+eWXc+ONNxITE

/Mzc48kSZIkST+HkpaW1uAR+tdff01sbOyFSo8kSdJZaeMRA1v/DAZDgy6kqqri9/v1aTS0MX

qKouitjwaDQV+Xoij6+LumuqJq62pqjJ3f79fXrY2d1FohA7ugai2h2vq1FkdtnY3//337bTK

ZGlT+/H6/vo7AzwLTFHicAtPdeDtNpUPbvslkOuM6f8j72jnRtnumdJ/pfUmSJEmSzq3S0lKu

uOKK096XYxwlSbqoGAyG7w2S0niZwMpg47+bqig2drZlAj9rXFkMpFWYAtPYOM1n8337faZ9O

VOazrRPZ9pG4PbPtM4f+/7Z0v1Dz40kSZIkSeeH7KoqSZIkSZIkSZIknZWsOEqSJEmSJEmSJE

lnJSuOkiRJkiRJkiRJ0lnJiqMkSZIkSZIkSZJ0VrLiKEmSJEmSJEmSJJ2VrDhKkiRJkiRJkiR

JZyUrjpIkSZIkSZIkSdJZyXkcJUmShMDrdAICkBPNS9LFzGyzgSKvY0mSpF+arDhKkvSb53U6

2TJ1Cr46F4pB3nBK0kVLUbjy1aUYg4IudEokSZJ+dWTFUZIkCYHX4cDrdKIYDAghQIgLnShJk

n4gxWD437+KvHYlSZLOEVlxlCRJ4tsbT8VgQDEaMcnWCkm6qPjd7m//MMjQDZIkSeeKrDhKki

RphMAUHEyf2S9gsoXy7ZhHSZKaLwW/y0XmI5Px19df6MRIkiT9qsmKoyRJUiMmWyhB4eEXOhm

SJP0AHkVBBrWSJEk692SfDkmSJEmSLl5yTKMkSdJ5ISuOkiRJkiRJkiRJ0lnJiqMkSZIkSZIk

SZJ0VrLiKEmSJEmSJEmSJJ2VrDhKkiQ1CKyhoMg4G5J00TAYDKBo4xwFiryAJUmSzonToqp6P

B5qampQVfVCpOeipyjKt5OHSz+JPH4/jzx+P43qrtePm0BQ46zD6Jdl4I8l89/PI4/fT6AoqO

56feYcRUB1bS2K0XiGxRtWKs/X8Q48txfqPH/fdmX++3kMBgPhzSQat8/nQ1VVhBDyfv43Qoh

vH5oFvoxGIwaD4Rd9mHZaxbF79+4yk/0MsuD96bRML/10Mv/9eEIIrEYjiwb0IdRswlHr4LJu

3XD4fDI//kgy//18shz8cVQhCDObWdQvnWCjEVUIOl1yCW6/v8lKonZDBaCq6nk51tp2G18b5



/M8B277bNuV+e+nUVUVs9lMcXHxBTt+qqri9/uprKzk4MGD5OfnU1JSQk1NDQ6HA6/XK8vnXz

FFUTCbzYSFhREeHk5sbCxJSUlccsklREVF6ZXIn+u0iqPJZGLbtm3Exsb+7JX/1vh8PqKjoyk

sLMRqtV7o5Fx0CgsLufLKK/nyyy9JSEi40Mm56LjdbqKioqiqqiIoKOhCJ+ei4nM62fanific

TsLCQtmXvQ9zaNiFTtZFxel0kpCQQEVFBSaTnCL4xyouLmbAgAFs2LCBxMTEC52ci4rP4WDbn

ybhr3ehGI0cPnwYQxNlYG5uLmPGjGHfvn0EBQVx991385e//IWIiIhzmr6cnBxmzZrFCy+8QE

lJCYsXL+bxxx8/b+dZVVVWrVpFVlYWjz76KHa7/bRlSktL6du3Lxs3bpS/vz9BdXU17dq1u2D

bV1WVjIwMtm7disfjoX379rRp04bOnTtjs9kIDw8nKChIPtz7ldLOq8fjoba2FofDQV1dHbm5

uXz22WeEhITQu3dvrrrqqp+9rdN+3Q0GAxaLhZCQkJ+98t8ar9cLQHBwsDx+P4HFYsFgMMjj9

zNZLBaCg4MvdDIuKt7A1gkFgi3BBMk8+KNoPVUsFot8cPETWCwWFEWR5d9PoP32aoKDgzFaLP

r/hRAcOHCABx54gIULF5Keno7X62XRokXMmTOH//f//h8RERH6jReA0Whs8ADE7/fj8/kA9Bt

wn8+HwWDAYDAghMDv92P8XxdZbVmAbt268c4772AwGKiqqsJkMhEUFITZbNa/D99dQ021Cni9

Xv1zk8mE0WjUt6mlD9DXqe23x+PRWyJMJtMZ85f2+yvv/36a+vr6897SKITA6/WyefNm3n//f

W644QZuv/124uLi9HwI57dlW7qwzGYzNptNfzjQtWtX/H4/RUVF5OXlMXnyZG666Sb69++P2W

z+SduQwXEkSZIQTf4pSVLz932XrKqqVFZWEhkZSZs2bbBYLNhsNq6//npKSko4deoUfr+fzMx

MUlNTSU5OZvr06ZSVlQHf9uZ44YUXSEpKIi0tjQ0bNlBeXs5TTz3Fli1b8Pv9VFRU8PDDD3Pw

4EGys7MZM2YMt956K/fccw9fffUV48eP5+DBg/z1r3/lnXfeYdKkScyaNYvVq1fj9/tRVZXVq

1ezbt066uvrv9s3ISguLuaOO+4gKSmJ1NRU5s6dS11dHTk5OYwbN45HHnmE5ORkPW0+nw+fz8

eXX35JUlIS1157Lbt27ZItTb8ifr+fo0eP8uqrr1JaWsrMmTPp27cviYmJmM3mBuPcpN+ewPN

vNptJSkqiX79+zJw5k6KiIhYvXsyxY8f0B04/hqw4SpIkSZL0q2U0GmndujVWq5V77rmHnTt3

UlpaSsuWLfn73/9O+/btyc3NZd68eXz44Yds2bIFg8HAsmXLcDqdfPjhh/j9fvbs2cPatWv56

KOPKCoqor6+Xr/xEkLgcrlQVRWv10tJSQkPPPAAL730EhEREdTV1WG325k6dSojR45k1qxZDB

w4kG3btlFfX4/L5SI7O5t27do1aAlwOp3Mnz+fW265hW+++YY1a9awd+9ejhw5gtfrZf/+/fT

o0YOdO3cybtw4Pv30U2pra/XuscuWLePtt9/WWyxlReLi53a72b59Ox9//DFDhgzhuuuuIzQ0

FJPJJLuiSqfRxi2bTCZCQ0O54YYbGDp0KO+//z47duzA7Xb/qPXJiqMkSZIkSb9qcXFxvP766

4wePZqRI0fSq1cv7rrrLo4dOwbAN998Q1hYGElJSYSFhdG/f389uMjWrVvp06cPiYmJpKenM3

PmTFq0aNGgRafx37GxsaSkpGC32/WohoqiYLPZCA4OJjIykg4dOqCqKk6nk5MnTyKEIDk5uUE

3Q5vNxmOPPca1116LyWQiKioKq9Wqd1uNiYmhZ8+eJCcnM2jQIFRVxefzUV5eTtu2bRkwYABJ

SUkMHToUk8kkKxUXObfbzdatWzl69CgjRowgISGBoKAghBDy3EpnpeWRoKAg4uLiuO222zh8+

DDbt2//UZVHGcFAkiRJkqRfLW0sWEREBHfeeSe///3vUVWVvXv3Mn/+fJ5++mm8Xi/r1q0jIy

ND/17//v2prKzk5MmTmM1mhBAYDAaioqIoLy8/bRsaRVGIiooiKiqqybRo0yRERUWRkJDAoUO

HOHXqFB07djwtsJ6qqhw4cIBRo0bh9/sRQtCqVasG22nRogWAHjVRVVUKCwsJCgrCaDSiKAoh

ISGytfEi5/P52Lp1K8XFxVxzzTWEhYXJWRCkH00rq6KiorjmmmvIyMhg27Zt9O3b9wcFtpMVR

+lXSVVVvRtR4NxZMnCHdC6oqorH4yEoKOi0wBb19fWYTKZzHmlUuznWnihejDeJqqridrv1QB

0aIQRutxuz2dygNeZcbL9xuWE0GrFarfrx9Hg8uN3uBuVKSEhIs4okK4Sgvr4eo9HYoLzT5nY

7Wxmo5SODwfCL75N2nWiBgM4Xr9fLxx9/jNvt5tZbbyUlJUX/7P3339cjAT/88MNMmjQJIQQm

kwmLxYLP5yMhIQH//wJoaXlRe3qvdf8sKyujsrKyQb74vtD3FouF3r1788knnyCE4K677mrQT

VUIQXl5ObNnz+bll1+me/fulJeXs3DhQn0ZrSUzsMXJaDQSHx+vvyeEaBCs51zx+/3U1dXpXe

N+6HURWH4CFySPwHcBiJpj+en3+9m5cycnTpxgyJAhDVqdf4vONL2NbHX94VRVJSwsjKuvvpp

///vfBAcHc8UVV3xv3pddVaVfHSEEOTk5DB48mOTkZFJSUkhOTqZdu3b87W9/axB4QJJ+LiEE

+/fvZ9y4cWRnZzf4MXc4HPzlL39h+/bt5/zGzeVysXDhQh577LGLMo8LIcjNzeW+++7jwIEDp

x3Hxx9/nO3bt/+kwfw/dPsHDx7k+uuv1wOkpKamcu2115KTk6OPYfvb3/5Gu3btSE5O1suXVa

tWnZcb8x+qpKSEMWPGMH/+fD1KaH19PWvXruXll18+a/7weDwsXLiQNWvW/KLHWlVVDh06xMS

JE6moqDivN3gmk4l27drx7rvvkpOTg9frxeVysXnzZmpra7Hb7XTt2pV9+/ZRU1NDZGQky5cv

Z+7cuaiqSmJiIpmZmXg8Hvbv368HuvH7/Xz11Ve4XC527dpFSUnJD06TFoG1Xbt27N27l5qaG

pKTkxtUNgMrqhEREdjtdvbt20deXt4ZKw1aq2ibNm0oKChg165d1NTUsG7dOrxe7zmrEGnBeD

p37kxSUhItW7ZkzZo133tdaOXno48+SkFBAYcOHWLKlClUVFSck3SeicfjYe3atTz++OPNrvw

UQlBQUMDnn3/OsGHDsFqtv/kKktZqHyjwgZ/0wwghsNlsDBs2jM8//5zCwsLvPYay4ij9Kgkh

CAsLY/PmzZSWllJRUcHWrVvZtWsX27Ztk4WL9IvSWsoa38yFhoby7LPP/uAuID9n+8eOHePYs

WPU19dz6tSpizKPay1+jY9jWFgYf/vb3+jTp885bXH0+Xy0aNGCzz//nPLycoqLi3nmmWe488

479cojwKRJkzh16hRlZWVs2rSJ5cuXk5OT02xaAIQQ1NXVsXLlSo4cOaKn2+fz6RXJs9FaJn9

JiqLo18n5zpsGg4FOnTrx7LPPctddd2G1WomMjOS9995j7ty5pKSk0LFjR6ZPn0737t2x2+2s

X7+eBx98kBYtWjBu3DhOnDiBzWajT58+jBkzhj59+nDvvfeyZs0aoqOjKSgooE2bNnrFLLAFM

LBl0m63U1BQwOTJkyksLCQ6Opr09HT69OmDzWY7Le3R0dGMGjWKq6++mvj4eAoLC+natSs1NT

VN3jxr78XHx/Pwww9z9dVXExcXR6tWrc7ZfJUej4cVK1bw6quv8uWXX1JZWcnhw4dZv349L7z



wwg8aP6VVarU8ciH4fL4Lkj+/j8fj4b333uP+++/HYrE0u/SdT9oDxqlTp3L06FH9/cOHDzN2

7Fhef/31c/qA5NdICIHFYuGee+5h+fLl3/uwR1YcpV8tRVH0ubJMJhOxsbFcdtll5Ofn6wEJJ

k2ahN1uJzExkfXr1+N2u5k3bx7vvfee3n1mxYoVvPjiizidTvbv30///v0JCwvjlltuoaCgAJ

/Px+bNm7nlllvo27cvkydPprS0lMmTJ2O324mPj+ef//wnHo8HVVXJzMwkMjKSyMhIJk+efNp

YGenXw+Fw8Nhjj7F582b27t3L+PHjefDBB4mIiCA0NJTNmzfj9/vZvHkzM2bMoLKyEp/Px4oV

K5g9ezZffvklM2bMoKysDLfbzcqVK3nhhRdOu3HweDxkZ2eTnp5O3759G4T4z87O5uGHH+b55

58nOjqaPn366K0lmZmZPPLIIzzyyCPExMQwfPhwfQqCC6WpH/yamhr+9Kc/sWXLFrKzsxk/fj

zjxo0jOjqamJgYNm3ahBCCzMxMHn30USoqKnC73axatYo5c+aQmZnJlClTqKmp0Y/jggULqKu

rO23bWvQ5o9GIxWKhb9++DBs2jPfff19vzdE+DwoKok2bNqSkpFBZWdksKo6B41cGDRrEa6+9

RlVVVZPLbdq0idjYWKKiopgyZQrl5eWsXbuWZ555hj/84Q+8+uqrPPjggxw4cEAvC6dOnYrT6

aSuro5p06axZcsWysvLmTJlij6ub/Pmzaiqyv79+xk5ciRDhw5l1KhRlJaWAt8e57q6OubMma

Ofr3PNYDDQsWNHNm3aRGVlJeXl5axatYrk5GT98379+lFWVkZ5eTmrV6/WP4uMjOTFF1+ksrK

SgoICBg0ahNFopGvXrmzcuJGysjImTZrEG2+8QceOHenatSsvvvgiSUlJKIpChw4deOutt4iN

jSUxMZGVK1fy7rvv0qJFC0pLS8nNzaVHjx5Ndm01mUyMHj2a8vJy8vPzmTRpEnPnzqV///507

tyZJUuWYLfbMRqN9O/fn+eee07//+9+9zsqKiooLy9nwoQJzJw5s8lxlz9XeXm5fu2lpqbqQX

z+8pe/cOjQIQ4fPszevXuZPHkyBQUFqKrK1q1bmTJlCnl5efzf//0fb731FhMnTqSkpARVVfn

nP/9JREQEAwYMYN++fXrQny+//JLIyEjCwsKYNGkSVVVVVFRUMGPGDL08LSsr4w9/+AMHDhwg

OzubBx98kHHjxmG324mMjCQzM1OfA3P9+vUkJCQwcOBAsrKyfvFj83N5vV62bNlCcnIy4eHhF

zo5zULg/KUAubm5zJkzh7Fjx3Lffffp45H9fn+DVsimAgj9livhgRRFITIykvj4eLZs2XLWyq

OsOEq/WlrlsLy8nLKyMvLz89m7dy9JSUkALFq0iMTERPbt28fSpUuZN28eBw8epEePHmzatIm

6ujpcLhc7d+6kW7dulJeX8+yzz/LUU0+Rl5fH5ZdfzosvvkhtbS1er5fy8nLmz5/PM888wxdf

fEFcXBz79+8nIyODnJwcysvLOXToEHPnzuWLL75g165dmEwm3nzzTZxO5wU+WtK5orVEejwec

nJySE9P17tj/etf/6K2tlb/XKPNw9azZ0+6detGRkYG+fn5FBQUcM8995xWudLmdLv88sv5/e

9/T35+PhUVFSiKgtfrJTs7G7/fz759+xg/fjyLFy/G4XDgcrl499136RoPLOUAACAASURBVNy

5M3v27OGKK65gyZIlzarbpUZrifR6vRw6dIi+ffvyzTffMHHiRFavXq2PTWx8HP1+Pz169KBn

z558+umnFBYWUlRUxB133PGDJjo3m80MGjSIwsJCffyWx+OhqqqKsrIycnNzcbvdtG7d+py2h

v5YBoOB2267DSEE+/btA76rlCuKQk5ODgsXLuTf//43O3fu1Mui6667jkceeYSFCxdy55130r

JlS8rLy/H7/ZSWluJ2u3E6nTidTn3835tvvonBYGDHjh28++67TJ8+nUOHDunl4oQJE1i8eDE

xMTHAt+fl1VdfJTU1lRkzZpyTysyZjonVaiU0NJTQ0FCCg4MbXEtGo7HJz7Tx8dpn2nk2GAyE

hIQQGhqK2WzWx+YaDIYGY/QC/68oCsHBwVgsFg4dOsQDDzzA1VdfTbt27c44JlILo69tRwt60

3g72sOMwO3abDZ9qoZzMXZPVVUOHz5MSEgIqampDa6BiIgIbDYbe/fuxev16g9Pte+53W6io6

N57LHHuOOOO/SHW7m5uTidTnJycvjDH/7A22+/TVVVFYcOHeKZZ57hnXfe4cCBAwghWLJkCW6

3W7/W4bsx0dq1eujQIfr06cO+ffuYMmUK7733HnV1dRw4cIC5c+eyZMkSVqxY0Sy7OrpcLj7/

/HMGDx58oZPSLJWVlbFkyRLuu+8+evXqRVBQEKqqsmPHDm655RZuueUW5s2bR1VVFXv27GHRo

kXU1tYCcPz4cV5//XUcDscF3ovmQVEUrr32Wj777LOztvrLiqP0q6QFFRgyZAiXX345Xbt25Z

prrmHw4MGkp6dTVVVFZmYmXbt2xWAw0LZtW1JTU6moqKBFixYcO3aM/Px8Tpw4gcPhoHXr1hw

/fpyamhpatmyJqqoMGjSI0tJSamtrURSFuLg4UlNTCQsLA74bnxITE8P06dOJjo5mz549REZG

kpCQQEhICAMHDiQ/P/+Cdc2Rzr3Am7jY2Fguv/xy4uLiuOaaa/RgNoHLacsCBAUFMXjwYLKzs

5k5c6bejS6QqqoUFBRQV1enV4TCw8PJzc3VW8ji4uK47rrriI+P57rrrtNbLwwGA3379mXQoE

EkJiZy4403sm/fviZbqC407ZhoUx10796dpKQkfve73+k3fI0DkmjH1GQyMWzYMPbt28eMGTP

o1q0bMTExP+gmWjuGWldDr9fLwoULSU9P57LLLmPIkCHceuut2O32Ztc9Kjw8nGHDhrF06VIK

CwuB747J7t27CQ8PJyEhAavVqpdFPp9PrwzZbDbS0tL4+uuvqa2txWq10qVLFw4fPkxOTo5ej

hUVFXHDDTeQlpZG37599QcRQghiY2NJSkoiMjISg8GA3+9n1apVuFwuhgwZQkRERLM7bueDoi

i0a9eON998k9tuu61ZBVf6sbRro/F5DA4OJiEhQe8+2/hz7Xq1Wq1YLBZsNhsGg4GYmBhuvPF

G4uLiGDx4MFVVVZw8eZKysjI6dOhA//79SU5O5qabbmLnzp16L4nA9Tcudy+77DISEhK46qqr

9CA45eXltG/fnvT0dJKTkxk6dOj3BjQ6nzweD1lZWfTr1++0aLu/Zdq9VWFhIX/961/p06cPP

Xv2xGw2o6oqeXl5rFy5klmzZrF48WJUVeWDDz4gMjKSqqoqvVU7OzubpKSk0x4g/ZaFhoaSnp

7O7t27z/wg6zynSZLOC0VRiI6OZsGCBaSkpLB7927eeust+vfvj8Vi0VsJx48fj9Fo1H/4rrz

ySi677DJSUlIoLi7m1KlTtGrVipiYGPLy8sjMzGTQoEEYDAaEELRv357q6moURSE5OVkv3IcN

G8aiRYvo168fZrOZ1157jT59+uDxeBqEfBdC0K9fvx807ki6+EVFRemtLtpkzZrAv7Wn8kIII

iIi9IcdnTp1Oq1Vy+v1snPnTt544w2WLVuG0Wikrq6OsLAwevbsqYfsj4uL07thamOuDAYDaW

lphIeH69FYtfFtTd3oNQfaOLGYmBhUVdWnG2ic1sbdksLDw+nbty/V1dV07NjxR92onzx5Ul+

n2Wxm/Pjx3H333frxevXVV3E4HAwfPrxZRW1WFIXevXvz9ddf691HtePk9XpZu3Ytn332mX4j

1q9fP+rr6/VjpygKXbp0IScnh7y8PDweDx06dODYsWMIIUhLS8PtdlNYWKhHA7VaraSkpOit1



lr3VW2dR48epVevXpSVlVFTU0NoaGizzGfng9ls1qfSuJhpv4dn+zyw9RYadhFsHKE2KiqK+P

h4AL288vl8ej7Tbmjj4+PPGigmsNt2dHR0g/JCq3iYTCZ9fcHBwT/zSPyy3G43WVlZ3HDDDb/

Za+RMysrKeP755/F4PAwaNEj/DdBawG02G4mJiZjNZnr16sWOHTsIDg4mNTWVqqoqXC4XOTk5

DBs2DKPR2Oxami+kNm3a8MUXX9ChQ4cmPz/nFUet69D31ei15RqHYT8XtOh4FoulWXUtakzrb

qH9kGtMJpNeWHq93vP2tERLj3bD+0PO64WktbSkpaURExPDwYMHWbp0KY8//rh+8/nOO++Qlp

amdy+y2+0EBQXRr18/Nm7ciKIoDBw4kKCgIEwmEyNHjmTq1Kl6VyGLxUJYWBjbt28/rcvThAk

TGDVqFGVlZbz11lvY7XZMJhPjxo3jj3/8I4Ae8j0yMvKcHQe/34/L5cJoNDY4X1rIfr/fT0hI

SLO+Fn4p57qcaaoCEyjwBupMEeG0QDfa+kpKSti8eTMpKSls3LiR4cOHNwjZX1payueff84rr

7xC9+7dURQFl8vF7NmzOXLkCH6/n+rqaioqKkhKSqKsrEx/2KGqKvn5+bhcLoQQDVrQL+R1/X

3bbmoKAvhu7Iv274kTJ/TPS0tLycjIIC0tjczMTG644YYz3igG7r/f7yc3N1dvXVMUhfDwcJK

SkvQHRR06dODo0aPnLOLrTyWEICQkhOuuu47Zs2cTHx9PfHw8iqJgNBr1Mbfa/0NCQk5r2UhJ

ScFqtXLixAkiIyOJjY1l69atOBwO7rrrLkJDQ4mLi9MfdrhcLgoLC2nXrp3eohR4rbVs2ZKRI

0eyfv16Vq5cybhx45oMCvNLCSz/Arsmy/Lvlyn/DAYDrVu3xuVycfLkSaKiovR1l5aWkpeXx7

BhwxqMSxNCcOLEidPWpV1z1dXVlJeXExsbq5dXBoOB+Ph4VFXV81pZWRlOp1MvC7T3y8vLqay

sbJBGLU1aeWAwGEhISGjwXnPqoi+EoKamhvr6elq0aCGnmggghMBoNDJmzBg6duzIokWLSE5O

pkePHsC3D8W2bdvGN998oy/ftm1bhBB06dKFvXv3EhERoQeRaq73sBdKQkICtbW1VFdXN/n5O

W+Tz8nJ4fHHH9e7yTRFVVUOHjzI448//qPCWf9UFRUVTJ06tVlFwWuKy+XipZdeolOnTrRr14

527drRvn17RowYwf79+9m+fTvPPffceeufXVNTw6xZs/jqq684cOAA06dPv+CBNM4mcO4qm83

G7bffzrFjx9i9ezdRUVF07NiRr7/+Wp/M+Y9//CNZWVkoikKPHj348MMP2bFjB61bt8ZsNtOy

ZUtqamooKSkhNjaWzMxMHnvssdOC26iqyt///nc+/fRToqKisNvteuWwW7duHDp0iLq6OiIjI

1mxYgULFizQ+9z/0rRr66abbmLGjBm4XC79s+rqap588kluvvlmcnJyzsn2mxPtWMyYMYPi4u

JffP3aeBqXy4XL5WrQchO4zJnStnfvXo4dO0ZpaSlff/21vr41a9YwePBgRo8ezcGDB/UuqPD

tjeDhw4fxer1cfvnlpKWlkZqaSsuWLbFarezevRuv10tJSQnffPMNDoeDXbt2kZqaSlJSEqqq

snnzZg4cOIDD4WDLli2kp6eftzFnZzoWXq+X+vp6XC6X3o07MMDB2ezZs4fjx49TWlpKVlYWq

qri9/t58803uf766/XjePjw4dPKf+18adt3Op189dVXfPLJJwwZMkTvsqqN16qvr6eyspI9e/

aQlJTULCsfiqLQsWNHrrrqKpYvX65PNXDppZeSk5ODw+EgPDycVatWMX/+fH28tdfrxe/3Y7F

YMJvNrFq1ivj4eFJSUvSb9+TkZIKDg4mNjeXjjz+mrKyMXbt2kZWVpQ8DaHwNmEwmgoODueqq

qzh06NBZp5b4uVRV5cCBA9xyyy3MmDGjQTAkrfwbMWIEBw8e/NXflGvTzTzxxBMUFRX9ouuOj

Y2lV69ezJ8/n+PHj+NyuaioqODZZ5+ldevWtG/fHkVROHr0KAcPHqSqqopt27adlj6tt0NJSQ

lZWVk4HA792kpJScFut7N371527dpFZWUla9eu5dJLLyUmJgYhBF999ZVexpWUlDToNdHU+W3

Tpg1FRUXs2bOHsrIyPvzww2ZzT+j1esnNzaV169YXdTfmc0Frle7RowddunTh7rvvZvXq1fo5

N5lMDBkyhDfeeIO33nqLN998k6eeeoq4uDhSUlIoKSnhq6++ol27dvrDQOk7JpOJ1q1bk5ub2

+Tn57TiqD1hcjqdp0U10n54Am+AXC5Xg4u28TKNv6/93XidjdPQ+H0tVHlzezrcmHbDM27cOH

Jzczl69Ch5eXmsW7eOzp07k56ezsyZMwkNDT3tuMCZ9/1MEaYaf6Z9N7DbnMvl0geha4Eimqv

G3QATEhK4/vrrWbRoERUVFUyaNInDhw+TlpbG73//e308pNZ977LLLqNHjx76TXRiYiKPPvoo

jzzyCLGxsfztb39jwoQJp3U1MhgMjBo1imXLlpGUlES/fv245pprSEhI4JJLLmHKlCn06tWL5

ORkNmzYwP3333/OwqTDt/nIYrFQVFTEyZMn9XOan59PcXExFoulyevuTDfVTYWAb+qabur9s3

3W1HYCv/d91/f3rQO+m6D6XNwcnDhxgiuvvJLY2FhiY2MZNGhQg4K3qfE92r89e/akT58+XH3

11YwfP55+/foBsG7dOtxuNz179qRFixYMGzaM+fPn61EoPR4P27dv59JLL21Q2QsKCqJXr16s

W7eOqqoq0tLS2LBhAykpKSxfvpyZM2cSFhZGUFAQv/vd73j99ddp2bIlR48eZcqUKRfsRkVRF

AoKCujfvz+xsbG0aNGCwYMHc/DgwdO6uml/B7Y89urViwEDBjB48GAmTpyoX89r167F4/HQp0

8fWrRowfXXX8/ixYtPu4E2GAycOHGCgQMHEhMTQ3x8PNOmTWPx4sV07txZH+M4Z84cEhMTiY6

OJiUlhejoaEaMGNHsuqnCd6HWb7rpJn0snRCCjh078vDDDzNw4EDS0tLIyMhg7NixREREkJyc

zPjx41mzZg0mk4lu3brpcwOGhIRgMBjo0qULVqsVm83G/fffj9PppGPHjgwbNoznnnuOTp06n

XbOAtMUHx/PbbfdxvLly8/pmFptQnet/NPKhfz8fIqKivRxUYHLn+l380zlTeB3fmj5F/i9ps

quxvc5P6f80947V+VfUFAQo0ePZtSoUfTr14+YmBhatWrF5ZdfztSpUwkODqZ9+/bcdttt3H7

77QwZMkTvBqf1/ikuLmbatGmUlpbStm1bioqKSEhIYOXKlUyePJno6Gg6duzI448/zvDhw0lO

TsbtdjNu3Dji4uIYPXo069atIy0tjYKCggbBhpr6vRJCkJCQwD333MOoUaPo2rUrycnJ5/S3+

Mfw+/2UlJTQqlWr7+0K/FujPRDQXr169aJly5a8/fbbOJ1O2rZtS25uLlVVVdhsNv71r3/x2m

uv4XA4iIqKIjw8nE8//VQvo+SxbUjrRXDGB0xpaWki8JWYmCiKiorEL0FVVbFv3z4xbtw4cfL

kSbFv3z4xduxYMW7cOGE2m0VISIjYuHGjOHXqlLjxxhtFUFCQGDp0qCguLhaHDh0SV1xxhbBY

LGL48OGioKBA+Hw+sXnzZjF06FDRs2dPMWHCBPHxxx+LsWPHiltvvVWEhISIXr16iZycHKGqq

qipqRF//OMfhc1mE3a7XWzYsEE4HA7x0EMPCZPJJNLT08WePXuE3+//RfbX4/EIs9ksHA7HL7

K+2tpa8fzzz4tZs2YJr9d72rY2bdokpk2bJvLz88WECRPEHXfcISIjI0VGRoaorKwUEydOFCE



hIcJqtYqtW7eK6upqMXXqVLFp0ybh8XjExo0bxciRI0Vpaanw+Xxi9uzZYsWKFcLlcom3335b

REZGCrPZLHr27CkOHjwoKioqxNSpU8WGDRvE7t27xf333y+Ki4t/kX0VQohTp06J1NRUkZ+f/

7PXpaqq8Hg8QlXVBu/7fD7h8Xj0/3u9XlFfXy/cbrfw+XwNlvV6vae9p6qqcLvd+ne09fv9/i

bPUX19vaivr2+Qx1RV1d8PTMvPVVdXJwDhcrn09/x+v9i7d6+45557xNy5c8U777wjfD6fqK+

vFytXrhSzZ88W9957r9i3b59QVVVs2rRJhIeHC6PRKGJjY0VGRobw+/0iMzNTjBkzRtxxxx0i

JCRE9OnTR+zdu1eoqiqKiorE0KFDhclkElarVTz77LPC6XQKn88nNmzYIMLCwoTZbBZPP/20+

POf/ywqKir0z6KiooTFYhETJkwQtbW1oqqqSkyfPl0sXLhQXHHFFcJms4nly5eLp59+WlitVj

F8+HA9f1RXV4s//vGPwmQyCZvNJjZu3Cj8fr9ezowdO1ZYLBZhsVjEpk2b9HLGYrGIoUOHNij

nPLU14vMxo8QnNw8Tn48ZJdzV1T/q2Gv5TTuvgfnD6/UKv9+v/x14brxer56HfD6fcLvdwuPx

CJ/P1+ClLdNUvtaWaczv9wuPxyO++eYbMX78eHHs2DF9/dr3NmzYIB555BFRXFws3G73aXn4x

3A4HMJkMgm32/2T19HUcdT29/uOo0bL300dx8DtBB77s20/8DrX1q+VAdqrqeP/YxUUFIiUlB

Rx6tSpn72uM+1fU8eh8XHWlgvcr6byauPfTa0sra+vb5BfA89N43Q1VW7+FO7qavHZnXeIT0c

MF5/edovw1dfr69+zZ4+49957xZw5c8Q777wj/H6/cLvdYsWKFeL5558X9913n17+bdmyRdhs

NmE0GkVMTIzIyMgQPp9PZGZminvuuUeMHj1aWCyWBuVfYWGhuPHGG4XJZBIWi0XMmjVLuFwu4

fP5REZGhoiKihLBwcFi1qxZYvLkyaKyslL4fD6xfv16ERMTI4KDg8XDDz8s6urqRHV1tZg2bZ

pe/oWFhYlly5aJWbNmNbgXEkLov/FBQUHCbDaLTZs2Cb/fL7Kzs8UDDzwg7r//fmG1WoXFYhG

ZmZmioKBADBs2TAQFBYlhw4bp69EUFRX97PynHdumfvcCP9d+b7Vzr+ULj8ej5wktDzbOx36/

X19/47ylXbvaulVV/d48F7i+wDT9WBUVFSIsLOy0a+6nqq2tFS+//LLYtWuXcDgcwul0ypfTK

RwOh9i1a5cYO3as2LNnj3A6naKurk4cOXJEjB07Vjz55JOioKBAbNiwQaSnp4tevXqJ++67Tx

w5ckTU1dUJh8MhNm7cKJ544glRVlZ2wfenOb4cDofYs2ePmD17tmhcR0xLSxPnNXyUz+fTwyI

XFxczdepU1q1bR0hICE8++SR33nknL774IgDTp0/n+eef5/jx4/Tq1YsFCxZQXV2NqqoUFhby

2muvMXv2bEwmEx9//DH33nsvhw4domfPnqxevVoPWJCSksLhw4dZvnw5f/3rXzlx4gRPPPEEt

99+O4sWLaJjx47NKopWU/x+PzU1NVRXV1NdXa13v1T/N6+R+F8Xj44dO3LkyBF69uzJ0qVLSU

xM5OjRo7z//vv8+c9/5uTJk1x66aUUFhbi9XrJz88nLi6OsrIyXC4XDoeDSy65hO3bt/Pf//6

XrVu3UlhYyJAhQ3j//febVf//76MoCmaz+bRWHqPR2GB8mDbGUBuzGEibq63xeoOCgvTvBEZu

a9xKo4VnbzyeRAvtrnUBOx8MBgOtWrUiMzNTn2YkJyeHLl266Ok+fPgwL774Il988QWFhYXMn

j2bjz/+WM9zK1asYOzYsezfv5+ePXvyySefUFZWxoIFC7jtttsoLi4mIyODb775hry8PP06Xb

lyJcePH6e4uFgPAnTgwAFef/11PvnkE72r2uLFi/Xuf3l5eaxZs4ZVq1bx4IMP0qpVK/bv309

aWhqbN2/G6XSyZMkSEhISKCkp4V//+hdPP/002dnZehefvn37kp+fz7Rp01izZg1Wq1UvZ+bP

n/+LBqXQ8pt2XgPzhxZ8Qfs78JwEBsjRQumbzWaMRmODV2CLTeN8rS3T1DnXvqvle239gek2m

Ux6qP4L3SWqqeOo7e/3HUeNNva4qeMYuJ3GwYnOtP3GUxho5ylwmebWRfVM+9fUcWh8nLXlAv

erqbza+HdTK0sDp4dofK4ap6upcvNcMBgMpKamkpmZqXcjz8nJoWvXrnqLY05ODnPmzOHLL7+

kqKiI2bNn88knn1BdXY3H42HVqlWMHTtWn/bm008/paSkhJdeeomRI0dSUlJCZmYmWVlZHDly

hIKCApYuXcry5cs5cuSIHrFWURT279/PG2+8wYcffkhubi4Gg4GXXnoJn8+nl3+rV6/mvffeY

/LkyaSkpJCbm0tKSgqbNm3C4XDwj3/8g4SEBPLz8/n444958skn9fk2c3Nz6devH8eOHWP69O

msWLECq9XK//3f/zFmzBjmzZunB5/5pY9z4LXROI9on2u/t9q51/KFFvgmcB7VxvlYm4JE+0w

TeO1q69ZapM6W5wLXF5imC00IgcPhwGq1yq6UARRFoW3btsyZM4dWrVoB3x6ruLg4Zs+ezZ//

/GfCw8P14UYfffQRL7zwAnFxccC30zrt2bOHbt26/aDpmH6LFEUhNDT0jMPgzmuNSVEUPRx9V

FQUV111lR5FS5vXKDg4mCNHjuBwOEhNTdWDk1RUVOg7ofVTDg4Oxmw207dvX7p27UpCQgJ9+v

TR547avn07nTp1wmAw0KFDB9q0aUNpaal+M2C1Wpt1pdFgMOD1epk/fz5dunShY8eOdO/eXQ/

EEhjAQetGFBERQU1NDTt37qRLly4oikLnzp1p27Yt5eXlJCUlkZWVRU1NDR6PhyuvvJLdu3eT

n58PQHJyMr1792bBggXExMTg9/sbRMiTLk6KougRYPPz8zl16pQ+Rkm7Blq1asVrr71Gy5YtE

UKQmJiod4EyGAwMGDCAzp07k5CQQK9evQAICQnhiSee4IYbbsDv92O32wkNDcXn85GXl0dsbC

y9e/cmISGBm2++GbPZjM/nIzs7m/DwcFq0aIHZbGbo0KEcP34cp9OJyWTi8ssvp0WLFrRs2ZJ

rr72Wq6++mri4OBITE/X55LQuml6vl44dO9K6dWsqKioQQujljN1uZ/Dgwfj9fr2c0a7938KP

sTbp+fPPP3/ajaLRaKR3797MnDnznAZnkqQLzWg0Nij/tC77geVfmzZtWLp0KWlpaaiq2qD8M

xqN9O/fXy//0tPTEUJgs9mYMWMGN9xwA16vl+joaL38O3r0KLGxsaSnp5OYmMiIESMwGo34/X

6ys7MJCwsjNjaWoKAgrr/+eo4ePUpdXR1Go1Gfskcr/wYPHkx8fHyD8m/Hjh107doVVVXp0qU

Lbdq0oby8XC//LrvsMmJiYhg8eLBeYf2tlX8XM1VVqa2t/U1HHT4Tg8FAcHDwaQ/kQ0JC9AdX

gXOyat3ra2pqWLp0KeXl5QwYMOAC7kHzpigKNpvtjPOLn7dHK9rNp91uJzY29tuNBzwFEgH9+

r1eL1999VWDaQ86dOigRwJMSUnRnxRo49G0KKPaOsX/xjFq0y3Atxfi1VdfTceOHZscb9DcCP

Ft6PcHH3yQcePG6RdJXFxck+nXKtoADodD33ctyuLQoUP1H7z8/HzKy8vp168fW7dupaioiLC

wMEJCQqitrWXu3Ln6hLj19fVMnjz5vO+/9MtRFIWYmBg6dOigTzNis9mw2WwNrsGlS5fy97//

Ha/XC8Dw4cP1BxRt2rTRox8GtoLt3r2bu+66S7/JatWqlT63oNbqBd+FOlcUhfr6etasWcMHH



3yg30xpUwEYDAZSUlIafM9sNutliLbduro6HnjgAf0JsRCCQYMGER4e/oPKmd8Kk8mkzy3amP

b0X5J+zQLLP22sY2hoaIMIsqqq8o9//IOXX35Z78lz0003NVn+BZYpWVlZ3HvvvfqcrGlpafj

9fvLz8/XWLiFEg9YNt9vNmjVreP/99/XpoHr37q2Xf6mpqfoUAVplDxpGZXY6nQ1+430+H9dc

cw1hYWFER0frAWMCW9B+i+XfxUrrSSbL56Y1lYcD32vq89DQUO677z4MBoNsbfweQUFBZ5wm7

ry2yYuAAa1nohW0N998M08++aTefcpkMhEVFcXXX3/d4KYVaPDUITCzxMXF8c9//pPWrVvrYc

HtdrseWbK5P8XR9iU8PJzk5OQGPwBNtQAGHoeEhASWLVtGmzZt9GOuzR+XkpLCkSNHCAoKIik

pCafTyWeffcbvf/97jEYj69evp76+no8++gibzcYHH3xwxicP0sVBq3T179+f//znPzidTr0F

UPwviEJWVhabNm1i7dq1hIeHk5WVxZYtW/R82FTrfFlZGa+88goLFy6kW7duVFZWsnDhQj10e

uBNilYIaTdDDzzwgD4XnhZpUXvoE3iD1Hg/NHFxcSxfvpxWrVrp13dUVBR5eXlA0/OFae8392

tfkqRfjtZqOGDAAD755BOcTicjRozQu21r5V9GRgYffvghNpuNnTt3sm3bNr38CCw3tPdKSkp

4/fXXmTdvHt27d6e6upp58+ZhNBr1Fn6tt0Ng+WexWHjggQcYM2aM3n08cLhE4201VYbFx8c3

eX9z5MgRfZnAtDb+vtT8BeY9Wdn/+RRF0R+iNpfouc3ZgkY8WwAAIABJREFUmfLcOe+nebanW

42ffmmtja1bt6a2tpaysjIiIiLYsmULTz31lD71Q+OnCk09ZbDb7bRr1449e/YQFhZGVVUVEy

dOZN++ffp33G73RZF5zpbGwGOnvcLDw2nTpg179uwhPDwcp9PJ2LFj2bdvn14B/89//kNkZCQ

xMTGEhIRQUVFBhw4d9HOghTsODg5m48aNDSLQXuwFmKqq1NXVUVNTo79qa2t/E91x4+PjycjI

4MSJE7Rt27bBxLdatNyoqCisVitff/213vIIZ45M53a7CQsLIyoqitzcXI4fPw5A69atKS4uZ

ufOnVRUVPDBBx/g8/kwmUxccsklnDhxosG0JAsXLmwwJ1fgNhqnITo6mnbt2pGVlYXdbqempo

ZJkyaxZ8+e772mVVXF7XZfkHzs8Xiora3V893FUP40J4HHr7a2ttlHxm6uhPh2DsPfSv7THlr

Hx8ezfv36M5Z/Pp+PyMhIrFYrO3bsaPDEvanyQitLtF4OOTk5HD9+HEVRaN26NSUlJezatYvy

8nLWrl2L3+9vUP45nU4iIyNZuXIlCxYs0KdKaZz2xn/b7Xbatm3L7t27iYyMpK6ujgkTJjRZ/

jVVbp+v8k9V1dPmoT7TcucrTb+1vC811FR0Yul0Z7sWz3nFUetrrD1Ba9wnWfvMbrdTVlbG9O

nTMRgMPPXUUzz66KO0a9eOl156ifvvv5+4uDj9O4HrCGyd0CZ6NZlMjB07liNHjtC5c2euu+4

6hgwZQvfu3bHZbFitVqZNm8bBgwebbSZqPI4xkPZDGBj8QlvOZrNxzz33kJeXxyWXXMKAAQO4

/fbbufTSSzGZTHTq1Im6ujo6d+6MyWQiLi6OpKQkIiMjsVgs9O/fn2PHjnHppZcyYcIEbr/9d

j2AjnasG5/Li4Wqqhw6dIhrr72Wli1b0rJlS9LS0ujcuTP/n707j4+ivh8//pqZPbKbc3OfhA

QIl1wBOQURpQWk3LUq+i0eICigYFSqSFtEPFAOEWlrfxY8Qa0WFaTWVu6AiiJyy5EAIeQmd7I

7O/P7I8y4CYccgQT4PB+PPJLM7s7Ozn52dt7z+Xze7+XLl5+xa/5KZ3wu4uPj6dSpE126dMHl

cpnvoyzLdOjQgfj4eFJTU7n99ttp1aoVqqpSWVl5Shsz/o+IiOA3v/kNI0aMoFmzZuTm5tKuX

TvKysqIiYnhnnvu4bbbbmPo0KEkJyebJ2pt2rRh9OjR3HrrrTRr1ow1a9Zw//33ExgYWKvNG9

tnHMSMbbBardxzzz0cOnSIpKQk+vbty+DBg+nUqdMpiTt826pxnLlcNWN9lZeXM3/+fFJSUsy

2t2nTpmvigkV9UFWVefPm0bx5cxITE2nfvv0pF7WEX6brOvn5+UycOJH9+/df8RcCz4Vx3IiL

iyM1NZXrr7+e0NBQ89gnyzLt27cnKSmJDh06cPvtt9O6detTjn8G4zHR0dEMGjSI2267jaSkJ

PLz883jX2xsLHfddRejR49m2LBhZnkIXddp27Ytd9xxB0OGDKF58+Z89dVXjB8/Hn9//1rnM6

d7XiOh0e9//3sOHTpEs2bN6NGjB0OHDiU1NbXW+ZbvtkLN8S8vL4+nnnrqktSy9aXrOgcOHGD

KlClnfS5d19m9ezfTpk3j2LFjl3yb8vPzeeihh66Zti8I9U1KTEys9cnxeDx89913Zgaii2WM

0zaGWRp/S5Jk1ik0hssZvRvG8BHjCpSRiavuY4BT/vd6vbXG9Xs8HvPEzHcoiMfjQdM0M4tXf

fB4PPj7+1NUVGTOhbhYxrafLtOX8dotFguqqp5ywnym1+77nkiSdMo+M94Lr9drZuHTNK3W8x

hzKk6Xue9CZWVl0bNnT9LT04mNja2XddalnSwInZaWxnPPPWd+mWdlZTF37lwefPBBs17blaa

yshKn00llZaU5nxBOfb+NHmVj7k3d21RVNS++GO+7rutn/Jx5vV4z4DY+y0Zb9P1cv/TSSwA8

8sgjOJ1O8yoz/JypEmrare/jfbfPSPLg+zmu28Z9Pxe/dJwx3mdPWSnrHnwAT1kZ1oAAer/6F

2xBQfX23pSXl/Paa6+RlZXFtGnTCAoKYt++fUycOJHnnnuOnj17NrrMnOfL6D0pLy+v93k5Ho

+Hl19+mSNHjjBjxgwCAwPZvn0706dPZ8aMGdxwww1X5IUsX9nZ2XTr1o309HTi4uIu6XPl5uY

yZcoUZsyYYRZnv5K5S0pY9+ADeKsqQVG45c13Uex2gFOOB+dy/DMuTtXX8c/r9TJ37lx0XTfr

Gjam4x9ATk4O119/fb21P13X2bdvH8899xzPPfccMTExZ7zfzp07WbRoEdOnT7+kbd8IHB9++

GH++Mc/1mvbLyoqIjEx0czFcbFOnDjB888/T1paGgEBAY22g0O4+hh5KJ5++mk+++yzU26/LD

2OxgHK92+ouRJmHIglSTITNRj39fPzq5Ulqe5jTvd/3XTKVqsVh8OBw+GodWJmpG1u7Ccbxvz

O0zFeu7Ff676WM732uu9D3X1mvBcOh8P8Mqr7PHXXcaUxJkc7nU4cDgculwt/f3/y8/PZuHEj

Q4YMoUePHkydOpUTJ06wZs0aoqOjCQoKYvLkyVRWVrJx40amTZtGYWEh1dXVfPDBB7z44ots3

LiRKVOmmEMRd+3axXPPPUdxcXGDvNa675XVaq2VBr3ubcZnzvd9P9vnTFEUs50ZKdUBduzYwY

033ojL5cLlcpGVlcX48ePNhBTGe2C0M4NvW667fXVLpJyujft+Lnz/N9bne5y5XNxuN8ePHyc

1NZXg4GCcTift27fn17/+Nenp6VRXV1NYWMgjjzxCYGAggYGBbNq0CU3T2LlzJ7fddhuDBw82

534vX74cTdNwu93mMLfy8nL27NlDz549cTqdDB8+nOzsbFRVZcOGDYwYMYIePXowefLkK27Oc

mVlJZmZmXTv3p3Q0FCcTifXXXcdN998M+np6WbP0OTJkwkODiY6Opo1a9bg9XrZs2cPw4YNY8

iQIQwbNoynn36aDz/8kKqqKjweD++//z7PP/+8+Vnt3bs3QUFBjBgxgpycHHRdJz09nWHDhpn



HhKKioobeJedEVVWee+45QkNDCQ0N5bnnnqOgoIBnn32W999/nzFjxrBnzx5OnDjBI488QkhI

CGFhYWzYsAFd19mzZw+jRo1i0KBB3H777Rw9epT169cTGBiI0+nE5XKxdu1aM3h65513CA4Op

lu3bvzhD3/g5ZdfprKykqKiIh555BGCgoIICgoiPT39sp0I1z0enMvxz8/Pr16Pf5GRkWRlZf

HQQw+ZF/WupeMfwK5du8xEf0FBQQQGBpKenk5OTg7Tp09n6dKlTJo0iezsbPbs2UP37t3x9/d

nxIgRHDt2zDyODR8+nO7duzN58mS+/PJLxo4dyx133EFISAg33HADu3btAmqSp9U9HpSUlDBr

1iw++OADxowZw65du0RAJgjnqXFHTYJwiRjzHIqKiigsLOTQoUMcO3aMkJAQNE0jKyuLV199l

ZkzZ3L48GFefPFF/v73v/Pjjz+iaRqvvPIKnTp1okOHDvzvf//j2LFjHDt2jDFjxtCiRQvy8/

M5duwYHo+HnTt30rRpU+wnr4BfC2RZplWrVnzyySdkZmaSmZnJiy++iMvlauhNaxBGoPPUU08

xd+5c8vLyOHHiBGlpaUyePBld11myZAnR0dHs27ePf/7zn0ybNo29e/fidrvN4VVvvPEG/fr1

Y926dVRWVlJZWcm3335Lhw4dKCgoYNasWcycOZPMzEw6d+7M/PnzKSkpMUsUzZ8/n9mzZ9fKJ

nklcDqd9OrViylTpvDSSy9RUFCAx+PhkUceYfLkySiKwoIFC4iJiWHPnj288cYbvPjii+zcuR

NVVcnKymLy5MksWbKEvn378s0331BeXk55eTmbNm2iR48e5Obm8uyzzzJjxgx2797N9ddfz5w

5cygrK8Pr9ZKTk8P8+fOZOXPmFVG+RNd1vvnmG44fP862bdv47rvv0HWd3Nxcpk6dyrBhw1i0

aBFNmzbl73//O7Is8+233/L222/z1FNP8dNPP+HxeMjNzWXSpEn85S9/obi4mL/+9a989dVXZ

GZm8tJLL7Fy5UpKSkrYt28fK1eu5N///jfvv/8+u3fvprq6Go/Hw5IlS4iJiWHv3r18+OGHpK

WlsW/fvqv2pL3u8e/QoUPMmTPnmj3+Qc3Fs71799K9e3f27t3LlClTeO+998ySTnfccQcvvPA

Cmqbxpz/9iWeffZZDhw6RmprKggULKCkpQVVV8vPzWbhwIbNnz0ZRFD755BPuvvtuvvvuOzp1

6sSnn36KqqosXLiQ2NhYdu/ebR4PMjMzefTRRxk6dCivvvoqLVu2bPSdB4LQ2IhPjHBNysvLY

8CAAbRv35527dpx2223cffdd5t1PyMjI2nSpAkOh4OioiJSUlLo3r07CQkJjBgxgg0bNlBRUU

H//v358ccfmT59Ou3btzfToLds2ZKCggLKysrYt28fbdu2vebSalssFjMBU3h4eK3SH9cau93

OHXfcwapVq9i2bRupqal06NCB1157DYDi4mK2bt1K27ZtURTFnG+Vl5cHQEREBHFxcbhcLqKj

o8nIyODo0aMcPnyY0tJSkpOTOXz4MCUlJSQlJaHrOv369SMvL4+ysjIkSTLb9JVYF8xisTBq1

CjWr1/P1q1b6dixI6mpqSxatAhN0ygsLGTDhg107NjRrNnXtGlTCgoKgJr9l5CQQHBwMBERER

w5coSsrCyysrIoKSmhTZs2Zv3guLg4rFYrffr0IT8/3+ydjYyMJCEh4Yraf74Ziv39/Zk8eTL

NmzfH6XRit9sJCAigurqa7OxsBg4cSNOmTenevTutW7fm+++/B2r2XXx8PMHBwbRs2ZJXXnmF

xMREdF0nPj7e7G3ctWsXbdu2pWPHjiQmJjJkyBAsFgv5+fls3bqVNm3aoCgK7dq1M2sqX81zz

E53/LuWSdLPdbyjo6O55ZZbzGHDxigXh8PBoUOHKC0tpVmzZgD07dvX/C6texxTFIUePXrQrl

074uPj6datm3k82LhxI+3bt8disZjHg8LCQrNmuPF4QRDOz2UtxyEIjUV4eDhz584lISHBnJM

SHR1tfpEYQaPX6yU7O7vWEKGYmBicTider5ewsDC6d+9OcXGxeWKk6zq9e/dm8+bNZq2guLg4

cWXzGmbMM2rbti2vvfYa5eXleDweFi1axMqVK+nSpQtlZWVMmDDBnENcVVXFoEGDzIy1Rm9Fb

GwsCQkJZj3O5ORkwsPDOXjwIBs3bqRv377mXKcWLVqYc27i4+Ov2NpVmqahqiqtWrVi8eLFlJ

eXU1ZWxtKlS1m5ciV9+vRBVVWzrqfRk9W7d28iIiLMoZqSJBEbG0tcXBy5ubnk5+fTvHlzQkN

DzaFwRlkiqMkMfLr6wVcCSZLo3Lkz+/fv56abbkKSJJ555hmGDx9uZis2MkxnZ2ebF7YcDgfx

8fHmXDiXy0VISIg5B3DJkiUsXLjQbNPG+o4cOVJrzrvvvqrbto26wpqmiZP3a4SRBNG3vmTdk

iOapuHxeNi0aRN9+vRBlmU0TSMlJeW0xzFJkkhKSjLnzPvmaXC73YwbN65W5tw+ffrQqlUr87

mMJIOCIJw7ETgK1yQjI15iYmKtLw4j0YDvfJGoqCjziwYweyEkSSI3N5cNGzaQkJDAhg0b+M1

vfoPNZqNVq1Z89NFHrFmzhmbNml1xQwOF+pWbm8vf/vY37r33XuLj44mIiEDXddq1a8ehQ4fo

1KkTMTExLF261Ky96luXzTdLor+/Pz179mT9+vVATXBk1IIbOXIkaWlp5txku91OUFAQX3/99

RlrYzZ2uq5TWFjIiy++SFpaGpGRkURERFBVVUXbtm3JyMigT58+uFwu3nnnHfMzbbFYCA4O5v

Dhw7X2X0BAAJ06dWLLli0A3HDDDeactZEjR/Lwww/j7+9vJixxuVzk5+efUj/4SiBJEiNHjuT

GG2+kpKSEt99+m8TERJKSkszbHQ4HUVFR5vGturqanJwcs8dHlmUURcHr9Zq1XY0av1u3biU9

PR1ZlomNjSUjI8MMAnxL+URHR5/StsPCws44f7+xq6ysNEtnSNLP5YOsVut5j6wwpk34zr28G

tXNEn+m+pI2m42RI0fyhz/8wUzOZ7PZCA4O5uuvvz5rHW/f9YSHh/P222/TtGlTM6GQy+UyRx

BcaZ9lQWgsRBeIcM0yMuOdjm/5B5fLxc6dO/nhhx/Iz8/no48+omvXrgQEBPDhhx9yyy23cOe

dd7Jnzx5++ukndF0nLCyMsLAwPv30U1q2bHlNzW8UThUQEIDdbuf999+nuLiYiooKjh8/zr//

/W9iYmKIiIggOTmZH374AZfLRWVlJffffz8//vjjKW1UURS6dOnCp59+ytatW2nWrBlWq5XEx

ERKS0vJy8sjIiKC9PR0nnrqKbP+7ZVKkiQzmcabb75JaWkpFRUVHDt2jP/+97/ExMQQGhpKmz

Zt2Lp1Ky6Xi6KiIh5++GG2bdtWq8atruvYbDZat27NF198wTfffENKSgqAWT+4qKgIl8vF5s2

befLJJ82kVlfasEpN0/j00095/fXXzQQtTqez1lBbj8eDn58fUVFRfP755+Tm5rJt2za2bdtG

hw4dagVF8HOt15CQEIKDg9m8eTMej8cs87R9+3b27dtHXl4eK1aswOv1Eh4ebtYVNtr2vffea

84Xv9K43W4WL15Mx44dadmyJa1ataJVq1a0bt2acePGmcPLz1VpaSkzZsxg69atV+T+OF9n+8

7VNI3ExERKSkrIzc0lPDyc9PR0nn76afLz809pj3XXZ/ztcrlo1aoV33///WmPB1DT9q+0z7Q

gNAYicBSuOedzpVGSJNq2bcvkyZO56667aNmyJZWVlTz88MN89tlnVFVV0aVLFyIjIxk0aBAL

Fy6koKAARVHo3bs3HTp0ICEhQQxTvcYFBATwwAMPUF5eTosWLYiOjiYlJYWBAwcyYsQIAgMDG



TNmDAcPHiQ5OZmuXbvyu9/9jtTU1Fp1LKGmTSYmJtKhQwdSU1NrDWF97LHHSEtLIyYmhnnz5j

F+/Ph6K63UkGw2G48//jgVFRU0bdqU6OhoevXqxY033sjIkSOx2WxMnjyZn376ieTkZAYMGMC

vf/1rOnfuXKv2LNT0UCQkJNChQwc6d+5MaGgoAFFRUaSlpTFt2jSaNGnCvHnzmDBhgnn76U5a

GzNZlunfvz/79u0jKSmJTp060aRJE1q0aIHT6SQwMJDx48eTkZHBfffdR3l5Oe3bt2fkyJE8/

fTTtGrVytxvxnD+du3aER0dTZs2bRg8eDAdO3Y0e99atWpF//796du3L+PGjaNr165mRs/f//

737N+/n+TkZLp168Ydd9xhzke90thsNh588EF++OEH1qxZQ/fu3fnHP/7Brl27+Nvf/kZ4eLg

5jLduIGiU9fC9aKnrOhUVFaiqal7cqHufq0nd719jCGtOTg6PP/44kiTx5JNPMmXKFGJjY5k/

fz7jxo07r+OYJElMmjSp1vFgwIABpKam4nQ6CQoK4sEHH2Tv3r3XRLAuCPXpktdxvJZcijqO1

5LLUccRfv7yPtPQM03Tas2XMJYZX+zGsDZjjoRvfUyjfpbX6+Xll18mNjaWUaNG1aqreKmcqY

6j8MsudR1HQ90TQt/U+0b7MdqVcZtvu6q7LqDWybdR903TNLMWp1HLzbetXgqXso6jwev1msP

JjeFnvq/J6BEzhqr67r+6n/e6NfHgzPvvl44Z9eFS1XE83T4xlvvONTPuB5jlGuq+bt82auw7

Y56isV+M+oSPP/44Xbt25bbbbsNms522bdeXs9VxvJSOHj3KlClTmDRpEr1790aSJHbv3s099

9zDd999x8CBA3n99deJjIwEYOPGjQwaNAiPx8P999/PrFmzAHjyySe588476dKlCy+99BLPPf

ccANOmTeOxxx67LInV6ruOI9T+rgVO25Z862nCzzWrz+U4Vrd91r39XNt+fRB1HIWrRYPXcRS

Exsb4EjnTwd34oqq7zGazYbfbzduMuT9111tRUUFaWhpZWVkMHDhQBHGCyZivY7fbT6kja7Qf

43bfWm6nm/tUN2gy7mvUqK1by+1K7N2py5i3abfbzXmcviwWi3lb3f1X9/Netyaecd/T7b9fO

mY0ZqfbJ8byujUCjX17ptft20aN4M+4iLZmzRpiY2MJCQkhOjqayMhIRo0aZa7vdG37amFcCM

rLy+NPf/oT48ePJzMzk65du/LCCy9QWlrKvn37ePLJJ1m+fDk7d+5EURT++te/mgGTpmls2bK

FwsJCdu7cya5du1BVlYMHDzbkS7sovu3nTG3J+NtqtZ5S8/uXjmN111n39nNt+4IgnLurdya2

IDQQh8PBn//8ZyRJIiAgoKE3RxAE4ZJSFIWePXuatSIBgoODr6gstPUhPz8fh8NBv379iI6OZ

tCgQcyePZsjR45QWFhI27Zt6dq1K0FBQQwaNIg33niDoUOHApg9ZlATiPr7+5OWlibmxwuC0K

iIwFEQ6pmRzEMQBOFaYbPZiI6ObujNaFAFBQWUl5ebvWCRkZEEBgbi9Xo5evQoVqsVRVHMbN3

+/v61hiBef/31ZGRk0K9fPyRJYtasWQwfPvyqzrYqXH5ny2wrCL/k6hovIgiCIAiC0ABcLpcZ

DOq6TkFBAaWlpWa5Et95nkaQ6Ttc0iif8r///Y8VK1awdetWvv/++wZ8RcLVxiiVY8xTFsN1h

fMlAkdBEARBEITzVLfHJjw8nIqKCtavX09+fj5ffPEFMTExxMfHExkZyY4dO9i2bRvZ2dmsXr

2a6667jrCwMHNdK1eu5B//+AeBgYGEhYWZ2W8Fob4UFBTwzDPPsHHjRiorK80A8kKc7nFXayD

qOzf3bLedz8+ZHuO73jMtb0inDRwbeqMEQRAuL+m0fwqC0Pg11EfWyCxrnDNFRETw+OOPs3jx

Yq677jo2btzI1KlTCQoKokWLFkybNo3Ro0dz/fXXU15eztixY80MtrIsc+ONN7Jnzx6uu+46u

nbtSlJSEi1atGigVydcbSRJwt/fn7Vr13LXXXcxatQoNm3aZGaZPV+ny/RqZGa+2hgjBc70mo

3MwG63u9aPkQnc4/HUWm6sx/cxHo+n1v4zbjN6iH23pSGJHsdLQATeQkM42xUx4dwYX55iF54

/0f4unth3F0iWal/7uUz7MT4+njfffNMsxSHLMl26dOGLL77g0KFDLF++nKZNm5oB5q9//Wv2

79/PgQMHmDdvHpGRkQQFBTF37lx69OhBeHg48+bNY//+/ezZs4f/+7//uyylOHyJNnhhrpT95

ufnx/Tp05EkibVr1zJ69GgGDhzIt99+C5zb65AkCbfbzdKlS9m3b5+5/Pjx4zzzzDMcO3bskm

3/5Wa81rfeeosff/yRJUuWnPKaZ82axbZt27j77ruJj48nJiaGmJgYEhMTmTFjBrfffjsJCQn

m8tjYWObOncuOHTsYMGAAcXFx5v3nzp2Lruvs3buXX/3qV8TGxpKUlMTcuXNRVZWCggLmzZtH

eXl5g+2TU2Zc5+TkkJCQICbNXiCPx0NISEhDb8YVxzhYud1ukpKSADFx+0KJoU3nz99i4R+/v

pkAm5WSklKio2Mo9XgaerOuOKqqihq2F8g4QUlOTgbE8e9c6UCwzcYb/fvhZ6mpKxkcEky1eu

l7PnxPsn++6HTqifcv3eabrKTufS5XOzDan/j+vTBGfdJL7cCBAxw6dOi0beVcSJJERUUFYWF

h5Ofnk5eXR0FBAaNGjaJly5Y8++yzdO7c+RdL5vjOlfRd5na7zefxbdfG9p7LMt9t9X2NxnP5

bpvxGN9ldedv+q73fLfB6/Xy/fffExgYSNOmTfn6669P6fFzu91ERESwdOlSqqurWbFiBXFxc

XTt2hWbzYamaVRVVbFq1Sqio6PN5fv372fUqFF88MEHOBwOiouLWbx4MTt27OCjjz5i3rx5tG

jRArfbzT/+8Q+++eYbunXrxoABA9i4cSP9+vXDarVe9s/qKYFjREQEmzZtIjg4uMG7Q68kRgH

l+Ph4MjIysNvt4sB7HmRZpqCggH79+vHVV18RGhoq2t95ML70Y2NjyczMxGazifZ3riQJrbqK

7U+koZaXExgQyO59e5H9HCD24TmRJInq6moSExM5cuSIWdRbODeyLFNUVMSNN97IV199RVhYm

Dj+nSNJkvBWVfHDE4+iVVUhyzIHDh1CtljF5/ccSZLEiRMnRPu7QLIsU1ZWxnXXXXfJn2vbtm

2sWLECVVUvuJdT07Raj9c0jaKiInbt2sW6devo0KHDOZ3Dnu75ZVmmurqauXPnsnDhQjRNY8q

UKTz00ENs3ryZ+++/H4/Hw6RJk5g4cSIlJSW88MILbN++nUGDBvHAAw/g5+eH2+1m0aJFvPzy

y0iSxOjRo5k2bRrl5eU88cQTrFu3jl69erFgwQK8Xi9paWls2LCB3r178/zzz2OxWHj00UdZv

349ffv25YUXXiA0NJRFixaxYMECAKZMmcKECRN49dVXefXVVwGYPHkyEydONOuBaprGjh076N

Gjh3lepaoq1dXVSJKEx+MxA1e73W7WGvbz88PpdJpBqXG7n58f/v7+5r6VZdm8j/GcNpsNp9N

pJs9yOByMHz/erJ2bmJjIF198QceOHYmMjLygNnAxTgkcZVnG39+f0NDQy74xVzqv14skSbhc

rmuuflV9qDr5pe90OkX7uwDV1dUAhIWFXfbhTVc6T1lZraGWrqAgrIGipMr5qKioAGoShPgW4

RbOTXV1NYqiiO/fC6CWlZnDy3UJIkLDkC5D78/VRFVVcf53ES7XMW/w4MHccsstF/x4WZbJy8

vjlltuwev1YrFYCA4Opnv37jz++OO0adOAlcSRAAAgAElEQVTmnC88n6mHvLi4GEVR+PTTTwk



KCiIkJITCwkJWr17N22+/TWhoKBs2bOCTTz7hhhtuwO12s2DBAuLj47HZbHi9XkpLS7n55psZ

Pnw45eXlLF++nEOHDrFx40Z+9atfMXv2bNauXcuGDRvIyMhgwIABzJ49m02bNpGens7Ro0e5/

fbbmTVrFocPH+bNN99k6NChyLLMZ599Zm5XcXExAJ988glBQUEEBwfXei8LCwspLy8nNjYWRV

EoKipi6NChtXoou3btavZUGnMh6/Zc+i4zekQ1TePDDz/kxRdfRNM0bDYb06dPp3nz5jz44IO

8/vrr3HPPPUiSxIQJExg/fjwWiwWn04nNZqOoqIjw8PBf7B2ub6ctDiSuFF8Y4wqduFJ3YUS7

uzii/V0MvdbfoimeP+Pz6/V6ReB4geqebAjnRtO0mogRgJoTMtECL4xofxfmcn3v+vn5XXDHh

NFDNm/ePKqqqoiIiKB79+6kpaWRkpJCYGAgiqKc02sxAiev11srcDE6TyIjI7nrrrvwer2MHT

uWm266ifT0dD7++GNzhN7YsWPp3bs30dHRxMXFERAQYAZVgYGBlJSUcOedd+L1eomPj2fw4ME

oikKnTp1o2rQpERERVFdX8+abb5rLoqKiyM/PZ86cOSxcuBCHw4GqqnTt2pXf/e53p2zXuHHj

iI6O5u6770bXde69916zdw9qD4/VdZ2QkBCWLl1qDukuKCjgnXfeuaD3Q5ZlBg8ezODBg7Hb7

UDNhX9ZlrFarYwdO5bbbrsNVVVJT0/n888/Z8iQIUBNR0tRUdEFPe/FElVlBUEQBEEQBKGRu5

iLS5IkUVlZyZdffkmfPn2YMmUKbdq0MQNGo87oua4rJCSEL774goSEBKBm/mVERAQRERHceuu

tdOvWjfLycpYtW0ZpaSmpqamMHDmSyMhIZFnG5XLh8XiQZRlN08zn1nWdjIwMfvjhB/71r39R

WVnJsmXLkGUZVVUpKiqioKCAPXv28N133+F2uykqKqKwsNBcFh0dzZw5c+jQoQOSJBEQEIDL5

WLQoEHmdr377rscOXKEQYMG0aNHD06cOMFnn31GRkaGmc3YCIp950hGRUXRpEkTJEnCarVisd

QOpU73/pyuFxLA6XQSHx+P0+lE13W8Xi+FhYUsXLiQ++67z5w2GBsbS25urtnL6+fnR3Bw8Hm

8+/VHBI6CIAiCIAiCcBXTdR2Hw8GSJUuIiIggMDDQDNrOp4yGkQioX79+zJ492wzOevXqxTPP

PENJSQkzZsxgzZo1ANx333106tSJiooKHnjgAUpLS/H392fmzJn07t37lKGWRtmQdevWMXfuX

Fq3bk1qaioej4cBAwaYdSi7du3K888/j67rTJ8+nc2bN9OjRw/+9Kc/YbFYeOqpp3jiiSeQZZ

k77riDO++8kzlz5rB27VoA7r33XpxOJ48++igbNmxAURR+//vf06RJE3NbQkJCcDqdHD9+nMT

ERLNH1thfmqbVKsljzGesO4TXWH6612rMOTWCyuDgYAYPHsz48ePZtWsXFouFESNG8NhjjyHL

MhUVFVRXV+NyuS77MFUQgaMgCIIgCIIgXPVkWSY5ORlJks5Yl/BchYWFMWvWLKZPnw78nNRF1

3Xmzp2Lx+Mxk7vY7Xb69u3L2rVrzQDJ398fq9XKxIkTT8nLEBUVxd///nfcbjeKomCz2czkMI

sWLcLtdmOz2cxEM6+99hqqqmK1WnE6nQAsXrzYzPJqt9ux2+2nbJfVamX+/PnmMj8/P3PYKID

FYqF169bs2bOHpKQk7r777lrBWmRkJE8++aSZTEhRFHMupe88SKvVyuDBg2stb9GiBcnJyadk

RpVlmY4dO/Luu++iqirw8xBlXdfZsWMHcXFxhIWFme/j5SQCR0EQBEEQBEG4RtRXsOFwOE6Zc

2kMDa1LUZTTlqvzDdQMRqKm05V3qrv8TM93usef7n6nW+a7zZ07d+btt9/mwIEDtGrVqlZvoi

zL+Pn51XrMmcqy1F2uKMoZ8wHIsnza0moFBQV89dVX5jzMhpiTLAJHQRAEQRAEQRAEH7qu4+f

nx+9///taQ1IbSlhYGFOnTj1lXuXlJAJHQRAEQRAEQRCE02gstbElSWrwbbn8syoFQRAEQRAE

QRCuAI0haDQ09LaIwFEQBEEQBEEQBEE4KxE4CoIgCIIgCIIgCGclAkdBEARBEARBEAThrETgK

AiCIAiCIAiCIJyVCBwFQRAEQRAEQRCEsxKBoyAIgiAIgiAIgnBWInAUBEEQBEEQhGuEhAQ0bD

F74cokAkdBEASh3kiy+Fq5UI2nUtiVRZIkn3NgHSRxQnwhNF3su6udpmscPXEAt7cKXddOBpA

XT5IkZFk2f6R6aEd11yFJ0i8uO9N9GpPGtj3ny9LQGyAIgiD8Ml3T8FZXoXu1ht6UU0iShOZ2

E2izoVVWoMoyDVGjWJJl0PUGL5B8viRJAo8Huyyjqx68FeVo2pX1GhqMJOF1uzEbnA7eqio0j

4cGaYRnIElSo22XkgR43NhlGTw/tz/ZYkHx82vozRPqiYSEpnv5z94P8Ho9dIzvTYe4HlhkG7

IsX1T7dLvdVFdXm/9bLBbsdvtFBUlerxcA+eTFSFVVzf+N9Xo8HvP5jMfouo6iKADouo6qqii

KUvM9pWnm+hqKqqpnDa6N96GxBpgicBQEQWjsdJ3yo0fZ8bfFVOXlNsIBRhKarvNqvz6kPzql

wTotLIFBuEuKkZCuuI4TTdN5tsN17Js1kwPyFbbxDUzX9ZrgUZJA10l/bEpDb9IpNK8XSbEgN

dJ+ZU3Tmd2xHXtn/Zn9sgySRFDz5nR69HHRC9nIXEwvoSJZ6BDbk40HVpF+aDXfH11PanxvOi

X0qemtu4B1V1VV8cwzz/DPf/7TDIratm3L7Nmzad26dc02n2xDvsGpb2BUd7mqqqxatYqYmBg

6d+5MeXk5b731FgA333wzKSkpVFRU8Oyzz2KxWEhLS8PhcPD5558DcOutt6IoChUVFbz77rsM

GTIEWZY5cOAAXbp0MQPJus/t62zbV3f5me5bd32qqrJ06VJuvPFGkpOTTwliNU1j165dOBwOk

pKSTrm9MVx8EoGjIAhCI6d5vZQfz8bhCqXDpEeQ7baG3qRTVFZWcntKSw5mHMJy8mrvZaXrbJ

j6MLaAQFL/MB2L03H5t+Ei5OXlMXHAAFatfIno6GjEwNVzp5aXk/5EGt6qKpBlus16HsnaeE5

vdE1j7bj7uPEvryNZGs92+crPL+ChX/Vn9ecvExUVhbe6ik2PTkFHzIRrbDRd40LfFUmSaRPd

ha1H1lBcWUC1WsWmQ6v55shXXJ/Qj/ZxPbEq1vNap67rBAYG8vHHHxMREYGmaWzbto0vv/ySl

i1bIssyqqqaw1nN16FpaFrNCBrF5zvD6/WiaRqVlZW43W4AKioqcDqdyLLMzp07SU5OJisri9

LSUmRZJjs7m4SEBDIyMujQoUPNxSSvFz8/P0aPHo3FYuG7774jKyuL1NRULBaL2YOpnOH7yui

9PNN2+/YaapqGfnK0y9nWp2kaFRUV5nMb6zKeQ9M01q1bx0033XTKeutrCPDFapxHMEEQBKEW

XdOQrBZsISEodntDb84pVKuNwqoqbEHBWK3nd+JRL05+wUsWC7agIKwBAZd/Gy6CUllFqUfFE

hiIPSSkoTfniiIpFswTaUnCGhyEYms8nxFN9YAsYwsKRrY1vos+AJZqN6UeFeVk+1MrKtD1xj

cs/lq3JeM/fH34f3g19aJ6Hr2aiiTVBENubzVubxUbDq6koCKHfikjsMpW9PO4eGW1WomMjCQ

yMhJN0wgKCsLtdqPrOl9//TXDhg1DlmWmTp3K5MmTKSws5OGHH+Y///kPFouFhQsXMnz4cNLT

0xkzZgyxsbH07duXhIQEdF3n8OHDtGjRAn9/f7Zu3YrX66WoqIhu3bohSRLFxcU4HA7y8vIID



AzkqaeeYvPmzfzqV78iMDCQvn378vLLL5Oenk5YWBh2u51bb70Vm83GY489xuTJk7FarWaQtn

//fsaOHcvOnTsJCgpi6dKltGvXjjfffJODBw/y1ltv0b9/f+bPn09mZiarV6/myy+/ZP/+/Sx

YsIDf/va3QE0vo9fr5f333+eJJ56gc+fOtG3bFkmS2LNnD5MmTWL79u0EBgayZMkSFEXhySef

pH///sybN4/33nuPBQsW4PV6ueuuu/jTn/6E0+m84Pe9PojAURAE4YrSuHuiGsNQGuEaU7fNN

dIm2Ng/G9LJob5C49WlyU2kxve54CYuSRJubzXvfjuf4qoCJCRkSQJkrm9yE6kJN2KRLecVNB

qBXevWrVFVFavVyk033cScOXMoKiri/fffZ/PmzYSEhPDFF1/wySef0LZtW+bOnUtwcDA//fQ

Tn332GQcOHOC///0vq1evJjAwkDlz5gA1vW779++nb9++2Gw21q9fT0FBARs3bqRr1654vV42

b95Mnz59SExMxOVy4fV6eeutt/D39+fNN9/E5XIxceJEhg8fTlJSEq+99ho//PADISEhrFq1i

s8++8wMJDVNo6qqio8//hibzcaWLVv44YcfaN68OdnZ2QwdOpSZM2eyYsUKNmzYQGhoKNXV1b

z33ntUV1ezePFibr75ZkJDQ9E0jb1795KZmcnGjRvxer0888wzaJqG1+vlgw8+wGq18s033/D

9999z//33M336dPr374/NZmPo0KFMmDCB0tJSXn/9dY4ePUpKSsoFvvv1QwSOgiAIgiAIgtDI

KbIVy3kOJfWl6zo/5f5AtVqJgoKiWOmccCOdE27EqthQ5PMPCyRJIi4ujvXr1+Pv78/bb79Nl

y5diI2N5cCBA6Snp/Phhx+awywfeugh+vfvz9KlS5k3bx6qqjJixAhOnDiB3W4nKiqKwMBAun

TpAkBhYSF5eXk4nU7sdjt+fn7s37+fo0ePMnr0aLxeLytXrmT9+vVER0djsViIjo4mPDzcHAo

rSZL52OLiYtLT01m2bJmZtGrixInmhR1ZlklMTOTFF1/kvffew+v1MmHCBBRFISoqilatWhES

EkJqairr168nPDycjh07npxiAE2aNKGgoIDQ0FB0XaeoqAg/Pz+ioqKQZZl27dohyzJxcXG8/

PLLLFu2DFVVGT9+PBaLBT8/P5xOJ6GhoezevZthw4ZRVlZGs2bNGDVq1AW/9/VFBI6CIAiCIA

iC0OjpF9EpLOHRPGzO+A/o0LXpzXSM64Xd6sSq1AyhvtBecVmWCQsLIyoqinvuuYd3332X2Nh

YwsLC6NSpE6+88gphYWEoioK/vz9r164lJSWFL7/8kszMTNasWUNgYCDV1dUUFhai6zrZ2dkk

JiZSWFhIs2bNzDmOKSkpLFu2jPj4eDM4jI2NZdeuXfTp0weLxWIGhMYP1PRcut1uAgMD6dSpE

wsWLCAkJARZlgkJCTGnWKiqyocffsjgwYO599572b59O5mZmaiqSn5+PgcPHiQgIIBdu3YREh

KCpmns3LmT3r174/F4yMrKIuTkdANJkggKCqKyspL8/HxsNhuFhYV4vV5WrFjBrbfeyj333MO

OHTs4ePAguq6bPZ779+9n3759/Otf/zJ7NBsDETgKgiAIgiAIwlVNR5EU+jT/DdFBCfhZ/LFZ

7OhcfAkji8ViJnqJjIykT58+vPXWW0yZMoVRo0Zx7733oqoqTqeTJ598kuDgYCZNmoSiKPTv3

x+Xy4XL5aJXr14MHToUj8dDnz596NWrF0eOHCE5ORlFUZBlmaSkJEpLS0lKSjKTykRHR5OTk0

N8fDyqqprlOSRJwmq1oigKbrebF154gWnTpjFkyBBGjx5t9kTOmDGDwYMHmwloHA4HY8aMwc/

Pj4EDBxIbG4uqqgQFBbFixQrGjh3Lb37zG6ZOncr+/ftRVZVx48aRmZnJ3LlzCQsLA2oC6hYt

WhAXF8fAgQNp0qQJMTExKIqCxWJh3LhxKIrCwIEDiY6Oprq6GrfbzYwZM3jkkUdYt24dixYtI

jk5mfbt21NaWnrRreBiicBREARBuHo0fNI5QRCERkmWZJqFt0WWLYB+MkPrxfHz82Ps2LE4HA

4zC2nHjh1p1qwZQUFB3HDDDaxatcrMROpyubBYLHzxxRfouo6/vz9WqxWn00l4eDirVq1C13U

CAgLw9/fH6/VitVrNXsS4uDgWLlyIn59fTUI0SWLo0KHceuut+Pv7o+s69913Hw5HTWbte++9

Fz8/P0JDQ1m5ciXBwTUJ3P7973+b2UpdLheKophZUYcPH07v3r0BCAwMxGq1Ul1djc1mY+zYs

UyaNImgoCACAgI4cOAA7dq144EHHkCWZXNIKtT04Nrtdn7729/Sr18/rFYrdrsdf39/EhISuO

mmm8zXauyDBx54gP/7v/8jKCiIdu3aUV5ejs1mw+Fw4NcI6qqKwFEQBEEQBEEQrgGSpNRrxlx

JkggMDDTnE0JND6SRHEZRFJo0aWLeZtzPWOY7lNT3vr7DTH17RGVZNucPGssdDgeSJJmlLXy3

JyAgAE3TsNvtxMfHm8sTExNrbZPvczgcDvN2Y7nH40GWZYKDg4mOjkbXdbPMiN1uJyYmBrvdf

sq6jPXVfV1Wq5WAk9m/ffdBUFAQwcHBaJqGw+EgPDy81uMaOsmWCBwFQRCEq4dICikIgnAW9X

+Q9A0a4dSgz+v1nvKY0y07033P5/nq3m78XXfdZ3ue021HUFAQ48aNw2q1mrfJskyXLl3QdR2

LxXLGdZ7PPvDd9oYOEk9HBI6CIAiCIAiCIAhnYPQs1mXMp7xWyA29AYIgCIIgCIIgCELjJgJH

QRAEQRAEQRAE4axE4CgIgiAIgiAIgiCclQgcBUEQhKuIqMchCIIgCJeCCBwFQRAEQfhljTDDn

yD40jQNr9fbKLNRCsLV4NpKBSQIgiAIwvnRdTRVxV1UgD00HElRQBI9u0LjYJRiqKio4NixYx

QXF9O0aVPCwsLMQuyCDx0xMEO4YCJwFARBEAThtHSvl+PfbGHXe29iP3qIlC7XEzz8Duyt2jb

0pgnXOKMAe05ODnv37uXYsWO43W68Xi/bt2+nSZMmdOzYkdDQUBRFaejNbRTKKj1s/PE4rRND

aBIViIQofSucHxE4CoIgCFcHcSW9/ug6hXt28u1rC8jesR3d4ybR34/KrVuo2v49Af1+RdCIO

7GEhoveR+GyUVWV4uJiCgoKyM3NJScnh7KyMlRVRdM0dF03h6vu37+fI0eOEBsbS3JyMvHx8T

idzoZ+CQ1GAuxWhT1HiknflUtsmJMBXeNpGhN0ste2np5HklAUBU3TahWzt1gspyzzJcsyiqI

gnTyeeL1evF5vrccbPci+txnLzrTexkCWZTRNuyK29ZeIPnxBEARBEEDX8brdlB7JZOMz01k1

eTxZ329FrapC13QkJHRNQ6+uouzLz8meOo7C/7cIT042uupB9F0I9U3XdbxeL6Wlpezdu5cNG

zawadMmvvvuOw4dOkRJSQmqqp52TqMxfPXAgQOsW7eOf//73+zateuKPmk3Sef/o0tgtcj8+v

o4ZEniYHYpb32xn79+spvMnLKf13uRduzYwdChQ1m+fLn5vuTm5nLPPffwwQcfoKpqrSHERqC

4bt06kpOTCQsLIz4+nmXLlpn3ycnJYfTo0URFRRETE8Pjjz9ORUUFAFu2bGHFihV4PB5zXafs

Lkkyf8512S/d13f52Z6rrKyMtWvXUlVVxYoVK9iyZQu6rp/X8zcmosdREARBEK5xuqZRmnmIH

e8uJWPDOtzlZXjdbjBPYnzuLEnoHg+6203Zf1ZSsWkt/jfcSOCgEViiYkQPpHDBjPmKmqahqi

q5ublkZmZSUFCA2+02g8RzTYAjSRK6ruN2u8nLy6OwsJDo6GhCQ0Mvw6upf4Ul1RSUVF1w76A



kgeoFf4eF8iqVkgoPpZUe3vliPxEhfvyqazwJEQEX/BE23r/g4GB27NjBoEGD8Pf358CBA+b7

YPQI+/Ys5ufn8+WXX7J8+XIiIiKorKxk+fLlHDx4EH9/f+bOncuECROYPXs2qqqybNkyZs+ez

ZNPPonH48Htdp+1PRj3sdlsWCwWJEnC7Xbj8XiwWCzYbDZzW1RVRVVV/Pz8kGXZHBLtdruRJA

k/Pz+zXVVUVJjLfO9bXV2NxWLBYrFw5MgR9u7dS5cuXbjllluQZRlJksz7SZKEw+Ewn9/r9eL

xeMxtbWwa3xYJgiAIwgXQRY/XBfOUl/HNq/M4+s0W1OoqkGWksyUWkaSTAaQbb1E+pf9ZhSc/

n4iH/4Bkt1++DReuCkagWF5eTmFhISdOnCAvL4/Kyko8Ho8ZKBo/Z2OcwBsn8QDV1dVUVlWhy

DKFhYW4XK5G26NzNln55ezMKOJCO00lqSY5sqbV9HhpWs0Q1RNlbtweL4eyS4kL98ciSRd8NF

UUhZSUFDNZUfPmzfnxxx/p0qULiqKwdetWduzYwZgxYygtLeWVV17h7rvvxm63Y7fbCQ4OJiQ

khIkTJ+Lv78+nn35Ku3bt6NSpEwEBAWiaxpgxY1i4cCHHjh07+brO3EOXnZ3NH//4R9LT0+nR

owd//vOfsVgsPPHEE2zevJk2bdowc+ZMwsLCWLx4Md9//z0//fQTo0aNIi0tjTVr1vDll1/y3

//+F0VR+Otf/0q3bt1YsWIFf/zjH1EUhaeffpohQ4ZQWVnJnDlz+OCDD2jTpg3Tpk3j448/5u

OPPyYoKAin00lsbCwpKSm8+OKL/POf/8Rms7Fw4UI6dOjAX/7yF3bv3s2WLVvo2bMnzzzzDNH

R0Rf4Tlwaly1wrI+x00ab0PRz6E2XxFQXQRCEa4kkDvwXTNd0qktL8HrcNVlTz5UkgSSjuz3o

5WWI4arCuTJ6DisrK8nJyaGwsJDy8nLKy8vxeDzmvEX4uefwbIx5ZG63m+rq6pr1a5p5SJBlG

YuiUFVVdYlf2aXTskkIybFBF/x4SYLyCg+vrdiNV9OQJQmHTaFJVAD9OsUSHeZEkS88aKx5Do

ng4GDi4uLIz88nLCyMsrIyWrduTVVVFZGRkRw+fJiCggIyMzOx2+3Ex8dzzz33sGjRIj766CM

URWHmzJkMGzYMt9tNcnIyVqsVVVWRJInw8HCio6NrzYE8HU3T+Pjjj+nVqxePPfYYW7ZsIT09

naysLG644Qb++Mc/cuTIEVavXs2AAQMoKCggLS2NqKgolixZwrFjxygvLyc+Pp6PPvqIvXv38

vXXXxMREcG2bdt4++23sdlsrF69mq+//pqcnBwcDgerV69m586dfPvttwwaNIiIiAj69u3L2r

Vrqays5D//+Q8BAQGsWLGCkpISVq5cSWRkJDk5Odx222089dRTvP/++2RmZhIZGYmiKI2mxMw

lDxx1Hco8UO65uK8TWYIwP6j2QFnVz9eVz7ROSYKIAAlFzOIUBEG4JjhjYtBO9jAI50+W5Qsc

ZlrT+4gofSCchXHia/QuFhYWcvjwYYqLi81eRSN5iu8csNOdMBu9S5IkIcsyHo+HkpISqqqq0

AFZkmp+ZBkZCUX1EFxZwfV9byIlJeWK7G0EsFtl7NYLyxArAV5NY+OPx/F4NZw2haYxgfRLjS

MyxA+H3WL2SF4sRVFISEhgy5YtyLJMly5dkGWZ6upqoqKiaNeuHTt27CA9PZ1hw4Zhs9mIjIw

kLS2NBx98kOrqaj766CO+/fZbAI4fP47X60VRFLOd+CbSMV/jyf+NNmO0oy5dupCSkkLTpk2p

qKjgrbfeokePHiQnJ2O321m9ejVVVVU0a9aMDh06EBwcbAamFouFnj170qJFCyRJ4siRI+Tl5

fH666/z3nvvATVtesaMGdjtdnr16kWzZs2Ij4+nvLycrKwsXC4XAQEB5jZXVVXRo0cPWrRoQX

FxMbIsc+LECaKioujcuTMRERE0b97c/Cw0Jpc0cNSBfYU6G7PA48VM+2s0zJrfJyfcc+bboWZ

+RUKQRI/YmuXr96sUlBmPN5LpSeic/F+CJqEKPZvJBDskcRFaEM5BYztAna8r9WTgmqTX59DS

mvfdLzyMqvyCn5+iHtqzaFOCcHGMnsWysjKKi4s5ceIEhYWFZq+i7zDUXyLLsjkHrLy8HLfbT

VlZGZqm1XxWTwaLkqZh8apElxRjPXaM4Ozj+KkqYV2ux2a1XoZXfWnU7KILO67pgNujseNQEc

1iA2t6GEOd2GwK8snz7vo4BdB1HVmWSUpK4tNPP8Xr9XLnnXeSkZGBrutYrVbatm3LokWLcLl

cJCUlsW/fPlatWsW9995LbGwsqqoSFxeH2+2mZ8+evPTSS7Rp04bg4GBeeeUVBg8ejNPpJDk5

mYKCAvN5T5f4qKqqirKyMtxuN9u3b2fTpk1UVFSwa9cuWrZsSXFxMU6nEz8/P3NOoW9gKkkSV

qvVDOJkWSYkJIS77rqLCRMmEBgYiKIoWK1WPv/8c/Ly8vB4PBw6dIhPPvmEXr16nbZ9b9u2je

7du1NRUUFVVRVBQUEoimL2nDfW755LGjimH9X57nhN0FgrcquVMl0yg0TzZuN//eTt1Py/J1/

nWAl0iYFhHa1s3q/yTYZ68v51q9FI7Mv2kl0kc32SQttYi+h9PAdut5v8/HwqKiqIiIggODi4

oTdJuEw8Hg87duwkNy/vEgWQ9V8xSgLKysuxWiw0a9aM1q1biYLPVwDNq5HxQxbHDxWga/VVQ

0OnNFtDL4ctn+5Cstov6ixI12tGuiR2iCUuJbIetk8Qrj2qqnLkyBFOnDhhniCfrmfxXIaher

1e8vLyKC0tNYNOs2fyZCkHm9tNeE42ruxjnLBYSLbIVGUeRnJ7UGx+XPDkwKuEzSozZkAK/n5

WbNafvyvr8yvfCJLCw8MJDw+nurqasLAwMjIyzJIUcXFxOBwOWrdujb+/P82bN6dt27Z07NiR

4uJi7HY7kydPZtSoUciyzPv4q9AAACAASURBVCOPPMITTzzBmjVrqKysZPHixWZSmYiICCZNm

sT999+Poii0b9+eRYsW0apVKxRFYeTIkUydOpX169fTp08fXnrpJSwWCw899BAPPPAA7dq1Y+

7cuQQHB9ca+mpc0PBtq8ZPixYtaNeuHTfccANVVVW4XC7eeOMNbr75Zv785z8zbtw4rrvuOub

Pn48kSSxbtozjx4/TtGlTAAYOHMjTTz9NQkICDoeDv/3tb0RHR9fqYWysF/IvSeBYpcJ/D+ns

LQT1ZArvn7sQqUkL/HOX4ml/S7qO7vPbWF5QofPfDIn9RTo3xFtoES2xZreHw/k1455rehwl8

2BS6PHyv50qB46r9GtrJ8ivTna4a5zxISgsLOTgwYMcP36c0tJS3G43/v7+NG3alLZt2+J0Oh

vt1Q/h4mmaxo6dO8k+fvwSpSrXwfkjkicS3RNJfVQC0jSN0tJSM/nBth9+oNpdTft27RplJjK

hhlfV2Pzxdn76+jBej7feMnDKtioCrEV43YEc23IEpAsv+O2p8lCUU4Kq6liWK/S5rRM9RrZH

voKuPupeLxU52eR+tIzQ+HgcbdpjTW6BJMlmYpvL8WWo12TiqPmt6+Rt20r2d18T6lWJHTUaS

3iEGOJ6FSspKTklaPwlRpAINSfvJ06cICsri8rKypoeRWMIqiwhSTKKqhJcVkxMZgZBuceRvR

qyplEW7EIOCkDS9JMjHARJknAFXrrkVZIk0bJlS1q0aIHVamXq1KkA2Gw2unbtavY4Gj1sqam

pQM3Q1ptvvplt27aZ6/Lz80M5Od+6adOmLFmyBI/HU+u5HA4Hsiyze/duM9BSFKVWvc6EhATe

fPNNPB4PVqvVzGD6zjvvoKqqeX9JkpgwYQJWqxVJkhg/fryZ6MeoMZmSkkJycjIWi4Xbb7+dI



UOGmM/j7++Poii88MILzJw501yvruvmvE2jF9NisTBnzhxmzZqFJEn4+/sjyzKTJ082n3/48O

FmTczGFETW69mVDpRVw6c/6RwpBq+OOQy17hXlustPhpen/F93OUh4NNhXAIeLdbrHydza0c6

PmRLfHHRT4dZP6b30qvBTtsaRAg9dm9npnGTFqlybQZBvcVwj49WBAwc4ceKEOWTEuLpSVVVF

UVERe/fupVWrVrRs2RKn03naceXClU3XdXJzci5hfSsJxZEB2NA8kegX2ftoZN9TfeazeTweM

g5l0KZ1axE4NmKaVyNjexbuKo95lL9oko7iKEJpl03x+o5oqoQknX9b1tGpLKumtKAc1XPyxN

WjsnnFdroNa4d84bHoZaNrGqVHDrPjzb9zaMM6EqwgBwZQYrEiWW3YUlrj16oN1iZJ2FPaIFm

toCgg1c+Jia5paG43uteLWlVJ7tZvyN3+Hbm7d3Hi2FG81W501UN7VyDSNxsJuOH/s/fmUXZc

9b3vZ+8aTp255251a2rNtiyPMtiABzwAgeAYQ3yZL6wsVkJwbghkXS4BXlaGlVzIXTwIgWQR8

8C53JD7khsnAfICBmyMsbHwPMiyJGtoqdWtnocz1bT3+6NOnT7dasmy1JJbUn3W6uGcU3VOVZ

3aVfs3fH+/N5J/W9LG43ylWq020v4cx8HzvIZRuNj9RinF9PQ0MzMzjbRWpRSqHgwwDAOhNQU

U+eGjZGYmaR0bw6pVMZRChgoRZ6HppmwGERmZydzlzGMYBqZporXGcRwgmmPE9+UjR47wh3/4

h6xfv36e3tQwDFpbWxvv05zeKYQgl8sd81nx6y0tLfOebz63Fq4bv5bP5495LpVKNd4z/j/el

3gbY0POtm1STRWk4/fIZDINwzXeh3w+P8/401rPW26xz7csa1kZjDFLNrsKNQyX4N9eVIxWxL

ERxXqoMdY0QvR8Q+MomiKFNEUOF/6N0xrQuIHg/v2aA1OCW/ttBicCXhz0GxHNOP1BCEGgwfP

hwecr7Bu2uPN1WcwLxMkZG4ue5zExMcHY2BgTExNMTExQq9UaF/LFTtAgCJienuaxxx7jxRdf

ZM2aNfT397NixYqGJyjh/CAImjzBpoXnFOoG3hLhvxdME3Knd9lRSlNxPZRVBDT29DBB3Qvpe

u6yvNAmzMer1s+1JsnCaSEEwXQnU4/+Clo7iFO4tguhqUy7zE6UUeF8fUl5qnbOhCu8Uon/+P

hvURkfI/Q8VCGLrtVQRJUkq48/ivvME2CaCMvCWtWPc9FWjJVrUNXKy3/Acb8qjTc7w+Gf3s/

IC88yuusFpgcPE7guoe+hfD8qXBQXPPEdwqlJZn/wXSqPP8qK//5XyEIijTjfEPUIYVzhVNXn

I/GEPO6ZNzs7y+HDhxsFblzXnTMWhcSQAifw6BibpGV8hPSq1RQHXiKcncEIFVJrtJgr7hQpn

aIqywrwDBO/s52wmE8cFGeBxdIt4/+7urr48z//c1Kp1DFO3hM5r0/02svd94/npDjR+5xoH+

L/F/vck/2sk/385caSGI6BgudH4IGDmtFyPU4Y94DRTY/rmsXYaIw1jJGnc8FjPRdhnCt507R

+3fwsBYL9k5rURoHnK4IwXKChrG9D3ZtaCeClIYXWGU57srKMiU/o5jSPWLtYrVYbF+tmb068

XjOx8e37PtPT0+zatYuhoSFuvfXWeZ6hhHOf+JsXAlwnzw8rRbylHCO6pT7kTu1iGG9JXBxAA

1Jr3tbiMzt2FLReUp3GsuQ8nPCkMhbFrvwS7Fqsl9enJKfVQIfSaKVRSjO0Z5TxoeklLuJzFt

CKyuQEoefNVUmVcu6QhAEq8KPbpNaE01N4u58nNEz8oZGT+IDjxIm1ZnzvbnY+89/xPZewHnW

MU2IFzG/zUdelac8jnJ5CX+Das/OVzo4OgheeZcQPCVIO6GieFtQ1ipOTkzz99NORodhUfEQK

gQRSaApuhb7hw+SnJzCCAENr6OnBDPzoHENEkqYmNAIlBCOGwWAxT7sf0jk1jR4eaQpoJLwaG

IZBV1fXcYvZJCxvTttwVBqePQrf260o+VGEsTnSdzwN48m+bghNX2FOl6g1jFYEZW9u+WIqWv

7QiIslobvFpElMyXRFMVWei6Z0tJjnpcnYnIYa90U6dOhQQ0jenIYKxzcWm1+DubQD13UbnsD

JyUmKxWJSiOR8RAs0koqWeHqJ3SsN59HpEjmmDEBI4wyU3VmGnJdWcRR9Mix56rWT6vcBpRVD

Y4dpL3Tg2OlGE/BX+lYIgQoV8hxOSZHSQB1vYtxkyAGgFKpWiybtx2llotEEGqZcnxnbJ29Zj

XvyPB9tEFCbmY7qEwhxcv0g6wZkwvmJKQXOxAgte3aRaumg0tJGmCngE1WOLJXLzM7OEoYKy5

CYUpAPAvIz42RrVTqmx7E8FysMMcJ47mIcI4FSgJaSWcsmAGxpIrwacrjGOtfDCBWGaUHSrmd

ZcDJa14TlyWkbjqGCx4c0U7VmRWIc8jv1vxpBxtK8fbNka107rzVUPJh04Z6noOJppBBYEnwf

WrOCt1xVoLMY3awEkWE7OO7zjw9NM1sNkUKQMs+fCVgcWfR9n4mJiYYmYHJyEtd155W6jjlRB

bO4DHBc7jp+74WfWSqVlm0YPWFpEPXxvJydLBJ9bkWDEubRHEU+1fNMKcWuA8/y0NM/oeKWMa

TFxWu3ce2268k42Vf0XlpHv7TiAvBE1ImNSCnnfQkhGi8MqYSKGS+gFobsFrBjfJKCZbIik6b

XSbEinSJv19sbiMiRc+EcvISTQYcKWa2SqR4iNTpMJpNlutDGSEsnul5lM+W5dE6Nk9YBW1rb

KQ/uRfpRdFFqooBCfK6KuZmiRlA1DEZb2mjJZnHGxzE9j4zvUlQKqSMHIyo5JxMSloIlSVV1A

whVNIBfiUYxfhxrIJsf97fCr2+VWFLz0H6YcTWhFkihuXmD5D9fLrj7MXBDTW9eoLXiAze18t

AB+G8/hFoQaSA18LFrbd75uiL/8OAklVrA6vbMeZGlEIvIBwcHmZycbEQDgyCYV9L3RJHF+PV

YazAzM4Pnecc04JUyEpUXajUuvegi1q5Zg0w0jgmngW76RwOr8jbtaYuVeRulNT86OI2vllRl

mXCeoVTI03sf54EnfoDre/VrXJUn9+zA9Wu8+Zq3YxrLs8DAciJ22VpSUAoCRmoe1TAEovTv+

OhpDR6aaugx6vo8J8BAULQt1ubStFhWXWry6u1LwvJDEGUEoBQyDEh7NZzpCVqHBggqLua+J3

HKs0g0tVwrrYUWar7XyFDRYr4DUwO1UFHK5Bk1TFZo6PQ8Ch0d6GoVQoUEZN31uVC9lJCQcOq

ctuGoiaKOQShQjZtzcwTx2Mex0bjwsUYjBfQX4a7XCg5Map4ciSKLQSjwlSZQ8O+7FG/dIviN

KwX/6xkoOpBxTP7nE5r792pmXagGAteDaqD5s5/Af73R5n03tvAPD0zQkpXLPI5yfIIgoFKpM

DIywuDg4KI9kV6O2JAUQhCGIbVajaP1ipqxkSgNA1lvh5IOfHLDQ6zYvYdMtcLqiy8ml06fo0

cw4UzSPMHUdYtQQ6RXqZ8wRdugM2OxqTVNV9ZiTSHFmnyqXkQhWub58Qo/GZg+Vq+ckFBHCEG

oQp7f9wyu50X3kXo2hRd47D60k9dufQMdxaQH48kgheDiYp4txTy1IGC05jPquoy5PqNVl3HP

A6LjnrVMcoZBypCkDIkpBNVAUQvcxGZMmI+GmuujA9WUHRL9tYIqK44OUqvNoFRA1KYpCvfH7

diARlu2WSeN1FFUu7p/N+2BYoPrIQG3/trCtuExQoAsFLA7OxN9Y0LCabAkEcdQgRfOaQpjzU

kjJfIEWsZmTSNC0JnRfPhKwf4Jzd4xcINjI5ZlT/DdnZpfv1TwmRsESsMjBzS/GNC4Qb1wjtY



IGU1Ep6vwlw8pvnpHik++swfLFOdU26gwDBkfH2d2dpapqSlmZmYaKagnmyfeHHWcnZ2lWq1S

q9Uol8tR5TJASIkpJWYYkJ8YIzc5QVVpLveqVPcdQHg+MuU0LuYJCVBP76sXtGpLm3Q6Jn15m

5xtsjJn45gGz4yV+fHBKWxD8KfXrSFryoYx2WxUQpRRZCQ39oSTQGuYKU2SyaZJZ7OMj47T3t

FOrVrB9wJmytO0FztIvA8nhxQCAzAti4xpsjqXbjiEfa3ZO1NmuOoCUYmcetHKBsmdIWEhWoB

r2wxWXQphQCbtIGVcLBGEitpnRB5GEES6JFGPNtbsFKXOXoq1GlZpBhkGpHyfnA4xtGgsF5+J

zeejAAIpGc0XmLIkGy07qcuQkHCaLJnhGP3EPRTne5Ug7tp27PNQ1+kBRUfzvkslXqjZPxFVa

42rszaMRyHQSuMFYJvw9KDmX57XjJfB9ZuKutTTYeNI59As/Nvzmk/cIM+pNhyxoTc0NESpVK

JWq83rXXcivWLze5TLZYaHhxvrxwanBgwhkQJylRJdQ4Pkx8dIVWuYrstQLo/VkscNApJpQUI

zAlhdSHH7hnY6MyYtKRMpIqPPlFFM35TR+B2YrTXWSUmB8zKDMDnTEk4GIaC12IFwQq67spcn

nh6nrW8TAwODDA0eRWmdBK1fIfHYkw09WXT0LCBvmYy53vlZpynhjCAQZKRBu2Vy0HOxqx4dU

uCYBnHrtMj2i1T1oZTUtGYy38Kshg5pknUyFEKF77mgFCIyL49FaxSgpMQ3LfauWkO2Msvq6R

Ld01VStk1QqSRVVRMSToMla8fhhaB1U+OMWMwcV0+t377j16NxKxoXDceAt26S9BZg59HIEI3

e59iII0Kwpg0mKvDdnZrREngBTaX+RWO9+LFEs75dnHPXCq01tVoN3/cRUuI4TkPHuJDYaA7D

kCAIqNVqjI2NceTIkajgTT0V1aiXurYAx61RmJ2i9+AB7GoJIwgxlUaq+sVcKeY0BgKERMhz7

CAmnBkE5G2DSzszOKY87uQ8XDDLTOacCUuFRmAKzVu6d/P6rl28+cMGY1OP8s9TMHRYUqrMJO

nOp8jCIrdx5FHo2CmbkHBySDQmsCqVoqw1owqcahUj5RCEGtfJUpEmptK4tsP+I4fI+y4Fz0M

YJmFbRxThXsRjoQEtBIGUjHkuZjbHjCHJeT4dlQr9hknoVhFhgFDmyzraLxjijL+EhFfIEkUc

NUFIk8YxZvEIY4wQui7Ih5s3CK5ZBfvHNRWfRpvHeYV0iErvCaXZ1iN5alBT9qJicFISJbfHt

7sFxqptCK5ZIzDOwQmEqlcdE0DY1EpDa41hGA2NY7VaZWxsjFKpxPT0NKVSiaBeUVVKiSEEll

IUKyVylVmKLUVa9+5BT09hBUGU3isE1H15sRcwxpMSt5BDpdOJty4BoJGqdsKzIbk3JZxBgtB

ja+sMaccEM83E0QmCaYcwdDgw9BLb1l+OEEkhr5NBN34LaqGiFoZ4SlMLQypBSMqQbC5mqYQh

tTCkFmpcFeKGirhnczLcE+ajUTr6MQAHMAVgmnhaMyENtJ3BcqvYnku2WkKoKA1Vao3Wgrn8q

KZ3FVHbqMlCkVoY0I7AGDmKEyqyYYAIIcjksA2bWnJSzqE1tbFRUm3tJ9cuJyFhAUsUcRT4YZ

QiIJqlizS1bWsauFKAY8EVKwSXr4BtPQLHhCMzMFOrLx5HDBdEHNGaXErQlYNdI5EeShLrrKA

54hgbjYYUrO+AgrMUe3t2kVLS1tpKbc8LjAUa37RQShEEAUEYosKQmZkZdu7cied5VCqVebpH

KSS2IcnUKvSNHSE7M4VTq2GrEGFvwXFr+L4HQjZSRea+t8gcmDQM9ueztAWaVt9Hz5bqkciEh

ISEV4+aW2W6XOJHQ318qOMw4ZjP/U+2kOt/I2LwUfYd2cNkaZKOQmdi0rwMSsPBcoUx18MNVa

PAVXNV1TW5ND1pp3EsVbwM4IaKsZrHgXIlCWQkzEdrVBCiVXReGYApBCmlUJZNuTxJWC9yI2l

q00MsdKrXaBAiKp1jmAz1riYzPU17tUqb72HoqIiOREQFdIhWa4Qt4v6lF7LTWwiU5/HCV7+C

lc+z6u2/RmHDxjPSR7X5OCdR3vOL06+qqiEI44jj8ZcTAtozcFGn4Ko+uLIvKohR82G2pjlcg

4ofXyhiTSN1Y2Yu8iiFYHULjJc14xU9t3wcaIwvOU0aR1Norl4psc4hbWMzKcskd/QIevdOZl

avZ6atC19IVL3X4tTUFMPDwwCNqqgW4IQeLdUyq4cGsGtlTBViKBBaIQwr6lfW1Bsp/vp8KQm

FZDaVYlqEtB8dob9cQYYK205BrfZqHYqEhIQEhBD4gc+OnT8jmy9w5Tv+C/9472d5aVxwxdt+

i+3XvIHJKZ/Hnn6MHz76Xd59y4fOmwmj1pF8YCn3J44VTnsBM14wz8SO7w2xQkEQ6Zg19chR/

Z5rS4mvFJQWJrkmXMhEfRZNSr6PQxwpnMNAI1RIZBLOOa8bCKjWJU0yk6cqBBmlWFEokh0fR3

u1KGBRX7hhdIq6wak1oZDMFLLYjgOWdRb2epmiNcIwKG7ewtD9P6Z86BCZvpWsueOdFDZsXLL

U1YYMrf5+UsrEeDyPWJKIo9JRxFHDXJ/GRuQxMt5SJvzGdsnlKyAIoexqSr7ACzR+KOaqssYa

yfiRbtI21s3JTZ2SF0c1Sje19IgDjQs0jkprTEPwmtVgnctReaUQbo3CSy+QObSf2ZZ2ZnKtT

KSzUQEIITDDgJbKDA6KDakU4sAuDNfFrIvJo4Bs092/oRkQ+FIymc2TcRxUrUbo+7T5Pl2VKk

Y9qiu0jpZPLgAJCQmvIhqYKk3y4qGd/Pq73sVF2y6lpfWrXK2hb+UqpCF5zTVX8+RzTzJw9AA

PPvVjbrjilld7s0+bQPm8OPwU+8d28cYtt5O180v6/nEkcaFJOj8dvVHJYGHyYCIlTVgEjXY9

xkKFm8nRMT1F2jJRRuTJP1biFKGkwXRrJ8r1yE1PQqWErUIyfhDNMYXAROPPpZvNQ6poXvR8v

oDjuhRqPqbnEc6WzuTOnnmEOK0IoTRNVt92O8MPPoA7PoY3PUXl8CHSK1aw9s53U1i/IVrwNO

Z5Dz30EB/+8IeZnJzEsiy++tWvcvvtty+pATk6Osrf//3f85GPfISBgQFs22bt2rVnrWputVr

l61//Ou95z3swDIM9e/awfft2LOvEfYNLpRJ33303H/jAB2hrazsnHZpLk6oaRv0VwzjiN28c

R0bkijxs7YaqHxmNnhKESqP03IUjTnmJ01vnaRznQoqMVTQXdwkeeElRiT9lXl5s/ET0J9Sa3

aOC160F4xyNOhJ7b4IAMyjRWq2Qs4YpptLUSjUuPrSTtFsl5bt4mQIru/oY9Vy0WqyrUXRwfQ

RjmRyjUrACiSUkudY25L6XEH4wr4FuQsJixMPuxNkGcbuNaPophTjh8hClMSVnXcJixNHGh59

5AM93ae1owTRNVq5ZC0TebaUUK1f34dgpZsuz/PKFn7O+dxMru1e/ylt/ehjCpCXdwa6hJ3lx

+Gm29FzOG7e8g7SdefWv04k/MWExNFieS6+UuJUSA46DKU16axVSptEoeKMRICW+lWaiYwXZc

onizBSG7zXST+MUVIFc1K7RQCgEpWKRw2mHvlCxet9+TN9DKI1p2ejAP6u7v9QM//R+jj70Mw

jDU641obXGsFOERhWUwpuaxJue4vn/8QVW3HQLq2+/HWnZr9h4FEIwODjIfffdx/e+9z16eno

ol8t85StfYevWrWzatAnLshBCNCRXEF2zTTMyR+KaHfF1PK7REQelpJRIKenq6uJjH/sYpmny

yCOP8IY3vCGq5VGv+yGEaPzfHPmUUs4rJGkYRnRP8f3GZ8XbopRqvFe8LkT91NPpNHfddRdCC



J544glGR0cX3ZeF6+fzee666y4Mw8AwjGPeN9530zRRdUlY8z4sB5aoOI7AC1SjhM3cdDKKFF

qm4Kb1AktCxdOopsI1NBmFsVdzXjXVBX9DpXl0AN6yWfO2iwT/8FTdR3ocjaMEqr7g7kcVV/R

Jrl51DlZWBfwwRIUqMiABgUIGAdlqldXDQwSzo1EpWiJDWRznLh4YBmhBOZVmdnCAXt+nv1LB

QFBNOaTEsVUw52GaiFRq6Xcy4ZxDa3h+vMLH79//ssu6YdTU2VWa37t//8uOwUBp3FCfc2M14

eygdMjg6ABtra1cddWVx+hppBRs2Lied97xLr799/+TIAh4bv9T9HauxDCMs34TjrSCJ9KFN2

8/KB2Nl8WWa8t10duylr2jz/P0oUfYM/Ism3su4/UbfmXJI5AJCUuBVhqUwg5D1mpNlYDhVIo

04NppKrlWCEJc08JwMmyzHcaHDiBDPU/zOM8JXp8LBYZJJZUCaUJrO9XpCdp9j4tKJSylkPUK

/Y2KrMtoAn4qtFy0lXRn16nvR13nuO87f483Ndl4H8NOkV+3gfbt25GGeUrvr7XGcRxs20YpR

TqdJpPJ8JnPfAbHcTh69Cif/vSnefDBB7nuuuv4whe+QGdnJ4888gjve9/7UErxu7/7u7z//e

/n3nvv5fbbb6ejo4N/+Zd/YcWKFQRBwLe//W3uv/9+/uIv/oIDBw5w6aWX8rnPfY4bbriB977

3vQwNDfHBD36Q2dlZvvjFL/KJT3yC9vZ2lFL88pe/5Ic//CEPPfQQQgj+6I/+iC9/+cs89thj

fOMb3+Daa6/l4Ycf5oMf/CC+7/O+972PP/iDP2Dnzp383d/9Hd/73vcwTZPPf/7zvPWtb+Vb3

/oWN9xwA1/84hfZsWMHxWIR0zR5//vfTxAEfOADH+BTn/oUu3bt4p577uH+++/nK1/5Crt27e

Ld7343Dz74IPfddx///u//jm3bfOtb3+Kaa67h3nvv5ZOf/CTXXnstl156Ke94xzvYuHHjsol

OLlFxHE2oRCPiOE+jqAWmAVevEkR2T1PDVj0/4UU3/cTaxobGkbnIoxtofrIHbtsquX4d/HC3

xq1vy2IaRyE0U1X43H8ovv0+g87sUuz1WURDVcFYxSUrNCnbnss41RoZhgit5xrqNuX6agSeY

eIW28n4Hm4QIsOQgutSrJaxEEgVGeWNJrxAnGus6wVzZtIZKkLQ29KG3dWVVONKACJfxbQbcu

JwQzQqY3/RjPdyy0eey+VxiUxYbiil2D/4Eq5f49orXksqdWzVM63BcRxufvMb+c4/focgDNh

7aBe3XP1WDM7+tWtk5jBHZwaPa7AKKSmXymx8bR8DpReYPHK44W2ev2A0iLoKfRyafAnXrzJT

neTJgZ+z5+izbOq5jBtX/8qrH31MSGhCaY1SUdaUESoyQEopPCHwapUoqlirYmlFICVWKodon

P/HnssawZiVYjqXJ20YSM9HGwbFVIpiuYIRKoxGS7YF6y+TyfepkurowGlvP+X1tdZMPvcsQa

UMWmNkMhQ2bmb1r91OZkUvxmlWzW9ra+NDH/oQX/va1/inf/onhBB8/vOf5y1veQv33nsv73z

nO/nMZz7D0NAQ3/zmN3nve9/Lt7/9be6++246Ojr4/ve/z759+5idnW1cA2u1Gp7nEYYh/f39

/N7v/R6O4/D888+zdetWfud3focbb7yRzs5OduzYwdjYGIcPHyabzVIsFhsGl+u6lEolvvzlL

7N3716+9KUv8dnPfpbdu3fzzDPP0NfXx7/+67/yt3/7t6xbt46f/vSn/OhHP6JYLJLL5fjud7

/LxMQEP/vZz7jxxhsplUoUi0U+9KEPccstt9Db28vf/M3f8M1vfpO1a9fy4IMP8pOf/ISWlhb

6+/v5xCc+QUtLC4899hhKKWq1GmvXruW+++7jhRde4PHHH6etrY2nn36aH/zgB3iex9e//nVc

1z3RIT/rnH5xHKLJY1RVdS7SF1khAq00RiAYmtGsyC1oldFk3FGPV4pYJxGLnRfp4yiEYLKq+

fkBzXX9gv0T8PRgXP1tvsYxfl9ElK766e9rvnpHpLk8ZxACx0mRMgSDFZe0glYpsE2j7snW85

bVCHxgJp2nl+c89gAAIABJREFUFGpaDBPaOsmUZrFHjiCUitI+6qs0grWiyXgXAs+yOdTdQ6p

WoavmU3BdzOkpwpkZtFLJ1OQCRwDtaZPtPXkMsbgpGOmUYc9UlT2TNQwJb17TgikWj4nHy4/V

fB4fLp84+p1wQaJ0yK6Dz6EFbLnoIgzj+LqZVMppXKfKbhnXq2EZZ784xr1P/j+sbtuIIeTi5

70Q1NwaHasLjJQOMxumj29kAm5QQ9X78mo0QehT9SsMTQ2gVqvF5toJCa8aWuko7TCszxuEwA

BSWpOuVrDccpRCKiQotWh0XgtBKCXVdI6aaVIYeAl7dhorCBE6yqYytUar5sys+rr1z9SGcQ7

rlSKEEPX+c6eG9jwGvvuvhL5H6+VXsuptv0q2byVmNocwZHT8TgOtNV1dXXziE5/gN37jN9Ba

88///M+0traya9cu/vIv/7KRhrlt2zZuv/12uru7ufrqqykWi6xevZparcbDDz/cSPGM91tKS

X9/P+vWrWNiYgJZ723e1tZGe3s7vb29bN26leeee47HH3+ct73tbY0Mk7h93WWXXUZ/fz+Tk5

Ns3LiRTZs2IaVkZGSkse3bt2+nra2NQ4cOsWPHDq666iquvPJKLr74YiYmJvjlL38J0EiNLRa

L1Go1UqkU3d3dbN++nZaWFg4dOsRjjz3G5ZdfTn9/P/39/VSr1cY+mabJtddey4YNG9BaMzg4

yPj4OP39/WzevBnP89i8eTPGMgvULFHEEXwl6h0amoxDXU9A9TXPDAm299VPej1nLEJzqd65y

ONiGsfoL5GgSsCeMU1LGt5xieDQpGZwZsHnx+mydeMxUJof7NL8ryck/3m7OKeuH1JrUkLS6z

jMKsX+QNFV88g4qcibJw1CKfCtNKPFDmpjI7QGIRm3ihASX2tMEXnr0Yo5szEivrD6WlFJZxh

Mpyl6PjmlWZ/O4k0MIsIQiUTV89ITLnAEdGVtblvfin2CwaS15nv7JiPDUQh+tb+N9AlKHGsN

L0xUeGqkTBAmc+CEZupOwdpLOMJl965dXPeG1x+3IIEO5+uZ3MAlS+5sbWy8FUxVxnj3a+7CN

uxFM8CEgLGxcX7/+3/M53/verq6uhbdHyEgCH3uf/HfCFW0b2krQ95p5XXr38zajs0YblLBMG

EZIUCnM5SCECMIsI05jRkQtfZqFr03nIoCZZpUU2lkOosUJpRncXyPbKWCpVVUTVXXazHo6F7

TPLvUAnzLwjUNbC1QxSKirfXcv6mcxvgOPZfWS7ax9l13kl25CiuXQ8jIYFwKo3Hv3r3cd999

3HnnnfT29qK1pqenB601fX19/Mmf/Anbtm3DNE2y2Sj9b2ZmhpmZGcIw5N5772X16tXMzs4yN

jZGPp/n8OHD9Pb2ApGxFmv+4p8wDPE8D8uy2LJlC3fffTeFQoH169cfk96ZSqXQWjdSaePtjn

WUQ0NDHDp0CMuyGBoaoqenByEEtm03Pjc2/OLrrFIKz/MIgoChoSEGBgYwDIPh4WG6u7sbOsa

F2w003jfWNhYKBQYGBpiamqJUKrFv3z6uv/760/pelpolMZ1CDX4QFciJCuUIglAT1h+7oWDX

SNTn0RDzjTrgmC92rpoq87WOjWqtkVWpNIyWNW0Z+MB2gW3Ojzg2ayi1jvo5rihELUDOrdtqf

KIpDKHJCFhhCJRlMB4qZhS4hQ5m8u1IrVk1dIC2qREst4SpAqQOm+z0+cdaAbPZHGNOCt8wGD

06hKEU6ycm6JqdwfQ9UgKEUvUU43PryCWcWQwBjiHJmMf/SZsSq17LXwC2IV52+VRsiCanW8I



8NGmjwqdeP8UnXlfjFw//jJ/97OfHpnUKAUEF67EvsLVDIYVgRdGh2ykfV/99JhFCkLYyZOw8

2dSxPxk7jyVS1Mo+lkiRsXPHXU4D+0afxzYd2rNdvOWS9/L+az7O1t7tFJxWkkGTsKzQgO9jA

L7WTGpBNVCoMPrRDaNxTmY0lU4z2dqBl8mDNKClnYJpkalVsNwahgrnGU/zz3hBaEgm0g4jK1

ehWlowNJheQG5qBllzL+ghYqYzrHrrr9KyeQt2oQBw2gZjjJSSNWvWsG7dOm6++WYuvvhiLrv

sMoaHh3nNa17Du971Lr7//e9z++23c9ttt/HXf/3X5HI53vSmN3HTTTdxzTXXMDw8zBVXXMGa

NWt4+9vfziWXXMLOnTuBuoSlyV6I/5+ZmeGzn/0se/bsoa+vD9u22bx5c8MwXbh8TLMBJ4Sgq

6uLW2+9lTvuuINt27axY8cObr311uM6JuPtqdVq/PEf/zG/+MUvuPXWWxvbvWPHDm666SZs2z

5mncX0ioZhsH79etauXcvVV1/Npz71KRzHOf8ijgJISQiUqFdHnV/4BgQ61DwxKBiYhNWtgmp

wbDopzI3leRrJ5j6OKjICW1Kwvl2wsSOq1rhrRPPIwXqRqQUaR41ACs2btwju2Ca4vFeStsA8

A9HG+EQ4E+WAtdLoUEcXS62xNKSlRAHSSeGUp7A9D6l11Ag32qKGrSga57wGDYFlMtrWiVWt0

hKEWEFIyq+QVwoDgVEvZV1fo8nYP3MsF+FvwtISpZC/wnXOyJYknLtoUkyyLvjf5PQh0qlJch

0GV69ZwTe+8Q2klNxww3VNywu0CjGO/oJNLQpCizsvmiQndzJIHxrzrBuQJxMFfPmiUT77Rnd

imSluufhdbOi6hJTpIMXymlgkJDSjdYipFFJHPRtLUlIxLXK1an1+IQktSbXQQSAtrKFDFMrT

GEEIhkmoNKZWi+t+ie4XSkBZGkwUcrQISaFSpaQhLw0C14MgxBDixCXALwCElFGBwzitdwnRW

mPbNjfffDP33Xdf45qXz+dxHIe1a9fyxS9+saHZi4vn3HjjjTzwwAONZTOZDHfeeSdvfvOb0V

qTTqcb0UGlFJZl0d7ezm//9m83qpt+5CMfoVAoUCqVaG1t5fLLL583pzQMg6uuuqqx/vbt27n

sssswTZONGzeydu3aSBd/8808+OCDaK3JZDLk83laWlpQSmHbNh0dHfzWb/0WjuPw0Y9+FMdx

eP3rX8+Pf/xjcrkcpmny8MMPN9bP5XK0tbU1Ptc0TT72sY/hOA633XZbo4Lqxo0bWbNmDYODg

7z00kv86Ec/olarcc8995DP55fV/Pi0DceUCb9/o+TRQyHj5agQzUJNIkIwXtF8/gHFl26TZG

zBdHVh5LFZkxgxF3mc6+NoCM07LpEMTGh+uAeePqIo1aDsRdGzxvvpuT6OaVPw0WslF3XPNTE

+Hlpr/uzP/ozPf/7zeJ73ir8s3/dpa2t7ResspL29nSeffJLOzs7Gc55S+EEQpZvWr3u6LmWx

tEAEPrKuOzymgS4QovERlNNZxtJZCkB3RxeZg/sJKqV62w1gwbpC1o+l1gSGCakU0raPmeFMT

0+zZcsWJicnT+sEd12XdevWLatBEmOaJrfeeivf+c53SCWVZRMSzioSRat+BkmA0uDIgPdtOM

hTA508+eRTCwxHqNVc0gT8p4vLKCSW1JTVU0zIS6iIla/SXpwehjC5qPcqtvZuxzRspDiH9BY

JFyxa6yi6qEGGilyoIAiomSbVdJZKezeyUiY7O4X0vXphm7rDW0dOkWZzL54bupaFMC2EFgRa

4QwepNfzMZQCDTKu1q+j6g0XtsnYxBlOZbcsi+7u7qaPm4vqtba2HvO8aZr09PTMey7WCzY/1

4yUkkwmA0A2myWbzXL48GE+/elPs3nzZjZv3rzodjX/Hz+OW2PE27Lwc5vXa/7c+K9t2/PkBS

daXwjRWK95HmkYBplMhjVr1mCaJldddRW2bfOnf/qndHd3NzInlwNLonFcWYQvvt3gv9wbMlY

BKRZGEjVaCx4d0Ny9Q/PxNwhma4J4IMcHQzeW54QaR8uAXx4R7BxWVFzwVX2d5lTMuI9j/WnD

eHmjkfrnffzjH+c3f/M3X/FxCIKAVatWsXfvXhzHOeUveeHgAkFg2Rypupj5PNlKmZRp1NuaL

D6oBKCFpJwtoMMQXZrlaLlEUWtWTY4ipIno6jlu9b2GOa/hYNpBFPKEVgrHkPieCws8VYVCgW

efffaU9heiwTg+Ps4b3/hGHnjggYaHZrkgpWRycpI3vOEN+L6fGI4JCWcVQZV2BHGbiihe2GZ

X+B9vNwnf+J55mR579+zne//v3/HRVS4Zo34PAvK8xMXBX/Ok+TkCkam/37mDEALHTJ+x959r

5KTn7qcifi3ehibBQ1NVNSGSrJGExRGqnhYYho1MJgNIKR88l+zkCMr3EbrZ7d2UkgiNEzCUJ

tO5HE5rF/bYUaTnYQYBaR0ZiHJu8hidxo02HDQythLOPMeb/76S5092Dh0vt2LFCr72ta9hmu

a89NBXyqnM3ZvXOdW5v9Yay7L4/d//fT760Y8ihCCXyx03VfbVYkkMR0PAa1bBH79Z8rv/pqj

4AmNBgRqlNcoX7BvXKC0wpcYL5zSICyON87SNC/5CpKlUOsrBbFxUmv9ppM1GqLBZVXliYu/F

KyVu9NnW1tYIqy8JWmOWZmm3LVzfY9i0sIVBt+9iG6LhTaP+O7RSjBfbcVwXJ/CRvos9NoxQI

Yaut98Q6rjXTy0Es9kso2mHVqFJDY1g1WrYsxVMy0JUq8esI4Sgo6PjtHazVqs1vC6nG7U9E8

TNXJfTAH7V0eArjaGicShFU+uNmGQumXCaCDQd6jHmCxqiU6slOMCO7/3f/NC+gtnSNAcPHmT

/wQF6Mwas0mgR38gFs2IDB423Ewr7nDMazyQaMIRgW0ueahjihiFlPyRAU/ZDPKWo1R15vtKU

w5Aw1JTDAF9pKmFANVTUApXEdRKOITAM/FAhQoWWUWVhUY8qylBHjujj3VelIBSCmuMwWSiS0

YK8W0NnMmSAwPeQTfKcGKF140akpEQ5FvLqq8ldccXL54QvM5I5x8kRF5dp1i6ei2QymUZU8t

XalxM5AZesKYVtwE0bBf/1Rsmf3KdwVTxwISruAu1ZzcevM3CDqArrqfZxjPaKxvrzAo0LNI6

xZzqM3/gMXi/iCNkZiZQphaUUZhiSEoIZodjrOHQpjaRKaFi46SzlbBHHtNhgmMxMvQRBgNSi

0URXNB2DerwXLQS+NNDSZKqjk1mvSk+gWD09ixUEDc2kDBWGYZ4xjcByH+hx+fvEq15Hw8EZl

7ufO0qHY9KWtujL2mRtg+6MhSnESUX5ExJeDo1gWm5kQN9GQb9EXh/ApAxotAqpTRzhqYMGrf

l2qpMeWTOPIeaKYGgMBuTbGZbXE4gcS1QX7rzDlgJLmmjToK2eVBFXqgw1DFVrPDo21dAtKz2

XNXQWbrEJ5yh+4FPJZdHlCoZpYtZqDcNRHyOCF2gBgZVCSisyNMeOEng1WnwPI4zaiQU6GsVC

L3bWCfxMhmprG0dSDtMbNuG2trLyoouxVqw4W7t9WgghsCwL3/dffuGEBsspU+1UWQ77EATBc

aO2S9rNMGPBey4XHJmW/NXDCq3rxpsGx4TfvlayugUmKjS0j6fSx7Epj3UuvbUxQZivcQSN0K

LeD+7cvaVpBUpFiUSm1hRRZGqKmpRMGga1TAGnWsYeKxEUO0jlWpEqnKtOu2DfFYKSYeI5aST

gCokwLTpzeToOjmH6PobSkSdPyHP4yCWcKTQw64U8MVxGCjCkwJSRk8KQAkMIVmQtMpakEkQX

wlDDUyNl1hYd2tMmhoicPVJE0UrZ5BdKSGjGo4Uj8k0M4WPg0qqfp109hRaCVO+7uKUzjyFNl



A7RGmymKJsGHmUOGW9lRmwiEE4SaTwBc+moYm5yUB+Uqu4wdEOFiu+vC8ZrMm4TjkFrZKVCam

aWAAhME6+lFWd6CtMPoqqq9TQV5WTwulaSL5dQpWlkGCDdAKnLUe9pXQ8FiEWqbguBMkxKnT2

Ue/qoFYvUWlrBtkkXCly0eTPr1q3DPkdkJkIIstks5XKZYrH4am9OwgWE1ppSqdSIei5kSQ1H

gIIDH79eMDAl+D/PapSKepVetVLwzm2Cqg+hmjMW442sb+7cb9EceZwzHudLGJvSW+eFHutGa

d1YTNtQSIlzLTthHlpHPXYaImMghcIEVGmaUmkSEUQlqqOJ03Gqj0lBNZWhZqdIjY1iVEpYno

+jFEEmh60UOgggVLFoZf76x+QhJlzIaCCoe4x12JTjXx+b41U/atxbP2UCpbln5wimkNgGrMj

ZtDsWfXmbvpzNylyKvG3MzQeSUy2hiVCk0Dj45BkRr2NMXonQEIosOVM2HIfRaZNhj/oQQmgC

skTqp5MwGpNzDmiakzdpHaOxXL8vLPMMkYTlgwoU+AGGUkjfR1WrVAt5tGnhjB0lKLZRzbZge

S6mUhSsLNPucNSjUTeX7BPzfpSUKMsicDLM9K+n1LuaIJ9H2CkMy6Kns5Ntl15KX18fmXQay7

KWXWuD4yGlJJfLUS6XG+3oEhLOBrHhmM/nF319yQ1HgNY0fPE2yXhZcd9uTVta8H/dKsnaMLV

YNdUFrR7i9AWBaIilNRopBHk7Snut+U3pq8xJGhvpqfUnVhQ0n71Fsrr12O08ZxACnStQ9Xws

KTHEfEebDEJEGM4dBGgyoiWhYYBpUyq0InyPfM2ldXYGY3Y6ujCr+pRKN+lTmi5SCtDSQJsGp

ZW99K/oibwBCQk0RRvEsc/G6WzhnM+HsqfQhACM1wKkEJgiilYaAkwpaE+bBCqZw5/LnMxkp1

mdPdeC6cRrxOVbFCaKfD3/XqMbRuGcyk7JXP0N46I6L8+cb+wCNozqGUFGoYjIZDGKrZjtHWx

y0vTOzDA1PMTsxDhTY2NMTc/EiyckLErD8a0UqGjOkp6YIjQMXNME3yczPIBQIaqtG2FkmOvj

dOyJFTgZKu0d1AoFSoUiXqGIzGQotnfQ3tFBX28vK3p7KRYK2LZ9zhiLzRiGQUdHR6N1RULC2

aRWq83r7NDMGTEcITIev3qH5K8f0VzSA5esiFpm6ObCNSfo49iaFhQc0FoQKgh1tOTqVslzw5

qRkibOcNBEkc4r+6JEVz+M+koC3LxRsq4NjHPZztEa3Bq+FHh+AKaBozSmiArZqIWeXyEop1K

Us3kMBZ5lIbv66JqZIRgbQWqFiLNDFlyURaxdEVCxbHShSEpD1XPJeQHtR0exSuXE25xw0hyj

PhFz553WEGpNgIaQxkVgshZcyNP2c57x6Ro/f2aQa7f10tGSPoEtqPEqHiP7JkBA4IVMj5bwv

eAsbu3ihIG64GxHL18kv6Yfq7UNo7OrUZlSSAlSYglBpqOTjjVrI0ej0ijXpTI5wfTQEYb27m

FobPxCO2wJJ0ATRRyV0vPrI6gAww8wVRWjPBNlOkkZrdGcPQagNVoY1Hp6qfWtxm/vwmvrRAl

BOp/nov5+Vq1eTUd7O/l8nlQqdUb6aZ9NDMOgs7OTgwcPsmXLFkzzjE3XExLmoZTiwIEDdHV1

Lfr6GT0TV7XA524RaA1BWL9mNFyTi0Qe638l0J6BvoJgcEbjC6C+/gsjmkcPxpmUcxrHYhruu

FTgmPNtGlOeH55QHYaklUZJQVVrpiRY0iTruZEAUiswDMqFDgLDwZyexPR8TN/DdiVBew+m0p

GRqRXHFoeIDlrFNJnMZ8kpgeUHVDJZunyfzOQEIlAYKQcdhmd9/xPOPnPRoLNIfayejAotKca

xfHFSBj9/fphHdg6zdW07b722n7ZCU88qU+DXHelRhXyN7wVMHJmODLZlRq41c16faIIo5fyF

gcNM7x+go7ub7lWraO9bRXFFL9K25qr7SYlhmkjfJxgfRo+OYE+MURw9SqgChpon/AkXPNI06

br+esb27cMbPBxFHZsnZbruMWw8Vw8uaAVC4udacDdspbZmHUE6gzRMpGmyorubSy+9lNWrV2

PbNlLKc95YbMayLDZt2sS3v/1tbr311mXVxy/h/EYpxYsvvsidd9656Otn3IVhGVD1IWi03xJ

1CzK6ucQV2Wg8ihcT1ALYMwZlL2rdUfOhFoAXzmkY40uNUdfpm+fPdWMecw10NTb1wgXSY9ZO

URNFZlZtxizPkq6UMGYmMbRCxJVt533N86fakWZRUrUdSpZJfniQrkoNIwgQQuCFIQZRBbNkO

nBhoIUG32WNowkQCKFBC7xlUOlrIVIrqqXyBXBDbTaTl7cFI4QgZRncun0VP9hxkF/uOsruQ5

NsWtXKW1/XTy5lsu6Klex6+AAqjPKRqyWX6dFSpIV6RR/GCdNh9RJUgBaG5Lr/dAXSXN7H/bT

RoLTC9zyGBwcZGR5GPv440jBo7+qiq7eXzs5O7HKJYOwoanoqciJqHRkDWtXTiM/3sZjwShBS

0nL55bR84AOMP/sswe7d6EOHoFSaq0VRDyoIBFg2M519lHq7CTp7CYutmOkMbe3ttHd20tPdT

U9PDy0tLViWdV4Zi80IISgWi5imycjICCtXrny1NynhAmFoaIhsNrugn/wcS244BqFqVF8DMA

yJZQj8oKkgznE0jvMrs2kUgiDUBErghRpfCQIVaR2p62fmaRzPZ3RUdl4TVUQFjRFCWtWQgUt

+5BD4HlJFaagRC9JQRXSUlZR4qTRWNoeoVEBrUq5Ph+8hlI7ab9RTRWK9adw49zyfOl3QiKab

uO2VuJKoX6dGU6lUcGsey25SKCBQQfPD85TlvWeqHo0yrVRU/Exrtq3r4CePHaIaBkzMujz+4

gh7Dk+xeVULb7xhPbnWNDPjFbTSeG6ADl+5Y8Kr+ux/8mBkuDQfI62RpqT/8jVYaeuU90sIQd

+WLjZevfrcmqCezA2xeRkxVyE1nswHTW0AhgYGGD1yhLWFLKvTTtQYudmRJJocGgJQczpT0Xj

9NLc34Zwlnc3Sv20bRi7HVH8/4dGj+Lt3Ezz/PLpWQxuSoKOHcMUaghWrqRbbUIZBOl9gbf86

+lb20d7eTi6bbWgWL4RiMalUissuu4xDhw7R19d3QexzwqvPgQMHuOyyy457vi2p4eh6Id/9+

UEGjs42govXbO3hqi2dUe66gqZyqU2GyFyksdlfGd9wYi2eoNn4nKvceCHcckIp8UONQT0ipG

PTW2P6IdJ36ymkx0YkNAItJa5tM5XNkRICUylEawfZ6mGCagmpwdDxEa3rWkRT+ogQKNOAiy4

ivWED4hwUmyccHyEEmXSacqUSPdYaGx+lFKVSCe0HmK9gcncqt7dTHcc6zj4Qgrb29nNrgn8e

4PkhA0dLHBie5Oq3fJh7/r9dTJU8tI4MSlHvxesFIVOlGk/tHePqi7u5+PoN9UgVjfZMr5SxQ

xM88M2f4da8BdlvGifvcMd/exPtfa2nfG4JwEwZGOa5db0Tsl5CqNGnSs8/BoJ6mw2JMCSpDV

tIr1mHef9PYOBA/frfVCBNawLfI3BNtFWftC/4voQQtPSv4+LXrWHkxRcY278PwrgSuEZrFbk

i531R9Tu+lMvdN5JwGhiGQXtbG4VCganVqzk0MEB5zRqC7duZ3b2LaugTpLPIlINhp+js6mLz

li2sWrmSVCqFaZoXjLHYTCqV4uqrr+ZLX/oSV1xxBY7jvNqblHCeU61WeeSRR/jkJz953MJMS

2o4Hp2s8um/epjRmVrUKF0KfvP2rVy2oR3R6LszX+N43D6O0RJINJ05yeC0WrSwjr4gzEbwpG

CmvQ376CimaUZGdN3ju8C320AJiZASP53Fm57EqpTIuzWMMEBIA4VAohFKzVU0ZO6tlGEQ2ja



lTIbhnl5mu3vou2Qr1rp1ieF4niGEYNOmTTz73HOEYdT/0w9CyuUyQRBpWsVJGmTRED0F9WF9

bJ/q3CCfz3Pptm3HbVp7TrMMIzJKaapuwI8eOxRFHFXAzOhhrrmkh/ZihpGJCv94/x60BtMQS

Cm5anMXN125ivaig22d/jXETlt4ro9Xb/syt20KwzKwHItU9jw8H06A6aS57H0f4oV/+Ucq4+

NAdHeVsTFpGKTWbcLefBHOpoux+jcgHYfADzAef3xRD05UaVa8zMRdkG7r5PLfvIsgVISuy9g

zTzHy7BOM7HyeiQP7G/r4RhaLlBhdKyj8yu3I9OI9wxLOD6SUpGybzs5OisUik5OTjI+PowoF

2mdmKLa20tXZRU93N4VCvmEwXujkcjle+9rX8sADD/CWt7zl1d6chPMYrTU//vGPufbaa8lkM

mfecKy6Af/7x3sZGi9T9hSxY/FnTx9BqSto2BkLNI7xxtY3u+m3qC8u6Mlr8inB00ciTV7knW

aexvG8Rmvk1AyZ8UnctENg2witSZUryDCYp+PRVoqgpZ2U6xH4HlII7FoVp1pGKoXR0D3KRSe

jWkiqxVZqrW3UWluZ7ellyEljZrN0r1zFmg3rsROv13mHEIIVK3pwnBQTE5NUqhWCIESpV1oI

SeD7HkePHkW9Ek2kEHR2dpI+xXOrpdhCd3cXuVzugvNKvxqEoeKpPaP8x46DXH9ZH5dt6MT3q

ux+4kdsWdUC0uDfH95P1QuwTclVWzq55ao15LMWGefUU0ePQetGu9nmr71h5CxDg/tMY9g2F7

/nA6x/26/x0vfuxXvkZ6Q6O0hvuojU5q3Y6zYgHAdhpxCpFMKIpgHBzPRpjx0hBXYuTyoVjeN

cTw8rr7+R0HUJXI+xp5/g6NOPMbLzeUwDWu54N9lrr4/afpyPDp+EY5BS4jgO3d3dtLS20tXV

hdaafD6PbduJsbgAy7K47rrr+PrXv065XCabzb7am5RwnjIzM8PBgwf52Mc+dsJxuGQjtFwL+

Icf76US6qhSDZEB+OyecR58cohbXrMKz5D46vgax5i5taPn2zOS9e1weFpTmaIxIWjWOJ73BA

rh+6R8H1VzCW2LSjYLUpCaHEPlilTzbViej0hnyBkh5dGo/KwR98QEGhY91K3wyJAMLZvZNf2

Ue/rwiq34jkNoWbS0tXHR1q309fXR1tpKut5EN+H8Q0pJW1sbLS0tp1Vsplwu89MHHqBWq50u

ZQv/AAAgAElEQVT8RFQIPvrRj9Le1nZKn3m+VdRbzmit+T8/fYlQKz7y9ktozTtYpqSMj+/Vk

FIwPutyeLTE9s1d3Hr1Goq5FI59mhHGhadkFAZbvPxvfP42rnWLrHu+IgRmOoOZzrD1/R9G/f

p7MKSBsCyEacHxskXOgI0tLRvbsqHeRzrb3c2qG28i9H0MwMhkEFZiMF6ISClJOw5OKqq2nDj

8jk8ul+O2227jG9/4BnfddReGYVwABeESzhZCCIIg4J577uHOO+8knU6fcPklMRy9QPGDRw+x

b2DqGK3KTC3g41/5Of/0J29i24YOxrUgcOenm86PNDbdvzRkUoLWdMiO549yaV83g9MySs1si

jheCMNHoVD1CnYCMD0Po1IhsFOU8gVUdZLMyCD/P3v3HR9HdS7+/3NmZnuRtNKq2lazLVsucm

8YsEMLhgRCDSWk3NC+Dj8HSGLg5hvicM3rkh+YEi74GgglJMBNTC4QmxbAdGwMGHAD9ybLktV

3tW1mzvePtRYrtsFykYvO+/VyiFe7s6P1zOw85zznebBM7NwidM2D2FXpbo+7JGmDJjDdLiJ9

SmkqKCIazgeHE93hwOnxMKCigurBgykoKEDX9V65vqA3EkIcdLNkp9NJfn4+69ev368m8J2vy

cnOVqPNRzlbSp755xqCfidTRvbB597z30tKSX62hxsvGYXHaRx0Sqpl2Sx9YQUbP9/Ojo2NxK

OJzLiitCQ5fQv2+h0ghOCPNz6H0L8KHj1+J+HSXCpqShj17UEYruP7eNNdbnTX0ZMhohnpVgr

H96e+i5QkWltxZWXxVeGg9HrsVGsrjmBwv9P/j2fqvuKbCSGoqKhg0qRJzJ8/n/PPP18Fj8oh

0Rk0Pvvss0yePJmysrJvPCcPyfW7I27yyD9W0Z4w9yxwIGDttjZOvf4f3HT5SP7P94bgdRjUR

9NVUv91jePu1VUNHYYV2Dz6j9X893MrWXDnNIYVeVm8ueuMI+wWdEqobYNsN3hdx8/Asm1ae1

YdtCWGFcMdaSbW2gCWnU7RSpfD2fWk3YN0SAVzSOaGSYYL6ehXia3rODxuSgqLKMjPp6SkhHA

4jM/nS6+lVBd15QB0Z6AhnSZbdNABq3J42VKyZUc7dY1Rzj25Ao9z318fmibI8rn2+fP9lYyl

eOOJD/nopVVYpp1pSfQVgdC1fV7nY5GuazRi7Qma6yJs+HQb0bYYky8aieM4Dx6Vnicti8bPP

mXlw/PIGVxN5YXpfmiJxkbWPftXmleuZPC/XUVeTY2qF6DsF13XmTRpEolEggULFjBt2jQMw1

DBo3LANE0jlUqxcOFCSkpKmDBhwn5lbh30N6YtJcvW7OTTLxrSZdj3cbO4sznGrD9+yLNvrue

OaycyuiqPuK3THBO0xDqDP7mr3UT6xsPvkny+pom7nl7Glh0RfvPQh/z//99kVu/QqDe79nHs

/K8l4YH3bBwa3HyKxvFwTyA0jZwRI6lfvhyzuXm3AkO7WOYea3kyFxMpsDxekn0rSBb3JRXIw

nZ7kU4Xofx8+g8YQElxMcFgELfbjcPhUDfwykFJJpPs3LkT27b3K3iUUqYrt6ovwKOaado8/+

4GzppUhtvRMxfWVMLk09e/JNGRQmh7rxn9dSknexx9UmJLSTySYOnCVYz/7jAVOO7moIvNqXM

YAKHrBMor0J0Otr/7Nk0rVqA7nXz4u1tJtjTjKSgkWFGugkalWwzD4MQTT+Ttt9/mhRdeYNq0

abhcLvXdqXRLZw2AeDzOggULKCoqYtKkSfud8XXQ35gp0+Z/Xl9HNNHZCmIfNEF7R4oPltdz4

b+/REWfLK67YDjfGlVCONegNa7R0CFoi0OWG/oGLF75YCu/euB9NtS2Y9uSv7+5nnNOLOeUqn

48/cnuVVm/0hyDx5ZIYikY01fy7UEC41jPBtF1wpMnU+cwaHr3PazPP4dYDMx0/7qvgsT0skU

0HdPtJdGvkkSfcsyCEnB7cHg8+Nwe+vTtS//KynQz512L0dX6MOVAdB57Ukps2yaZTPLOO+/Q

1tbWre00NzezcuVKBg0ahK7rmeNRzXgfHSzLZsWGRrK8TipLsg+48m13SCmJdyQZcmIllmkf2

vQRCbpDz1QMVvjq8/3X9aH7o7OthjpfMxx+P2XnnscXjz9KrH4Hmq4Rq6/HmZVF+Tnfw+HzH+

ldVI5BbrebE044gaVLl/Lkk09y7rnnEgqFvurDrCjfwLZtmpqa+Pvf/86oUaMYPXp0t1q9HHT

guK0+yl9fX0vCtL75S0MIbCmpa4yxoyXOmk1vke11cOKYEk4f24+po/swKOxCWib3P7uSO5/8

hO3NHXQWdGmJJJn5wHu89UAB1YUuPt4q06XeNaguFFgSbllos70dsOGmf9jUFOv0zT7Y3/LIE

kLg8vspHjQY4fURqa4mtWED5rp12Nu2IVMJ0AR2IBsrJx+zpJy6/D5YTgfOQICigkLyw2EKCg

rIDYXwer24XC4VLCrdYpomlvXVjbaUkoaGBmzbpq2tjfr6elasWEFTUxOWZXUr6LMsixdeeIG

VK1dSWVlJfn4+Ho+HrKysLs9zOBzquD0C4imLxavquWBKJbreM8GBEILssJ9v/XDcYbkhEkLg

8qpCX510h4OikWNoWr+ORCSyZ2bLXu2a8dU09IJCfCedCob6TCG9njM8chQbn/9fUm1tu9Z7g



ysnh/Co0WiqyJxygLxeL+PGjSMvL48XXniB/Px8pkyZgtvtzswmqSBS6dR5PEgpicfjvPHGG+

zcuZPTTz+d8vJyXK7uLSs56MDxr4vW0x5N7iWFaB8Emaqrja1xmlpi1L0Wx2XojBkUJtqR4N8

fWsKC9zYRiSTRtK+2KqVk7bY2Zj/+Ef/3ykl80SDQNMmkMsG4voLbXpH85eNd6asarGmA2/5p

c+fZGsGjpz7AAXEYRrqyaW4ujX37UltSQryqCrOujtjGdcRSMaxANtLjQ7i95OTnU15RQUlJC

cFgEK/Hk2miqyjdJaVk8eLFvP/++11SUE3TzMw2mqZJMpkEuj9TKIQgEomwYsUK1qxZk5l17D

xepZQYhsH3vvc9SktLVfDYg6SU7GyJkUikDsm6xe7QHTqeQ9DvUflmhttD9aU/pN+UU/ny2Wd

Y88+XScVi6R/uM4gUaMEggTPPwX/yaeg5uSr9cjeG10f5d89l9WN/JBWJ4AgGKfvOORiqpYJy

kNxuN1VVVRQUFPDRRx9x7733MmXKFEpLSykoKNjrd6TK4Dn+7W3AwLIs6urq2LRpE4sWLeKkk

05i6tSp5OTkHNC91EEFjhL4+It6Rg4KH9DSBgGUFQWYft5QBvTNZvXGZh578Qu21EeoKs1B/5

dWg50VVD9b10i0PcolI/14HAIp4cH3bD7aKhlW1PU9NjVJ1jVCTTFox/g5YxgGAb8fr8dDOD+

f7bW11OfnkyouRt9eh9fjpqRvXwb0709eXl4mDVVdLJSDJaUkFovR1NS017WLnX8/mGNN0zRs

2yYWi+314qfrOqlU6oC3rxwYy5Y0t8fJ9rtUJuLxTAicgSChqiCjr7uRQRddzqr/eZK1r71Cq

iP61VrSznPd48V/6pn4TzkTR7gA4f76Eu69kWYYhEePZf2z80lFIjgDQfLHjEFT1aOVQ0DXdX

JzcznppJMYNWoUn3zyCX//+99JJpMMGDCA8vJyfD4ffr8/0ydTOb4lk0na29tpb28nFouxbt0

61qxZg9vtZvjw4cyYMYNAINDtWcbdHdTVSwD//auTD7wfhgBdE/g9DoQQ5ARc1PTPzdRZ3ddr

pISgz4m2q1iCLWHGiRo/O2HPQVEJ+J3HftC4O13X8Xm9lJeXU1BQQGNTE1VDU5n0PhUsKj1t9

7WOh3P7Ss+zbWhuT5ITdGW6wSrHN4c/QLY/wNifz2TwxZez6pk/sf6fLyNtC+H2EDhtGsEzvo

MeCiMO4gakNzC8XirOv5AVc/+LivMuwPB4j/QuKccZt9uN2+3m5JNPZuLEiTQ2NrJmzRq++OI

L6uvriUQitLe3q4HXXsDhcOD3+wkGg4TDYQoLC5kwYQKhUAiXy3VI+rAf9LBXtv/QfWk4DQ1n

oPvb0wTHfCrqgdB1nUAggN+fXmSvgkXlcNE0jSlTpjBp0qQjtg9CCLU29wiwpU1LJEFelkfNO

PYyhsdDdkV/xt5wM0Mu/RHtyz4kf9xkjNw8hJq92C9C0yiaPAl/nyICpaqSqnL4OJ1OnE4nfr

+f4uJibNvGtu3M+jaldxBCoGlapi/3oe7DrvIljgMqYFR6gmEY+12uWTl+2LakpT3BgD49U01

VOfoYLjfB0nL8xX16fVEXK2Wx8h8r2fT+JmxLfmNxh8yPbQnii3TW1Dc9X4LQBQNPH0j/qf3R

dDVYpnTPoZhZUpS9UXeBiqIoyj5ZtqQ5Eicn4FKDVL1cbw8aAcy4yZevfkmkPtK9xG0hut3nc

sXzKyibWIbTp2Z3FUU5OqhhLEVRFGWfNCEIeJzkBHrhegBF2Y20Jcv+8jEdjVFEdzP/uhk0Si

mJ7oiw/NnPVJqhoihHDTXjqCiKouyTJSU7W2OYln1Y3yeRSGTauRiGkelJBum2L/F4vEsRJiE

EXq8307IlmUySSCT22K7b7f7atC0pJclkMrMWJJlMqtZFyl5FG6NsfH8T0rL3o8flwRFCYFs2

69/ewMAzB+HP8x/W91MURdkfasZRURRF+VqaEMST5mHbfnt7O7/73e8YNmwYw4YNY/r06Wzfv

h0pJaZp8vzzz1NTU8PQoUMzfyZOnMgHH3yAbdtYlsXcuXO7PGfIkCGMHTuW559/Htved9AbjU

aZNWsWCxYsoKWlhTvvvJOlS5dimofv91WOPdKWfPTYUpLRJPvZtfqQiDXHWProUuzDPHCjKIq

yP9SMo6IoirJPmhC4nQaJpPX1rZIO0Pbt27nllluYNGkSixYtQkrJsmXLmD59OrNnz2bgwIHE

YjEmTJjAr3/9azweD5ZlsXTpUh5++GEqKysJh8M0Nzdz/vnnc+WVV2b6lQkhyM3N3Wsl3t0rD

TY2NhKJRLBtm6amJuLxOECmZ6la29m7SSlpXNfItk9rezxtVEpJ7afb6GjqSM86qkNRUZQjSM

04KoqiKPskAKdTI560Drxn7z4kEgnee+89ysrKuPzyyykrK6O8vJzTTz+ds846i3/+85+kUik

0TSMrK4vS0lLKysqorKzkhBNOwOFw0NjYCKRbxuTm5maeU1ZWRmlpaaZd0e5isRh33303JSUl

TJ8+nUgkkgkOhRAsX76cU045haKiIubPn39of2nlmGOnbD58bAlm/Mj0wTPjJu/c+zZmSs2CK

4pyZKnAUVGUo5rqQXVkCQFuh04iZXGoI8doNMqSJUs48cQTce3WSN7lclFeXs7ixYupr69HSo

mu6zidzszxsHXrVpqamggGg5nX6bqOw+HIPGdvx00ymeSFF17g/fff55VXXuFnP/sZK1euzKy

bTCQSvP766zz44IPMnz+fJ598knXr1vXKY/DrPsfecl5KS1L7SS2NaxuP6H7sXLuTlo0tSPv4

/8wVRTl6qcBRUZRvJKVk7dq1zJgxgx07dgDQ0dHBfffdxw9/+MPMrE88Huf+++/n3nvvZdGiR

dx66620t7fv1/a//PJLfvnLX7J9+/bMY2vWrOHUU0+lqKiIu+++e6/FT5TDTAhcToN40jzUE4

6ZNYz/WrxG0zTy8vIys4W2bfPII49QWFhIfn4+RUVF3HLLLdxwww0UFxdnApjbbruNgoIC8vP

zKSws5IwzzmD16tVdtp1KpdiyZQvTpk1jwIABDB8+nLPOOiuTzupwOJg2bRrl5eWMGTOGESNG

8NFHH33tOsnjTSqV4u6776a4uJi8vDzKy8t59913sSwrcy3onJG9/PLLqaurO26DyFQixcfPf

IxtHtl/f9u0WfLYElJHaNZTURQF1BpHRVH2UzAYpKmpicbGRsLhMIlEgu3bt1NfX8+aNWsIhU

KkUik2btzIaaedxtixY6mpqcHn85FMJpFSkkqlsG0bp9OJy5XuC2iaJhs2bGD69Ol4vd7MDfq

OHTuYPXs21113HRUVFTzyyCMsXLiQadOmdZmdUg4vXRPkBt3EEyaHY5GjEGKvQYemaZlgTtM0

zjvvPG6++WaEEDz66KO43W6GDh2KruuZQjbXXHMNP/7xjzOzjm63m4KCgi7bTaVS1NXVUVxcj

BACwzDweDwAmZnNyspKDMPAtm1cLlem2mtvkEwmmTt3LmvXruXVV1/F5XKxZs0a7rjjDmbOnM

nw4cN5+umnmTVrFuFwmDfffJMHH3yQ66+/nuzs7CO9+4eUlbLY+N5G2mvbunfc7+s8OZjzR0L

ThkY2vreRypMr0R2q6q+iKD3viMw4JhIJ2traaG1tJRqNdhnJtW2baDRKW1tb5jltbW2ZG09I

f/F3/nz356jZCEU5PDqLjAwYMIBVq1Zhmib19fXous5pp53GO++8k+47Fo0ihKCqqoqVK1cyd

+5c2tvbmTdvHnfeeScXX3wx48aN4z/+4z9oa2vDtm0++eQTfvazn3H++eeTm5ubLkO/q0iJbd

tMmDCBoUOHUlNTwwcffEA0Gj3SH0evYmiColwv62rbsA/xrJLX62XYsGEsXbqUVOqrmZRUKsW



qVasoLS0lFAohhCArK4vKykqqq6u56qqr2LRpU2YNZKe8vDwGDBhA//79GTBgAH379s0Uysn8

PoZBbm5ul9Yend9Bncfejh07sG07MzjSm4rjxGIx1q5dS01NDQMGDGDAgAGceOKJjBo1isWLF

+NwOLj66quZNGkSVVVVjBs3jh07dhyX52UqZrJqwSrs1P7PNkop9x0c7npcHsjcvQA7afPlK1

9ixtSso6IoR0aPB46xWIx58+YxcuRIRo0axWWXXcYXX3yBZVnYts3atWv5/ve/z8iRIzN/xo0

bx9y5c4nH41iWxYIFCxg1ahQjRozo8px58+Z1uYlQFOXQ0XWdE044gU2bNmGaJk1NTQQCAU46

6aRMJcoNGzYA4PP5iMVi7NixA8uyaGxsZMmSJfz2t7/l97//PR988AGff/45AEOGDOGBBx5g0

qRJGIaRWTvV3NxMdnY2gUAAIQTl5eVs3ryZjo6OI/kx9Dq6rlGSH2DD9lbsQ7y+yu12c+KJJ7

JkyRIWLFhANBolGo2ydOlS/vznPzN16lTcbncmuOucWSwtLeX888/nueeeo6GhIRPYpVIpOjo

6MtuJRqN7fCe4XC5GjhzJP//5T+rq6li3bh0vvfRSJng0TZOPPvqI1tZWtm7dypYtWxg2bNhe

K7MejzweDzU1Ndx6663893//N+3t7ei6zg033MAPf/hDnE4n4XAYTdOIxWKsWbMGr9eL2+0+0

rt+SJlxk1UvrEjPNnaDP+yn6owqioYXIfTdIkgBlVMrqZxSict/4BkTrZtbWPnCSsyEKpSjKE

rP69FU1ZaWFu655x40TWPhwoUIIdi8eTM333wzv/rVr5gwYQLJZDKTKlNaWgpAQ0MDDzzwAGP

HjmXs2LFEIhHGjRvHzJkzMylGQghCoRCGobJvFeVwKSgoYO3atdTX1/Pxxx8zZswYKioqkFKy

bds2Nm/eTE1NDX6/HyFEpom6ruvU1NRQU1NDRUUFr732GqZpYts2Xq+XyspKVq5cCZBJX926d

WuX99Z1PbPGSulZHqdOls9JfXOMPvmHrhG5EILS0lJuv/127rnnHq6//noAJk6cyG9/+1uGDh

3aZWawk9PpZOLEibz66qv8z//8D9OnTwfgrrvuYu7cuZn0V7fbzfTp07nuuusyx6LD4WDChAm

8/fbbTJkyhbFjx3LGGWdkXmMYBuFwmB/84Ad88cUX/OEPf2Dw4MG9ZtbR4XBkBm9/+9vfMmfO

HJxOJ9dddx1XXnllJoBubm5mxowZvPnmmzzwwANdihQdD6JNUda/swHLtNnff/riEcVMuGoiT

p+T6M4or972CrHmWHrGvDiL0ZePQdMFg84czPtz36NpQ1P3dkqAmTLZ8N4GBn+nGsOl7ncURe

lZPXbVMU2TVatW0dLSwsyZMykqKgKgrKyMjo4OXnzxRaqrqxFC4HQ6KSsro3///gghKCoqYsi

QIWzatInRo0ejaRqhUIjKysq9llpXFOXw6NOnD7m5uWzfvp1EIsGgQYPw+/34fD4aGhrYuHEj

EydO3OsAzsCBAzM98TrXN+5u9wBB13Xy8/N7zSzP0U7XNcoKg2zc3npIA8f0tnUqKir43e9+x

y9/+UsgPesVCoXQNA0pJd/73vc466yz8Pl8mdfl5eVx++23Z9YpXn/99fzkJz/psvRBCEEwGM

wEjZ2CwSA33XQT11xzDS6XC5/Plzkub731VnRd54orrsA0TfLz8/co3nM8E0Lg8/kYNWoUjz7

6KLFYjJaWFv74xz+ycOFCvvOd7+BwOMjOzubuu+9m48aNPPjgg4RCIcaPH7/HZ30sSsVSLHvq

Ezoao/sdNCIgqyQLb8iLZmggoGhoEevfWo+UkqpvV+EKuBCawC9Bdx7Y7ZdAEG2I8uHDi5nwf

ybhcPeeY1NRlCOvxwLHeDzOBx98wKhRo8jLy/tqBwyDfv368dRTT7Fly5bMjaXD4cjcWMZiMV

asWMHYsWO7FEtQs4uK0rN8Ph+DBg1i+fLltLa24vV60XWdyZMns3r1amzbzgz47D5DtPvsI/C

Ns4adVTUjkQjxeByPx0NtbS2FhYWZLIPe6EhNerkcOpOHl3D/s58yuabksLxHdnb2XourCCHw

eDx7/LtrmtZllsvv9+/3QKIQYp/P79zm7kFqbyGlpKGhgTlz5nDzzTeTm5sLpIP0MWPGsG7du

kwV3M5z1DAMgsEgGzZsYPTo0cdF4JhoT1C3cgfS+pr1iv9KQu1n2xlp2WiGhtPjZMI1Exn7b+

MQEhweJ0JLbyzeFqd1a7q1Rudj+02AbdnULq8j0ZZQgaOiKD2qR4fz91V2PTc3l6ysrMxI8fb

t2xk6dCjBYJBgMEhNTQ0nnXQSkydPztyQPvTQQ4TDYbKysvD7/RQVFfHWW2/1qpLpitLTNE2j

uLiYJUuWUFFRgcfjQQiRSWHNy8sjFArtkV64vz3fOp+jaRrZ2dk0NDSwfv16EokES5YsYeTIk

b3yhh4OdQfF7ssJujh5RAnPvrl2r0VyVAbxsU8IQSAQwOVyZWoGpFIpmpubWbBgAbm5ubS0tH

D11VezceNGUqkU9fX11NbWUlVVdVzMzFpJk8UPf0CyPfGNQaOUssuJ2bEzSkdTR6Z6qsPtwOV

34Qq40Rzp2y1pSyINkS5rFKXdvZ6YAkEykmDp40uxUlZ3fj1FUZSD0uN5YHu7OOq63iVtLRwO

849//INly5Yxb948Ro8ezWmnnYbH48m8/qKLLuKDDz5g2bJlfPbZZ7z//vtdZiQVRTn0OtMKW

1tbKSkpwTAMNE2jpKSE5uZmvF5v5hzc/Vzv/P+d5/m+GorvrqioiJtuuokbb7yRyspKAoEA55

9/fq+ecTySDF3jhGHFdCRMXnh3AztbYqRMGytTMEdFjscDj8fD9ddfT0dHB+Xl5fTp04fx48c

zefJkLrzwQsLhMD/+8Y/50Y9+RL9+/TjllFO47LLLGD58+HHx/du8sZkdK3dgW18/CC2EIFic

hScnfV9iuA1OvnEKvrAPicRMmrRuaWH9ovVs/mATHY0dWCkrPdA2qIBRl45Kt9SQkNUnneIKp

E+jXafSPgfcOmcdP91G84bmQ/sBKIqifI0ey/V0Op2MGDGC1157jWnTpmVSkizLYv369fh8Po

qKimhoaMAwDPr27UtFRQX5+fmsWbOGxx9/nBtuuCGzFiUYDFJeXo7X6+2pX0FRFNLrHO+9916

ys7Mz6eKBQIBZs2bh8Xgysw7jxo1jyJAhZGdnM336dBwOB7quk5WVxU033YTP5+uSbj5w4EBm

z55NKBQC0mnsY8eO5YknniAej5Ofn3/cFeA41ricOudMruCNT7by5CurKQx56VcQpLoshNE7a

sf0CtnZ2Vx33XVcdNFFwFeZBoFAAIAxY8bw2GOPEYvF0DSN0tLSPdqeHItsy2bxH5dgxs2vLY

YkpcSd7eakn5+IK+Bm57qdONwOCocWIjRB88Zmlj6+lNZtLVhJC6EJdIdOfnUBIy8ZhT/fR/9

TBuAKuvEX+PGH/bRsaeGNO17HcBsUDy9m60dbye2fS6SunWjjnpWkhRCYcZOlf/qQ0289I72u

UlEU5TDr0cCxpqaGBQsW8Pjjj/PjH/84U1X1rrvu4sorryQUCtHQ0JApuy6lxOfzceGFFzJr1

iw+//xzJkyYAKTTXmOxGJb1VZqGw+HYa9ENRVEOHV3XM8WtOgkhyM/P7/LY7uvSOoPBztfvvs

65k9Pp3GMbhmFQVlZ2qHZdOQQCXienjO7LxCFF7GyJ8cXmZj5cvYPyAg+afuynKippoVCoy3m

7u+PxvJRSsu7NdelKp7tSTff+RNB0jX7j+hEszsLhceANedP1GTTBjlU7ePf+d4jsiGDbdpcs

i9j7cdq2tTF15lR8eT7KJpWlZx0FuLPclIwsYfgFNbiCLhw+B4OnVSNtm7fmvEXrtta97s7OL



3ey7q119J/Sv/vrJRVFUbqpR6vL5OXlMXPmTB566CFGjBgBQFVVFb/85S+ZNGlSpoLe7ukune

Xap06dyiOPPEJlZSVSSp566ilefPHFzGucTicXXXRRZiZDURRFOTx8bgc+t4NQwE3fggAdcZP

3P9/CyCkXoWkHXxwllUplejY6nc5MwRXbtkkkEkA6eHE4HEgpM32ALcvKzGIbhpFZE59KpTIF

10zTzPR27Ny2lDIzWGlZFi6X67hIu1T2n23arHhuBdKyv3ZtoyRd9TlUFkLTdxXr2zXbl4wkW

fqnj2ivawdB5ueQXpdopyyaNjTy8Z8/ZvyV43F607O0UqaL8ASLgti2jSfbQ1U4hBEAACAASU

RBVPVZQwgUBkjFUiTaE/veb8tmxfMrqJhcge489gsTKYpydOvRwFHTNIqKipgxYwaXXnopkG4

AXVhYmPmyHzhwIA8//DA5OTmZkTq3283ll1/OOeecQ25uLueeey6TJk3Ctu0ua6eCwaBa/6Qo

itJDdF3g9zjwexxMGdmPJ/rXsKmunYqSrAPO/IhEItx+++08/fTTOBwOZs+ezbnnnouu6yxdu

pTLLrsMy7K45JJLmDlzJm63m3nz5rFq1SpefPFFrrvuOurq6rj++uspLCyksbGR2267jeuuu4

5+/frx4IMP8oc//AFd17n99ts599xzSSaTzJ49m/r6et5++23mzZvHpEmTjosKoco3s0yLVQt

W0V7b9o3PFUJgmRbLn1tBvDVB5dRKfLnpweraZdtItMQIFgeJt8VxuB14c7ygQcvWFjzZHiJ1

EWJNHcTb4jg9TiSStm1t7FzTwNDvDQUhWP6/y9nw1nrKTyyn6tuDGHfleFa+sIKda3budSlx+

7Y2Vi1cRfVZ1ZkiPIqiKIfDEbnCZGVl0b9/f/r370+fPn26rHPqTFfbvTqbEAKv10tBQQGGYe

Dz+SgvL6eysjKzncrKSsLhsBolVhRFOQIMzeKfT93Bax9t4hvqiuyTbdu8/PLL+P1+Xn31VZ5

66ikWL15MY2Mj69ev584772TevHm88MILtLW18dhjj2FZFq2trSSTSV5++WUuuOACkskk69ev

xzRN1q1bRzwezxRd27hxI8899xz3338/c+fOZcmSJQA0NjZSXFzMwoULGTdunAoaexFpSVYtX

LX/lU0lRHa0s/x/P+fDR5dgJtOz402bmhjzo7H0/9YA+ozuS8XJlYy4ZCSGy4EmNE77zenkDc

xj4rWTaNvSipWysBImL//2ZTa8uwGHx4m0JWtfX0PLlhbWvLYG3aFTOq4Uo7Pv4152UUrJ6hd

Xd1m6oyiKcjioKEtRlB6RSqW47777ePbZZzPphpAOFhYvXswtt9xCa+ve1/F0RzQa5f7772f+

/PnqRqpHSWLtjTS1JahrinarvcDuIpEIDoeDvn37MmrUKG677TZCoRBLly6loKCACRMmUF1dz

UUXXURtbS0dHR2Zyr4VFRWEQiFyc3NZvHgx8Xic999/n/Hjx2MYBu+88w7jx49n8ODBnHTSSZ

x66qls2rQJKdPph5WVlZSUlOByuQ7xZ6Mcrcy4ybI/f0y8Odb91yZNkh0pkOkU1p1rd9LwZQM

5pTk43AYOp44v7CM8KB/D6yC6M8rwi2pIRpO0bW/DtmykhERbnLbt7ax+aTXJaJLB0waTW5FL

9dnVJCIJmjc2k4qZCMQ+02hjzR0s+8vHmPHUQX4iiqIo+6YCR0XpxTrXdFmWRTKZJB6PZ/4ej

8dJJpNdAgDTNInH45k1aJ19U03TxLIsEokE8Xg8U+Cq87mQrqAci8VIpVJ7BBWpVIpIJIKUss

trOnXuT+e2d9//zsc7t7v7NlRf156UvqMtLwqyobYN0+5+4KhpGueddx4dHR306dOHvn37smz

ZMnRdJ5VK8eijj1JSUkJeXh7f/e53WblyJR0d6YqTFRUVQDprZfz48dTV1bFt2zZWrlzJmDFj

AOjo6ODaa68lHA5TVFTE7bffzpo1a9J7LwT9+vVTWSu9jO7UKZ9S2e31gVJKpC1xuAzS8Zygp

KaE3P656cc9DtAEmq5hGBqBsJ+GVfV4sjxYKQt/YSC9NlKA7tKJ1LWz9rU1uINuBp05mG//x5

lUnTEIaUpeve0Vmjc2fe1gjO7UqTi5P7qzR1cgKYrSy/ToFca2bZLJJE6ns8uXczKZRNO0Lim

riqIcfrFYjCeeeAIhBG+//TbvvPMOP//5z8nPz2fWrFn079+fOXPmMHDgQBKJBLNmzeKvf/0r

U6dOJRAI8P3vf5/Bgwdzxx13MGjQIP70pz+xceNGbr31VrZv387cuXOZOHEi99xzD2+88QZ33

nknDocDTdM455xzMiX8hRDYts1dd93F008/zQknnMAdd9xBQUEBpmnyX//1X8yZMwfDMLjjjj

v47ne/i2EYfPjhh1x44YUAnHLKKcyePZt3332X3//+9wghcDgcnHfeearScg+REvr3yWb5hmb

GDi7AcQDZni6Xi+uvv57LLruMhoYGnnrqKbKy0msmr732Wq688ko0TcPhcODz+fD7/QCZ7w+H

w8HAgQOZP38+n3/+OXl5eZkKoE6nk3nz5lFTU4OmaTidTrKysnbtu1Tpqb2Q0ARZxUHyKvOoW

1H3tYVxvnoR5PQLMejMQfQd2zedRirAX+BnyR+XYKfsdB9IQTqFNGlhpSyaNjax8h8rMdwGp/

3mdHSHjmZonHX7WWz9eCvbPqkl2hBFd+l8Nv8zxlwxhlQ8hebUsSP7LpAjgbzKPIJFQVVZVVG

Uw6rHhlZt2+bLL7/kxhtvZO3atZnHY7EYjz76KAsXLuySvqYoyuEnpWTnzp288sorzJw5kwce

eID//d//ZdOmTTzzzDOMHDmSF198EdM0efHFF2lra+OZZ57h9NNP529/+xutra2ZbSxZsoQ5c

+Zwyy238Jvf/Aa/389TTz2F2+1m0aJFnHzyyfzoRz/iV7/6FVOnTu2yjllKyd/+9jfGjRvHk0

8+idfr5ZlnniGZTLJgwQIWLVrEX/7yF+6++24ef/xxli5dSkNDA0888QQPPfQQCxYsYOLEiSx

dupTJkyfzb//2b8ycOZNvfetbKmjsYf37ZLG+thXrABY62rbNI488wltvvUVeXh7FxcVomkYg

EGDYsGFs3rwZgNzcXF5++WUeeuihzIzj7rMxubm55Ofn84tf/ILKykr8fj9ut5sRI0awfPlyc

nJycLvd3Hnnnbz55ptdWiYovY/hcjDqitE4PPsxeC3TM+N9RpZQdkIZnmxPJtgsGl6My+8i3h

YnGU2SjCTpaOwgEU2k01qjSWKtMQqHFuIOuoH0oFlW32wGnl5FXv9cXr/jdd6a8xab3t/E2/e

8zev/+RqJ1vjX7pLTYzDyB6Mw9mf/FUVRDkKPXmUSiQS1tbVdAkQpJc3NzQQCAaSUmXLrtm2j

aVqmLHpnufRkMgmkK612llHvTEmzLCvzuKIo+8cwDKqrqxkyZAiFhYX06dOHU045hSFDhrBy5

Uo2bdpELBZj0aJFfPe732XUqFH06dOHadOm4XQ6MzM1NTU1VFdXI6Vk/PjxnHrqqfTr14/S0l

I6OjrIysoiPz8/00j8XwO6YcOGMWLECPLz81m9ejXbt2/HsixWrVrFt7/9bSZMmEBHRwdLly5

l8eLFlJSUEI1GqayspKioiMrKSizLQtM0wuEwJSUlBIPBI/Sp9l5up4HP4yASS+J1O+hO3K5p

Gt/61rf4zW9+w4wZM3C5XPz+97+nsLCQgoICLrvsMs4880wARowYwaxZs/B6vXvug9vNxIkTe

fnllxkxYgRCCDRN49xzz+Xee+/lhBNOwLZtLrzwQiZNmgSkb+DVIEMvJSBUFqLv2H5seGfDNw

4gSClJxpKZ48W2bIQAp9fJhKsn8s59bxOpT6fei87heSlAS7/PkO8OxeFx7Hpduv+j7tCp/Ww



7kR3tRBsiANR9vh3btNOziF9zaPYb049QaUgdv4qiHHY9Pjyl6/oeFzdd19E0DSEEa9eu5YYb

bmDFihUMHTqUO++8kwEDBpBIJHj44Ye57777sCyLOXPmcPbZZ9PR0cE999zD1q1beffdd3nkk

UeYMGFCT/9ainLM0jSNgQMHZnreud1u/H4/tm1nzs2Ojg7WrVuXedzhcGTSBzsNGDAgs8YwKy

sLr9eLZVldznnbtru00ekkhKCqqgq/34+UMjNgFI/Hqa2tpaysDCllJg2xtraWUCjENddcw7X

XXsv69eu5/PLL+cUvftFl3aZyZLicOrGEiUSmC3p0w4ABA5gzZw5tbW1omkZpaWkmDfWMM85g

4cKF2LZNVlYWBQUFaJrGNddcg2EYmUFDwzCYOnUqw4cPJxwOZ46/nJwcZsyYwSWXXAJAQUEB2

dnZAJlZcrVkonfSDI2xPx7H1o+3kowm9/1EkQ4UtyzewuBp1biz3Wx4ewOeHDf9xpUSHhhm6s

xv8dnfPmXz4s27+kIKDI/BgFMGMPjsany5PsyEyRcvf0GgIEDJ6BKa1jfRurWF3UdapC0R+te

fPw6vg9E/Hot+IHnhiqIo3XRUfUO2t7fzpz/9iZ/+9KeMGDGCZcuW8fLLL9O3b19effVV1q9f

z/z586mvr2fWrFkUFxfTv39/GhsbKSws5Nlnn6W0tPRI/xqKcszpvOHuDOg6i8p0/t3lclFQU

PC129j9hrsze2D3bezPPuyeMiiEwOVykZeXl9mGZVnU19dnMhLGjx/PE088QUdHB4sWLeLPf/

4zl1xyiRp5P4IE4HLoxJN2evFVN/8pOiuklpSU7PEzl8tFVVXVHo/n5OTs8Zjb7d5jG0IIQqE

QoVBoj+eHw+Hu7ahy3HEFXQw6azCfz/8Madrsa7pcaIJgSZCPnlhK86ZmNEMjEUkgEPQd14+c

fjlMvGYSY64YS+u2VhweB76wD6fXgeF2YMZNPv3rp3z56pcIAYbbkW7NkbS6vuXXnTsyHewOP

rsad8B9SD8HRVGUfTmqysd19uMqLCykrKyMc845h5/+9KckEgnee+89xowZw+DBgzn11FM55Z

RT2LRpE5Zl4XA4qKyspKysDLdbXUAV5VDz+XxMmjSJ5557jlQqxfLly/nLX/5CMpns1vowKSW

GYey1cuW/vl5KiaZp9OvXj7/+9a9EIhG2bdvGSy+9xPDhw9m0aRMzZswgGAxSVlZGIBDIpMB2

vo9yZHicBvGkia3WDCrHmOqzqvGGvPsMGjVdY9K1J3DyL6dQdeYgXEEXU345hb7j+vL+g+/Tv

qMdAKfPiS/so7immHBVGG/Ii+FOp6fWflbLmn9+STKaIBlJEt0ZId7azXYgAjw5bqrPru724I

yiKMqB6vHAsXMmYXedN3pZWVn8/Oc/Z/bs2fh8Pi666CJisRhCCNrb27nqqqvIzs7G5/Nx++2

3s2rVqi43l2pto3Io2bbNSy+9xMiRI5k/fz5utzsT8Dz77LMMGTKEl156CdM0j/CeHrjOtcOm

aWYCt0Qikfn/pmlmWmOcf/75NDQ0UFJSwvz58zn77LNxOp2ZasmdM4yd65R330bn2sPO9NKnn

346s14ZyLQD2X1msbO9xve//32qqqro27cv48aN45xzzmHKlClUVFQwZMgQwuEw2dnZLFq0iN

NPPx2Xy0V2djZXXnklzzzzjCp4cgS4nQbJlIX66JVjjeEy6P+tAelr/b8cv9KWpOIpWrY0Yzg

NSkaU8O3ZZ5JTFmLi1ZMIDwrjyUkXy5G2JNYSo2lDE00bmjAT6e8JTdfI6ZeDbX41I9/d9bVS

SjRdo/8pAzFcaoBMUZSe02NXHE3TyMnJIScnp8sF0jRNduzYQVFREVJK+vTpwx//+Eei0SgrV

qzgvvvu40c/+hFer5fHH3+c0aNHZ0qxB4PBzM2m6r2lHGqapjF69Gi2bdvG9OnTyc3NZefOnU

ycOJGmpiZisRijRo06pme2vF4vP/vZzzJrGcPhMPfeey+BQADDMDjvvPMwTTPT+uC+++5j9uz

ZbNq0ifvuu49AIEAwGOT3v/89Xq8XTdOorq7mrrvuIhgMomkaM2bMyKw/u+yyy/j2t79NTk5O

pqpqZ8rpsGHDMusmO9/X7XYjhODmm2/m6quvRghBOBzOFET5wQ9+wBlnnAFAMBgkOzsbIQSXX

nopZ5xxBqGQKhjR40R6jWM8mV7jqCjHEs3QqDqjis0fbKJ5U/NXPxCQPyifyTNOxEpatG1rY+

XClWQVZ1H9nWqW//1zQmUhdCM9gG0mTJY99QlbPtwCAkZeMpL+pwxACIHT7yRvwK72Hwdwigg

hyOqTxaAzBqHp6t5HUZSe06NXHJ/Ph9fr5aWXXqK1tZW2tjY+++wzPv30UwYOHEhrayu/+c1v

aGtrIxQKkZ2djdvtJhQKMWzYMD777LNM365bb72VN954QxXAUA4rv9/PT37yEyKRCCtXrsQ0T

ZYvX059fT1XXXXVMV+1U9M0gsEgPp8v8/dQKITD4UAIgdfrJRgMYlkWc+fOZdSoUUyePJkrrr

iCiy++mOrq6sygkMvlAtJ99HJycjJrFoPBYCbQ8/l89OvXb4+qqi6Xi5ycnEyRrM737XxOZzp

qaWlplyqaXq+XsrIyysrKCIVCmdd3vk9njz+l5wgk2T5n+t9OxY3KMcjlczL8ghp0p5HJWBAI

CocU4svz4c318vnfP2Pj2xtY8fwKdq7dycDTqyibXE68NY6VtOhojLJ5yWY6mjqINcdYtTDdz

9FMmLRsaSHeGj+g80NKie7UGX5BDU6f8xD/5oqiKF+vR6dKcnJyuP7665kzZw5jxoxBSkn//v

256aabGD58OAATJ07ktNNOQ9d1xo8fz6233kowGOQ73/kO9913HyeccAKWZXHxxRczefJkADW

joBw2Ho+Ha6+9lj/96U9Eo9HM406nkxtvvDETLB3vdF3n4osvZsqUKZn1g+Xl5b3m91f2n5SC

rQ0RhlXkoalm5MoxSOgaBUMKCJXn0PBFAwASSePGJrYu3Uq4Koy0JLZlY8ZT6dZhARdCE7z8f

18ib2CYtm2tJCJJNCM9Pt+ytYX3HniPVCxF88YmYt/Qm3Gf+6YJCqoKKBxa+I0VVxVFUQ61Hg

0cNU2jrKyMf//3f+eqq64CvpqB2L3c+gsvvJApt15SUpKphHfddddxwQUXAFBcXExOTg6WZfG

LX/wCv9+v1jgqh0VeXh5XXHEFf/jDH4hGo7hcLqZPn96r0iCFEOTn55Ofn3+kd0U5yklga0OE

U8f0xVBpdMoxyuV3Mery0bz+n6+RjCQRCOqW12GnLMIDw4y8dBTBoiD+wgD+fD8b3t6AnbJpq

22jva4d27K7btCWbP5gU7ridGdvxm6SUuLyuRh+sZptVBTlyOjxxVlCCAoLCyksLNzrz91uN0

OGDNnrz3Jzc8nNze3ymK7r6mZWOax8Ph9XX301jz/+ONFoFIfDwa9//Ws1UKEoexHtSGFaNn6

vurFVjl1CE2T3zSa3LDe9FhGwUxaFQwpx+py4s9wMOG0gnhwPQgiWPf0JqY7UV4HhXgYVbdPO

bPuA9kkIQmUhsvpkHfA2FEVRDoYaDlaU/RAOh7niiivw+Xxce+21x/zaRkU5XGqbouRne9HVj

a1yjHP6nIy8fBRO/1eDIKtfWs3mxZv47G+f8vGTH2FbkkR7Agkkognga5bPCA68dYYEV8DFxG

sn4fKpJQKKohwZx245SEXpQT6fjxt+/nPq67Zzy00zj/TuKMpRSQDbGiIU5flU4Lg7VSTomCS

EILtPNn1G9mH92+sBiLfE+eC/P8C2baSUxP/zdVq3tpCIJA7v0gUBJTUleLI9qm+joihHjAoc

leNOypa89kUzHSn7m5/cDVLqnHzlb3l9q4StOw/hhsHn0pk6IBunKnag7IsELJujNwqRIASNr



XEG9MtVhXGU44LD42DMD8ew9ZOtJCNJEJCMpdc8IqB+9Y4DXrPYHa6Ai9E/GoPhVrdtiqIcOe

oKpBx3TEvyt2UNNERTh3jLAqEJpB395qfuL5kOA4qDTk4oD+JU6yaPC5ZpI+1DGeAJssrLcfq

82FJDJg+2DZFkV5cBNF1DNw5+1YIQOvn9BtPYFuN75SFVGEc5bjgDLgadNZjPnvkU6JqKKi15

+NcbSqiaNghXQKWoKopyZKnAUTnuSAkdSZtowjpq52a62LW/x8S+Kt/ITFosfu5ztqzccehSy

iQgrfRNqlF/UNsVElJJk7adUWzbpubUgUw4ZziOg5zJSNkap37/V1x6ejUel/pqOV509jHM9D

P8l3TM3lBZWtM1qqdV8+VLX6T7L+6uB359V7aLwWcORlODMYqiHGHq2105LgmRvqE5Jm5pBGh

CLVs5XliWzdqlW4hHEodoiwJhpMga8ybJ2nJiWyoOKls1EU/RWt+OmbKRls2S51dQfUIFuX2y

D3ybKYtHF3zOG3+7h+zfXnzgO6ccFaSUWLaNmUqRSKaIRKMk43HQNDxuNw6HA13XMQwDXdfQh

EDT0v8VmrZbMCk4XuJKp89JzQUjWPLY4n1WTT3kJAhdUHPBCFx+NduoKMqRpwJHRVGUQ0lKrJ

R1aGcHhEFiWxVmWzaaduDbjUUStDZEsE2JpgkkGomOJK0NEULF3S/xL4FE0uTFxZupLs2mdt2

nWLaNSrg+9kgpMU2LeCJBIpkikTIxLRPbtLBtC1sKNAui8SQinqQzItQEuwJHga4JNE1H0zQM

XUdoAodhYOz6I4ToEnAda7OVFSdXsPqlVbRua+2ZNxQQLAzSf2r/nnk/RVGUb6ACR0VRlENs9

xtil895aG6Q2ytxIHD4D6BxOBIzYeLyOsjrk4W0JA3bWgGJEGBbEkn3Zr0tW/L5up28v3w744

YU0r/Qw9FbuEf5V1LKdM9BKYkn4kSjMaIdCWIpC4eu43ZoCEDXdIx/WXu9e/qqRJI0beKJJLo

Ap1PP9LiVto1t7Qo8LQuhaRiGA5fLRTAQwO/3HVPBo8PjYOT3R/LWvW9hpazDuu9SSpxeJyMu

HakK4iiKctRQVyOl17Gl/MbbW4GgO5Mv+7fN9Mi80nsIBP4cD4bLOJj2benjRggEAintzI37f

m9Dprckd0WHyY4UjbWtZErsdGPnpIR3Pt3GO5/XUhIOMGVkH/r3ySaZiHVrn5QjwzQtOmIdRC

IR4okEmmag6TqpZIq6HQ1Eo23kZGehh8K4PW50w7Hb4bH7dU6AbWOaJslkBy2NDcQTcUr7leJ

0GGiaRiwWpa62llg8jqYb5IRCJOOtxOMxAoEgNcOHYhjH0Py0gKKaYsIDw9Qtr8O2bQ7HggiJ

RAhBqDxEcU3xId++oijKgVKBo9JrSAkOXXBWdS66Lr420DNNyT9WNn3jDXrnNk+rCuFxavvcp

iBd7XXBysZ0RwWl1xCadlCtKXQh2LZzK6s3LieRjFPRZyBDyoeTMve/arDY7X8B9L2k0e5rD0

3LpjWSpDWSYPn6nbz1aS0ThxVxxZmDyQ16cBrp3y8RV7ONR6tUKkVbWzvRjg6E0EiZJgKB0NL

po0hwOBzkhrIR0qQj2kEqtR2Px4vH68Pj8eJyuXA4nNgyHSwm4h3EYjE6olHisQ5s2yY/HMbr

9dLW1sKXq1djSZvSsgpy8vJp2rmT+rpaLMtCSonhcHIszlAbHoOxPxnHlqVbsK3DFzhqukbfM

X3VbKOiKEcVdUVSeg2JxKFrXDamALdDY29zhBqCjpTNrJc37vXnexDplL3atgS/OrWUoFNjb/

VRNQSxlM2Lq5o4Rmq9KkcDKflk7Ue8vew1YokYIFm9eTnLvvyQi065AiFEt2cf95TexvraNtb

WNtPSlqQtmqQ1mqQtmkDXBX6Pk6DPSVlxkFuuGIvHZeB26sf0erXjnWVZNDY2E412EE8ksSwL

2zZJpVJIKdNFbDSBoRu4XC6cThf+QAB/IJgujGOaCCSaSK9ZlIAlJbad/pNMmSQSJl5PEJ83S

DIZI9LeRmPjTlxON+WVAzBTJrGOKM1NOzFTqV37YGNZ1q4A8kh/St0nhCCnNIdgUfCwv5fu0N

V5pSjKUUUFjkqvIgBDE3gcey8w0ha3uGfRFr7cEduvwXBB+mkr6zq4/62t/PJbfQm49p56ZXX

mCarAUdlP9c07eGvZa7RHWxAifcymrBQbt6/js3UfM6xiBELoHOwxJSW0dSRACkry/Qz0OPB7

HHjdBg5dR9cEui5wOXTVauMYkUgk2bq1li1bt+FyufB4vCAlKTOFpul4fR68Xg+GrhGPxdjZ0

EA8FkMKgc/nIxjMIhjMxuVxo+k67Jpb0wDNYdBYXwdCxxHUCASCeKQLl8eNmUphppKkknES8T

jxWAeJRALbTqdYd/5XHMOXQSEEhjoPFEXphdSVT+lVvu5exbIlq3Z08NGWKClLdquMfMKUfLI

lwsq6Dsb1C+z1tcfi6LpyZG1t2EQsEUVouwYjJGiawJY2qzeuYEhZDYZxsMdWusLqoH4hqvpJ

9F2ptYauHTetFHqbdOEbm0Qiznvvf4qUNi6XE6/Xjc/rxeNx4Xa5cTgMXG4nHq+HgN9PKK8Ah

0NH2jaR9naamhoxzRSBQDY5OQXE4wmQEk0XgKBfaT+EEOm2HfEYdiqJkBLbMkkmE5hmKp12qW

nYto1tp/P009VVHUf2Q1IURVG6TQWOirKLpgmqC71cPraAP36wfb9fJyW4DMGlo/OpLvSqm23

l0JDgcrhwOV1MPW0qr770KrZt851zzua5vz+PaaY4lLPXLqd+UGsxlaOLlGBZkmg0jgTiCZP2

jiSaFkEXoGukW2U4DByGjtvtwu/3EgwGyAoG8HjdOAwHHpcTQzcwrQROB3i8HgyHE8MBLc3Np

FIJbMtKv6FIV1JN7UpLBdANB+l+juljq/Nxadsq+UJRFOUYowJHRdlFAAGXzrlDc9EEPPz+9m

9sUdBZHOeKsYWcPSSEfx9pqorSbULidvmRtkWf1Of86vsdrKnT2LJtNVLa6T56apRC+RqplEU

qZaEJgRRaOlCzJbpto0ubBGZ6sEAT6FoUUd+EELtaQTh0gsEAebk5hEI5BAJ+nM7/x96dx8lV

1Ynf/5x7b21d1Wv1lt47KyEL2YAgsokRwiI6DD4wgoCKgPxkRAQVZ0AfRwdxFBiBCQyyyMODi

mxh9xmGNSDBAAlbyEp3tt7X6trucp4/qqvSne5sEOwk/X2/KLq77q1Ttyq3q8/3nnO+Xz/hcJ

CBRAzHHn7hIlujUWs9mHBHg1KYSqEsa7DWo0E6nVlv6TiOxI1CCHGAkcBRiB2E/AZfmhVFa7j

79RZcb/RpqxqwTMUFR1Zy6owSIn4JGsW+o7XCMhQnT0xxfMHbSqVuYQAAIABJREFUhGdHOGwm

fPjeO7z6Vx8tnVtIpZOYwfBYH6rY72Q+sGzbwbGdTFCHh63ANC38jov2PAxD4WpQrsIzto8KK

qXwXE0q3UtXVz9KNWFZJlOn1FNZWUYiGcus87MyZTeyj8l+VYNBomEYw743zEyiHdu2Mc2gXP

cQQogDzOgZQoQYB2x359e7A5bBl2dHOWFqEaYxeukOA5g9IY9TpkvQKD4daTvN6nZNUNl4HWm

MNX389bUkpmFiu2k+2rZhH2RVFQefTOZT23aw0w627ZB0oKdqCnGfhZ1Mk07bpNKZ7Y7jYtse

juPiuR6u6+G4mZ9txyFluwzEkwwMxPE8N7PdcUin0ziOk6ljO3geZhPgZDOn5tY1kpkam0vUo

2TdtxBCHGgkcBTjihr8X9rR/OtTG/nv17bheCN7Lxp4o7mfv27sw9V61OmqGvigNcEf3moj5Y

wszuh6mpfX9/KzZ5voSThydV3sFcNQrPjwdaziQ3h2bYT4h/3c/0qAqqMv5ex/PAeA5e+/TCq



V+FRqyYkDm9aDI46ug2O7hAqq6So+EqeoAdu2cRwX13FxbJd02sFO29hpl/Tg9FbHyQR+ju1k

9nM8nMH1idnPMm9wPaNj27lsqUMDyGzw6LouyjDw+XwEg0HSSYfEQBw4cIvaDi8rMvxvyNCfd

wyks8H0joH2joZmoBVCiP2FBI5ifFEK29X89NmPeHvzAEvf7eSe5S0k7e1/uD2tWbahl5te2E

ws7e6yS56wPR5/t5Pfv9FKYkgbrqdZtrGP3760lWUb+7jxhc0k0nuXqVWMbx9sfIfWnm1cePG

3qD3t59y+5UTqFn2PExefxhlnnkbQH6Stu5UX3/4fHM/5VOq9edrFcW3pvB6QBgM3xyOddhjo

6aCxZy1m27ZMgJgeDBjtTPCYGXUcHIG03SGjldlA0skkwcHAsqzc+aa1xnHdwWDUGRY8Arlsq

kpl1lx+8O5G1q3dQEGBhWEceDM1PM9jzZo1fPGLX6Suro7GxkauueYakskkWms+/PBDfvzjH9

PS0kIqleKWW26hsbGR2tpaamtrqampYfLkyfz5z3+mp6eH6667jtNOO40NG7bPHkin0zz00EP

MmjWLhx56SH7/hBD7DVnjKMYNQylSjscv/6eZlVsHcLTGTmcCP4Xin+aX4TcNXt3Yx80vbqE7

4WDspjOuFAykXZ56v4vSsI9TZ0QxFby2sZ9bX95CZ9xBAX9r7udX/9uMs4vpsUJkJdMJXnv3J

cpKS6mpr8FnTaSqcSqRcKaUgtZQVFTM1pYtvN/0DpWl1cyaNBdTmeh9kHLE81xsL81bzcv4YN

sKTprxFSYUNkgx8gOKxnU9XM/DcTzSiT7UuuWodBKf46A0KENhGGrIWkSVuY9Mwhxj8JZpTuN

6GgbLa1iWlRtty44uZr83B9cyKqXQaFKpNG0t3Wzb2kp5ZTHzD59NTU31AZnFd+3atVxzzTWc

e+65/Pu//zue5/HQQw/xs5/9jB//+Mek02na2tpyI4t9fX2cccYZXHTRRbk2DMOguroarTUdH

R34fD7efPNN6uvrMU2TeDzOqlWriEajxOPxMXy1QggxnASOYlxxPc3bWwbwBqefKqWIpVwef6

8TT2sml4a4/dVtdMftPe7UGErRl3T5f99soyRkYRoG//nSZjrjdi7wTLvbn1ccuLTW2IPT8vx

+fy4xyL5+jq3tm2jvbeWYWcdgGgY+n0l5WXRw9CZzDn3zm1/n3395PYlknL+9/yrTG2Zh+sxP

VOLA0y6u5/JW88usaHqZWLKXoD+PglDJHgeNMm12Z8bifdE4joftuHhpG9XXk5lmZHsYeCgjU

4/RNI3BpDYGhjEYUCqV+zqYanX7lEvPHRY8ZqdUDp2uahgmWkPbtk76+nopKi5k9mHTmFBVST

QaJT8//4C7EKG1prW1FcdxOPLII2loyFxMsW2ba6+9li1btgBgWdu7VpZlUVVVxaxZs0a0193

djc/n44QTTmDlypWcfPLJ5OXl5Z5j/vz5w9oSQoixJp9IYtzZcc2iMRg8PvZOJwFL0ZNw9vpK

uKGge8Dhty9vBQXd8ZGjlTtbKykOHOl0mscee4wHH3yQa6+9lkMOOWTYtL1PSimF53ms2/whA

Cee+DlM0xx1HdRhc2czc9os3n7vbbpj3TS3bGBy9bSPUaJDoVC4ns3Kza+y/KPnSaRi9Kd7CV

l5HD3pZAJWCNdzdnXgaMD0mWjl4WpXMp8MocnUOPS0x/DIfrR0zXpwv4/PGFyFosgEg67noJM

plGmgUSjPBXQu46nnZoLITOCoBiu97Phz5tDdwXWN2Yyq2dHFoQGk4zjEYwmaNm4ivzDI9BlT

qKgop6ioiMLCQsLh8D79vfl7UUrR0NCA53lceeWV/OIXv6CxsZHDDjuM22+/nbKyMtauXTvsM

dnR2GQymStXYgyu98y2WVNTw1tvvcW2bduoq6tj9erVTJw4kZaWlrF4mUIIsVMSOIpxZ7Suig

KStkfC1rudnrrTdhV0J2yAUds4sLpIYjQ+n48pU6bw3HPPsXLlSubOnct1113HIYccsk9GH7X

WJNMJ1m36kGAgyLRDpuYCxx2ZlkV1dQ2rPliFpz3auluZWD01M81wjyk87bGx4wOeffkOBlJ9

xO0BFApTmXja5Y2m53l787JdHPRgO57HBT9bzO//+hsMtS9ru++8pb2NTS3Th+M6mTYH36bt7

9ZupqUP3T7qrjsfa1UYvLL2KUxlgcqG6uSCfKUUyXiSuYsn827na3yUjGRmRagh7aps+zs+T2

bUMPuRYxk+5tQdnTkfleaoo+bT2xcjNpCkrz9GX28f8YEBPNfFNAwMIxs0qtx0VUMZKAOUyo5

EQq4MpKtzaxmzQaNpmliWheN4dHfG6OzswDJhyrQ6autqKC0tpaCggHA4TCAQwDQPvLWNWTU1

Ndx22238+c9/5tRTT8V1XWbNmsWtt95KIBDIBYeQ+Xd1HIebbrqJO+64I3ff7NmzueGGG6isr

EQpRWlpKXV1dbzzzjuUlJSwevVqjj32WDo7O8fypQohxAgSOAoxSKlPPs3u4waduXSvn0B2Sp

NMbfo4BhN9kClavrOREMMwmDx5MscddxxLly5l48aN/O1vf+Pwww/n2muvZfr06Z/gCBSedtm

wdT098X4qK8vw+307f4AGf9CHIpOwo727JdNhzQ4N7ZHMqFPACgGKhJ0YHKXKtKGByvxalDJ3

2Wamg2zTtqmbss9NwDCM3N4jg5wRL3y3IdvO9tj944YzDAPPc4fdp4f8P/OdHuWl6u1rR/X2+

3Lf6dwjGfruZ9uqLmok7C/IzvjM7YsefIxSmKaN53oYysycg1oP7uuhAe2NfoyZFvTgfxrT8K

G1xuezKCoKYZn95AXTFBVECDaWYZpBbEfT2dnLpuattHe0kUqlUSgsy8gEi4a7PYgcvCBimsb

gOkeXtG1jDY4umqYJCtyUYv26JuLJHqZMmUR1TTXFxUWUlJRQUFBAMBjENM0DbpRxR4ZhUFtb

y8UXX8yZZ56JbdusWrWKH/zgB9xyyy3A9pqWWmssy+KCCy7gsssuy20LBAKUlpYSi8Vy7+Fxx

x3HypUrmTx5Mps3b6a0tPRTmQovhBCfhPQwhRhjSimSiST/cs0PUZ79sdtwB1PlX3nllTsdpR

pLSimi0ShdXV2DWRa3j7bszdc93Td7G3r1f+jXXKdMKQzXZV4qhWWYpFIp/uPGG/EsKxd6DH1

urTUTJkzA7/eTTCbZsGEDzc3NvPrqqxx++ALuvuuej9U5Hlx1S32kjx8fr7n5tVaef/5FTjzx

c8NeR06iAzPZSybLiSISKR+88LF3/+4KqCyoYf7sq+gcaOH5NUtp7lyD63n4MCjKK+OIxs9hG

jtPvGMog4FYjPPu+g73/fsT+P3+3Drig8UnSTpkKDXiotSw1pSivbWN919s4pCfLGBC1QT0kO

mqoz7zzg5Hgc/0YRnw2c9+hlmzZtDe3k5zczPbtrUxMNCF50G0xKCstBHLOpR02qOzq5v2ti5

iAzES8SSJZBLbdnIjkJ5lAArX9UinU7hGZj2tndJ0dXbT3d1FRWURcyctpLi4mMLCQoqKisjP

zz8gp6WOxvM8HnnkEYLBIIsWLaKurg6A/Px8/vSnP9He3j7i91QpRUlJCY2Njbtse8aMGTzxx

BO8/PLLVFVVUVZWNvrvvRBCjCEJHIUYY3owu2F9fR0mLh935NFxMmvQ6uvr98tRR6014XCY/P

z8EXXORvs6dPvO6qSN1s7utu/Ylje45mgo13PJzGgcvZ0dE+O4rkt7ezvt7R3oUWqy7Qk/PYT

1ZmYWvUa+buP8hZO55557CASCfObohZnALXccGl/zMxxtPsHDXpCw6fHV+hdpM47GI8DeBo+G

YRLyhakpnshZ8y+mo28bL659go8617Ci+UUWNBxHyMrbZRs+K0AqYeM3A/jMXYyUilEpDOyUi



6FMLOOTv39KQSgUIhQKUVZWxpQpk0ml0iQSCfr6+unt7aGtrYOWlhZ6e7vxWS6TJ5cSDk8ELN

K2R29PjNb2Tlq3tZJIxlFGJpBJp238lsWW1j4G4t1UTogyd/50otGSXNBYUFBAIBA4qEbNsms

c/+M//oMpU6bQ0NAAwLJly+js7KSwsJCOjo4RnxeGYZBOp4e1tePFvfz8fOLxOP/2b//GXXfd

RSAQkKBRCLHf2f96l0KMOxq/z8+5555H0PfxO1npdJorr7ySCy64IJd44UCwu87R3nSe9mTf0

UYE3GSSt666Amcght+fxyUXX4IZDI54rFKKZDLJlVdeSTKZxDAMwuEw8+bN4/vf/z5z584lFA

zv3TGjMEkx0fkjhXo1PjWAUi7HV27jpUgxd991N5UVFUyeMmn7caDwknEa8mP84Kgk1RGb6nw

/naQGA8e9MzjZEUMZmQAyOokvRb5OW/8W3mx6mYFUH3n+yB6NGu2LciBi3zJNE9MMEQyGKCgo

oKysDG8wyU06nWZgYICOjg42b97M5s1bicUSWJaf0tIQE6rqMeZOxbY1hYUBXNfBTfvYsq2Vg

oIAc+ZOp6SkmMLCAoqKiikqKiIUCuXKcRxMsusTL774Yi6//HI++OADlFLMmzePm266ifLy8l

zgmP0MsG2b3/zmN9x2221A5vMnEAhw+eWXc8455+TaDoVCLFiwgKamJg499NBhWWqFEGJ/IYG

jEIOy65PGog1lKELhCJHAx08akUqlAIhEIvj9/o/dznhkx2KDndzMlMLCSBhffsGI/bJ1155/

/nkikQhz5szh6quvZvbs2UyYMAHLskjF0yOfYBcGJ86SUsX4dD+ZNW2KiNnPt48s5I9bKqmcU

JlZNzjYiRwYGGDV21s5KqBZWJvCUhpNiunOEjYZp9BtzPhE74dCEQkUEPZHKM+vJmiFDrogYL

zKrKc0MU0Tn89HXl4eRUVFVFRUMHnyJOLxBAMDA/T09NDZ2UVPbx8tLW0MxOKkUkF8lp+8sJ/

JUw6juDiTITU7kyAcDuP3+w/qc8Xn83H00Udzyy23MDAwAEBhYWFu9HHq1Kn89Kc/pbS0FMuy

uPTSS/nyl7+cW0oAmX+DiooKiouL+dGPfkR+fj6maXL22Wdz6qmnUlFRgWEYfPOb3zxopvkKI

Q4OEjgKMShkKZLOJ7u6G7IMEo6398HjPrionC3XsGPZBrEn9LDvd3aRP51O88Ybb9DY2Mg111

wzLGD8pM9vksyUSsjeoz3qgy2cP7sRExvHdVm/bj3Nzc08vvQJ/q+GDqjQWAaDSUI98vRWXDV

ypPTjUsogEhgZQIuDj2VZWFaEcDhCaWkp1dXVOI7DwMAAzz77LD3d7dRUl/OZoz9Dfn4BoVAA

ULmp29kMq+OBz+dj8uTJo24LBAJMmDAh93NpaSmlpaU7bauioiL3fUFBAQUF23/fotHoPjhaI

YTYdyRwFONOLvFk9megKGjynWNr2NKX4t7XW/D2MpDTGgpDJt89voYtPWl+99dtI/dBSnIc6H

w+H1/4whc45phjmDBhwj4pK5DN6hnUnSjcIeltFIo0hf1v8P2rryLuWNjpFGk7TayvD7MhPJh

AVeNh0m4sZKvxOeKq+hMfkxjflFL4fD58Ph+maVJdXc3AwAA1tTXU1NTsl2uohRBCfPrk01+M

GxrwGYp5tRGWN/Xn7ssPmHzvhFoOr8sn7WpMFHe8tg1jD6M8raEgaHLlCbUcUZ+P42a6/Xf9d

VsmAFVgqczzrtjUv9dBqdh/GIaxz0cBFBoPH2vMC/DTS77eQLF+n2LvPQydJO0VMLfhaMKRSk

wFHX0dDCT6KAr/DaU9HBWmyTyDduNIbCKDrcpJJvYNpRTBYJBAIJCrUyiEEGJ8ksBRjBtaa/y

WweXH1rBk2VZeXN9LxK/44efrmF8TwTIVPlPxxVlRlILbX902WNtxV21mgsarTswEnpahsAzF

l2aXooA7/7oNreGzkwv4xsIJfPOBNaRdmUoqdqRIqyLSFBJXVbRzBH6zlzxvCwO+WqY2lKKMz

OhmRbQKT7v0q+mspomUEWWA6o+VTVWI3VFKobQBnsI0PvkIuxBCiAOXBI5ifNGQ5zf4/gk1hP

0Gn5tSzOyqMJa5PTwM+Qy+NKsUjeKuv27F9YZPbR3SFKahOGd+BXOrI1hDhiiDluKM2VEMA9Z

1JLj06Cp8ppJu/TikVPb8GTw/djlgo9D4cPGTIEzSqEBjMnTpmGWYgIlNOV1EAWPI2sg9Gw1S

ezqcLsY1V7u81fkWrfkfoWrTbPA2Ms2dRr6ZP9aHJoQQYgxI4CjGFT34v3DQ5JKjqwj5DMxRO

tF+S3HGzBKWN/XyzrYBPD2yS24As6vyOOmQ4lHLaAQtg9NnRrFdTSRgMpByR+wjDm5aaeI9CT

AGo0dPk07ae5jAKJcmZzfbd7XP6Dxb0vyL3XM8h+e3PEtf5H16TYfOtjzmDswl3y+BoxBCjEc

SOIpxa1elL2xXc/+KVta1JzLJdEbZRwNr2hM8tLKds+eVE9pJ8BiU37JxRw/5Jt6XAgV2yqG3

rR/H2Q+mKmtymWN1toijxJFiCE972J5NNK+IdJ6Pbl+afi+F47qkvTR+Q0r+CCHEeCNdWiF2k

HY1973RwmPvdhJPe6NOU80aSLk89k4nGjhnJ8GjGIcGC4ArpfA8TSqRor9jgHTK2W/S6yoyU6

eVoSisiGCY+8FBiU+F1ppkMplZr7gHyW00mg963+WVjhfxB5METB+hIISjPSzd8iBl3VHOrj0

fU+35mkfTNCUbqxBCHODkU1yIIdKu5v/5WyuPvtNJYjdBI2QSR/SnXJa+0wnAuQsq8EsHfFwz

TJPaGZVsfHtrpsM+kKK3fQDXdjMB416cHrvr5OvR5lDvIa01ofwAn/3HORSWydTDg5nrujQ1N

WEYxu5rLWrwlMdm6z1KCgwiwTIcp5PCgjQNlRMpNQuwvRjNm5swtW+3n5HZKdGhUIiqqqpxU+

tRCCEORhI4CjHI8TSvbezlsXc69ihozDIU9Kcclr7bycRoiOMmFe7xY8XBx+c3+exX5nLE6TM

B8DwPz/H2MsBTeK7HU//5v6x4+t3Bxw82oEEpzeGnz+bky07A9Jl83HmmhmEQLgrhl/nUBzXX

dfnggw/o6+sDdnNBQmfW5m6IvskG/T4pJ0GaJK7r4jPWYCmDxqpJ2B8WY3n+3Z7XWmsMw2Dq1

KlUVlZK4CiEEAcw6S0IMcg0FIdVR5hbE+Hl9X173M/XgKkUc6vDzKkOS9A43ikI5QcI5Qc+UT

Oe6+ELWrhpB9d2h3f2FfiCFiXVhVg+KZEgds00TRoaGti8eTO2be9m70xlUWKFxFQI0xfGrxR

6MN7zPJd1H/QwJxQmYO3+HNdaY5omoVBIakAKIcQBTgJHMa4MrYow2raikMXVn6vFMrbw0voe

dpd4MluS4/hJhXz7mCoKdzFyY8kUVrGXcomZdpzimh189DxAAkexa5Zlceihh1JXV4fr7ll25

3n2PJq7mnEcGz10RFuDchWTy6cQCoX2+BhCoZCMNgohxAFOAkcxbigUaVdz4/ObMHfTgRlIOX

s8+U8BPQmHW1/agt5JVKoAx/NwPUldKXZOZ+vFDPnecz081xs2WqNQoDWGaQx5jJLRbrFTgUA

Av3/PM6GWUUZtRe2oZVsUmbW8ezuCKCOOQghxYJPAUYwbSoHraV77qH+3+xqKPVo2pgDP07yz

bWC3o5MAntTOEztwHY/e1hi97TE6N/fg6Wy5DoU/L8TME2eO2nm3giFWPPUBSqnMOjJTUVpdR

EFZPoUVEUxLRnfEcHsbuEkWVCGEEEPJXwUxrmgyNRr3xJ72sTSQdvZtm2J8cFIO/3P363z4eh

NO2sWx3WEXLDzPy2ROHUVf9xY2rNq2fX8Fls/E8pvMPG4yx5+7QIJHIYQQQuwzEjiKcefTCN4



kIBQfx5rlzbz9P2uI9yUy0093OI+UGnlfVm6K6pDAMTswuXzpO1RNKWXawgYMU4JHIYQQQnxy

0qMQQoixoGH9W5tJxdOZwuyGyhVoH1aoXY9+y+TLGbI/CmPw++RAmk2r2/Bcb2fPLoQQQgixV

2TEUQghxoKCz541h8NPmTE8a+U+klcQwLQk46oQQggh9g0JHMVByfb0Hq9l3B/Y3qcROoj9Xf

GEgrE+BCGEEEKIPSKBozjoBCzFFcfXkLIPnFAs5DcI+WTmuBBCCCGE2D9J4CgOOqahOLwuf4/

KY+wvlALLkAw7QghxsNFaY9s2AD6fT+pZCiEOWBI4ioOSBGFCCCHGktYa13Xp6Oigvb0dgPLy

csrKyjAMmWEihDjwSOAohBBCCLEPaa3p7e1l06ZNpFIp/H4/Wmuam5tJpVKUlJQQDodl9FEIc

UCRwFEIIYQQYh9xXZf29naamppIp9PU1NQwYcIEPM9j27ZtdHR00NraSkNDA6WlpRI8CiEOGB

I4CiGEEELsgt7DRfP9/f10dHTQ1dVFIBBg0qRJFBUVYZqZ0jh1dXV0dXXx0UcfsW7dOhzHoay

sLLd9dyTIFEKMJQkchRBCCCFG4XkebW1tdHZ27lHwGIvF8Pl8RKNRKisrCQQCw4I9y7IoLS0l

Ly+P5uZmtmzZQktLCz6fb7dtK6WIRqOUl5fLGkkhxJiQTx4hhPiEtNa8/vrrTJ48mWg0SnV1N

UuXLs1tTyQS3HzzzTQ0NFBWVkZZWRnl5eWcfPLJbNiwAYDVq1dz+umnU1FRMWyfr371q7S0tI

zVSxMHMdd1eeihhzj77LP58MMP0Vqjtaazs5PLL7+cdevWkUqlRj13P/e5z/Hhhx/iui6PPPI

IjY2NuXP/8ccfH+uXts84jsPKlSvp6uoimUyOuCUSiWG3YDBIQ0MDNTU1+P1+PM/LpM0evCml

UMogHA4zZcoUKioqsG17RDuJRGLE83R3d7Nq1apchlYhhPh7kxFHMe7teBV5V1OBhu472n672

y4OPo7j8Pjjj/Pggw9y//33U1VVRSwW4+abb6a5uZlLLrkE13WJx+OcffbZXHTRRblEGUuXLu

Wuu+7iqquuIp1OY5om9913H9OnT0drjVKKUChEcXHxTp8/e87t7Hzc2Xk42rZdtSUOTn19fTz

55JPMnz+f73znOwQCATzPo729Hdu2c+fuOeecwze+8Q0CgQBaa/x+P8XFxTz66KM89NBD/OEP

f6Cqqor29nauu+46PM/j1FNPxbIO7G6G53m0traycOFCIpEISikMwxjxdej3Pp8vl1HVsCwGN

n5I9xsvg1KUHH4cwbqJaK0xTZPy8nJKSkrQWuN5Xu5r9pYN5j3Po7+/nzfeeAPXdcf6bRFCjF

My4igOalprVq9ezXe+8x0++OCDzNXfQV1dXXzta1+jvr6e2tpa6urqmDZtGjfffPOIYNK2bR5

99FEmT55MTU0N9fX1PP7447k/4I7j8OijjzJp0iRqa2tpaGhg6dKluK5LKpVi6dKl/OxnPyMW

i/1dX7/49PX09PDcc8/xrW99i/nz51NbW8v06dP53ve+x4oVK2hqasp1KKPRKFVVVbnz7dhjj

6W1tTV3Xvj9fmpra3Pba2trKS0tHXX9U09PDxdeeCF1dXVMmjSJW265hVQqxZtvvslPfvITfv

aznzF58mS+/vWv09bWRjKZZMmSJdx9992ce+65ucckk0k8z+ONN97Inb8XXHABHR0df++3Uow

Bv9/P6aefzmuvvcaqVauGXTzIXkAwDIOSkpJh525lZSVaa9auXcuhhx7KjBkzqK2t5bDDDmPx

4sU899xzxOPxsXxp+4znecTjcbq6uuju7qa3t5e+vj5isRjxeJxEMkk6ncZxHDzPw3YcPK3x0

mn6Vv6VrQ8tIfHX24m/djtbH/4vet/5G3gezmBwmH0Ox3FIpVIkk0ni8TixWIy+vj56enro7u

4mHo9L0CiEGFMH9qVAIfZAKpVi69atpFKpYfcXFBRw3XXX8b3vfQ+tNRs2bODWW29l/vz5w0Z

c0uk0Tz/9NI888gi333470WiUWCzGrbfeCsBJJ53EM888w8MPP8x///d/U1JSQl9fH0uWLEEp

xaJFi+jr66OtrW2PEyyIA4PWmnXr1mFZFjNnzhw2ulJbW4vf72flypVUVlailEJrnQvUlFKsW

7eOUChEIBDIPc7zPAYGBnI/+/1+LMsadk4mEgl+/etfs2DBAi677DKam5t56KGHOPHEE+nv7+

c3v/kNv/rVr3jggQdYunQpDz/8MOeddx7t7e385S9/4Sc/+QkXXnghv/vd7zjiiCOoq6vjgQc

e4MYbb6Suro5XXnmFZcuWsXjxYvx+/9/nzRRjQinFjBkzmDRpEk899RTTpk0bdT+tNalUKvcZ

FgwG8fl8zJgxg8svv5x0Os0///M/EwwGueCCC+jp6SEcDv89X8qnKhvYZdcWmqYFRmYaqvI8X

M9DGSYeoDzNwEdr6VvxIt6WFQS63qa0ETwNnVtUX502AAAgAElEQVReoOvZGG7sLIITp2EWle

Jpht3cwfZcz8N13VxA6rquzAYQQowpCRzFQU8pNaLjDZkkBZMmTQIgmUyyYsUKzj77bObPnz9

sP9u2WbNmDQ0NDbnpSlprVq5cybJlyzjyyCOHbQ+Hw7iuy7vvvsuyZcs46qijME1zj7PmiQNL

dorpjskqAoEA1dXVuQsW6XSa//qv/+LOO+/EMAxM02TWrFn8y7/8C8XFxWzdupUtW7Zw2mmn5

QJJ0zS57LLLuPDCCwmFQsPavvjiiykqKsIwDMrLy3n66adzxzJr1iy+8IUv0NDQgOd53H///X

R2dmJZFkceeSTHHnssnuexdu1aXn/9daLRKH19fUyfPp2amhqmTp1KOp3eo4Qd4sAXCAQ46qi

jWL58OS+88AJHHXVUbpthGNi2zZIlS3LnrmEY3HfffcybN48TTzyR+++/n7vvvpujjz4awzA4

++yzueqqqw66z7zs+kS0R3rj+3jbmsF1ME0D0zBQpolpmBgK7K1rUJuWURK1yZ+gAYWloHKCR

0/PCgZe6adn5TTM6AS0Bs9z8dxMsOi5Lp7WGBPq8U08NPe3S4JGIcRYk8BRjHtaa5qamnjrrb

e44oorCAaDw7b7/X6mTZvGd7/7XQC+//3vEwgEuPDCC+nt7aWwsJBp06Zx+eWXo5Tiqquuwu/

3c8EFF9DX10deXp6MNI4Do62VHXrBwufz8ZWvfIWvfOUraK351a9+xXHHHcfUqVNzo5FlZWV8

73vfo6GhIdfGhAkTho1IZu/v6Ojg9NNPZ2BgAM/zqKqqyj3XjBkzKC0tBSASieA4Tm605LDDD

sOyLGzbpri4mObmZkpLSzn//PO54oorWLduHeeeey5XXnmldFTHkWg0yplnnskDDzwwbNRRa4

1lWZx11lmcddZZuSyhU6dOBbYHnQ0NDbS0tKC15uGHH+bee+/l61//+sE3Yq1AOw6JFx6lKLU

aw+duT3yT3UdrQjiUVDr4/AZeSpNyPEAR9BkUFTik0h/StfFDvCYTlMIgs3bIRIMGnfToeqeR

wm/9JPOkQgixH5DAUYx7iUSC5557jrlz51JdXT2is+zz+Vi0aBF//OMfuf3225kzZw4A559/P

ldeeSWBQIDPf/7zPPjggyxZsoTZs2djGAZf+9rXuPLKKzEMQwLHg5RSivr6emKxGB0dHRQXF+

f+vfv7+1m/fj2LFy/OrRerqqpizpw5BINBfvjDH3Lddddx+OGHM2/ePJRS+P1+Dj30UKZPn77

L5+3p6eHXv/41V1xxBXPmzKGrq4t77rkHyHT029raSKVS5OXl0d3dTV9fX+6x2c6953ls3rwZ

z/MwTZOjjz6a3/72t8TjcZYtW8bvf/97zj///GEjneLglP18mj17Nn/5y1+45557cp+D2SRK2



XM3Ly8v97j+/n7uueceTjnlFBobG6mqqkJrTW9vL48++ijJZPLgCxxRaNfF3vgu0UMS+It9jP

h016AcjakNkgkP1/XIvMWauO3hswwsn6a0ErQ5cs2iUuD02bS8/g54HhgH18itEOLAJclxxLj

X19fH+++/z5w5c3bayQmFQhx++OFcf/31PPPMMzz99NPYts3vf/97EokEoVCIBQsWcP311/Ps

s8/y5JNP4jgO9913XyazntTcOmhVVlYyZ84cbrjhBrq6uoDMtNRf/OIXVFZWMnXq1GHZErMd8

fnz53PKKafw6KOP5tY0KqX2aHqf4zh0dHTkkpJ0d3ezadOmXAbGZ599lo0bN+I4Dm+++SZTpk

whGo3iui6vvPIKAwMDxONxVqxYwaxZs2hqauLHP/4xpaWlzJw5k6KiIoLBoIw4jjORSIRzzz2

XVatWsXbt2lxAOfTcHcrv9xMMBrn33ntzCZ5s2+bpp5+mqKjoIAwaszQ4DqmUR6rPId3nkBp6

63dIxl0GBmzSKRfX0Xhu5uY6mmTSJR5zSMbc4Y/L3nod0ikP7Tpj/UKFEGIY6c2Kcc11XTZu3

Ijf76e+vn6n2StvuukmNmzYQDQaZcqUKUydOpUTTzyR9evX09rays033zxi+wknnMD69euHJT

oRB59AIMB5553H4sWLmTNnDsXFxdTV1VFfX8/VV1+dSxCSTqdJp9O5x1mWxRe/+EVWrVrFk08

+STqdZu3atSxYsIDS0tLcbdGiRbz//vvDMgKXlJRw6qmnctJJJ1FXV8eaNWuYOHEi3d3dKKX4

/Oc/z0033URjYyPvvfceF110UW6KYV1dHYsXL2b69Ol85jOf4dhjj83VnZs0aRKlpaW8+OKLL

F68eMS0bXFw0VrjOA62becuaDQ2NnLJJZfQ29ubO+ds2yadTo8IHAOBAGeffTaVlZUccsghuc

yrlmWNOu3/4KHQgOe4uKnMzdvxlnbxHA/tjn7zHC+zzyiPddMunu3t9iiEEOLvTaaqinEhWw8

vWxsrWx7B8zw2bdpEeXn5Tjs5gUCASCTC7373u1wg4HkeTz31FJFIhOLiYvLz8/nd737HD3/4

Q0KhEI7j8PTTTxOJRHLtZte7OU7mKnI2yYQ48EUiEU4//XTmz5+fG2GuqKjIBY3hcJjLL78cY

NjUz7q6Ou68885cZtUnn3ySRCIxrIMeCAQoLy8fdq6YpsmFF17IKaecAmTWp3meRyAQ4M0336

S6upqrr74ayGQPLikpIZlM5kY6r776amzbpqKiIjf18IILLmDx4sVorSksLCQajX66b5oYc5Z

lceaZZ+I4DpFIJHffySefzIIFCygrK8OyrNy5O3SaalZ+fj5f+9rXOPnkk/E8L1d2prCw8O/6

WsaC9jSeN8oyBM8DnVnTiGGOXKKoyWzXHigDRvk74LkSOAoh9j8SOIpxYcOGDRx//PH4/X6UU

hx66KH853/+J9XV1TQ1NeWuko8mFApx5pln8oc//IF58+bhui5aa8477zy+/e1vU1hYyD/8wz

/wwAMPMGfOnFydrXPPPZdLL72UQCBAKpXi7rvv5o9//GMuA+dXv/pVrrrqKgoKCv6eb4X4lAQ

CARobG0fdppQatSOdzYiaNWHChD1+vnA4zMSJE4fdN3RK7NDAdeh2y7Kora3do/bEwW+0khl+

v5+qqqrcz7sLAiORSC7wHE88R6NNb4c1jgqrfBK+iknoRD+pjW+inSGloLRGmRZW5SFY0Tqcz

mbsLatHBJeek0mSI4QQ+xMJHMVBLZv97/7776e/vz83kpOXl0d1dTV+v5/zzz+fQCCwy2lVxc

XFnHPOOSxcuDA3fau2tjbX6S8qKuKcc87hyCOPzE35qqmpoby8HK01Z5xxBvPmzcO27VybZWV

lB1WdMzH2lFLMmzePiRMnjkhqEwwGueiii6TEhhD7gs6MCnquygV4GrAKy4gccz7++jl4sW7U

3x4h/uZTaCeVmeBq+glMP4G82Sfjq5yC3bKG3qdvxu3cBNmZBgo8V2ey5AghxH5EAkdx0AsGg

0yZMmWn24eO+OxKUVERc+fO3eX2efPmjbhfKUVxcTHFxcV79DxCfFxKKcLh8KgXJAzDoKysbA

yOSoiDk3Y0njk4JXWQVTGV0KwvYOQVo10HI1yCdiG+4nE8zyNv1ucoOP6b+KqmoXxBzJIaEu+

9xEBrUyZwVCpT8sP1QEs2VSHE/kUCRyGEEEKIvaQdD29IbKdQeMkUeJkAUFk+fJWTKTjxIrTn

4aWTFHzuIvy1M8C0Bh9j4CYG8ByP7NClgsGf913gqLXOTJOVdfVCiE9AAkchhBBCiL3kuhrlD

ElioyHZ9D79rz9G/tFnYYTywTDxVUyicNGleE4SX9W0XNCo00liK54kufZveLabG7jcHjjum0

WO2vPY9OwzdL3/HtO/cRGBoqJ90q4QYvyRwFEIIYQQYi9pV+M5DIvvvL5uep79HVorCo45CyM

YAcPAV9mY2W9wxE+nE/Qvf4Kep5eQ7mzbvr6RzGxVvY+S4zQ99QRNTz+JHRug5JDpGDtJAieE

EHtC5iwIIcTfSSwW45prriEajRKNRnnsscdwHAfP81i+fDm1tbWUlpZyzTXX4DgOqVSK2267j

Ysuuoj6+npuuOEGrrjiCnp7ewFob2/nRz/6ER988AGO43DLLbfk6j8+8cQTaK3p7e3lpz/9Kd

/85jeprq7mtddeG1GPTwixdzJ1HAfrMbpDbo5LqrWZ7qdup/fFP6LtwYyqQ8puaDtN/xtP0fX

EbSQ3r8Wz3WFtuINt6o+ZG0d7Hh89+TgvXXYJ6x78E/GtW8F1mHLOP+HbRfZb2/NyxygBphBi

NPLJIMalbMkCIFd3L1uOI1tuI1u6wDAMXNfNldnI3pctfWCaJlrr3E0plbt/6HNlfxbjUyqV4

rnnniMUCvHiiy8Si8X4wx/+wFFHHUV3dzd33HEHt956K9XV1dx+++3cfvvtfOMb36C7uxvLsn

jooYcoLS3lhhtuYO3atcyfP5/169eTSCQoLCzkmWeeYe3atTz77LO0trby61//mvLyciZNmkR

XVxcVFRX85S9/obGxESXZGoX42BRksqo63qi/S1prvI5t2G3NaM8dWcZRu9id20i1bsJLpUdd

d+i5ez/i6Nk2215+iY2PPUKqtxe7vw+lFMo08JeU0PrGctrfemv7lNjBY1dKkUgkWTyhgt5XX

sKJRPBSKbx0eu8OQAhx0JMRRzHueJ7HW2+9xc9//nN++ctfMmfOHC677DLa2tpIp9PceeedXH

XVVcyePZulS5eSTCa54447mD17NrNnz+bJJ5/E8zxWrFjBr371K3p7e7Ftm2eeeYY77riDN99

8k1/84hfEYjE8z2P9+vUsWbKEvr6+sX7pYgx5nkd/fz9+v5+6ujpmz57NNddcQ35+PqtWrSIc

DnPkkUcyffp0zjzzTFavXk0ikcA0TWpqapg+fTqVlZVUVlby0ksv4TgOy5cvZ86cOViWxauvv

sphhx3GtGnTOO644zjiiCNoamrCdV0sy2Lq1KlMnTp11CLuQoi9pQdHGD08R+duru2hMYnMXU

T+UV/C8AVGPNKwAkTmLSJyxOlgBnHt4W1kRzJHFHfcHaVQlkWyuxMnEd8e1GowTAvPtnHTKdx

EAjeRwB4YyN2c+AB5Ph9uLIbT14eTTDLr/1y+t0cghDjIyYijGJdisRg33ngjv/jFL7jzzjt5

8skneeSRRzjvvPNob2+nt7eXu+++m4kTJ/Lss8/y8ssvc+ONNxKLxfjtb39LbW0tU6ZM4e233

+aVV15h/vz5rFmzhtNOO41AIMDq1atpaWmhrq6Od999l7y8PKmfN84Fg0FOOukklixZwsKFCw

F44IEHKCoqIh6P8+c//5mnnnoK0zRJp9PMmDGDeDyOYRhUV1fnRsUXLlzI0qVLaW1t5f333+d



b3/oWlmXR29vLT37yE2644QaUUvT09FBUVMQxxxyTCz5lpFGIfcdzPJRWbA/wNBgm+XO/QMlp

3ybYOAuMwZkn6RTaczECITAM/FWTiZ7yLbTr0fPig2jH3T7CqDI1Ivd2yNEwTcoXHE5BQwOtr

/+Vjx5fimfbeHaadG8v5QuOIFReNqTZbN1IRXd3N//70/+bHx57PBVlpWitsfLypJakEGIYCR

zFuGQYBjNnzuSkk06isbERwzC4//776ezsxDRNamtrWbhwIclkknXr1nHsscdy/PHHo7Vm+fL

lPPfcc1xxxRWceuqpLFmyhKVLl/KlL32JhoYGACZOnEhnZyelpaV8+OGHfP7zn8fv94/xqxZj

raSkhEsvvZSTTz6ZWCzGXXfdxSWXXIJpmpxzzjl8+ctfxu/34/f7KS4upmgw+6HP50MphWmaz

Jgxg3vvvZd33nmHoqIi6urq0FoTCAT46U9/yowZM1BKkZeXR0VFRW7qdLYNIcS+4bkahSYXOG

pNoGYSpadfTGjSbNRg9lQvlaT75UfQqSTFx5+JGc5HGSaB2qlET7uYxMYPiK99a9jonud6e58

cRymsvDwidfUES0upOPIoWv76Gh899gjOwABbXnyeaV89DzMYHPnYRJI+20GFQvgKCj/O2yGE

GAdkqqoYl5RSzJgxg9LSzJXVSCSC4zg4joNSisbGRrTW2LZNS0sLhYWFKKXw+XzMnj2beDyO6

7qUlZWxcOFCLMti/vz5WJaFaZocc8wxLF++nE2bNpFOp6mrq5M1juNcPB7n7rvvZsWKFcybN4

8FCxaQTqcJh8NMmTKFzs5OKisrmTt3Lm+++Sb33nsvtm3nAj/InLelpaU0NDRw6aWXMnnyZPL

z8wmFQsyYMYOmpiZmzpzJtGnTuOOOO3j99ddxXXdYG0KIfWBwjaPraFwnm9AGfNVTCdRNHxI0

Juh+8VHaHvxP2v78W7qe+yPuQD9AJnisnkSgYWZmmutgO5m2Ptnvq5UXJlJXR8Ppp3PUL/+Dh

jO+xMCWzTiJxE4fYyg1LLurEELsSAJHMW61tbWRSqXQWtPT00Nvb2+uc50dHTRNk+LiYoxsNj

ytaW9vzyXB6evr49VXX6W6upo33ngj19GfOXMm69evZ9myZTQ0NBAOh8fsdYr9QygU4qijjuL

2229n4sSJTJ8+nVNPPZXKykoOO+wwTjnlFE4++WQmT57Mgw8+yJlnnonf78e27VxiJsiMPh57

7LH4/X7mzJmDz+cjFArxpS99Cdu2OfTQQ5k+fTp+v58jjzwSwzCwbTuXDEoIsQ8oI1OOw/ZyN

9dxSbVuId2+FQA31kvn//6Zlj/eRPyjNSS2fETrn2+l89kHSLduAjR2ZwvJ5nWZdY1D2vKcwQ

ynn3CWgBXKI1xTQ+MZX2b2/7kcf0HBPnjxQojxSqaqinHJ8zyeeeYZmpqaKCwsZMWKFUyePJl

oNAqQCyAty6K8vJynnnqKRYsWEYvFePjhh7n22mvRWvOnP/2Jz3zmM0yfPp377ruPQw89lMbG

RsrLy4lEIjz44INcf/31BAIjEySI8cUwDA455BBuu+02YrEYALW1tbmLFKeffjrz5s3D8zzy8

/OpqKgA4LLLLsM0zdw5ZBgGxx9/PC+88AJlZWW5ixolJSVcddVVXHjhhQCUlZVRWFiI53n867

/+K3l5eTLqLcQnpkEpjPxi3J4mDNxhW+Nr36Hlj78lb+phOD3tdP/vIyS2bgAvs19iSxMtf7q

FRPMagnXTSDZ/SP+7b+DZw9vxMDCKikc/go8xKmiFQlih0F4/TgghhpLAUYxLhmGwaNEifv3r

X/PCCy9w2mmncd111xEIBEin0ziOk1s39o//+I+sWbOGKVOmoLXm2muv5bjjjuPRRx+lo6ODf

/qnfyISibBo0SJ++ctf8vOf/5ySkhJOOOEEOjs7qa+vlw67ADIj2JWVlaNuCwaDTJo0acT9hY

Uj1xsFAgGqqqqG3aeUoqioKLcuMsswDEpKSj7BUQsxvmXLL+U+x00TX8MhOJveQzn2sOSn7kC

czv/vT3Q9/wja8/BSCfC87fs4HsltTaSfuA9lWWjHyewzdGBRg2v68DVMzdR/zN49ONNFCCHG

igSOYlzSWlNVVcV3v/tdHMchGo1SXl6OUorLLrsst1YRMh33H/zgB3zta18DoL6+nkAgwKJFi

zjxxBMpKChAKcX8+fOpq6ujsLCQdDrNu+++y+GHH05kFwWXhRBC7L+UUgSDQRzHyWXGVqZFYP

ZRJF95HOXEMAw1LI+NF49vXyuojJFVNVyNlx6AbGIdY/sOCvA8jesLEJl3bKbG4+A0c8/z8Pl

8uVkGQgjx9yaBoxjXqqurRwR22emqWUopotHoiPt3HNnx+/1UV1eTSCS4/vrr6e7u5uqrryYk

04OEEOKApJSioKCAZDKZ+SzXOjPi2HgI1qRZuO+9hrZTqBHR4ZASHTtvPfNlSCIcD41n+TEbD

iUwbc7giGMmcEwmk0QiERl1FEKMGQkcxbhjGAZz586loaHhUwnqAoEAF154IaZpUlVVJX/khR

DiAGWaJhMmTKC5uZni4u1rDs28CPmLzqI/0Y+7diWGa3/i59IasCyMhhkULDoLI7+IoSmt4vE

45eXlsvRBCDFmJHAU41I4HP7UMp0ahpGr5yiEEOLAZRgGNTU1rF+/Htu2M0mqtAbTIjTzCEgn

iHkae+3KzHrHT1DOQls+fI0zKTzlqwTnHYNnmOA6ANi2TV9fH7NmzZLAUQgxZmSivBBCCCHEK

JRSFBYWUlpaSmdn55CyNhoVDBFZcAJFXzwf/7Q5uKYPT4Pn6r27aYVr+vBPmU3xGRcQWfh5jG

AeQ6e59vT0EA6HiUajssZRCDFm5NNHCCGEEGInTNNk6tSpOI5Df3//9g1ao0J5hA8/gZJ/+Cb

hz3wBq6oBbZhoDdrTu75p0MrAMy3y5n2W6D9+i4KjvoARCg8buUwkEqTTaWbOnJlL0COEEGNB

pqoKIYQQQuyEUory8nKmTJlCc3MzAwMDFBQUZDZqjREMkX/4CQQrakmuXUXP848zsOp1tJ1Gu

d6obWrTAJ+P8MwFhKfNoeAznyd0yDxcw8RznNzzJpNJmpubmTRpElVVVTLaKIQYUxI4CiGEEE

LsgmEYNDY2kk6n6erqwjAMioqKMsnPtEb5A4SmzCQy8RBC1Q30/W0O8bXvkFj7Hk5XB3pwiqs

yDcziKJGpMwlNmUXB/GMIT58LwTCeUrj29iQ7sViM5uZmIpEI9fX1WJZ02YQQY0s+hYQQQggh

dsPn81FXV4dpmrS3t+N5HtFoNJOsRmuUaWEEAxQuOJbCmfOJr32PgQ9XElu9ksRHawAI1U0iP

H0u+dPnkjd1JkYwjGf5cB0Hbdu5LNz9/f309vYSiUSYNWvW9hFOIYQYQxI4CiGEEELsgfz8fO

rq6rAsi82bN5NMJqmsrBwM7DR4GsPnxwyFKZxfTNHsw0ltaSK+cTVaa/IaphKqnYQKhtCmhes

44Di5NY3pdJrW1lZSqRQlJSVUVlYSjUalrJMQYr8ggaMQQgghxB5QShEOh6mvr8cwDDZv3kx7

ezupVIrS0lIsy0JnMuNkAshgHr5pBUQmTkMDhi8AponnebiumwsYtdZ0d3fT0tKC67pUV1czY

cIEwuGwBI1CiP2GBI5CCCGEEHvB7/dTV1dHOBymu7ubrq4uent7qaioyAWQg6lVUaaFMrd3tz

zPG9ym0VrT09NDW1sbtm1jmib19fVUVlbi9/vH8BUKIcRIEjgKIYQQQuwln89HRUUFJSUl5OX

l0dLSQnt7Oz09PZSUlBCNRolEIuw4XqiUIpVK0dnZSVdXF+l0Gtd1KS8vp7S0lHA4nFk3KYQQ

+xkJHIUQQgghPgalFH6/n5qaGioqKmhtbaW1tZXOzk56e3vJy8ujuLg4l4G1t7eX3t5eYrEYt



m2jtaa0tJRoNEpeXp5kThVC7NfkE0oIIYQQ4hMwTRPTNKmpqaG8vJyenh46Ozvp7+8nFouxbd

s2lFI4joPrugQCASorKykuLiYYDMoIoxDigCCBoxBCCCHEPmCaJqFQCL/fTzQaJR6P50YZPc+

jpKSE/Px8IpEIlmVJwCiEOKBI4CiEEEIIsQ9lRyB9Ph+RSISKioph9xuGMcZHKIQQe08CRyGE

EEKIT4FSCsuyZO2iEOKgIJe8hBBCCCGEEELskgSOQgghhBBCCCF2SQJHIYQQQgghhBC7JIGjE

EIIIYQQQohdksBRCCGEEEIIIcQuSeAohBBCCCGEEGKXJD+0EEIIIcRu2Pb/396dx1dVHvgf/z

zn3JvlZockEJYkhD1sIgRFQXSc6hSqbZ3WsTqj1OlCZ+q0aqu21Vprx2rHau3PtoqC1i7jqF3

tglq1VVEoWBTZIZAdQlbIcm9y7znP7497ExKWK1I1tXzfr5cvvMs5z3NOTu7N9zxbFN/3SUlJ

wRjT/7znefT29pKSkoLrugBYa4lGo3ieB0AgECAYDB51n31LdgxkraW3txff95NuLyLyblKLo

4iIiEgS4XCYO+64gyuvvJLKykqstQDEYjFWrVrFggULWLVqFbFYDICmpiauvfZaKioqmDdvHr

fffjvhcHjQPjs6Orjrrrt46KGH+vcH4Ps+u3fvZunSpcydO5eKigruuOMOuru7370DFhE5CgV

HERERkSR836e6upqOjg42btxINBoF4oFy7dq1GGNobW0FYP/+/XzjG9+gtLSU5cuXs2LFCoYN

G8Zdd91FR0cHEG+l3LFjB5WVlbz22mscPHgQiLc07ty5k5tuuonzzz+flStXsnLlSrq7u7nnn

nv63yciMhQUHEVERETeRCAQ4KyzzmLr1q2Ew2F836exsZGenh7OPPNMXNfFWssrr7xCLBbj4o

sv5owzzmDevHl89KMfpaamhi1bthCLxYhEIqxdu5bFixczbNgwXnjhBTzPw/M89u7dSzgc5rz

zzuO0005j3rx5XHjhhaxZs4a6urr+7qsiIu82BUcRERGRN2GMYfTo0VRXV9PY2IjneWzZsoUJ

EyYwfPhwjDF0dnayZs0a5syZQ35+fv+2hYWF3HrrrcyYMYNAIEBnZyfV1dXMnj2bCy+8kHXr1

hGJRAgEAhQXFxOJRPj0pz9NXV0dAPPmzeO+++5j/PjxOI7+dBORoaFPHxEREZE3YYyhoKCAoq

IitmzZQkdHB1u3bmX27Nk4joO1tn9Sm/Hjxx8x4U1hYSGhUIhYLEZNTQ1FRUWMHDmSOXPmYIy

hsbERay2lpaU88MADLFq0iFmzZlFYWMjixYvxPI/U1NQhOnoREQVHERERkeOSkpLC/Pnzqamp

oa6ujurqagoKCvpft9bieR7Nzc1HdCn1fb9/ttUXX3yRW265hXHjxjFmzBjuvPNONmzYgOd5/

S2by5Yt48UXX+S5555j6dKl3HLLLTQ2Nr7bhywi0k/LcYiIiIi8CWstjuMwefJknn/+eVavXk

1RUVF/l1RjDBkZGUybNo0NGzZw7rnn9rcQep7Hww8/zOzZs0lPT2fDhg0sX76c0tJSAOrr63n

22Wc544wzeO2113Bdl7PPPpvy8nrjzK0AABYjSURBVHIA8vPz+d3vfkdzczMFBQXqrioiQ0Kf

PCIiIiLHKScnhwMHDnDnnXcye/bs/nBorSUQCLBo0SIqKyt54YUXCIfDhMNhnn76aX7/+9+Tl

ZXF5s2bycnJ4dxzz6WiooKKigoWLFhAfX09VVVVZGdn8+ijj1JTU0MkEiESibBu3Tq6urrIzM

wctIakiMi7SS2OIiIiIkn0dUEFCIVCzJw5kx07djBt2jQg3g21rytqWVkZV199NXfffTc33ng

j1lqmTJnCddddx/Dhw1m/fj2zZs0iPT29f//Z2dlMmjSJ3/72t1x11VVccsklXHPNNezevRuA

qVOncsMNNzBq1CgFRxEZMgqOIiIiIkmEQiG++tWvkpubS2pqKpdddhkXXHABRUVFuK7LsmXLS

ElJIRAIYIxh7ty53HbbbbS1tWGtJS8vj7KyMnzf56qrriIzM5O0tLT+/QeDQa699lp6enrIz8

/nnHPOobi4mM7OTgDy8vIYN26cuqiKyJBScBQRERFJwnEcRo8e3f84JyeHnJyc/seFhYWD3u+

6LmVlZUfsx3XdQfvp0zdj68D3TZky5e2ouojI20a3rkRERERERCQpBUcRERERERFJSsFRRERE

REREklJwFBERERERkaQUHEVERERERCQpBUcRERERERFJSsFRREREREREklJwFBERERERkaQUH

EVERERERCQpBUcRERERERFJSsFRREREREREklJwFBERERERkaQUHEVERERERCQpBUcRERERER

FJSsFRREREREREklJwFBERERERkaQUHEVERERERCQpBUcRERERERFJSsFRREREREREklJwFBE

RERERkaQUHEVERERERCQpBUcRERERERFJSsFRREREREREklJwFBERERERkaQUHEVERERERCQp

BUcRERERERFJSsFRREREREREklJwFBERERERkaQUHEVERERERCQpBUcRERERERFJSsFRRERER

EREklJwFBERERERkaQUHEVERERERCQpBUcRERERERFJSsFRREREREREklJwFBERERERkaSOGh

wdR3nyRPSdt2AwOMQ1eW9yHAdjjK6/ExQIBAb9K8fPGAOAtRaMwXHMENfovafvunNdd4hr8t6

kz78T5wYD0Pcray2OrsG3rO8zUL+/J0Z/98nJ4oi/MPfv38/8+fP14XECrLVEo1GmT5/e/yEs

x8/zPKqrq1mwYIGuvxNgrQWgvLxc199blOY4fL18EhnBIJ2dncytmEe376OzePystcRiMaZOn

arr7wR4nkdtbS0LFizQzZ+3wFrICLh8fepEUh0H31pmTJ9Or+/rOnwLfN+nrq5O378nKBaL0d

XVNdTVEHnHHfHttHr1atLT0/E8byjq854XDAaJRqNDXY33LNd1de39FXT9nQBjsL29NH3nTmL

hMOnpIR764Q8xqanxv0rluAUCAWKx2FBX4z1L5+8EGIPtidD0nbuwvT04jsOPfvxjTDCo39+3

SNffXyclJUU3K+Tv3hHBsaysjPz8/KGoi4jIkIh2dvKC6+ITv3kxfepUgllZQ10tETkOXlcXz

7sGD7AGZp9yCqjVVkTkbXfEYAqrO3QictKxg/5fn4Mi7x2e58UTIwBGvVZERN4hGoUvIiIiIi

IiSSk4ioiIiIiISFIKjiIiIiIiIpKUgqOIiIiIiIgkpeAoIjKQMRhHU6qLvFc4wSBadFVE5J2

n+apFRPoYQywSYe1NX8YYh8GzrYrI3x6DtT5+Tw9oDT0RkXeUgqOICIciYiwcpn379kOz+4sc

zoLBEEhLHeqaSIJx3aGugojI3z0FRxERC14kghtM4dQrluKmpoLWcpRjMQavt5fXf/oTol1dQ

10bAYjFABI9BURE5J2g4CgiJ71ARgZzb7yZN757N5kjiwiGQlgFRzkGYwyxcBgnGGT+t76NcR

RW/lYYkxjzKCIibzsFRxE56RnHIbO4BOO6+NEYNhZTcJRjMwbf8zDGkDN+goKKiIicFHSbVEQ

EwPrqnioiIiJyDAqOIiIiIiIikpSCo4iIiIiIiCSl4CgiIiIiIiJJKTiKiIiIiIhIUppVVUTk

rTIGx3UxWLyYd1ybuK4LWDzPx3EccBx8zzvhCXkcY8B14zPAnsD2bmLBdM/zDtUnsRbeX8MYA

4EA1nH66+X4PrxLM9U6jnPovGiyIxERkbeNWhxFRN4CYwzd4TB3rljJyp//Et/342Epyft7o1

F+/ORveOqll4nFYry+bRvfenAF3eHwCdejsraWW7/3fRpbW5OWfzS+tfzwV7/i6dUv0xuN8pc



tW/j2Qw/R9VfUp0/bgQN84Zt3cMZHLmbehy/i9Is+wsev/xI1DQ3xRfbeYa9u3sxN37mHxubm

t3xeRERE5NjU4igicpyMMXi+z46qKrZXVZHW0MAHzzmb3KwsINEK2NeSSLz1yzgO1hj2NjcTc

F0whgOdneyqqcEATkoK+D7W8/pbyJxEi50BiMX6w6lJtBICFBUUcOkHlpCblYVxHIzrDmp5NN

EovrXxFriAi8VgrMXGYjgY9jY1k5qSius4TCguZlhOLmkpKfFyHAfrukcpP36v0TqDXxuoJxp

lZ00Nly5ZzMzJk/Gtz9qNb/DIk0/yhaVLSe0rw3Xjxzjg2A9vRXWdeHm+tRjXxViL31cvz+s/

z8YYTCCADxzs6mL7nioivb2Q2IcfiH/V9R2/tRYn8bOwjoPjeVhj+ltcjTE4joPnHV9rsoiIy

MlAwVFE5C2IeR5rN77B+xcu4C9btrLm9dd53xln4BjDX7Zt48VX/8KVF32IjPQQq156iX0trW

SkpfHgz36G67ikpATJz42HtB88+hhPPPMMZ84+hS998hPk5+YS7unhuw89zGOrniI9NZV7b/w

yMydNorKmlvufeCLeSmnhkx+5iGdeWcOlS5bw2xee5KFf/pJITy+OMQQDLt+78SvMmjKFp158

iduWP0B3T4Rp4ydw61X/ycbtO7j/8ccJpaWREghQXDSSNa9v5PIPXkgqcPcjj/DE038gIz2Nu

67/IqdMnsKeujp+9ORvCAYD/PyZZ8kMhfj2F69l9tSpg86PMYbUYJBTy8tZMHcOBsjLzOS7P/

kpXeEwaampVNc3cPP3v8+Wyt0sPPVUblr2KXKysnht2zaeX7eef7/ow6SnpvLMK2vY39rChYs

Wcf/jTzAsJ4cHnvgZgYDLJz/yz1z2gQ8QcF1q9+3jS3ffw86aGi5637m4joPrOFhrWfXyy9z4

3XvxPI8Zkybxtf9YRlFBAY/95rdsrdzNs2vXsvSDF9IdibDsXz5KKC2dPXV1PLf2z1x8/nlkZ

mQMyXUmIiLyt0ZdVUVEjpe1HOzoYE99PXPKy1l81kI2bN1OJBLBAgc7u6hqaMCLxVvQmlrb2N

fUxKnlU1m8cCGXLVnMaTNmYK3lsaeepqx4DLde9VkOdnXx8z88S1c4wv/+7vfsqq7m21+4lo8

tWcztD65gV3U1Hd1drHtjE/NnzeKzl30Mg2F7VRWeF2PxwoXcc8MN3PfVG/nKpz5BKC2dvOxs

1m/axP/9fhXXXflx7rnhegqG5fHkH/9ExYzpfOCss7h0yRIqpk+jo7ubytpaotEoP/zVr9ldW

8dtn/8vPnr+efzPyofZWV1NVzjMM6+sITsjk7tvuI4pZeN48o9/4mBn51G7hLqu099yWt/UzK

gRI8jOzKSlvZ07H/4h5ePH8z/XXkMwGOC+xx4jHIlwsKuLqro6vEQLZHNbG/WN+4l5Hrvr63l

t+3b++3P/xccWL+ZnzzzLrpoamtva+OYDK5gxaSJ3X/9FwuEePN/H933Wb9rMI79+kq//53/w

vRu/zPDcHJ5a/TI9vb007N9P64F2br/6cyyccypv7NzJ3v1NxDyPzbsqMcaQkpLy7l9jIiIif

6PU4igicpw836dm3z4Khw+npLiY0YWFPLfmzzS2tlJSVIRxTHzSGWOAeHfHgOtSkJdHcVERow

oKyM/Lo7K2lgljxzJ32jSKCgqo3bePlvZ2Oru72FZVxYXnnMOieRWUTxjPxu3b2bhzJ+NGj2Z

Ybg4zJ02kvKyMTbt24TgOjuMwduQIikcXUbd3Hyt/8Qtu/synGTNiBPl5edz2+c9RXDwWTLx7

6vaqKvJzcykuKqJk1CgK8vLYU1+P47pEenvZtHMnF5x9NueefjrTJ0xg085dbNyxg0klJWRnZ

HDmKbM4ZepUusJh/vDKGmJH6c7ZG41y6RevJxAI4DoOsyZP5ptXf46UYJCWtjbCkQgfPvcfmF

hSQjDgcs9Pfkp9YyPGmP5Je4D+44N4l9MZEydyzrwKJhSPZcPWrfT09NCcOG+XvP+fKB0zGms

t+5qbMMZh6vgyvnXN1ZSUlmJdl9p9jdTs3YtvLa7rMmbkSM6aOxeA4qIi2joOkt+dx7Y9VZxd

MYdgQF+RIiIiffStKCJyHBxjiAGrN7zGNx94kHt/8lMsloOdXUybMJ7ikUWJlrfESEMTDz4W8

H0fL/Ff33jBaRPGk5OZCdYSSk+n7eBBOsNhahv2knf2Inxryc3KYvzYsfT2RgHIz8khLzsbz/

cZOKDRWktLaxtfvfd7/OP805l/yikEg8HEJDiPJrqx9uB5Pp+55F+w1uLZRH0S4yqttXRHIlT

VN5Cbkw2J8ssGlF+Ql0tRYSGe75Oemop7jMlngoEANy77FKdMmYJjHPa3tHDnQw9z3ceX0tjW

RndPD6G0NLCW4qIiskMheo+Y0dXgGENfCcYYJpWWAhBw3fj2QHNrK93hCJnp6fieT25mJgHXT

XTZDfCjJ3/D8id+hu95RGMxPnvpx/rHMBYXFWGtxXUczjxlFus3byUjPUSkp4fioqL4z08zs4

qIiAAKjiIix8W3luq6Ol7dvJn/9+UvMW70aACq9zawesMGTp85A7A4xsEx8dCzt6lpUPAYGLO

CgUB8Mhjof09qMMjw3Jx4S5sxhKNR2js7KSosAOJLaATcwR/bjjF0RiI88MQT/MNpp/GBRWcT

DAbxfJ9nXn6FxpYW7v3KV8hIT+fFV1+Nh07g8DU8DJASDDI8L5dAol7RWIwDHR2MGD48Xn5i7

GC8zsc+V8YYppSOY+706QQch8aWFn7+7LM0NDeTlZ5OZig9vh9j6I5E6OjuPjQxUKKV0cfS2N

raH2wBgsFA//my1oIxZIRChNLT+ie7cRwHYwxRL8YfXllDXWMjK265mdS0NP7053UEAwGstfH

jDQT6fybl48fzzJq1pAbjYz6zMzOPfYAiIiInIY1xFBF5E8YYPM9j065KskIh/mnBmSyYO4cF

c+dw1pw51DfuZ09DAz29UTbt2kVL+wE6u7tY8/rG/hZGm+ge2dcV07f2UHbrC0HpIQqGD2fVS

y8R9X121NSwYctWxo0ajeu68cDE4CB6oLOT5Y89Tn5uHh9+3z+SnpuDHwyCY2g9cICUYJDT5s

5l2uRJ7K6t41CRloDrJiaRiT8XSktjVEEBq1a/HJ8dtbqaDVu3UTZ6VLz8QWfFJl8/0kDMGCI

GDnR00NLeTmZ6OsNz8zhwsIO/bN1G1Pf40/r1ZGdmUpSfj+/7vLFjJy3t7Rzo6ODVTZsTXWET

Ads/VGLfLKxjCgvJDIVYu3EjUcfhj+vW03rwIL61tB48SDAQ4PTTTmP2lKlU1tbhJUJj/AgOG

ZGfTygtjV889zyTS0tJCQbV2igiIjKAWhxFRI5DZ3c36zZtZsakSWSkpxNNLPeQm5VFyehRPL

V6NZdfcAFTxo3jQ5/7PPNnzWJiaXE84DgOWaEQ/33/cgKuy7Cc7P6xgZb42MlYLEZqagqXLn4

/d6xYyfyPXUpPby9fWLqUWVMms7uulmhimYr4dpaY59HZHeaF9a+yubKS+x9/PJFBDTd/Zhlz

ysv59R//yPsuv5xTp05lxqSJ7Kyupqe3l7zsbG69734cx5CTmYXneQQcl6Uf+iC3P7iChf92O

dGYx+cv/1dmTZlCdUMDscRSFoZ4cIt53hEtlwBdkQifuPlrZKalx7vqWp9rr7iCCSUluI7DFR

/6IPf+76N87fs/oHTUKK7/9yvJy8lh1pQpTC4bxz9ffQ1zp01jzMgRiVZZmyj70NIfUc+Ld+f

NyeHi88/jmw+s4Jbv38f7F55JblYWwUCAimnl/OIPz7Lw4kuomDaNmZMmUtfYSDjSQ8zz8Hy/

PxwGXZfTZ81kf0sLJaPUTVVERORwpqSkZNA347p16ygoKBiq+oiIDImetlbWXP8F5lxxJSkZo



SNCQ8zzqG9sJCsjg2E5OYNe29vcTE9PL2NGjqC5rY3ddXXkZGZRkJeL5/uMGD6c1gMH2V1XS8

moUYTS0mg5cICxI0fiOA6t7e1EozFG5A/HGENVQwN1+/bhOi4zJ08iMxSiOxxmX0sLY0aMIBg

IEI5EaGxpoSBvGHX799PS3o7n901UY5hcWkJedjZ76upoamsnNzuL0YWFtHd0MHbECNo6Oqis

raW0qIj0tDTaOzsZXVBAIBBgT309dfsacV2XmZMmkhlKpzvSw96mJopHjiQQCNDR1UV7RwdFB

QXx9SkTorEYe+rqaW5rw7PxsZgB12XW5ElkhOLntTcaZfueKg50dVKQm8fEkuL+ltiG/fupqm

8gOzOT/NwcrIX8YXnUNzYyLCeHrIwMeqNRGpqaKBw2jFBaGr3RKFt376Gzu4txY8bgeR4j8vN

xjKGytpam1jbycrIZXVhIR2cnI/LzaW0/QDAYYFhOTnxsquOw/P8eIxBwuWzJEtJSU48ZHI0x

RCMR1v7ge5z94MM4weDbdyGKiIgMsaamJioqKo54XsFRRIQ3D45Af3fRwxe97xuv19ct1bhuv

Pup7/dPjuM4TnzR+77F7gcsMO84Dgb6xx86rotJjCX0+1r5EuP3/EQr2cDHjuOAM3jkwcBycJ

x4XRLbeZ43qD5YixlQH9d1+/d3ePl97zn88eHnaXB9LH5iiZL+bftmn01MGNT3mus44LpgfUh

0TfV8H9d1Dx174hwNOhd9+/M8SBzjoLpYi/U8jOPgJ/4l8bOJ9PRw1yM/oqmlhauvuJzioqKk

14qCo4iI/D07VnBUV1URkeN0tJAEhwIfJCa6OSxYQjygDHx+4L4OD6K+58UD0ADW2kHbDHzsH

eX9g8o5ymuH12fge462TbLyj7fMQdseMYtqYtvD6zVwn33bH/442f4Or0tfF+EBZaQEg1y6ZD

EBx2XUCN04FRERORoFRxEROak5jkPZ2LFwlNZkERERiVNwFBGRk56fpIVUREREtByHiIiIiIi

IvAkFRxEREREREUlKwVFERERERESSUnAUERERERGRpBQcRUREREREJCnNqioi0scY3NQU3JRU

rNWyDHJ0xnG0bIeIiJx0jgiOwWBwKOohIjKkgikppFvY9shDGFf31CQ56/uEHAdjzFBXRURE5

G11rDxoSkpK7MAnysvLdSdVRE461vfpqq/Dj8UAhQF5c8Z1yBw9BuO6Q10VERGRt43jOGzZsu

WI548IjiIiIiIiIiIDaXIcERERERERSUrBUURERERERJJScBQREREREZGkFBxFREREREQkqf8
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AAAAAAAAAAAAAAAAAiQQAAACEBAAAARgAAAABBgAAAAAJBgAAAAAaBgAAAAAbBgAAAAACYgQA

AAX6AAAAAQUAAAALA////wjrAAAAAOYAAABzAHQAcgBhAHQAZQBnAGkAYwAgAHAAbABhAHQAZ

gBvAHIAbQAgAGQAZQBzAGkAZwBuAGUAZAAgAHQAbwAgAHAAcgBvAHYAaQBkAGUAIABnAG8Adg

BlAHIAbgBhAG4AYwBlACwAIAByAGkAcwBrACAAYQBuAGQAIABjAG8AbQBwAGwAaQBhAG4AYwB

lACAAdABoAHIAbwB1AGcAaAAgAGEAbgAgAG8AcgBjAGgAZQBzAHQAcgBhAHQAZQBkACAAcgBl

AHAAbwBzAGkAdABvAHIAeQAgAGUAYwBvAHMAeQBzAHQAZQBtAAUzAAAAAQAAAAAIKQAAAAAkA

AAALgAgAFQAaABlACAATQBPAEUAIABwAHIAbwB2AGkAZABlAHMABRQAAAABAwAAACsBBwgHAA

AAAAIAAAAgAAUeAAAAAQMAAAArAQcIEQAAAAAMAAAAaABpAGcAaABsAHkABUYAAAABAwAAACs

BBwg5AAAAADQAAAAgAHMAZQBjAHUAcgBlACAAYwBvAG4AdABlAG4AdAAgAG0AYQBuAGEAZwBl

AG0AZQBuAHQABToAAAABAwAAACsBBwgtAAAAACgAAAAsACAAYQByAGMAaABpAHYAYQBsACAAc

ABsAGEAdABmAG8AcgBtACwABYwBAAABAwAAACsBBwh/AQAAAHoBAAAgAGEAbgBkACAAZABhAH

QAYQAgAG8AcgBjAGgAZQBzAHQAcgBhAHQAaQBvAG4AIABzAHkAcwB0AGUAbQAgAGcAYQB0AGU

AdwBhAHkAIAB0AG8AIAB0AGgAZQAgAG0AbwBkAGUAcgBuACAAZABhAHQAYQAgAHIAZQBwAG8A

cwBpAHQAbwByAHkAIABlAGMAbwBzAHkAcwB0AGUAbQAuACAAVABoAGUAIAB6AGUAcgBvACAAd

AByAHUAcwB0ACAAZABlAHMAaQBnAG4AIABlAG4AcwB1AHIAZQBzACAAYgBvAHQAaAAgAHQAaA

BlACAAaQBuAHMAaQBkAGUAcgAgAGEAbgBkACAAZQB4AHQAZQByAG4AYQBsACAAdABoAHIAZQB

hAHQAcwAgAGMAYQBuAG4AbwB0ACAAdgBpAGUAdwAsACAAbQBhAG4AaQBwAHUAbABhAHQAZQAs

ACAAbwByACAAZABvAHcAbgBsAG8AYQBkACAAYQBuAHkAIAAFjAAAAAEDAAAAKwEHCH8AAAAAe

gAAAHUAbgBhAHUAdABoAG8AcgBpAHoAZQBkACAAZABhAHQAYQA6ACAAYQAgAHQAcgB1AGUAIA

AcIGkAbgBzAGkAZABlAHIAIAB0AGgAcgBlAGEAdAAdICAAcAByAGUAdgBlAG4AdABpAG8AbgA

gAHMAeQBzAHQAZQBtAC4ABREAAAABAAAAAAgHAAAAAAIAAAAuAAUKAAAAAQAAAAAIAAAAAAUK

AAAAAQAAAAAIAAAAAAUKAAAACAUAAAANAAAAAAoAAAAAAAAAABEAAAAAhwAAAAAtAAAAAQYAA

AAACQYbAAAAJwQDAQAACwEBHAEAKAQAAAAAHQEAKQSgAAAAGwYAAAAAAUsAAAAoAQcpAQcqAQ

YrAQUTAQEIBBYAAAAWBBYAAAAZBgoAAABlAG4ALQBVAFMAGgYKAAAAYQByAC0AUwBBABsGCgA

AAHoAaAAtAFQAVwACAAAAAA==\"> Orchestrated Repository for the Enterprise 

(ORE) </span><span style=\"font-family:'Times New Roman';font-

size:12pt;color:#000000;mso-style-textfill-fill-color:#000000\">security 

controls. This System Security Plan was written in accordance with 

National Institute of Standards and Technology (NIST) </span><i><span 

style=\"font-family:'Times New Roman';font-size:12pt;color:#000000;mso-

style-textfill-fill-color:#000000\">Special Publication (SP) 800-18, 

Revision 1, Guide for Developing Security Plans for Information 

Technology Systems</span></i><span style=\"font-family:'Times New 

Roman';font-size:12pt;color:#000000;mso-style-textfill-fill-

color:#000000\">.&nbsp; Completion of this SSP, which describes how U.S. 

federal information will be safeguarded, is a requirement of the Office 



of Management and Budget (OMB) Circular A-130, Management of Federal 

Information Resources, Appendix III, Security of Federal Automated 

Information Resources, and Public Law 100-235, the Computer Security Act 

of 1987.</span></p>" 

                } 

            ], 

            "system-name": "Orchestrated Repository for the Enterprise", 

            "description": "<p><span style=\"font-family:'Times New 

Roman';font-size:12pt;background-color:#ffffff;color:#000000;mso-style-

textfill-fill-color:#000000\" 
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AAAAAAAAAAAAAAAAAiQQAAACEBAAAARgAAAABBgAAAAAJBgAAAAAaBgAAAAAbBgAAAAACYgQA

AAX6AAAAAQUAAAALA////wjrAAAAAOYAAABzAHQAcgBhAHQAZQBnAGkAYwAgAHAAbABhAHQAZ

gBvAHIAbQAgAGQAZQBzAGkAZwBuAGUAZAAgAHQAbwAgAHAAcgBvAHYAaQBkAGUAIABnAG8Adg

BlAHIAbgBhAG4AYwBlACwAIAByAGkAcwBrACAAYQBuAGQAIABjAG8AbQBwAGwAaQBhAG4AYwB

lACAAdABoAHIAbwB1AGcAaAAgAGEAbgAgAG8AcgBjAGgAZQBzAHQAcgBhAHQAZQBkACAAcgBl

AHAAbwBzAGkAdABvAHIAeQAgAGUAYwBvAHMAeQBzAHQAZQBtAAUzAAAAAQAAAAAIKQAAAAAkA

AAALgAgAFQAaABlACAATQBPAEUAIABwAHIAbwB2AGkAZABlAHMABRQAAAABAwAAACsBBwgHAA

AAAAIAAAAgAAUeAAAAAQMAAAArAQcIEQAAAAAMAAAAaABpAGcAaABsAHkABUYAAAABAwAAACs

BBwg5AAAAADQAAAAgAHMAZQBjAHUAcgBlACAAYwBvAG4AdABlAG4AdAAgAG0AYQBuAGEAZwBl

AG0AZQBuAHQABToAAAABAwAAACsBBwgtAAAAACgAAAAsACAAYQByAGMAaABpAHYAYQBsACAAc

ABsAGEAdABmAG8AcgBtACwABYwBAAABAwAAACsBBwh/AQAAAHoBAAAgAGEAbgBkACAAZABhAH

QAYQAgAG8AcgBjAGgAZQBzAHQAcgBhAHQAaQBvAG4AIABzAHkAcwB0AGUAbQAgAGcAYQB0AGU

AdwBhAHkAIAB0AG8AIAB0AGgAZQAgAG0AbwBkAGUAcgBuACAAZABhAHQAYQAgAHIAZQBwAG8A

cwBpAHQAbwByAHkAIABlAGMAbwBzAHkAcwB0AGUAbQAuACAAVABoAGUAIAB6AGUAcgBvACAAd

AByAHUAcwB0ACAAZABlAHMAaQBnAG4AIABlAG4AcwB1AHIAZQBzACAAYgBvAHQAaAAgAHQAaA

BlACAAaQBuAHMAaQBkAGUAcgAgAGEAbgBkACAAZQB4AHQAZQByAG4AYQBsACAAdABoAHIAZQB

hAHQAcwAgAGMAYQBuAG4AbwB0ACAAdgBpAGUAdwAsACAAbQBhAG4AaQBwAHUAbABhAHQAZQAs

ACAAbwByACAAZABvAHcAbgBsAG8AYQBkACAAYQBuAHkAIAAFjAAAAAEDAAAAKwEHCH8AAAAAe

gAAAHUAbgBhAHUAdABoAG8AcgBpAHoAZQBkACAAZABhAHQAYQA6ACAAYQAgAHQAcgB1AGUAIA

AcIGkAbgBzAGkAZABlAHIAIAB0AGgAcgBlAGEAdAAdICAAcAByAGUAdgBlAG4AdABpAG8AbgA

gAHMAeQBzAHQAZQBtAC4ABREAAAABAAAAAAgHAAAAAAIAAAAuAAUKAAAAAQAAAAAIAAAAAAUK

AAAAAQAAAAAIAAAAAAUKAAAACAUAAAANAAAAAAoAAAAAAAAAABEAAAAAhwAAAAAtAAAAAQYAA

AAACQYbAAAAJwQDAQAACwEBHAEAKAQAAAAAHQEAKQSgAAAAGwYAAAAAAUsAAAAoAQcpAQcqAQ

YrAQUTAQEIBBYAAAAWBBYAAAAZBgoAAABlAG4ALQBVAFMAGgYKAAAAYQByAC0AUwBBABsGCgA

AAHoAaAAtAFQAVwACAAAAAA==\">Naval Digital Platform Orchestrated 

Repository for the Enterprise (NDP ORE) is a strategic platform designed 

to provide governance, risk and compliance through an orchestrated 

repository ecosystem</span><span style=\"font-family:'Times New 

Roman';font-size:12pt;color:#000000;mso-style-textfill-fill-

color:#000000\">. The NDP ORE provides&nbsp;highly secure content 

management, archival platform, and data orchestration system gateway to 

the modern data repository ecosystem. The zero trust design ensures both 



the insider and external threats cannot view, manipulate, or download any 

unauthorized data: a true â€œinsider threatâ€� prevention 

system.</span></p>", 

            "date-authorized": "2023-06-03-04:00", 

            "security-sensitivity-level": "fips-199-moderate", 

            "security-impact-level": { 

                "security-objective-availability": "fips-199-moderate", 

                "security-objective-confidentiality": "fips-199-

moderate", 

                "security-objective-integrity": "fips-199-moderate" 

            }, 

            "system-information": { 

                "information-types": [], 

                "props": [] 

            }, 

            "authorization-boundary": { 

                "description": "<p>Placeholder</p><p></p><p><span 

style=\"font-family:'Calibri';font-size:11pt;color:#313231;mso-style-

textfill-fill-color:#313231\"><img 

src=\"data:image/png;base64,iVBORw0KGgoAAAANSUhEUgAAApUAAAIzCAYAAABRFOJUA

AAAAXNSR0IArs4c6QAAIABJREFUeF7snQV0lEcXhp/1OAQChIQgQYMVLe5enEKhSIFCDStSSo

FCi5YKBQoUd4q7S5HixYsT3CIEEuLr+59vKf2RyEbJJjPncOCwd2bufWZ29935Zu7ILBaLBVE

EgXQiYDEbITYcS2wkmPT/71XliMzBBRyyIZPL08kb0Y0gIAgIAoKAICAIpAYBmVSEqEwNlKIN

WwiY7p7CeHYD5pBbWCIfgz7m/9UcsyNz8UCetwSqat2R5yxgS5PCRhAQBAQBQUAQEAQyAAEhK

jPAIGQFFyxRT9Hvm4rp8m6bw1XV74+yfFtkGheb6whDQUAQEAQEAUFAEHg7BISofDvcs1Svpo

cX0e+ahOXxjaTFLVeiKPQu6hajkTnnSFpdYS0ICAKCgCAgCAgC6UpAiMp0xZ31OrNEh6Jd2ht

L2MNkBy/P9w6ajlORaZyT3YaoKAgIAoKAICAICAJpS0CIyrTlm6Vbt+hj0a0ZjPn+mZRxkCtQ

1f4cVfXuKWtH1BYEBAFBQBAQBASBNCMgRGWaoc3aDUsJBYxn1mHY83OqgXDotRzzk7vWfZnmm

FBkCjXKMs1QFK0DTtmRyWSp1pdoSBAQBAQBQUAQEASSRkCIyqTxEtY2ErAY9ehW9cd8/5yNNW

wwc84Jsc/AbHrFWJYjP+rGX6HwrWpDI8JEEBAEBAFBQBAQBNKCgBCVaUFVtIklJpzY35qBlJM

yPYpSg0OfTchdcqZHb6IPQUAQEAQEAUFAEHiNgBCVYkqkCQHjuY3od/6QJm3H16g8b0k03eYg

U2rStV/RmSAgCAgCgoAgIAggbUMTyc8z00S4EhyFUi6jWK63e1Jaf2AGxuNL0xettFrZcwnyX

L7p26/oTRAQBAQBQUAQEASEqMxMc2D/9RC2Xn6CXC6jSgE3Pijv9dbCi5XSCD28kL79W0+Jf4

aiSA1kHoWQyZXp27/oTRAQBAQBQUAQyMIExEplJhr892b9TZ8GJayicuvJO8zq/E66R2fRx6D

bPBrzjUPp3vfLHcpzF0XT4Rdk2fK+VT9E54KAICAICAKCQFYhIERlJhnpjf8EctA/lPerF0ZK

57Pj3ANqF8pG89J50iVCi8WM+dZxdDsnQmRInH3Kvcohz10YS2wEJv/9oFCjKNkY9FpMNw6AS

Y+8SF3rYRvTrWNYIgPBKTfKYrUwBV7DEnwZWZ5SKApVRKbSYDGbMT+4jPn+iXhjVFbuhKpeX7

HPMl1mgehEEBAEBAFBICsTEKIyk4x+j+XnaVXBB49sz/dSBj6NYu+FB8zvWj5dIjQFXUO3eiB

Eh8bbn7rdryiKVcMS/Qzt7PfBEIvjwD1gthC7oDNEP0Ej7YnMUwzD3jkYzyxGUb4L6ib90G+f

jPneMTRdZiPLnseak1ISz5gMxM7tAc9uxtOvDLl3GTSdZ1qFqCiCgCAgCAgCgoAgkDYEhKhMG

67p2mpYjJ7vtl6jfc1ir/Q7fus/LO9ajtwuaSumLDHP0C75ONGrGB367USmUCBzzk7s/J5YHl

9G3WkOigJl0M5qB3IHNF1mIM+WG8PFvzBsHYqq/lCUldqgW/458gK1UNfrgf7ICoxHZ6Eo2wZ

NsyEYz+9Gv2NUgsxVNXujrNkbmVyermMjOhMEBAFBQBAQBLIKASEqM8FI+wdHsf1KCBWLvbp/

8MTlRzQt6UHZfNnSNEr94XkYD89LsA+ZdzUcPpqKfuMkNO2GYzi9HcOeMSiq90dTtxu6rZMxP

7mKwweTkTlnw/z4Ptr57Z+vMOb0Rbf8C5S1+qIqXQft8iGY7x8Gx+yo6gzGHHwD07llCcfo4I

Zj383i/vA0nQmicUFAEBAEBIGsTECIykww+vv9n3AtVE9pnxyvRHM7KJycGgstS3umWZQWbSS

6lf0xB15JeKXwvYkoS9ch9qcaOHy2EZRqtDObI8tVGsdPFqI/uhpL4FnUbcZhenANhY8fsTPe

R9NpsvUUt/aPL1AUb4q62ZeYg29jODAT86MLoI+wOTZlte6o6/W12V4YCgKCgCAgCAgCgoDtB

ISotJ1VhrWcffQe7m4u5M3xam7KZ9E6Ah6H8XnNgmnmuznsIdolvSAmLP4+lC44Dt6NJTQA7f

wOqNv+itKvJrGzu2AJvYHjkIOYg+5ivLAGdYvv0G/5Hk3rMeg2/4yqbg/MT2+jXzUAHLKjaT8

ZuU8pMOqxRIdiPLkR4+nFtsWn1OD09WHbbIWVICAICAKCgCAgCCSJgBCVScKVMY1HbL5CjZL5

cHVSv+JgrM7AWf8ghjctmmaOm4P90S7ommD78kK1cfjwF4z+JzDs/gllhfdRVu+MfucvmM6vR

dNzJTI3D0zXj6EoUhn9ltFoOk7BeOkQyhLVMP6zA8P+X573oXRCUao5Ct/KKPKXtz4q1x9ehv

HwdJtidBywA5mLh022wkgQEAQEAUFAEBAEbCcgRKXtrDKsZct5pxnUuCRK5auHUIxGM7vO3eW



nNiXTzHdbRKWyxieo63yCxaADfaz10TdqR4xnN2HYPQlVk9GoKjbHFHzXupppODobh84zrPeH

y3J6o988CdOVTci8qiBTO2O+ux/kKmS5fHHoOhdLzNPnB31sKKb3p+FavJoNlsJEEBAEBAFBQ

BAQBJJCQIjKpNDKgLb3n8XSZ8NVvm7ypnCUUu5MP+jPso6lcVQp0sR7Y9ANYhZ0RSmzxN2+XI

m6zU8oS9TEdP88lthnyJSOyAtVwvzwGrqVn6Es2xpV06+saYL0R1ZhPPMHDt3nIXP1QKZQEju

jA5aIe2g6L0RRsDQx01pA9GNwdMehxxKQmdH+3ibR+EwWiGo7nbwlqyRqKwwEAUFAEBAEBAFB

IGkEhKhMGq8MZ73+YhCXH0RS9x2fOH3bff4+7ct5Ut7bLU18j354jYh5XcimiUe0qhxx6L0Gu

XseYqa3hchH1lVGh35bQKZEO6s1igLvom430SogtUs/w/zoHxw+XoY8T1HMzx6j/b2F1Xdltb

6o63XHePMUxpPrUBSpirJSK0w3T6Jf92Wi8T2KNOI1dAfOOdLu4FKiTggDQUAQEAQEAUEgkxI

QotLOB3bOoTvI1WqK++SMM5LLd58gtxj5LImHdfR6PRs3buTkyZNERUVZVxEdHBz44YcfcHR0

ZP369ezduxcnSwwfOl+mlEc8otLFE4duc7FEPkW3vOd/Pqoafoui6LvoVn8NCgvqVmORyeTo1

g/GEvYAVYNhKIrVwHTvIoYdI5/Xc8qJuuVYFPlKI9M4YomNxPz4NrrN30PUowRHUm8ys+92DH

s1tV+xU6vVfPPNN3h5eXHu3DnmzJnzRjsajYZJkyZZ4z516hQLFiyIs6+ffvoJNzc3Vq9ezYE

DB96w8fX1ZcCAAVaOkydP5saNG2/YVKpUid69e1v/f+jQoURGRr5hU7NmTbp2fb6P9fvvvyco

KOgNmwYNGtChQwcePHjAr7/+Smxs7Cs2crmcwYMHU6RIEa5cucJvv/0WZ0zjxo0jV65c3Lp1i

59//jlOm7Fjx5I7d252795tnTOvl3z58tG/f3+yZcvG77//zoULb94JX6hQIYYNG2atKv0dHh

7+RjtlypShb9/np/cnTpzI/fv337CpXr06H330EU+fPrXGLf39cpHi7tmzJ5UrV8bf399qE1d

5EVNAQADSv+Mqo0aNwtvbm9OnT7Nw4ULMZvMrZtmzZ2fIkCFWfmvXrmXfvn1vNJM/f35GjBhh

/X/JF8mn18vLbOKbN35+fnz55ZdWblI7wcHBb7TTvn17GjZsaOUm8YurDBo0iOLFi1vnlDS34

iojR47Ex8eHmzdvMmXKFEwm0ytmTk5OSO1INlu3bmX79u1vNJMnTx5r3NJ7648//uDw4TcP0L

3MZurUqVy7di1eNgaDgenTp8fJr2rVqtY5ERgYaH0fS7avl08++YSKFSsSFhbG8OHD44y7V69

e1nnz8OFDaztGo/ENO2nuSuN15MgRa1zWCxpeKh4eHlY2OXPmZN26dfz555//veru7m71UxpL

UQQBeyUgRKW9jty/fg9ad4k6pbzJ4eYYZyTBoVGcvhHEj+1KJynSTZs2WT8YJTEgCSVJVEpF+

qKUik6nswoVQ2wkp2b0o5TsIbmc4hCWKhdkLjmfn9aWrl18URzckTm6YYl6CiYdMjdPsPDcxm

wEJw9rTkmLtAdTetT9oji6I8/uBdI1jboYLOGBoH1TgLwe7NXHWnSl21Cy/eBXXpLicnFxQaF

QWL8kJAEdV3kRtyS2Y2Ji4rSROEmiRavVWv+8XpRKJc7OzlaWklh8/ctYslepVFYbqcRnI4lS

6Y9UIiIi3hAz0v+/sJH6kGJ6/ctNspHilnySbOISry+Pt/RFHB0dHWfcrq6uVn7xsZFek/qS4

pZ8ievL2Ja4pXakvqQSXzuSSJHEvyTwJJvXhZ5UVxI90o8JW+JOaE68iDs+Ni/PrYTmhMQmoZ

hejlsag7hEkRSPFFdCcUtcJD6SjTRv4iov5rAtccfHT4pbmsPS3HrxOfF6Xy/Pifhiejlu6T0

nza/Xy4t5I81vabzjek+9PCfii/sFG6n9Z8+excnmxfslIX4vbBJ6L0hspM+Jl2OSeEuft5JI

X7NmDZLoFkUQsEcCQlTa46j967PJbKHdkjMMaRy/YIzR6pm65yq7vkjaPsIuXbpYf/nnyPFq7

su4cF3evogLq36gio8zni6qDEXUYLbwKNLElShHWk/eg8rh1bRLGcpZ4YwgIAhkaQLLli2z/u

Dp2LFjluYggrdfAkJU2u/YEa418t3Wq7SrnnDKoPGbzrHm40pkd7RN8EmPQ2fPns20adP+W6F

MCJPJaODcmqlc3z4H3xwOlMzjhCoD3Iaot8g5eTecRxF6Ggydi0/F+jbFY8dTQrguCAgCdkxA

2powY8YMpK00oggC9khAiEp7HLV/fb4fFsvsQ3dpWqlQglGsPnSdoU2KUTBH3I/IX68s7V/y9

PSkU6dONtMxm4xc2DSbS1vnoTBEUyy3CzmcFGjk8ZwKt7nlpBmaLaC1yHkQquVuaCwuubyp+f

mP5C0t0ggljaSwFgQEgfQmID3Cl/ZczpuX8LW36e2X6E8QsJWAEJW2ksqAdtKd35svPqaKn1e

C3h04d4/W5TwpZ+Md4JKoLFiwIG3aJJ6m5/WOAy4e5Z+NvxN0+QTSLky18vlezPQqkqg0mCwo

NU4Uqt6c0i0/Ibt34fTqXvQjCAgCgkCyCUh7K6Uf89IhHlEEAXskIESlPY7avz5fCohg/81nl

CucO8Eozt8Mxi+3I438ErZ70UhKROWLNqRH4hc2/s6TWxfQRwYQEgpRamc8fX3xjC/9kLWymc

iQ29wLiELp4YO3Qzhhmvzkd1EmMlJ67h08hnuVd/Et/S6Fa7ZB5Sj2T9rx9BauCwJZkoD0Y14

6KCmKIGCPBISotMdR+9fno3fCOBus5R0f9wSjuPEojOwqC++XT3hFMzVF5Yu2zMYwps4ah86p

OgVVl5m6yY9VqztQSBX3CqY5eDVDvjpL+dZ+/HP6CHnUN7hSfy2L6yYmiO+y6t0JFNw/h6ouG

WBDpx3PK+G6ICAIvD0CQlS+Pfai55QTEKIy5QzfWgsrzwYQY1FS1DPhxObBkVqCQ8PpV72ATb

6mxkrli450Ydv4Yaae779tzuNHgcQYHJBH/EmfNqO4XbQF88c7sWhqWX745jxDZ1ShX90lzPS

YzYJG3oSF3+bWqoHMKPIL3S58RZfptynbeyKzGz9lxaUyDKh1hd+25aa+bApfrAe/+8UYdHGa

EJU2jbIwEgQEgYxIQIjKjDgqwidbCQhRaSupDGg399g93Fyc8cr5PM9dfCUsWse9oFAG1E74Q

E9arFTqQjcx6XcZ331bk4Ob/2Dt97MJL9+F0t/044PbU+gW/i71jq2jSp6zbKuwliGhX/Kz5w

Lm1s9LdMh5/pz+BWvLfsvDf+6ydGR7dnWYTNiAKhgeFbCKyrl/+HN3qRt9z9RgY9mVNLj8mxC

VGXCuCpcEAUHANgJCVNrGSVhlTAJCVGbMcbHJq1/+vEkxHw+yuzxPhB1fiYzVc/vhE/rX9bWp

XSk/pXRQp2XLljbZJ2RkNoQw4tcJFKvfh3c5yYKei1E2r829d5rwUdBClpYaTrOLvfltYk6+u

bqcDvo5dO8XTr+f2nB6zc/cuX2R4DY/EbVlF236tebsqG1UGv8uu7cFMqTyQ/44mw/HlUcpM7

Meu9pd4tM7U4SoTPGoiQYEAUHgbRGQclRKt3KJIgjYIwEhKu1x1P71+ZuNV6hV2htXJ02CUcT

qDJy7GcQ3jRPOZ/miEen6QOlKPenqvZQXCzFPL3J4w36uKrwo1+w9qjsHsGPZLoJylaVN29rI

buxl/ZWcdHq/EjlkRu6f3cyOIw9wLNuAOjnv4J+9DuVC97Pir2C8a71H2xIKdq/fzD23wpTyK



UlJh7/ZeNKEtzk3FbrWJW88+zVTHotoQRAQBASBtCUgXQUrXQcpiiBgjwSEqLTHUfvX5z6rLt

C2ii8adcIno7V6IyevPuLb94rbcbTCdUFAEBAEBAFBQBDIyASEqMzIo5OIb43mnGJ4s1IoFQm

fdjaazOw7/4AJrYSotOPhFq4LAoKAICAICAIZmoAQlRl6eOJ3Trr3u86cU0xsVTbRCMxmC8uO

3WJBx/jvCE+0EWEgCAgCgoAgIAgIAoJAAgSEqLTT6XEpKJKZf93lw5q27ZOce/QWyz8oZVO0E

RERODo6olLZdle4TY2+YWQmaOcKAs47UaBfa3K6Kl6ysGAKu0RwiDce6vPcPOtJ0bYliX+rpI

nwM7u5Z6xAmSqe1pt8Xi/m2EDuXrKQ3zeCqxue4NurJs6JpbOMucqVafvQAjLXvOTv9B45PWy

76vLl/qNvHuPmRSf82pZDnTxYopYgIAhkEQLR0dE4O4uLG7LIcGe6MIWotNMhPfsoghV/P6RV

FdtOdG8/e59ulfNS2tM10YhTM09l/J094EDXrjzaFU3xnXuoXDnHS6YR+I/syv1Kk6nqvoRd8

8vRfFl7HFNw42PIrl/Yeb4qXb+pSWJa8j9HnmxkS6P9VNs/GePaL7hs6E3Dvkm/Q9za98pcvL

+kO+KrItHpJwwEgSxNQKQUytLDb/fBC1Fpp0O45OQDQiKNvFsir00RHLsSQO1iOaheIHui9mk

vKi0Yr/3CtjExFPf+i3t5xtCw22129Quhzi9eHOx6ALXrDSL9ulCjzg32fH0Xn0oWIvN/hK/b

UR4EuiF/EkWB7/sSMuITgtzrkN/9AjfzDqBG3r/x/30poUW70eKLPFxffYQLf+WmVLsnXDnsQ

O0BZfh7dADV55bm0uzDZHMzoSvRCs9bU7kZWw7nhzfI/92vFC/pAU82srHifDy6N8Rw9S+cWn

XFvGcHxjwePHvsTbVxZTladQ4VDn7K2cpTyTOhElc2R1EgzxNiWn5FzdyH2TPlNp5eD7gdVZv

aHR0I3bGBR6oOlC+zm8NzHSj501fkuDqdx8W+wPWv8YRWHEXNtratKCc6kMJAEBAE7I6AEJV2

N2TC4ZcICFFpp9Nhxd8PCNVZKJvIvd8vwrty7yk6s4EvaxZMNOK0F5WR3BnTmv2/haJQGFBX7

0ybaV7sH/LUKir/+vwCXn5XCK3970rl3DLU7XWRPWNUaCyP8Fs7CfP3n3G1zJfkPvA7ipEzKX

BqNH9pe9Gu7j+sa76CClvmk/vRHv5ZsJx7+9wo+UstboZW5YN2T9jQ7Tp+3R5zS96ZpjVvsr3

PZTzrBpK9wxicd40kotY4KlTPZxWVWxrsptKWH1AcH8OB8afRGxvy3snWnK87EM/JX3Kz85pX

ROXVyGY0K76DvTcaUI1VnPfsS90829i5SkOlRuFcHLcBk29LKre4xeWLHWn2e0t0Zxezf+011

EdCKLNqOj4+Yj0z0UkqDASBTEpAiMpMOrBZJCwhKu10oEdvvUqJfDnJlzvhKxpfhHcrIIzYGC

196iR+q05ai0pz2Em2VfoSr8UbqFgjir8+GkuBER/g/816sldQcPeEJ+80fMDlgLrUqHedI6s

rUa/XBfb+7EXRyncIMXgjv/MIr1EDCB09DMW3M8l/chQHI9tR4NhY7ikb8U7THDyaPhdZo0Y8

nX2eIr+35frK+9QcXIoTwx9SbVYJLi08R65cOsI9G+MVtBLL+2Nw2jGSiJpj/xOVGysvJm/fN

igCDhPuXh71xfOoSnoTctWZqr825sqHw7DUKs396TcpNqES17QtaFZ4G3v869OixlX2/PYIL9

cr3Dwdi5OHmkJNc3F/X3bKtbjP5SsfWkWlIvQiu9/rha76dzT75T0cFSl4zm+n81m4LQgIAs8

JCFEpZoI9ExCi0k5Hb/jGy1Qq6kkud9tWtQKeRHLqRhCT25dJNOK0FpUWswFDpA6FizMKhQVj

TCxoHCA2BpNFhkymRKmxYNCaUWrkmAwKlGoTRp0CpYMZY5Qe1BpUjipMUl0HJ+TGWIwWFTKjF

rPRAgoFCoUZk0mGzAxyJzXmGC1yBw1mvQWlswqz1J9JjtLJEYxaUDmAQYtF6YBSKQezHn2EFo

tETC5H4eSI3KTFEGtG7uiIUi3HHBuN0Qgyswy5oxKTRYlKbsRoVqJSWzBExmKRGlCpkFsMmGU

K5BY5cpUZs0mN0lEFsXfZ/94gHH9cSLUq7nEeNEp00ISBICAIZAoCQlRmimHMskEIUWmnQ99o

9t8Ma1oaterlU9PxB/MsUsuWU3eY3618ohEnR1RGBzwmJjAYi9mUaPvC4GUCFkIPLuaGfz5K9

2iIs1qsUor5IQhkFgKaHO64FsyHXGHb57RYqcwsI5914xCi0k7HvvrM40xqk7hAfBFeZIyOmX

uvsqNP1UQjToqo1IY+4/hX4wk4/DcmrR6er+uJIggIAoJAlicgV6lwLZCP6pO/JVeFxJ8SCVG

Z5aeM3QMQotIOhzBCZ6TT0rN8817iic9fDq/z4uM8HFkv0YhtEZXGWC13Nu7m+NcT0EdEWttU

eWRDlTPx0+WJOiAMBAFBQBCwcwJmvR7tnUBrFNIWm1JffES5rz5F5eyUYGTi8bedD3wWd1+IS

jucAE+i9Yzddo32NYslyfvUFJXXFq/l2NDxmHV6HEvk593vv8LzndIoHR2S5JMwFgQEAUEgMx

KwmM2E+t/i5NTfCd31N8hklOjZkaqTvkHpoIk3ZCEqM+NsyDoxCVFph2MdFKnjx53+tK1h220

6L0L8fcdFJn9QBu9sCQu/xFYqA4+eZlebXph0enLVq0LdmRPIls/bDkkKlwUBQUAQSFsCRr2e

4z9Mxf+3ZWC2UHPq9xTv3l6IyrTFLlp/SwSEqHxL4FPSrX9INKtOPaLuO/mT1MyivZcZ37ZUi

kSl9mkYu97/lCdnL5G9elmar5yDo7t45J2kgRDGgoAgkKUIGLRa9g4cTsCKXSidnWh3ZANuhQ

vEyUCsVGapqZHpghWi0g6H9FZINGvOBFCjjE+SvF996Dr9GxSmRG6XBOs9efIEV1dXNJo3H9H

c23GAfV0HoMjmTL1lU8hfM+nXFibJaWEsCAgCgkAmIKCLjmZtxWZoA0Lw69WJar98G+ep8ODg

YPLkyZMJIhYhZEUCQlTa4aifvf+Mv249o2IxzyR5f/jCA5qVzkUFn+SvLP7ZdQB3t+zFq009G

s+dkuDeoCQ5J4wFAUFAEMjkBM5OmcvZ76aQrZgvzbcvwSmPRyaPWISX1QgIUWmHI37qXhinH0

ZTqmDSPpCOXnxAIz8PKhVwT1bUhqholheqgUmno/a6GRRr3CBZ7YhKgoAgIAhkRQKPr/mzp3V

v9E/DafXnCjzKlcqKGETMmZiAEJV2OLin74VxKhmi8vr9p+TPpqJJydzJivr+rr/Y88Hn1rof

BZ9F7eiYrHZEJUFAEBAEsiIB6RH4lnodCb92iyo/DKNM3x5ZEYOIORMTEKLSDgd329XHBMZC8

Ty23fv9IsQ7Ac/I7SijWemE9+uEhITg4OBg3Vf5cjk7aSZnJ84gR9OqtFuzyA7JCZcFAUFAEH

i7BHb1GcLD5Tso0qkVdef++IYz9+7do0CBuA/xpIXn0dHRREREYLFYiIqKwmw2p0U3os0MREC

pVOLi4mIdcw8PD1QqVap5J0RlqqFMv4YkUflEL8fXI+EDN697dDsgjJwaGS3LJrwXc/bs2RQq

VIgmTZq80sTxYRO5PGsZRb7sRt1xI9IvYNGTICAICAKZhMDfcxZwcegv5KpUltb7V78RVc+eP

Vm0KO1/tB88eJDTp08jiVg/Pz+ruJAOZyqScKVkJhmSLBeGXq/HYDAgHQrbt28fLVq0oF69eh

QpUiTFLISoTDHC9G9g06Vgws0KCuVMmqiM0hm5E/SUvtUT/hUcX57KF6LS75tPqTFiUPoHHke



PUoJh9LFgMj5/VaVGphaP5TPE4AgnBAFB4A0CN/Yf5K82X1j3U7Y5tO6N19MypVBMTAzXr19n

6dKluLm58eGHH1KiRAkxSlmcwOHDh5kzZw7FihWjY8eO1pVy6WllcooQlcmh9pbrLD35ECcXZ

3JnS5p4ymyi0vTwGsbTqzGH3QejdO84yDROyPK+g7JcSxS5kpZy6S0Pq+heEBAEsgCBtyUq/f

39mTZtGnXr1qV27doibVEWmGtJCdFkMnH//n0OHDjA7du3GTp0KNmyZUtKE8+/g6VikR6si2I

3BCRR6eLqjIdb0kRltM7IrcCn9Kth3yuVFm00hr8WYTyzNP4xUziibj4aRYlayJRquxlb4agg

IAhkbgLpLSqlx5yHDh1i+fLlTJw4kbx582ZuwCK6FBM4fvy4dQvG4MGDrauXcrnc5jaFqLQZV

cYxnH/sHjnc3ZIsKrUGE9fvPaZ/nUIJBpORH39bTEb0O6dhurQBzIZEB0XVcCiqdzskaicMBA

FBQBBIDwLpLSpXr17N5cuX+fLLL8mZM2d6hJih+jDFPGHqL9tpNqgrJV0VGLVPWDx5BV4fdKf

Z4RrlAAAgAElEQVRZ0WzIMpS3GceZO3fuMHnyZLp3707lypVtdkyISptRZRzDCXtvUr5Qblwc

k7YCpzOY8L//mL617VNUSgvqxtNbMOydYPtgKJxw+GId0ieHJfQRMlcPZE7ZkTk4296GsBQEB

AFBIJUIpJeolD4vpRWnP/74g59//hknJ6dUisC+mjE8u0vLJpMYum0GdVyesmnCUHY5dmDuyJ

bIzAbCnz7mWbQZlxweZHeEwEeR5PbJhUYhQx8dQbTMCXcnpX0FnUreSo/DpdXt77//Hk9P2y5

bEaIyleCnZzM/7b1J6eSKynuP6WunK5WWmAi0K/pheXwtSbhlOYthiXoMumeg0CDzKIK6Xn8U

vhWS1I4wFgQEAUEgpQTSS1TeuHHDevhi+PDhWXKF8sU4vRCVg9d+x8UfhnHCqTkzxr1PHkcLV

7bP5+f9z6jql5OQq2cp1Kw1GzsMp/vJQ7Qo5sa+GVN5UKcbPctkvRXeF/yuXLliPdglzSNb9l

gKUZnST4i3UH/ynpv4+SZ9pdJgNHHiWgAjmxRN0OuM+vjbHHwT7aIeYH5+KCclReZZGofO08W

KZUogirqCgCCQZALpJSonTZpkPckrpYfLyuW5qBzJOw1ULN0KW/6aSyV3NWbtE4Z/Pom640dQ

3VVO2JGpfL87P4MKb2VK5OfMH1mLn6XHv/2G4+2YNVcqX8yblStX4ujoiJSZILEiRGVihDLg6

8M3XaVeWR8cNEmb6EaTmZPXAvimccK5qDKqqDReOYh+09epMyIyBZpuC1DkK5k67YlWBAFBQB

CwgUB6iMrz58+zefNmRo4ciZToOiuX56KyHaoqveiRz59fDriw5I/RFFA8pGfHvng3boq39Ry

KnPxl6tG2fAgfDdrHrxNqM2tmIMPGd7c+Cs/KJTQ01Lond+bMmdZUVAkVISrtcKYMXHeZFpUK

olYpkuS9JCrPXgvgKzsTldbkBAYd+gMLMJ1ZkqSY/zOWSZ8a0sZK0///K3d5FCXqoSzXGJlzd

mRWG1EEAUFAEEg7AmktKqUbcfr06WNNCVO4cOG0C8ROWn55T2WDXDp2juvBaoeezOtXlTE9hl

Fw9K98XNIFky4WAyqcHCyM69yNC7ogin+8gHHNi4jDPMCWLVsICAjg88+fX9UcXxGi0k7eGC+

7OWjdZZonU1SeuPyQEc2KJRj1woULrY9MpAz7L5e3lfzcdPsM+r2/Ynl64/+CME8pFL6VMV7c

CbHPUJRtiSXiCXIPH2RqBywmA+Z7FzE/OoPcuyKK0s2QKTUY/fdjvnnoFXGJsyeqGh+jLPeeS

D9kh+8H4bIgYE8EEhOVgwYNYsqUKckOSTq1++uvvyI9cRK348CrolKJNuQCvbuOpeo3P1LfdI

jRy/+msI87er2MivV70LVJMc4sHkatQTf589oKqufRJHssMlNF6TrPr7/+OtFDX0JU2uGoD15

3mfeSISrNZgt7zt1nYqviyYr6bYhKc/gTtDPfe8Nfed5KaLpNQ79hOKbAyzj0WoFhz2zUTb7A

9OA6MrccKLyKEruwL44fz8R4+zwWXSwK76JoF3WD6KevtinXoH7/F5RFqySLjagkCAgCgoAtB

BITlba0kZDN9u3bcXZ2tiY5FyV5BJ6eW0m1Ndm58EMzknevTPL6zei1FixYQOPGjfHxif9iES

EqM/ooxuFfw/lnGNW0pJS5PknePxeV95jYKnnXcqW3qLQY9Oi3TcR0dUeccToO2IP+yELMjy7

h0HkasTNb4vjFJnRbJ4M5GofOv6L/ezPqKq3RLhuA+cEJNN2Xo1s3EKKfvNmmxh2H3suRZ8uV

JK7CWBAQBAQBWwmktaiUVjnbtm1LwYIFbXVJ2P1HwMzTc+uZuOAizYZ9TUOfpF2FnNlB7t69m

xw5ciSYt1KISjucBY0WnLWKyqQWSVTuPXefCXayUml+8hDd6gFYwh/GGaq67TRrAnRzWCByr+

LoNwy0ikrDmV3I8/qiLPouhqOrUNXoROzcHlieXEkUmbLuUNTVRbL0REEJA0FAEEgWgbQWlb/

//judOnWyfvmLIgikJoHTp08TFBREixYt4m1WiMrUJJ5ObaVEVG4+dZcp7fyS5Wl6r1Qa711E

t3YQMn1EnP4q/FqjqtYZiz4W0+1jGE8vt4pKc1gQltC7mG6fApkFTevR/4lKRclmmG4cBENsn

G3KfWvi0OnXZPERlQQBQUAQSIxAWovKuXPn0qVLF+sjcFEEgdQkcOvWLaTMAu+//74QlakJ9m

23lVxRKZ2innfsNss/KJVgCNeuXSN//vxv3MCQ3qJS638C/bohKIn7OkaZax4cPlkFShX6DSM

x3T/1/PH39imYb+0Gixm5bx0cOv2MduVQzHf+wnHoEbRz2mOJCIqTgdGrPG495rztIRb9CwKC

QCYlkJiolJJNlyyZ9CdRL3CtWLGC1q1bC1GZSefP2wxLiMq3ST+N+j77KIKVpwJoWTl5+2XmH

r2VqKhM7zyVUVFRGAxvCseYu5fQ7ByNE9Fx03TIjsNHC5E5Z0O7rA+WiAf/7ak03979vI6DOw

49lmB59hCLXofMJSe61f1AF/fq5z336nh2+i6NRk80KwgIAvZAQDo1nVg+vuTGkZiolBJMb9q

0KbnNI0RlstGJiokQEKIyE04RSVSuPxtIkwoFkhVdRhCVd+/e5ciRI+zYsYNjx45hMpmw5qJ8

reRxlDOhjhu1feO5s1amRO5bH5nGGdPVLSCTofBrg/ne31iiHvy/NaccKMt3BaUa07nVVvEZV

wmJNDL8z6ccCvx/LstkQRaVBAFBwK4JSIcgJWFZq1Ytateubf27RInkHXB8HYQQlXY9NVLV+d

NBF3FRO1Eih33kExWiMlWHP2M0llJRuej4baa3KoaLOv5bFlJ7pdJoNCLdQ7tnzx4ePXqEJCq

lxzPly5fH3d3d+pg9vjtFr+7bSsy2cRR2N6NWpk1ycrPFQlCkhWCfZlT9bDQKpSpjDLbwQhAQ

BN4KgdjYWMLDw3n69ClS3sedO3daf/hKJ6qllCrS42m1Wp0s34SoTBa2Vys93sWkny0M+qkZQ

UfWsDm6CMUermfJ2p2cNRSiWn5XzNpwDt2NpE7FcvTu3YDZrSZiaVAYtTYnHw7tScSqBewODM

FSoDSffdaXd/O7AhYM4df5dPhivvl5LEWVUeye0J2dxcfza0sZE4fN4h+dio5Dx9LBL3uKk6J

vuLGHXlfn0zVvTTrnr0tFDz/Uioz7/SNEZSrM3YzWhFVUngmkScXkrVQeuhxA/eI5qF4ge7yh

paaolB5t//DDD0iTsX///pQpU8YqIm29OsxsMnHzyC6uLBuLr6uW/O6qVBWXAeEGrgVpca3Yl



qq9RqBxFikkMtqcF/4IAm+bgHRLjSQ0/f39mTdvHlIi6N9++y3eH8MJ+ZsZReXtZ3E//UmIQx

7nnDir4nkKldiAvyEqSzKgaUlC9k3g28gPmd2mCPqQq3RZfZNV/VqiDD3OkI/8GbWlG6F7f2N

PsDf3Zx2jw6bxlHTSolPEsKb9Yur+0Yt9vYeyw7sMP/8wGO3uZWw8c4TokgOZ+EERIqONPFr3

FasLjGZsI59UEZXvX5lljdZNrqFN9hKMe+dT8rt5JUbgrbwuROVbwZ62na67GIR/QDQ1S3snq

6NjVwOpUTg7tQq5p6molD6Epcfb69ato2nTptYUFykpj+/4c/vwdkJvX8Kgi/vkdlLblysUZM

tbEJ93m5C/fFUUWfyO3KTyE/aCQFYkIG3X2bdvn/VmkR49etCxY0ebfyRLvDKbqPzp7AKGPdi

WblPhS98WTM3jTaf6k1FX8iY2OAy/3uMZ+36pBEVll3e+tq5UZs9WlaFjeuARdYN927ayL9yV

Ti0/pIafO2eWTmTAIRnehtvU6dIC/wVrKFRCzl80Z8m3ndDfPcKY3/ZA2dLcKnIuxTEH6cI4p

381Z3IuhSM9vOvS2ac2ZXIUQyFPmyd0yXFeiMrkUMvgdeaffIDRIKNkQY9keZpeonLRokUcPH

iQSZMmkSdPHuSp8MaQHj8ZYmMwGY3Jiv31SjK5DLWjE3JF/FsBUqUj0YggIAhkOgJPnjxh4sS

JeHh4MGDAAFxcbHvKkdlE5a3wB2y6f9g6vsGxT3msDU3TsW7sXYXOrrz2+NvWlcruZJdb0N7+

k26zHjN9bEc4M52NwY35ol1JngXc427IM/5Ys5EGH3WjkDaKqOsrmR3cgEk1H/H73SqMaPCUd

l1Ws6XXQ5An7QISW8GUULjwW9kvqO9TFYVMiEpbuQm7ZBBYdPIBupSIyisB1CjinmYrldIp7q

VLl7J161akO8RFAt5kDLKoIggIAnZBQNovPm3aNCSBOX78eJvu2s5sovKtDNSzs6zfBK26VyD

s6lFOan1oUcGHiAtr+SO2Fp9XyYsx/AFTjgYx5L3KKKKus2hqAB+MrIezpAMt0ZzfvJTpi3cT

XfFDpgysw8nR26kwsSc+jnK27txLxfr18NIoMd3Zzor7pehcKxvLJ37HxhvejPihL5W9XGx6/

B2pjyZCFxUnpp33DvHJrRXW1xyQU8rFh15eNelepDlOKse3gjahTsVKZYYbkpQ7tOLvB0QYU7

BSmcaicvXq1UhZ96Vf8CpVxt1wnPKREC0IAoKAIACSsJSezEiHEL/99ttEH4ULUSlmzQsC0kE

daU9lKaUr40v3onaecrhr3JJ8BXN6ERWiMr1Ip2M/KRWVtwLCCIyMYUT9+FMYJOegjvRo+uTJ

k9bHQNu3b7c+EhJFEBAEBIGsQEA6uPPZZ5/RoUMHa2aLhIoQlVlhRtgW4/77x7kSeZ9PSrRFo

0heNgHbekodKyEqU4djhmpl3I7r+OTKhq9X/Ke3E1y+TiNR+ezZMwYPHsyoUaMoVKhQhmImnB

EEBAFBIK0JSJkuBg0axIwZM9BoNPF2J0RlWo+E/bRvMBlRyBXIZWmzNzO1SQhRmdpEM0B7wzZ

epkqxvHhkT14qBmml8nFEDMMaxL9SuWrVKgoXLkzlypVfiTihaxqlfZRSTjfpQ1UUQUAQEASy

IgHps/Off/5JcH9lYqJy2LBh/Pjjj8nGJ27USTY6UTERAkJUZsIpkhqiMjIihgEJiEppj1Bce

STjE5VSkuDmzZtb0wd5enpmQuoiJEFAEBAEEicg5bJs1KgRc+bMoVSpUnFWSExU6vX6ZCdWlz

oUojLxcRIWySMgRGXyuGXoWt9svMy7KVypTExUxgcgPlEpHc65du0a330n7szO0JNHOCcICAJ

pTmDv3r2cOHHCemhHuu7x9ZKYqEypg0JUppSgqB8fASEqM+HcGL7xMpVTICofPo7g7K3H/NK+

dJLpxCUqdTqdNbH57NmzrfkoRREEBAFBICsTkJKjjxgxgrFjx8a5t1KIyqw8O+w7diEq7Xv84

vQ+paLyWaSWFUdvsqpXpSTTiUtUPn78GOm0uJRCSBRBQBAQBAQBGDNmDP369SNnzpxipVJMiE

xDQIjKTDOU/w+k3aIzfFK7GM4OycsBaYuoPHToEPnz56dgwYKvEIxLVF69epUDBw7Qp0+fTEh

bhCQICAKCQNIJSPeDlyxZkho1aiRZVEo5L3v27Jn0Tv+tIR5/JxudqJgIgQwnKg1GEyazJcsN

nEIuQ6VUpErc1WceZ1Kb8slu67movMGqXq+e7H65waTkqdy8eTNSKo0uXbok2ydRURAQBASBz

ETg6NGj3Lt3j86dOydZVLZp04ZNmzYlG4cQlclGJyrag6jUG4ycux7A4TM3uPYglFidIcsNnE

alpLBnNqqULUjDqsVTFH9qiMpVR2+wIpVE5Zo1a8iVKxf16tVLUVyisiAgCAgCmYWA9ARn5cq

V1n2Vr5fE9lQKUZlZZkHmi+OtrlSazRYCQp4xds5uAh+H0atFRapVKkYej+Ql7bbn4QkOecat

e0HMWHcCi8nM0F6NqVAiX7JCSg1RufroTf5IYE9lUlYqly1bRvny5SldOukHf5IFQFQSBAQBQ

SCDE7h58yYLFizghx9+EKIyg4+VcM92Am9VVJ6//ojfl++jVYN3aFy9FGq1Mh7PLcQ+9WfllF

lccC7FZ59+hF/O+G8jQPeY6zdjKVqyAPIUJ6E3E3RuB5OWH6LRR4No/k5e2+kmw9JgMHLs7E3

mbTlFt/cq0aSGX5JbEaIyychEBUFAEBAE0pWAEJXpilt0lk4E3pqoNJnNdP9mCaO/aEaxQgkn

w7Zon/Bjl1Fovh5Fs8DltNtVlMPTmqJGhZPMQLRZhcakJdZgRKnRELp1CIP/acEf45qhMGqJi

tGhcnRCqY8l1mQBhQq13IzBosLVWYNZH0tUrAG1oxMamZHIGB0ylRNuTmowx7Kyb09m33hM2V

rDmP5dQ7TRMeiMMpxdnVBYDERHxYLGGWeNjJiIKMwKNc4ujpi0McToDChUDjhpZFY7s0yJs6s

zqkTU7r2Hj2k2aDHbpvbC1/vN04EJzY+UisqoWD1jNv3D31/VircbsVKZTu9Q0Y0gIAhYCZjN

ZqQ1AplcnimICFGZKYYxzYMwhj1G7uCI3NE1zftKjQ7emqjcd+oGOw5e4MfBbVAqEj6gEhtym

U5jNvL79G/xtq48Gvnnj5H0CO3IohyraR9Ym+YnZ2Is3YAm9evitv0bhlytx8aVPdg9YQJBbj

kJDIvEfc8ydhdqi9r/LuVbVuTEwRhmrxnGn8O/xz9PHp7JfRlY9hoDFwbT5+uRfNS4GLLIO3T

rPoVeo+qzaPYVfh9entEjtuHGQ1ze/4Z3L/3KmqA83Lsgp8cnvizdE0AZZ6g28BOuThnIZdfK

NGvUlCIBS+i3Mpp277elU7cWFHJL/GT2mq3HQePAB42TdugmpaJSItx89mEixzUSojI13mWiD

UFAEEgRgacPH3Bx/WqKOTmQs2kr1Pl84kwanqJO0rmyEJUpAR7D+dVryNa0K4Wyydh74m/qem

v5fvIWouNotmj596mZ4xKL9l0HnKnXpQ/NK3mjlJkJu7KPXxYcoEKH3rxXzMSs6QsIMZaiz9A

OWC6uZ8baixRp1ouOlWVsnjKLsCIt+bx7XaKuH+GneX/S7LMB1Cmanct7/mDZrge07NuH6rkC

mT1pDv45a/D1Z+/x9K8/WHLiKZ0/60MJh2BmzlxMVPZq9PukKbmcEtYCMYc3oj02FU2l7ji82

xaFq3tKwKV53bcmKudtOoGD2Ui3djUTDVL79DqdR6zhl1mj8LX+SH1dVL7PFNlcWn21gCaDFj

Or1llGXmzN0k+j6fXhLn7ZNpGZH1dlzJprfLryELnGj8Dj5584OeoXmk4byezPWnD8ciDQmCm



/lOcGDZk5pKHVr9CrK6hTsQuXYgG3ukwf48vhh61Z/UsriLxKd7eWND5/ii7vuLN77Me0/G4R

BlxpN2sPgx020K7/FHI3HMeWieUY8kFnNgZUZvWRFXTwy2n91Z1QOXfpDqdvPuaTNlUSZfSyg

RCVScIljAUBQSADEziyeAGnZk1GZjTQJJ83To5OuLbtQva2HZCr1RnY84RdE6IyJUMXxtpPPs

N7zHKqe8mZsGAhw3p9ijL6Jl/U2MKIM4PxUcDhBUswNmxDvQJK9o0aQmT3KbTxDWL24IU0H/c

9Po4RzPl4NTVntmP2wiN8XPoplyy1qRSzksPZmyKbOZ8KP33J+kbzKPVpISxtPqPU3xu4U/cD

otYup2yH/BybE8snY6qzfsEGmnV+l/XfX6VqhWMsdfiUNncnc6Rwd47eN7GoVTbmn9VRIeYQM

eV6kf/mSq65t+GDmgUSBCGJyugN3a02MhdfnNtNxrF8g5TAS9O6diEqLcYYDsyfx6Yr95HLte

hKdaG/73m6jjvFuzlu8Wf1iSwu4M+fF//malQxpn2goNu4IOasGcihn8dzxagiEjUeuxbw+Ku

Nr4jKlgumELRwMhc0HtSp24KyzzawILDOv6JSx/5JH7FS+TFzB9dn7ZBeLHYuTYEbN8nuoCdb

/W5UD1zE4hsuGIKM1Gldlr37b1Gm+jt0/ag9z45tY8eJo5y6KWfM1x04snEHB46do9qYxQyqn

jdNRGVwpI7vtl6lc50SKZo4YqUyRfhEZUFAEEghgfOb13N87gxiAh9YW1LIZM9FpfL53ntFLk

+cazfEvXOPFPb0dqpnJVEZe3IrsQdnYDEZkKkckLvmhDiup7R1JByrNWfDL9P506MePq4yTof

L2TTl+0REZS/mhRehhKsWXMvTpZEHQTnK82z+dHZZLBhzVaFzgXNoywygQuRudp03cWl5FIP/

7MChT3tx3bUJjSb2QrVhBvtL9KbyySn8uCOYT74bSZuKbiwcP5JbWiV58jXB79EqYnpMp8a9y

YwIqIbziW04ZHPAu35X+jcsDZZoji2bQ7jeTE23IGvYcre4t7kZ7l/FcPXV9FGKfDVwqNwVTb

mmKOKpZyvL1LazC1GZ2kHbS3vJWamUROWEHddpX7NYisIUojJF+ERlQUAQSCGBzSOGcHPX5v9

aeV1UvnihwPo/U9jT26melUSl9soJIuc1TjXQzm2GsX35P8lbqSzi+J8flphAhs85x7f9qrNg

9CbyVg5AU/wTquv2s+uSnJvz7tD7z96c6Pc5Ht07M7p2ex6WqEXfJZPJcfwKpc07GH8wH32md

yFq8yOa9ynH5ilryBFzlsDW03kv5DcGXipMmeJlGFRRxdc7HzHlozo83DGD+foWfPl0FOZL25

PNRelbl2yfrkau+X9MyW4slSpmGFEZExPDjz/+iNFoTKXQ7LOZalWr0KJlK6vzQlTa5xgKrwU

BQSDlBISo/AKPcqVoc2jdGzDtMU+lKSIUTKnz/S5zNLK+/8AUiEozYdeP4i/Px6HtW7BYzEQE

etL6fVi70R+HmIeU7fkVLJrIaQ8vbh3OSb8v3Fl3PIRinj406VWBjSMWovLNwflT12jzbV9Cl

u4lxssVZzcvmhW8wYj1MeR6dpdSH/fm6T+nUMlNPPKqQXvLHr5e9YgWDapSq3hByrlJe+viL3

r/E+jPzXjFQFWiBQ5VeqMuVQO5KoFMOCl/Gya5hQwjKqWbBbp0bMK2FcOSHERmqRATq2fp+it

8M3pahheVO3fupHjx4vj6+r6CP65rGkWeyswyQ0UcgkDqErCYTOgjI9Bkf/PwQUpEpTY6CplW

iyanR+o6nIqtpWSlcvLkyQwZMiTZ3tj/jTpm9DGxyB2cUMpBq9Oj0WiQWUzERBlwcHGwphM06

vRYVCpUcjDExoLaEZVCOs1gwaTXYpBrUJq0/2V/cVBCdFQ0JpS4uDph0ccQrTUiVzvjooHoyG

hQOeLirEYfHU2swYxGowKlGrkhlli9GUdnZ9RyE1GRMZhkKlxcpUwwkq3F+prMEEuMThLXMhy

cXXBQJXxQ+eU9lYr8dXDtOBll7kKgUGbIw2oZSlR27/IeBzd/l+w3ir1XjI7R8fuSMwz9dmqG

F5XxsRai0t5nofBfEEh7AvrYGE79sYTLG9dQR6PAxbcomsLFUPvkR5m/MCqvfGyfPIFbu7f+5

0x8j789Fqwl9MEDQq5eJOTWDYKvXyP0+mXalfTDtWFz3Fp3QOHklPZBJbGHlIjKJHb1hrn9i8

qUErCf+pKo1F9bj0PVz9D4VUGmzNiH0zKoqDRwatESGo07aj3+3/m7QUz+qDCOiR2XTsV5YjE

ZuXg7FN+cBg6cj6Vl/SJvtH597zZan/Hl/DclcUiFvlNNVG6/RvtaKbvqMbE9lUJUpsKAiyYE

gSxKIDzgIfNb1kM6ctM0nzcO/x6+seJQKpEplRx9GEBAZESionJzcAhmoxGTQQ8Wy3/27QsVt

P7bc+pCND75MxxpISoz3JBkSIcsRr2UnBWZIr7LYTKW2xlWVB6fsx7/um3pXjiCmf3XU6R9VQ

KfRlOhanFirvlzy5KNprX9UIU+YsOhh3jmzk3Fd9Ts3XsLfY4c5IwM5akiD03r5ePcxUdYoqP

JUyA7D64+xa92aRQBt7h5KxKTtye6wBDylipBCYdwdh2+jSW3N43Kaug/4QD9B7YknwrUz4LY

d9tIw4al8XSU8hqZmTd3NRd3RNFtYU8qu5s5e+QiF3TutKmdH/ODu+y68IyKtUrhGnqfg+ee8

U6dd/BVP2Pvbn8oWJiaReQcPHwDi1cRmlfOi0mnT52VSiEqM9a7THgjCAgCrxCwisoWdVHKZG

+Kyn8tjwQFExQbi8FsRm+yYDCDn3s2vJwcyaFR46pSIpfJWHfnbpx0haiMf9KJlUrxhkwrAhl

YVC6g1fSLOCsdaNSrMw2Dz3K2amM6GM8wOaAQfX0eMOx2YZqq7lK9fkX2zDpA224uLNianWGf

l8HJFM3hOQu5VLEFf00/z8DhxZi8T8e4enKOGfOS48I+3KpX4+7aE9ToWJZdKw0MmlQZ/dNQ1

k/cRbbP3+PEoYuM7ODHyZ1nmHlEzffdnBh3zYcdfYuiMQcxf/4NWhe8yxxFY4Z5X+arXU508r

rJdrMfFw88YkD3vMzcc4Xioe58+FlR/j5wlzzGO2ymCqO6luD2nvXsphz9mxQlbw4HtLEZR1S

OW3+Wxd0r4J0taWuw4vF3Wr1V07ndqChiHzwgMCTE5o5lMhl5PTxw0MS/cTwyJoaQ0FCb25Qu

RsibKxeql1eyXqsdFhGB9MfWolaprG0qEriZJSQsjMjouNIox92Lg1ptbVNiYC2urpArl60uZ

Tk7W0Tl4aAQrjyLIDhGh9liwfwvJek2MrVcTja1iooe7tyLinvshagUojLLvbEyQMAZWFT+u1

JZXAMWHTu/34usXxM8921ms1cDBua+QfVFZhoXiWJUj/ps/HEXpZqa2Bdclg7yaxx6YmTFrE2

UH/g5p87oWd3PnQ7bTWxuDBPPm6jy7AplWjfi7Kyd1O5fl839T+DZ2Bu9Jpz5E0/QYd4XXLl0

gwkt87N63m6m6d/lxOD8nLhqpk7l7ITsWU3/JSFIye0trkUZXy+Umdo6jK0p54YCbA8AACAAS

URBVMylIAYdNLDrq9JcOnSESSMP4fquN3l9S/Blp2LsWL6LbZfUDPm2LkfW/MmFACWjJ3xIYS

dLhlmpnLPrEhPblaKAe9ypCvbu3YuHhwfly796248QlRngXZ1UFwID4Z9/4MQJOH8ejh+Hx4+

RjgH8moS2pPV7qc5P8dQxAe2BVzOuJdyBtHtoCtAnHrNn0uNT4O8k+CntrlsLvBdPnTvSjVLA

1SS06Qb8BZR7vU6rVlCsGKayZXlaqhQ5S5dGYccJu5OAJEFTW0TliwZijSae6vQ8iIrhclgYS



rkMjUKe6FW3mVlUzpw5k759+yZ7OMRKZbLRiYqJELAzUdmMOvqbDByyjLNKL4aP7IaX/0F6Tj

5PYc9CfPt1Nquo/CBmH21mBNOqqokIv4ZcuGphTWKicsAJspUKY/z+h1R3d8FvQA8My9dialE

LP10UsZf/4bcDUXSf0Is+5U38UG8R9TcMpHoeGdN+20a9D8qxcswadtzNzsTJrTH9tYfxa+/R

8LMWlAs6x7TNV3m390f09Qmm96i9aIpWpH+7bMyYspfIUtVZ+l0LPNVmuxGV4u7vTPDZIq0Y/

vorrFoFwcEQFfU8qLx5oX59TpjNHJVW8xJYJXyZgrRGV8nLi9o5407iK600HXzyhHOSiLWxSI

83GxYsSBkXlzhr6CwWNj54wKPwcBtbBEeVijaFC+Olivt6tHCTiU337vEkCSuVLg4OfFi4MG4

Sr2vXwGCAdevg3zaWqVSMy5GDJmXLMnjsWApVrWqzv5nRMCmi8kX84Xo9BwODrI/DbSmZWVTa

Y0ohW8ZM2Ng/gQwqKm0DKx2mmfP7TsyFcuF/NYLRQxuTw7aqGdIqNQ7qBEbomLjjGh1SeFAns

ZVKISoz5BSyyanwwEBWL1zI5Rkz+DooCO/8+cHPD7p3h+rVoUDC14bZ1Ikwek7g8WO4cIHTf/

xBnz17OBUQgLdKxYCPP6br4MF4FUvZJQX2itkWUflUqyNMr0NnMiGtVposFopnc0NrMhNlNBJ

jNBJtMPAoJiZODEJUxj87xEqlvb5zMr7fdi0qpZN+0c/CuPEwArdcufD1dE5X4iGRz7j1OJDw

2Ehyu7pTPG9+nNTJT0SaGqLycnAka08HUL9cyoSBEJXpOpXSrbPHV6/St1s31p89Sx6FgtNjx

uDdtevz1cl4Vu7SzblM3JHJYODpo0ccWLGCLydM4ElsLPm9vNg4YwbvtGmTiSOPOzRbROXR4M

cEviQY3dVqauf1RPXaXtiseFBHrFRmubeM3QRs36LyLWC2WCw8jY5gz5VTnA+4/ooHaoWKekU

rUt23NI7JEJepISovBEaw9Z9gapXxSREdISpThC9DVj6+fTufdOnCzYgIqlWowIwJEyjZqBGy

BA6sZMhA7NypwIsXmThkCIv/+gu1UsnSadNo3ru3nUeVNPeFqISUpBQSojJp801Ypx8BISqTy

FpvNDL/2FbuhgbEW7N6oTK0LFMzwdOlcVUWojKJgyHMbSZwc/9+6nbqxKOQEEZ9+CFDf/0VV0

9Pm+sLw9QlEBMezprJk+k5bhy5XV1ZOnYsTQYOTN1OMnBrQlQKUZmBp6dwLQUE7FJU6nRmhv7

wjOnrtCkI/XnVllVVLJ2cg+zZEr4q6UVHh/0vsO3qUbxyFEWpUPHwyXVMZkOCfnxYoRFuTs44

qRzI5ZKdsJhIHkeGUSCHJy4O/z9dnaFE5c5LTHw//tPfYk9liqdeujVw+8wZ3qtZkwdGI8Nat

2bE8uUoHZKWKirdnLWxI+mJQdSTYJ7c+Ieclghc/Goic/NApoz78I2Nzaa72fZZs+gydKg1ef

eWxYutwj8rFCEqhajMCvM8K8Zol6Iy9JmJxh8/4Yy/lKQkZaVAHhkHFnlQKL9tX0Yj1s3DO68

fvZv+iEKhZNfJpRy6stQmJxz/FZXhsVGEa6PwdstFE7+qlMj7/LaHjCUqLzLx/dLxphQSotKm

Ic8QRl1q1GDFsWMM/uADJi1ejMox7jRRGcJZG504u2EpN3YvRffkPu+VyYZzTm9kuYqirNIVR

f5SdnP7hLTXcumoUXz8449UyZeP7QcPkrNwYRsp2K+ZEJVCVNrv7BWeJ0Qg04jKqiUVrPr11b

PfWq2ZNn1CuRbw/6u7Xofhk/u5qCxcwDZR2W/pVIoVKkf3RuORy+T8eXYFx6+vTtYsk1ZbnPX

Z+L5jN7sUlQXy+9CmRbPnsSvU1i9ykacyWVMhTSpZzGZ2T51KsyFDKJgrF2dOniRHwedX19lT

keLQRkUQfe8K7q6OyHL4sOf3SQT8vQWlHKuodFJLWTKfF1nusqjr9ELmWQyZS3Zksv+/llHj/

rZ5cybt2MGABg34cds2VHa+kpwYZyEqhahMbI6I18Eo3SgVFoYmd27kNqZ2e9vcMo2o/KCRGp

3pzS8PfbSRnX8b4+WcVFE5duVyohzDyemaH4VcweNwKVXyq8VsshAdbnj5Gto4+7eYoGXpmrS

oXtmuRKXx2n4u71iCm1xH3hxS2mdA7YjMyZ07p+9z9o8TFOj1CTVGDLK+tGzZMmuS9NKlS7/t

+Z6l+r99/Dg16tVDIZNx8tQpvOyUf/CtaxydMZxs0XepVsgBmVs+Dlx+TFBgYJyi8j9x6V4Ie

V4/lJU/RJ63SIY+kPT0/n2a1a/Pw6AgLuzYgUft2pl6rtoiKm+ERxAQE0P0v+mDXj79rTWZ0B

pN1rRCx6S0TXEUkVIo/ilkLymFzIF/89kXP/D8Xi9HmvcazceN3Zkzdjz7/I18NGwguY9O5cc

DQYA7H40cT5tK3shlFmKvbaL3N0uIztWeuXO6kptQdqzYQOW2PTDc3MO4KRsp13kYPavC3LFj

OeFY9X/snQWUlFUbgJ/pmZ3tTjbopZaOpVtCUlAUBQTELuxfRURRQbHAQFBCQBRF6ZTu7lg22

e6ajv98uyzLUpvALs49h6M7c/O995t55r1v8NFrEwl0FHJsW0g5spNTDp7s+Woahy5r8Gk2iI

/fH4PLLX6jJiVcxtnDB6WsbKZ0JXfHSuq5TaQ6hhPqWxzFJvP4cc4OH47rwIEEvPoqaj+/av+

5cF9B5W+z3G8QeL8nU6oUKo+cj+SX/WtQOt78ZFktVjTpVsS5cihK2XaLY+Dl7MSrjwxBpRTy

hlTv629rfgamc/9i3P4d6HJve7CNJit5zq3xGTsVkdqFxb/+WqOh0mTQk50QQ/SGJTRp3wFZ7

bZg51ickq8aPuaCdm/aiy/y3rff8s6TTzLtp5+q4SxvPaW06ItEbVhCqKORZFzYtvwHarnK6F

C7MAj6v+dzSc4x3RYqr+1dHNgFacuBSAKaXNm76qe9jJ0zh2PPPkv/555D8s03NWq/yjvZskD

l9X0K4YUu5uSSrtMVxKwsrdzPUDl06FD+/PPP0kRwy/fvJlQKN3JGIY1qGfbs+glL1WrEIgNz

X15Eu1mTaCLRsvvzCRxpMYVJYVq++HUNIYd24Tf9Tzp4XuTbaVsY/7/nUUpNXFj0Iosloxjbr

QkBHmIOLf6M15cksmj5V5zftACvDl3Y8+Fc6rTz5lLDMfRO/okZlkeZMzgYqz6bb5buYFT/AP

76+wITnxzGnjmfcKjD8zzimkJ8poladQOR5yYRkaTBI8iLn2fPovuo5/DNTyZL4UOIJ8TGZGP

naoePs5LIiMsYlXbYG3WI3AII8lKTFHmJdL2EgJBg5HlnWLVbw8gh7bmS7BUBKk+EFefp8p0+

Hf8xY1B6elbbH8k2qCzn9bfJbOa7v9ZyJPE8Lt4KpLLiLyddvom0yzrGdutNj1bNEJczVEt1t

aksgMmdP2JNiwZr2bJZCB8OIudApO1Gs+x0Vo2GysO//8jplXPxkmvoVNcekXs9pI0HIG35IC

JF9bRP1OXl0btZM3ZGRnJ648aC0EH3usw5u5zBAV3xtfe86VRyUhLJOrIFby9PNi5biDH+MH1

CHbmcaWBXRH6loLJgQJEUkVswYv+myNqMQuzuf69FUnJ8IaNRx44QHQ2XLsEtMhNVr0lXbDYV

gUqNnT0HsnJIi48t06D3M1Tu2rWLjsJZqWC5m1CZdewYEc89h1XIMlXOUuezz3AJb1UMlaJYv

uk0g94bvqSevRijMY3VE3rxZXItXKUSOox8hVce7YhUlMOq517kZKsB+MdHomoYyMVsNZ55e+

j1+BQC7fL4451X+VvSha+nPI6zVMeGeT+R13UMw+o7oss4x/J/4xne2YmXxk0mVeKMzL4Br7w



3kG3fbKJhuDcXY7PJXbIL88RxPDy4Bb99/intHh/Kjte/o+nrbyM99Qe5Hi04s289TwxtzbOT

91LbTU6rh7sgikmi/tAO/PnFMjqPGEbn9m3wVWp4d+EWhq5bQlG0awHGc/79t4TUFI0aFWguA

19/HYWLSzkleuer37dQaTRaiUswMvLFDA5F3BqESrv+tlotZKVmkWOS4+kiJlP4r0rEsg272H

jkCMgL+xYjwqwV8/pjQ2lSp9DxRihWs5HUlBxQO+CmgjStBU9H5dVfItducbWDyqGh+GeeQP/

Ha2Au/wdC0drOKVti1+dpGjRqcudPdBWMIGgm89NTEMefQl2/DdvmzSR6+wr8nGUFUHm1qD2R

930LSWAzUNhVK82l6fx5nm/QgFr16/OWkDawGpSgjRMxGPJ5N2QIg4O64ql0KTAhEYo+P4/17

z+Bh+YiYf4qNp/NLdBGVSlUXicDu7fLkzH8Lgnw559h3DiYN6/wv/dpKQtUGlVq5IEhKH39C2

3KrsT+NRqNpCQmkno5jqgTR0lNvnl4t/sZKit7LO4mVGafOcPZBx/EqiuM1iJoLssKmA0WLMC

tV+diqBQns/jRt6n/xbe08hRxePdGtn//I+1n/kkH38Ibv8JBTGQn5qD0tufcj0/z7LILXI6O

RZMr5umfVvNadx/k9vZsWjwdZfsJBKWdYH++F6N6NS9onhO7g7+2iBg+wIFfBU3l+BEFr2siV

jBvpTvPv9KEb+YupEctK8889RPuT39FS69zjBrcnnXvn2D0rL6s+Og7ek1+i61LZ9CojifTtn

vSbMt0vo1KQSXx5tmfFxO4cxpvLjvBCzMX82IPf17/6m86vvEEzqVtsFyOzN2dJrt24RAcXFr

tu/r+fQmVyWkmNu/QEOgv5Y0ZOew5W3GoNOSlMfGN+aTFmBgxqj6z8pqzrG4s01ecwa9JGM00

R/lsYxzBwwdTO/s8g0Lc+fmYgVde6E8DVznm6IM88PAaEjp0ZdWzrry4JoWnnLL4/WAKDQf3x

LJ/FzEaZ55/sR9B9qJK5/6usuDn607yScNE3HZ+CpZb26SW5bSarSLE7Z9C3X1sWarf8zoHls

7m3Opf6FvHir2bH3su5RAbG38jVF6ZqTiwA/IH30PsUI1+Nc6aheGVV5CvXw99+txzmQoTEKA

yRltoHVVH4cqDHmFMChlIbedAjJp8G1QKghG0lC1bFmY4Onr0vs1yVBaoPJCnIU8qw97RCXe/

AHwDg3BTKrGkpWBKTcaSl4s5O4s/Ll686fm2QeWtH/u7CZXCLAzXXH9bzWZMeXkFcFlaUXp4I

JVbi6FSaiH11F9Mn7OFTK2F+t26EbRlEbWE6+9rodKcy+6vv2bBwSTqtgvnkQkj8FfpWD7nI9

qOeovoVTNZ9G8MTk3b08F0nHe+2EWTbs3o8MwnvBTuiyErkiX/RjKio3sJqDTmRvD15OmczJf

SZsBgGmsPMm9DJPrAYYQ778bQtBXq9bmMnvUIh379hPn/ahE5ZvHS0OZM212bV0OiWL5xB8ZG

/Xj10Y6s/f4rDkRm037YM4zv5ceUJdt4SqalyG04Py6Oy++9V0JMqp498Rs7FvcHHrBpKq+Vz

NyV+1BaTIweWqjCj4mJ4YlH+7Ht7/dLO2fcLKSQ4KhTZFO5amMuBiMEBdzo0f3Dsjzm/mO4Ok

ZpmkqzXsO6pX/x4RkHPmhr4q30ML6xHGFN4/boVi0kfp6SEb804oNIdwbGrWLrwigu2Dvy2Oe

v8/VgP8xZl5n1xTZSvJvwbG8xz/+wFd/jnjw4NIuZpqY45Wl4ITiLU46t6VlHwe/rI3lvytcF

8zt6KopDESlMGNy2VJkUVagqqFy05hCf53+KVHuNEbzgRWvngiR0MNJ6HQuuws0J5zCf+AtrZ

mSpV+PykXOQhLSoVhq9IrllxUeTtHUZQZ5O7Ni5m8unDzCgqSP2Cgl7LuURm2G8JVRi74l1yE

zSkpOxF5lwbNAco0yB9TY2tSaLCXM5TAn0VhN6wbOrDEViteLfuhvWi+fZFnOgDC0gKT+VHEN

emeoKlVJ0GcRfAcSyNDqpTWavJu6Gqo4iKa8FPMCjfl058dlrNk2lcAXevz8ItyBnz4J/Nbui

L8tml6HObaFSeG7kCvYkJJKQk321Nzs7e7p7uqMsMji78s7fKWkFP0qut9mzQWX1gcoyHIlqV

cVqzOeHxZsY+tggPGXXHbgyzVTD0m/exa/jYA6uWMvI16fi73i7CDNWsuP2svO0PQP6Nr06Qp

FNpUihKNBM1vruO3z79UMkqYgzUJkmXulK95WmcvrLjpw6Z+TAUR1Khajg384jRuyVcD6+8Fd

Rq1ApP6zUlxkq9bnJvPfOb0THaWjeO4DfJO35xnKcfe26kbZhEbp5EaR2r82RhuEMz9+N5aie

4w4ePP/OcPrUVqO5sI8R7+4my1qXr6YE8cGfB/FaFYu8mYSzTXvggYm3auWwI98LXWY6Mdl2z

J45555Cpchixum3ydQxHClxwCQN+yPr8SyYDFjiTglGaog8gwuCTpv2LcW0/+fbHkirawi6YR

9htnMqUc+KlQxdNoZSgshf2yhRk4qhHBrUc9oEEswlg+XbWaFFioYwOeye8zN+9ibaBavYHZF

HfJaxzFCpkatYY3DGcugs7evY4xIcwkXvAP50UXNBcvMPpGxDHlpz8Tks7UlOMGSRaNaUVq3g

/RYaI4dHrSGlqTteUytud1WmwSpZyUEkY7hXW8Z6hZP+7Wd4aiL+29ffBgMMHw6bNsHu3dCiR

SUlXD2b63KyWTv1HeL+3UBffz+UUikSb38U9UORBwYj9avFhkXzidq5pVSotLw9ndQzJ0i5FE

HS6ZNkXyo09xgeEoK8Xiger72PtBranlUmTWNld/VuayorO9+7395KTvQ5klzqUs9J8AYvb7G

ScGo7/2w9RkD4MPq08Ed6W8ddKzmJp8hV1sPPpciikgJHnYsvv4zP6NF4Dh5cLTWT10vmvoLK

F0ap+XuDhqxsC21byGnaUM7lRDNj3s+hcZCYPWcsTBgkZ+7fZddU3v4oGbmwfBE93zzH87++x

Wvty3L9qWfFJ3N4+sd8vtrwKo/UvX1GnYVHD9GjV+mxBXelny2Yamq+iYwUC6GeJWN2XrsOo8

VApCbylktrn5XO0+d2lXhfZB+AcuICTJFHMK6cXBI2W41B3mMCxh1LsWYnYs2Ow5JwWDAoLVF

PMEKY4ePEVNfikAnlfVSrqr5CJKFrZBYjtsfycGsXlh3MLHAEaReiZndEfrmg0igSsSnDRO6l

HNqHqKnlWmjbs9vFgWEBHmWashDztDxliEMdApQ379srI4dnH3iH6AHtmP/uowXdNnQMxl5Wd

qcibzt3XJQl4f9283NXueCsvBJe6hYVr73+losk9LIP4vOwZ6nvGmyzqbxGZtYxYzAtW4ZMAM

tOncpzLGpc3aTz5+DMSVw7dELuVTJt6N9vv0rE+r+vrulWmsrAFZtLrDs7NYXoo4fxl4hx7dq

z2mp1KgOV48eP56dKRHSwQWWNe1RqzITvG6gc1FnGlGcdiIwxkZRiIjHFjFwmIi7BzJkYM+Yr

ZpX1gqUsXFdVUFm1+3wzR51Of00nv2mhHdrdKFKrlQUJ2QzOKqkVkz/yQ0GEJP1vz93otCNRI

n/gXSQNO2FJiUXs6ovpzFaMG6bdMOU4tSOfti3dxs/DzhVpOUDLw86tXOJpaedL7pHDJP00s9

JQKQx8Kl7L6URdCag0Nx6GqfdTZZqXvUyNTFKRX8Q36f74cRDCUIwdC/Pnl2n8u1FJgMo0XQY

D3ZszLrAnXb1bIJMUXgnZHHWKd2DvmDF8vWgRM3/5Bb/RhYkR/oulolBZU2RVGagcPHgwK1eu

rPBSbVBZYdHZGpYigfsGKiu604JN5baf3QkpNaOOFaspn7VfzGfCdxfp88pEZjxZD6nRhEQmx



14lBauGP1/7Ac3gPvz17Jfk9HiE317zZcKI2RhHTODP8YH89s18np0fxWNvTeKNsHzWXXJl4r

DaBd7gN4PKp7YsxqedhPYu9cu0xKRcIxmJYvrWLY5tVVpDmViGl51PQTWRyUDDdS9hl3H6ajO

RUxDKCb9g3P4TpoOLb96dYxAilTPW5GOIA8NRPPQxuqWvYU08coOjj+rVbdUiFM+lPVvZPmPS

HYNKSbNRKPq/WJr4q/79agiVWqOOQdvfYkroaNr5hBVko7q22KCyWBpjxoxhwYIFzJo1i5dee

qnqz0cN6dEGlU/jHtaIwTv+uGHHbFBZQw7xf3CaNRIqtToLU7/JZsfhYo1jRfeuTRM5H77khL

26tOtHK/nnD1Dnf5kcWtiRvW/P4F+TB8ctKoLsXfhu2mAUaRG0efYSS2fV5bO5mzApA/jk4UA

+em8n0fXC+Hy4lA/X6vjxhTC+m/AXwa91Ys32OL5/vktBXKrqEFJIbMin6fLhSIvs92T2yHtP

RtKkN/o/p2C5sLFUUYscfJAP+RSRqy/myIOYds3DmhFxtZ1k8JcoQtuX2s+drnA/Q2VsWBguY

8fiUE00lZm6bJpse5kWan+G+rRhoF9H3FTFgTNsUGmDyuuf982zPuP44rlXHXBuuP4WS5A3bI

LP1Jl3+qPijvRv01TeEbHaOr3HEqiRUHlvZGZFd+kIjR45w+r1D7Bm7NfkhzZEPfIBtLs28Oy

E4ajTLtL09XgWPivms7PONEo8SP0QFfNPeSPefJkXvm7El7+n8uv7bflo3FZGfBnON8vOM39y

d4Toh9UBKiWGXJovHXBVxPJh3yAJaIhu2RtYkw6XS/Qil0AUD3+NVZ+HfvEkMBRm4tGGTcSt3

5Pl6utOVC4rVG49n0tKjunW3t+Cp36clgvJJa+/75WmMv7ff/Hv3p3JDz7IjL+LbdLuhAzL2m

cRVMbrMwuauInkfBgylHENh6CQyG3X39cI0qapLBbGpYMH2PThO+RfjuJaqBQ5OOP2/BvYNW9

ZbTOLlPZs2KCyNAnZ3q+JErBBZXl2zWokat9hlu5MoWH3DjSxppISEIwxNoI2LUJRGjP5cMwK

2n88mMx1e0j3rMeo3p5s+HMfWT6NGN3Tl8gDh/l9bzqte7enrSqR7/dbeeexpre8/r7bIYWuh

UqRd1NU4+aiXzkN85lV5ZHU1boi9/ooR89Bv/JtLFGFwabzXJvgOenepw0sK1SuPpVFep4ZF7

WEtkFqVDIxdnIxUnGhZ7fFauVAtIaYdEMJm0pxk5EoB75SIblVptHxf/4hbNAgxnbrxvytWyv

TVYm26dpCIBSK3mwgW18cgijLkEueqdgO94QmgVxrYXxTIXySUHdB/HZyr/PA95Q58LBvOI+4

tCDpm+k272/ABpUlj6w+P58L27cStXENTRUyXMK7YN+jLxL1NYkIquyU372ObFB592RtG+nuS

cAGlVUpayHHqU6PVa5AfotQMtcOZzGZMFpEKOSFMaeqm6ZSHNIF5cOfof1hNNb0CxWWlHLCCs

zndmDc+VVBH3FmN+q/u7bC/VVVw7JCpdFsLQDHPL2FfKMZg9lKWp4JsUiEWiEu2OvodAPxmQa

aB9jRzM+ucD99wvEY+0VVTbfM/dwOKhPzUsg3aq/CXlTOZUyWQi/9TEMuEbnFsSQP5EaxT5d0

dVzLNXE1hQBd1/4t/L8QGqqoGKzma/66/dQfcW7C9IZjOfbZZFucShtU3vKwmAwGxFYrIrm8W

sa6LfMDeqWiDSrLKzFb/ZoggWoDlampqTw0tA/hrUsPn1MTBFuRORqNJpSOIUz96MuC5vci+L

lYn0uzJf2RiEWIA9ujfPRLdEsnY4naWZElgdoT1YRfMWz+GvOpQm1nWvBQaj3yRsX6q8JWZYX

Ksg4pbTUOS8fRaDX5iMxG5GIRdh6FDlDXF0F7l2sQNHuFIKY16dFcgT3h7yxjbok4loc1xano

9CYDOVdMCYSsFJn6HPRX0mhasKDcsp8f/vcnfcICyP50IPu0N09jV5Z1+Ujs8JUX2z66yB0Kr

quFIkKEk8IBiajwR5FIJMJZ4XC12yZyNzzkhWGJpGIJ487MI9mQU/C3EjHdXRvxTGAvevu3x6

LV2TLqXJGcTVNZlpNZ8+vYoLLm76FtBTdKoNpApfDlmJ+fj8lUuZSANX2TFQoFKlVhPMF7AZU

ifR71Fg7AQW4FkQTlUysKvLf1f03FmnqifOK190Ix6GNELt7oF00qiF8plORWkwnu/VD5+roD

tasaKrNCB3K8WadizZ8+h4i8y1dn/nXq3hKrKKn5K9SGFpXrNX9lzaYjtO9+IJGtH++nexN3t

n7YEW+xgodcC3PaCsVV7kiIg18BFArFU+VWwmmmjkvg1boSRCVCOwle20XthNYlvbhFSMS3dn

h7Zd/nzEoujH+6peWbhPs0vwqoNked4qNhg8o78LBXwy5tUFkNN8U2pUpLoNpAZaVXch92cC+

g0mrQEfDHU3gbowskKnIOQdb9WSR12mDV5sOVq9KyiFukVGNJvoTh3++wxh8qaJKrM2P3wloc

3D3L0kWZ6xgtJvIM+VfrC1e8OlNxxppEXdrV97RmA2f0adgdP4V00c+lhhQq6yRWu9gx0tcZO

SJCRDLOWW+MTuAhsaPWNZo/AfDkV2I1CuO4KYsD6CslclQy5dXhm6t8cJEU/uCQiMR4q9yQig

tjW6okyqtawgtr19NpxGNVblNZVjncqt5Pp/8gGQPP1O5/Q2B1IpFAUgAAIABJREFUG1TaoLK

y56umtbdBZU3bMdt8yyIBG1SWRUr3qM49gUqLGYf1H9EgtTg9GlIVIjtHRD6tECmLr0JLE4sl

ajNWXT5ck1M6WhRMwzeX3tImKi4nEQEQhaIz6YjNTbw6TEx+IhlXrk+FOn9lnyXziuOHYM9nv

gZ4TVZLCZs/wbGkqAg5t/OtRnpEZTNq++VyQ6XI0a8QuNUuCBCONovLuRYuW1Q4+dpjb9Gg0m

SS5R1KVrfxBDgWX4ELmWSUouIg5zKxtIS2T34FEoX+BS2gRFz+HK93ylGntP0u7X0hVqUA0D+

cWc6gwO74OXhdbWKDyv8GVOqyLzBxxEguNPqQDZ8PwKkiaZVLOWhGbQrzXnyCb47I+eD72Qxp

rOLriaP5/pA/89d+RnhQ2T/DSjvTlXnfBpWVkV5pbQ3Ebp/H2Cc+JbvvK/w5dRC/P/YCkve/5

8VwLzZ8/S77XZph/PZ1FicLfclpP+lTnnXbxGMfrQWFI5Nm/sqbA5sUDGS1GPnn4x9RP/UU7X

X7ebLTozg8PZvZk/uydMoTfLBoFwNeWcLM5zsgr6IzbbFYOXM0iqC6Ptg7lj0bWmmSudPvVxu

oNBgM/LPqH/Jyiz1K7/Tiq2P/LVu2pEmTwoN8L6BSGFdzcD0tj05DrSg/0NxOpjqThYVuIWxs

WHi9KoDgSW0S8aaK77mfRI2zrDjto6D5K7LxEwBGLS1+GFUyBUKgd6FIRCLaXsxEunRxqVB5R

utJttaEl4cztZ1FYDFi1eeDUQdGQTsq4nSGnLMxaXSs54S3ujB9k6TxQygeLJnS8m6cueoKlU

VrFzLr5OpzGOUTzkP+HWnt3hCx3mSzqbwioPv3+ttK/K7veG3aGiJPBjD35DfUM5xhxfqjGFA

REuJOZGQuXR5oR9LuzZzX2NO2by+sETs5cC4JmZsv3Rt7sn/7aRwadaBjcy9Or97OZbGWfGUg

A7u3wF4qIv3iaga9tpUPJrQiMj+EUR1F/LI2gWb631hqeY7Zz3e8G49hqWNUBiqPHj1K8+bFJ

i2lDnZdhfs+o44+jk96fkGn3z+kbuwaNmtrcfqV5zjZ6w2WTGnLtP6PoH3sc74a25wd098iat

BHPBGqYMfSd9G0ep3uXlk8N38z7/Wuj8i/FZxewjMvbWP8Xz+gX70Qi6OCU3FSnn5+IEs/eRv



7gJ506deLut4OXAkKUt4tuaG+xWJhxbwdnDoQRZtuDQjrUAfvADckktJiald66Ep1UG2gMi4u

jnY9m9FtbJ1KLagmN9ZrTTRS9mHKW9OrBCqNZgOpupSrIsnSZ5BrKowVabVaSNQnojEVXhkbr

Cb2as6TbdXjZDDy/p8HGVhXjbiqnhDgYIaR5xt5cdK1+EpXGLu5zIXWjrWvzrOeQyBqaWEd4X

o32NEP0ZUMLHZSJZ5qt6vaPZVIguwazZ9cLLuqBRW8s6VXnEgKIE8sKaEVLKtN5Z44EbFJGbe

NU3kqycy5RE1JqLxHGXWqO1Q+sPVV1ucW5p5Xi2W0tfPl9ZBh1M+RkbttGXWC/dm8dSemtAv0

CXXkcqaBXRH5BbnZO9QuDCPz7/lcknNMSMXQr4lTQYinshZB0yzr/CzSpj3K2uSu1rt/oTKPP

94Yxrm2ryD6/i3cP1jFQ/oFPDbfzOTGB5lxsSOjJb9xtPOPvNbZne3zZ7DM90nmD3Zm8+cvMf

2UP40uZtD160lcmDmbFp9N48Rjj5Hx8vuYf1pK38VzGVxbhT7rEq8+MJhlcRbGTv2BGePC0V1

cS4eur/Pc7+sZ1yHgru7nrQarDFRWdgH3PVRajSQe3M6f6//kt+Ta/PT6ABZNXIpooJiHQp15

a1kCXfsNYfLgZiWgcvOXj/HozN2o7OwZ/v5cPhxYj9zk40z+6hK91BocnxvD3u9n0Hv0eC6s2

U6nCe3YMXM9Pcb04uTe8/QZMRR7WdWoKq+FSmG/FUoZwQ296fdIO5xcqm84rWoDlTExMXQe2I

LHPm1T2eelxrbX5hpxjm3Ne5OLofLnIwfxbFt8SPPNOqI1KQiOTUJJN+aSqCuOHxirTSPXVBg

ypiLFS+JYAGKhybl8cCqSZu6Vz0ctzDUx20hS2FiCB44sCMXjrnK5mve5IvOsijZlhspLecRm

GG8PlfFazqWYaiRUCqYBxive44JcBSchjUlXwnFIiEFpuGKWINTRWwzEGQt/oBSVhNyCe6SrJ

duQR5a+ZJ0LuTFc0CRwxph9wxb2dKjL/xqMoJNPCw4t/Z6sw2sID1KQoJGwc9/xykGlvTdnZR

0J7dwRZYPWiKoqz3pVHMTr+rg/odKKOf0AI0IHkd68DUpNCkF93+fjDsd4aZU/n4bv5qU9PXn

dezYfXupOaF1HYpZ/xf7+89jQNZFRr6zlf1+M472HFjPr8EecfbI/sc9+h+StmTRZ+jmRT71N

yM9zGVlfRV7ieY5eTCP99AreWyvj34VPExFloq5hLa8uUvHz7Al3YNfK3+V/ASqP7b/A/q3ny

i+cSraY8GI4O06m0rJFPcTn5vPRX0pMezJo9bSUtYt203bkQMzyEJ4b1PSmmsq+dYtMJMxEb/

+Vl2atIO18FNLO79C9lYZnx47h8A/LcBnZGZckKyGNHPn2rc+wqFuhEEF+jg6rpdjxsqLL0Wu

NGA2FId+KilgqZsSkLjRoGlgtQ2vZoLKiu30H2t0MKjv9NZ38pqnlGs0PJ5qoiz14fZS+qMSF

18CC5s9D6XlVY6eU2OGkKLYxchKrECNm0Y5zPGU8hPvJpYT6VM6eIznHSErIIFqNexuJtPD6u

TqUmg6VBrMRIe7ktSU+L5nY9Vt4ZPzrPNShJaMXziAirzj2pFB3Y/ZZEq8JQm62mq96rAvvCz

8CDMIV/zXe6AJECnaqRUWIbZlp0VXZNjqIpLzg34tnGgzBR+VeoEnXZ2eiEFuIPX+OrdPHVww

q5c7IOj1FmnsL3l+v5e3hQQR5Ve48V9mib9HRrjFj6L1gAYdmzSL0vsn9bSLin4/p8q6Jvfve

xyHuL8a+u49vnnbjneugcuqJUI6sX0fd5vWJbD6OJxI/4Yv1mXRr15qR4cH8Mn8LLt3H8tm0g

czr/AqNr4PK3MsHeW3US+zI0dB90gw+e8iH/z36LFsvy3l+1tc82avBnd7CMvX/X4DK3GwNed

kVV3KUSZA3qeTlZWHdwh/49uvfiW/Qi1lvjmLrO7voP92f579PYdF4P7YmeJUClXoO/joNY6c

36RCgYOuH35M/cSKNY9byvwlTkA56k2/e6cVvk5/n+11KJn/xKp3reCPcmShUxTdmFV2D0G77

6mMc3V2c4jg41JvuA1vg5e+CXFE1Y1RmfjdrW72h0iKCXHswlcO2zyEf5MaqltNd6e9mUDl19

zoadXbCU+6Ep6Iw5p9QAu08cbhyRSz83dixECJPJOaw6ngynZpU7ornh3UnmdK3FtG/vItr2h

GCXUQoZWW/YhTmYrJYC64u92d7EP7cx9QLa31X5FjWQe40VGoaPEBS18cKNH+RhmJtsjA/ITu

NEG+yqOQY88nUFcZwFIrQJlaTWEI7GKVN4bghvdTldT2WwrYpe66GFLpZAyeRFA+ZY4m3nOT2

BV7lRUUulqOQFsakFIoQTEjwRi8KKSQTiQm388dFWmzT6iSzx0vlVqJff3vvEmYHP579namJh

Y5gjhIlbZzr8nXDJ6jvGnxdiKLCbswmI5dPHiZr73Lqu0uR1OnG5rXrSTy87ubX30oXxN71kD

YZjKRhJ8wiCV+ujGV/VD6d6jnw3ICAKjXrKHVDylthzBjyli7Fft066N69vK3v2/qpe3eRfzm

OgAeHIFGUNKGpiYuuDFQmJibi43PzGLhlkcV9f/1dFiHUgDrrlu3n4PZzBNbzol3PhtQJDbDZ

VN5q3+au3IfSYmL00EKj6Ztdf4vS3RBdrIXIUnaotLpnYqkTCeLKq57v9pm7GVTe7TSNRWsWo

PLjYY3xVVo4/fdPRK2ZS1NfOd6O0jKp3DM1Jk4nmXFs+xDncaNl+440btz4bov06niCZ3hyfh

qC53dhsRK1dwsR339YqqPOnlKuv4Ued6UZSYnTlbj+3uvixNhAX4RcM/HGYmCsjBAcxXK6qoN

QSRRXu/FTeSAAYVFxi0nnucGvMaRxHYb8PafgZcEOtShoufC3vUhaAgYLXpOqSkCd4Jl+bbgj

Ibi5UqIo0/7fbo3Tj8zl7bi19HGow2uhj9DBLbRE6KRbtTUb9IglkoKr6y1ffUDMtl9LQqWdJ

9Lmw9B4NCQ6TUtY564FXV1K0PDBHzFoDRaERFcfjgykrn81tUkS4vQ+8gisWgWbNkGnTpU5Lv

dNW5NOR9SieViNRlxbtcW9Tfsav7bKQOXTTz/Nd999V2EZ2KCywqK7qw3PHIlCoZLjF+SOUlX

8mX9XJ1HOwaq1plIcFYwosaTWo7T1WZUGLM1Ooc3UInKWo5SCNiEf3NWoyurrb7WQF58HrvbY

25VPO1fa/G73fnWEykCXwqvClPPHOLRwBqLks/iqzbjaC8AhBLsutvfUGS0FqQyj0/RkWV0JG

/c//NqEs/y33wlrHkaD0AboTIYSoX50ZkPBVWtRMVpNJF1xHip6LU2biRCOpqgI9YVr3mtLVF

48QvzJohKvz2SXtjjw+M3k7qcz8cCZdPp5yMjcklhwvdouRM3uiHzis4wMaOqIvUJCaVCZK5P

xj1aN4mQcHes54+msJN8jgD/8ffhdOIBXSkeVD/5K9xJTCXUKKfG3l50bdtd6rEsVuNu5lu9Y

mUysdnFB6u9P37Nny9f2LtTeGruPy/o0Hg7pUwJayzO0WZvHiclticvUEt42DMfwJ5GGdioIf

XU5MpJ1vy5mwrvvFXT586YE1h4v1hS3qW3PSwMDkAlePtWtaLUweDDs3g0nTkBIyfNR3aZ7N+

ZjtVhI2LSO/EsXC4aTObsSMHgYUrtiDfndmEdVj1EZqBw8eDArV66s8JRsUFlh0dkaliKBGgG

VoY0a0bZt29suRUjzuHrVKoqgMnJ1LLLuPgQ4wKW5p2FgY2p7l+1LxJqdxT+fXMRvQANahRen

nbvTp6k6QeWsjduZ2DMIH8fC689kXRYxmbFkX47EOTIC67EjqDOzkV1jZ5fioCBSoWB/QyfyX



DxxCghEcAJJ23gGdV0vlEGuCBB5NZOMxYwuNguDX/FV1s2gsjJyH+lcGJ6pqDhK7fBXF8dHFF

6v5eBD0MlopEc30dTVzK7IfJJiY8oMlVa1B5kdXiLm2EGCXRV4duiH2dUfheLeacOszzwD332

H6OJFqFO9IioIKSqLgrZXdG8tujzSp7TAYsjE4dFfsWvZ+2pXep2OzNRUvAMCSM3U8+rCS2iN

xTcXQr72qSODqOVZDW0rMzKgc2eIjS3851w9YipWdJ+qop02JZn4f1ZgMRT/aPTo1A2XJs2qo

vt71ocNKu+Z6G0D30EJ1AiorFu3LkL8xtuVtLQ0Nm/efEuotPQIIWrJGeINSjqODcG8P44TR7

UE9AshxJrAkl/zCB/XkDbt7MnYE8UBkxNOeiNte3thTsli52/RpOvVtB/uzrnfY4i3qmnb2ZH

YtTHkObvReYwXh2edJUXvQOdXa+MYFcPqXzJw6xlCj6EeKMrAsxWBylR9DlGaZDTmwuwxh1OS

2BOVREPfQu2W0WIkXZdWEBNSKALQpeiT0V3jZJFsTOe0IRF2XIA/jTDZC2ZnQ3st7LSDdkDrA

Nh4BA5LYFpLcJfA7iiwOoDwvadUQnwiJKqx62qPNlOEWx138uKS0e1NReSrQOTrjl8db/Ji4z

CqfQmUJ3F6aR6N3+iIi1RR4BVeVOor3GluV2wzJFy7Bql9SlzP+qm9Smi61DIVrqqKfwlbjAZ

EUhnbZ08hcusyBjRxwF6pZE+Mntjk7Ft6f4tcQlCM+hqxk8cdfFTL2fXGjdCnD7zzDkybVs7G

1b96EVRiysRh9HKUzbrddNJbjqax40KhB/qFeA3BXipkUhG9GjnRsXE5NcB3Qyw7dkCXLvD00

zCn0HThv14EW8rMo4UZuYqK8JyGPP4kEuFzp4YWG1TW0I2zTfu2EqgRUCnY4rXv0OG2C0lJSe

HvlSuLofKfGERdfAl2sXL+q4uoHg7k8upIohKgeT8Xzn0dhSFIgdmspG0HCTGewXRvrQKTkcM

zjnMyB7TZUvp/1ATV0WjOuPjTLsBE/MEYkj0CaR1s5vCiKE6nmFBqTXgMqY3DgXgu58toMaY2

7plJbFuVhqiuL72Ge6OSlh67qrxQeSgzgpdPzedYThR5psp54or1etRrcqjnqCczuCGZ328iP

8CNprGpnG/SnE4vdsdt8z/8dsSXUS8NJjnnOI47D5KdryHxSBD1dUlk9gtFtPkc2tT97Eq20u

+Tz0j/Zzv+9Vw4HGdgXFMRqSpnln05B73PQyxZ2IPlc5KY/sOLeMoUFcoecyee76yEWCJ3b8A

v5zRu7QayY80/RO9ddyNUShRIGvVHGjYAsU/96hWmJjMTwsIgJwcuXACPagS8VbBpZYXKa4d6

as45PhwVgqdzsfNRFUylart44glYuBD27IH2Nd9usLLCEWwpoxf/jMVQnHK1qE/XFm1wb3f77

4XKjn8n29ug8k5K19b3vZJAjYDK0NBQ2rUT1GW3LgJUrl69+ipUZhy7zMksGXU9rRxank+nd2

ohTdOQmZjDgQgNfqkSfPu44eihwnwikgvuIXRoLEeXnMnu/Xq6P+hF1r5I/s3yoKtbBtuiVDT

1yOfEkVwcAz1p4KXh4BYt/v38CPSR4+ypRJuqQXMpmVOJLnQZoCYrSUPkkgQ8J4US4lm6qrI8

UHkmN47W2yejt5gIUnnSzCkIF7maDI2Z/HQLfQNalBCWi8IVu2u8dIWsM65K96vZZ/LiNvHJU

2+TYIQ6fV5DkbOUPZnN2Td4FeF/D+f80uF89Nb71DWdZFvbPwhL2YLT2U2cleSzP3k4I2I3ce

6R7uSt2Iju4HbcWwXh9cpX7F+0kw597Vl9yY4f2+fy674kVl90Iqy2B1PfacGvn5zgjU+fQlU

6c9+rZ4QdP3xExIaF+DlJ6VTXHuT2iH2bI+v+DBLvamrzJjh8jB8PCxbA77/D8OH3TH63H9hC

6tG1rD6rxdmtDj27NEBklaCSmDFbRRjMIiRWIxaJFKvBjNxOhkFrQik1k/huC8TWLNxGz+PQg

RTi3Pxo2bk9biIzqZdj8K/bEJXUgs4sBkMMLy6BKUM8cXFxQIEBrUmMWq0soSG/l0LK3b+fjH

bt8O3SBdm2bfdyKtVibCGkVfy61WiiL910PjIXVwIGDUdqZ1ct5lveSdigsrwSs9WvCRKoEVA

Z1rw5XbsWenLeqgghFn5btuwqVFqtBtIvZpGeA251nXFzhNQzmWTqRXjUc0ah0ZAUo0Xh54S7

0ki+Qo2boxhTro5crRgXTxkWjZ64y1ZCRVrYnoA2T4l7GydisvOJ9XAloKGS7LOZ5Enl+NW1J

/tSFjn5UnyaOKLUaYi9qEXmYY9fiAppGTLTlAcqXzu9gJkRKxnl34kvGo3D60pO7oqGFNJnRJ

Oa64ifv5KY2CTWHTzJsNZhDA3NZl+cL22benP5+HaORSto2L0Na+bPwVcFoe1akanzxU+bgqa

OJ7ve+oKsv9YgeXQk42e+xbnTiZw8uws7r7o8GOZLikGFJuY0GvfGtKnvwIG9EYSGt8CpdOa+

Z89TTlI8l/ZsJGvnUjr07IW0WX/E3nULrsqrbRFiTG7eDL17F3oQC9eq1bKYOLPgGd4/4Y08M

p0GLRzJz/an56AgTAnxbM3zwCfrBLHHdpHlPpBx/ays2G3HuJHB/D1+BEkO8NH0b/npoQXkjG

iK0dGOtEtaHKJO4P/AMFp1CWDL3G20Ht2U5Ycb4Zyxg0CHfCTnszG0bcHYUUPwsKt8gP/Kita

g0TB5xAg2r1vHqtmzqT1pUmW7rPHtBQed/Nho0o8cwmo2YUgtjMkqliuQOjkhEkvw7NwNlYdn

jVyrDSpr5LbZJl2KBGoEVDo6OuJRyvWdVqcjIT7+KlQiKQ7UXNFTIMs30nBZBPbRWcjUjii9/

FD5BhZYJx5wjiCxtTtVlugTKA9U9t3zARtSj7Gz48d0dGt4dYkVhcrrZVQUUqjI+/v697/88k

uCgoIQvBCvLXvf+JjT3y2i4ZsTCX/75YK3Fi1aVJCn9l6GFLrxDFjJu3yKP3aew9U7mO4+6Zx

VtKGxlwKJXAEmA1aJDEvaWXaeyqJ2i+YEqCWIZAqk5jw27Yulc+fGKLFiNuoxWgVveCt6QZum

kGPKi2P7lgzCBzdHfa+0sEYjPPggxvXrMXz3Harx4xFL7z1AldwLASqfZ3ZiA2TiHGSrd6Fr2

Y0HH+/GyhmzaTpqAEeXb8Fq/RN5y+VMfSCfd9/4Da9wTw79MpdgDwnvzJrNgod+xWX2Bwxx28

3Ly0G0ZxsPv9CPaPfaRP2xhIHjezFnax0iT/xN/8bONHXSsnJ3BJM++oq2ASXjdVb086Iy7Y6

uW0ePgQNx8/Bg765duNcuTltamX7vp7YX5nxZsBx1cG38HhhY45dmg8oav4W2BdxEAjUCKsuz

c0Xe31UBlX4H06m7PR1NZjoSpRxXd2cMYhU6vRGpScfux2thcK86D9KKQOXFHnOoY1/s0HK3o

HLxDy+TqOjG5DEPci0z1SSoTNjzE31nneTxgX0YZb+Kr/IfJCT3KNpMNy7o0+nSoRsuuz/hxT

VWXnp9CNmJBjzb9OTxpgoem76Dbz5+FFfNJRbO+Is0uSfteniw759dqMKaIr54nJXrg1jw70S

87qUWNiODRR07Mv/sWd788Ud6jx9f6TiT5XkeS69rIePMdmIcmyE7e5REmZk8jTOduzTk8MEI

2rQN4fTePSTmJOEZ3IsmjgnsOJ5Do9a1OfdKR/R2evq++AvnjqsIHtUd56zjrDiQR8w/c6kzd

AJhQSIupcmQ2VlZuMeeob6xBVouV0sOSVY1HTq2x1V1b0E7Yvt2+g8ZwoXMTDbPnUsPwWzBVm

6QgA0qi0ViCylke0CqqwRsUHmbnam1K5WA9ReJ11no2y0Qh8A6iJ2DsFrF5CUl8V39JKyOVRe



QtNpB5RBv4pdM4IXP4jANn8rKT/vjkJJMntXMb+/34nDj6cx5tD15ZhXeLiIy88Ucmfo5kT//

Tr1XHqfB2NHYubjzz/IFNG/VCn+f+rh4OSC9xsv73j0YVhL2/MzThwKZ8WAD7I58yHvH/MGUj

EdGLWq5x3M8148x9U/z5XYPwmonYg57hq5Ngwn3M/HYB+uZ8uYw/DJ3MuGHPIa4HmdrZi6G6H

gynH3p0aklB+ZZmXGvoRL49YsvGDd5MkEODqzetIk6rVohEt9L0q38rt/OUSfu0iXWLFrApCl

TSwxUHR11UiIjGTBgAIfPnePdMWOYMn9+5YVzn/Zgg0obVN6nR/u+WpYNKm+znT57k3D/O5JE

s5VRfUJRN2yDNLQjInt3dBeP841sE1pZ1WXuqW5QOaX5Ebq8ZOSXV5KYPGoDE3d9jfiXp/l4q

Zk6IQlYGw/EvOcP9meG8eOSXuz44Bz74g/ifTmL8Ee6cvrcKWLbv8ZDrEPh68+OpF4snNEPhz

LYl975p8xKfsIplu2IwMvLnw4BORxJsSM7Ix1HmRqjIQ87z7o0c01mxfpEOvRvTvzx8zg160B

rfwUb1m1FL1PTrE1T8k7uI5IAGnpkc/ZcGso6TZAmniZZW5dBQ5pgd6+uv68IUbDXm/3887wy

fz61HRxYMG8eHYYPr2Yay/Lt+P0AlTGHDvHok0+y+8QJhjRvzvy1a3H29i6fIP5Dta9CZa0gf

Ps9WON/GFXm+vvxxx9noRAloILFFvy8goKzNStVAjaovI2I3E+kkbskkia1XOjY2B9103Ckjb

qC2h39xWPM1v9BrrzytptFU6huUPlR13ieb7mOp08+RdwzQ4gb9TxzFlqY0OwQIvNhLniO4+g

eK+M6XyLgwXeIf+MBNh6zcjQ6kSfqOZH95DvkaBX0dYpiyv+28/nBdTxa/+4Fky/19F9XwWw2

YTZbkEikiMViRCIrFpMZJJJq4yFc3jVdW//1xx/ni8WLcZVI+OPnn+nw0ENI5PIaCZe3g8qs9

DROHThIxwceqJaaSovJxJmtW3l49GjOpKQwoE4dlh86hNLJqTLbe9+3jf3rd3SJ8YgkErz79E

ftF3D31iyiwDGoKjX8lYHKyi78vwaVVosJTV4+RqsIO7U9MrEFbV4+BqsIlfA3JkxWCXKZGJN

eh1mqRCERIUQgMOm15OsMKOzsUUqs5OXnY5GocLCT3/HvhfNxefyzL5XRPXzwdFYgrhYKmduf

PhtU3kY+0nwjnvMv8mBdT1Su9qiCmiIJbIbVKkV79gjfBpxHX4XmWNUNKj8eVh+HlE2sXJeEs

WknBoXZs3/papLtg2heX8v5ODdqySI5qw9lxJB2pBxZz445qzj9+3q6PtmHxEbhqOo2IWXLty

xPbsKWeS/jdI+1drd7HDb+MZ8EixS51YsOzQOw2ruQsmoxpl6P467LwsnLHU1GCqh9CfJRkXQ

pGpl3LRR5ieTKPXATZRKdJaNesDfV8XJZk5nJ0i++4H8zZpCk1zOhTx9eevVVQnv1qux31F1v

X1PjVCaePcusmTNZvGQJiTodr48cyRszZuAacBcB6a7vVtUMmHPxPMlbN2I1mws6lDrcPQcrs

VyO3MUVp9Am2Pn5V8kPMRtUVs25KEsvEf/+xW+bz6NwMRLv3oPnGmSy/O/jyN0sxLt25Ok6iR

zVtGJE30D2fvUBJ7u/zcQmaoz58SyYO48ci4Rsl3oMlR9lRawjZCfQbeJHdA1xKOFTUJa5lKe

OAJX/+y0Ge4WYsCB7ejd1oX4t9R2H2fLM8fq6NqgsRXoinYkeezNpZCdH4eKHzDUQi9FCRsxF

fmhroipPVPWDysbcyvv7VmKrOY46N65g3rTn2RIWyDlLAAAgAElEQVSVga9rM5yctcQnJtPJn

E1W1yHk7VzISl1tQgOcqJVgYPAwL2Zu1lPbT0fiqjMkNerCi53SWBzRlJ/eHFQtobJoxfuXL2

fgxIlkZGcjfD2/2KkTL82ejU9ICDKFohp6iN+4VyWh8neUzW4fckzo4Z7YVFosYDKRn5jI8g8

/ZNy8eQWLqeXkxLfvv8/AlwsjJNhK2SSQfvwIGfv3YBXisN6DIpLJ8RW0pLUCKz36fwEqBU2f

xmDhSkK3csksNllTrvq3qlzbT83pFQvYKm7ExD4NkNupidywlDVptXhqSBhylZqkvcvYltqQQ

T38Ofj9TKL6vUXI70vghafo6SHFrEthxpINvD5uNCKrgdNzn2RL/c/oHXRnU/HGpOiYt70wlF

ZRaRGg4okevvi4Karkx02VCPmaTu4/qFQYsISdoiq8vwU5SQwW2u3IJlQsQm0nRSRTYtGZ2OJ

n5VRQ1Xl+C2PZoLKqj3f5+pv3xftkOnpwcct6Lund8fNR0dOczQW/UFLP7eSMqCEDHxuA7471

1O8SzILtZlo3lvLvki2Imj/I4+2zueQwiCc7Vf4Lp3wzL3/tjKgofpk9mwULFnAiLa2gg36NG

zOyTRseb9YMGjbE4OZGTGYmJgGMylhc7e3xuk2+6hytlvj09DL2VljNx8UFZ7W6RBurXkPO7O

FYzdno+3xGhmuxzM1mMxqtFgf7kh/4M057M75OGi4KEwHu7gUpOG9VUrKzSc8tTO9Y1hLi5YV

CdiV26eXLIPw7cwaiozm+dy/94uPR2dnxyLBhTH7uOWq1bIlYIilr97Z6VySgS08j79JFDJkZ

JfKB30kBmXVa9GmpYLUic3YhYOgIpMrKff7/F6AyT2vio+XR6E1l/wwp2kcXexkySeWvtp5+w

B97iZbo2LPsXrORS+L2vDKpHRmxZ9mzeh0XxW0Y2iSGr+efwr+OE5f3n6XNZwsKNJUFxZTL/m

WLyW74AL1b1CLx2HZ+PWSifuuWnI7IuZPHjlydiQtJJbNJKaQi+jZz4eHO3kirQD5VvYBqDZW

iiGDEKW7lWrNZbMTa6iQiafkP8fUDWSxWLv6TyCS5I+4WA44KGUp0JCjN/NWp6g3qaxJU5uTk

IMQPvb7UZE2lNieDrHw9Di5uWHK1iNQSJAYjVoUCk9UCWhMSezskBh1yewcMeVmIVU5ITPnor

EqUYj0mkQqlvGaBwuoPP2T0xx+TpdPRCBByubgD3wLPl+vpAyGP0y7gVl+3E4CfytlnT2CVkF

7+Ju0MwEhg5TXv+avtaO3uwl8x8SVaDJ52gC1fjyQ3JYohwJ+3mEcGMOjKOsoz1dHALV0nvL1

JfeMNHMeNQ3GT56Y849jq3hsJpOzdRdaVHOTOYS3x7NCpUhOpDFTm5+ejvu6HVnkm89+yqbSw

YNZ7WNo9xeiGOia+tJnmreIRN3yCSW0UvPTaeh562IEk3Y3X3xZjDgvfmIl00mQeq2dPyqGf+

fYfB6ZOHVEecVe4btH1d1EH4XXtGd/bF3tV9U28Ua2hUnPcG3Wub4HTRFmLxpSLvP0FRJXwyj

YbLUTvz+PM1mQunUjgud7NebqNO0a9kaX7LrHeZKTpsEDcgm6t6SjrfK+tV5OgUgh+XrduXfr

3719iqTUZKiuyZ/dLGyHHcsLJkzilpeG0f39BzvALej0/5eWhLYemsqlSyYTbaACPmM0szsvD

KGT8KWPpqlYzrEgDeKWN1WxEf+A3LBY9/9TpzW5FsQOYxKDHkpyINSCoxAipTV7B9eICJLp0+

js40PcWWkIBVBfq9RzXass4Qwo+o55zcKBuUbgsIci8AI9Cetng4MJ/iqoLP1bmidkqVpkEzE

Yjl+bOLuhP5euP/4NDK+W4UxmofOihh/hdSL9awfLfgkrQpEeybuEKThqV9B4+ihau+WxcvII

jedBtyKM0UyYTb/SlUR1n4vZtIyW4A47Hj2Js6s2hpUuJzDZiV68RnYwxbIjKK5B63ydfpW3A

nbepnLYils6hTnRv7Eywt121d9ap1lCZGysm/6AXclnZP4wNTil4ddIgKjuH3vBYnt2cwaWte



s6fO4dBb6BNh868PawTrtHb+TXOjp/XbSM4OIger/vi5FX2uZX2/Nc0qKzZGXVK2w3b+9VZAl

dtKs1ZOD65GkWDNlene6s4la/Ou8DEvn7U9yt5lV6d12mbW/WSQFFYI4W7J/6DhxdET6hoqQx

U2oKfV1TqNaudVm9G+J1ak26/qjVUCjeOuZfFmMphr+sQaEFWCVOXnBQ9/36TQPS5ywhXDBKJ

BIVSxfRv5mGJieBQRATLly8uuHro+kQ9Qvu4VtkptUFllYnS1tF9LoGKQOXf+1I4GJHLU3188

XdXVksj9/t822r88mxQWeO30LaAOyyBag2VN67diiYhD62jPW5KE/EnNVikBnQGOQHNHFFKK2

/Ue/TvRI78nURyUnLB8EqlEoPBQLvO3enesCkRyZf5/e8VBbDZcVgD2o32rbItskFllYnS1tF

9LoGKQGW+zsTXq+I4Fa8lLMAOtbwS1xn3uXxty7u5BHrGFVri5sqcOOzZGZP45rZtzmopXZu5

4Ot2aw2HTVNpO2X3owRqHFQmro8k1s0F+6RMjq424hQOteV68hrWo02zSqgor+zu2hnniTiUR

t4Vz08BHmUyWUFQ7IfahZOYeJmd0VEFNlQt+gbTfVJwlZ0LG1RWmShtHd3nErgdVKYmJnJgy2

b6Pya4zpQsJrOFY5G5nI3XYrKU3a7zPhenbXlllED4ud8KamqULpyu1R2D+OaBinO1Ji4lamk

WaM/DnbywU97ovGeDyjIK3VatRkmgRkLluRwLKicVCX/mIQsXUbe2G77NXXG0q7zmYdnrx4m/

mIFer0cul+Pi4oKDoyPRUVGE2tlh5+DA0bQ0JFIJbQYH0uHRqgsfY4PKGvXs2CZ7DyVwO6i0W

CyYTSZklbB3u4dLsw1djSVQ1utv4cdLYoaeKb9FMzLck97Nb4xiYoPKarzRtqlVWAI1Diozjy

WT5qBGdzKZy2kq/FupaBJWdXaNuxZGc2x9PFqNjgEDhjJ48CPoki/w5fyfyYqLw87eHpGXhPq

d3GnQxQOFuupS6tigssLn2NbwPyaB20Hlf0wUtuXeRQmUFSqLprT3TCbbz2Tz5vCSkQiE921Q

eQc2zpjD3nVxNB3YCLVIQ8TJCBykGazbH33TwTzCuuEXf5RjqVmAK23796SWNZ5ta3eT7Vmbv

t3CcVUVKassZEcdIkpcj7BAZwxZcaw+bWJAB39yzx9k/YlM2vfsQYhr1UaFuQNSuqNd1jiovB

qJpOjmSsjJWhTGowpEZTJYSLyQS/zpbHQZIuRSJQajHpHMjJOPDL/GTjh6KKoUJoumbYPKKth

AWxf/CQnYoPI/sc3VbpHlhUrhGnzqsihmjK17w1psUHkHtjc/gqfD/+Htw68QIElgwSeL6Tf+

CdLO72TSJg3zx3RGgpnVf/2AT9vH6VDHiZ+fWkzrmY9QO+0gn3yZRxvPZOwfG0qdhHVMiwtn+

XOtkGPFkHacF3v0xX7Kv8wYUp9/pj3Bw2f7kDinNS+N+5tHJnjxRWQIa57pRM2KVFy1+1DDoL

Lsi9+x+CJRR9MJDnMj/JHaSKSVvxovMbrVitVkxWoupFuRkOhdJqoU4Nqgsuz7a6v535bA7aB

Sr9Px6ZNjefX7H1E7FMev/G9LzLb6qpBAeaEyX2dmytJIG1RWhfDL0ocAlU0/oO47PXAVZ3Hu

hI63pr+OLGkPQ//WsOaF3kgwsXzRDPy7PkcHTx3Th0zFOrwlHmkxnM5qSR/fZJIa1MbNLKJth

zZkbN2NtmMLIhb8gsE1kxin4YzzOsyKrdF8H9WY3fNG4EQ+a7+fyV/2/fnhsVbVOk1vWcRYmT

r3LVQue/cQDcK9uHw2i+7j6mPnVPF4YtcL2Gq0YMo2gJB66lqNqVyCxEmGSFIxgLVBZWWOsq3

tf0kCpdlU/jFndoFN9MAnxxdEarAVmwSqQgI2qKwKKd7BPgSobP0DgxY/irc4lc0rjjDhf6/d

HipHzKb+e4MJkajwqxuCm9xEVnYm8We3MWeVK59+2hdZ1Ap6dnqZLDsz5pDmdDu2i3VqF5Kz4

Yt1e5nUxpXYE7uYM+UETy15gRBlxRjgDkrmrnVdo6HSqDdjuaIpvF5if358DJ86jmhyDLQbFo

za5cYg5WKJCJmifF84VpMFU7oebjEuIpC4KRFXIFxJTYLKX3/9FV9fX7p161ZC9LaMOnft2f1

PD1SW6+9fpk3FKpbi6+9X4LTTefhDSKVSBEeeQxs3kJmSUkKGUrmMlj164ezhUfB6yuXLHN26

5QY512/bjqD69Qtez0pL4+DG9VhM5hL1PAICCOvc5Wpu7z1r15B7Jcd6UUWpTEqX4SOQymRYr

VbO7NvL5YsXS/QjEotp1qUrXgEBBa9nZ2Swb7WQtLJkCQlrTt2mTQte1OTlcmDDevT5JQP82j

k60q5f/6sOTAc2byLz/+ydBXjU5R/APxe7dXexIMbokdINokgIoiAqiIBdf1SQsFEMMBAFRTE

BpSWU7hw9Ri0Z695u2/X9n7tRYxu7bbeC3/s8Po/s3vy+7/3u8/u+30hKKtGRRGqY0yM36kSf

OU3U6VM3X56v1Q7p1JnA0FDjv/Jzczm4/tZEmcWV/ENb0KJTJ+P/qxQKTuzaSW56esnxLCzoO

fJhLK9lYTq+axcZCVdK1BFLxNz34EPYX8spnxIfx5l9e9Hf5r0f2LoNIWFhxrYF+fnsX1s6Ea

dHQABhvfvc6D985w4yDTnarxVrW1u8GjchoHnzG3O6dTL1BSpff/115s+fX+ocmPqHuzajTqn

r7z8Y8dr/7gyVj69k+IoXaSEFXVEGH3/2A+4BTXG2SONwbCgvjQrAMjAQbysxWQfn813qEGaO

DEWXdJAO7ySyfW5znv9gG8P7+hLzTz5PfTcJf8vqhzc0ft+zs1m36Fu6DR1KYGiLBuF82DChU

g8XD6Wy59dLlJdBzr2RLSOmt2PD52dIuZyHqIzE6waoHDC5OcHtDZmOTSvqtCLQVBCKxPCSYr

gON1yLS8VIXSwxwKjh/w3F+DDU60tpNBsSVCoUCmNYJYM26NYiQKVp50ioVT0JmAKVGrWazJQ

UlPJ842B+zUKMkKfX6UiJi0WtVJaYhAHg3P0bYWVjY/y7PDeXrKSS+cMNf3dw98DJrfiZoSgs

JP1KvBEKby1Wtra4+fnfSDGbGB2NVlVyPEN932YhRk2qoX1mUiKFeXm3CUaEq68vttfyhRcVF

BjHu73Yubri4uFp/LNhXalX4tFpNCWqSS1keAYGYgBHQ0mKjUWjKJ2K0rdpsxt1slNTyc/KLD

VeCRkUFZEWF1uqjo2TE27exXF8Dd74aQlXUCsUpWTuHdzYCNaGkhwXh7qodLYLz8AgLK2LQ8b

Jc3LISi4Jw4a/2zq74OrlZaxjMIFIjY0pNScrOzs8/Bvd+LtBTsqCghv/zsvO5kpsHL0eegi7

MnK01xeozM/Px74aph13LVRqlSRE5eLZzAOZSE1WajaO7u6INAXE5uoIdndAhJ7srDRkdm7YS

vWkxmfjGOiOleEnW69HKc8kPvoqhZYOBAc3QpSdjc7VDUcLEZqCNDLVDng6WaFXF3ApRU0TP3

uKUq8QlabAMyAIL0crg27JLCUrPZ1pPbpg7eCIs6cnj78/l+ZhYdUyszPLxO7QSYOESrVCy8Y

FZ+kyKhBn7+IfgNvL5q/P0fPxJhxbF0e3McFY2ZcOUpt8KZfdv1xm0LOh+LVwrlDWqnw1onw1

bQIHML7/bFKzr/LFmscrbHe9gshSjEgmRicvftiL7S0QWUswvIkbSkOCyvIWLUClycdBqFgNC

ZgCldXoXmgqSKBMCdQXqKzu9tQmVCqKishKTSn14iWzssbV0/PGi1dyfDw6XUmNv1gswd3X13

jDcL3oVLlky6U4WSs5d+48WXI7WnZojrt9+SmTC9JSkcscjTBYVtFrlMSlpyG/GI3hFUpq50d



YmyBsZbfeZOpR5ueCtSOWZSRayUpLx9LJ5bY2N0dT5GejFNty6r8NN/5oeNFt3Kq18d9qlYpT

e/dQmJd74/OCvHxWffxBiSl3GPEwj73+hlF29bE0SKhUFmr4b1Ekw6YVX/eUVeJOZWL4LzDMl

YDWLsWONLcVg3Zg8ZR9dHk4iLAhxddLdyoZF/NxtJfQp/U4Hug8FYWqkDm/DamoWbmf63R6tD

IJNh7FB12AyiqLUmh4j0mgGCrDQJtbKvf3PSYKYbk1JIFCudwIQrc6ewlQWXlhZ6Qkc3TnTqP

Zya3FzcubTn373rB53rZ6Fcqikppzg1lE3xEjb4FKDdEbPuVqs8fIXfwlKT3upwnZHE4XMf3Z

ceU6yET8vZyznl0Z26t0aCfDnApTz7N81zbCv0rmwbkDyArfha7540x4qNjEo7jksfXdd3B7b

h7tPUv7aPz39xr8+wymhbttmULKjT/Bqmgp3W1vauKdvLzxCiiOdW3Q5sefj0RVePPz/Nwcvn

vp+Rv9+bZoxdCpz9Kya3fsHB0rvxm10KLWoVJZpEKer2D1gUis9RqeeLiHcZnx8fH0eqg94+d

1rnDZRqj8LpJh/7sJlQXZSrKSijfDyk6Ki6+tSR7f30/eazpURuVjayHCysqGLk1HcjXzPPHp

p0rN12Dnqa3oitwAkXINFm6WOHgXX+sIUFnh1gsVBAkYJaDJvEr23A6gV2Ez9HNs+00SJCNIw

KwSOLR1K4XyPPo/PPpGvwJUmlXEle9MHcdX41Yz/KOWDP+kiL1LR+Iogj++WErrHtksjxrIey

33Mud4S7oVbeCLP09h1/01ZnYqJN4zgMyNq3lw+kusnfEah1PkxKhceGvuF/SyieJcfDKbvlE

xe8NTWOVe5Lt/zjG5lycz35nHyUgVU2ZNZdlzLxA8YRZBF/9ifZI1/d7/lke023lp3r94Ng3i

/hAJ6/86iXePUUwZ35JfZ3xEtIsPXce8xqz7PXn/tXU88c1kgk1MKX39+ts3pDn9n3mWboMHI

7MsXyNbeYGav0WtQ+XV6HRWLd2DykaCT4gb4x/paRao/Gf+WYI7uCJCxNH1cbR/oBGt+/tQlK

cm8XwOBq3grSWwnSuWNlIqA5UGWLx6KAOvQJsyNZ/X+0+JLaAgp6Q9U1lb5+BnjVcrRwy2nQ0

NKk+ePImfnx/u15warq9PuP42/5dU6PGmBAyaI21aAnl/TESbcMz4gditFXaPfotlk2InDaEI

EjCHBOozVG7cuJGhQ4dWeZm1ef1d5UmW0VCXuJP+s3JYNcua/vNU7P22L1fiNZxev5ZWPbJZc

Q0q3zndgfGtpOxYs5B3VgXx23vNyffpgvOFFcQoc9h51peO3tH8dyqPCdNm0rHgPxS+zflzRu

I1qLzEon8ieHF4B8L37OD9TxbQdtICOh5egse0L5BlnWf5p7PY0vFjXvSI4OGxz7L74wm8+bs

LW89+QtY3U/kjoy2Dxz5OWNE+1ua34n8PBrLyia/x/2Y63ZxNcxCW5+Vxasd2WvXqhZOr6b4f

5pR5ZfuqE6j84ZONxnla21nSZ1hbWoQFkpWTTu9hHaqkqVQpiq/DH3q9WHOZHp/PgRUxxuvxt

Lh8Tm+9WspTMOx+fzwbO1QKKg1956cpyIsrwNldhlQmvmEwa/ix06j0ZCQWYedvg0tA2SrwO2

1QQ9JUfvnllwQGBjJixIgSS7qXodLgAKLNuIIifAOKwz+gzy/tUFHZL6hQ/04SMDyYdSC1Ak1

phxNBdjUvAZF9ABZNHsC6+2gsAsMQScyXYazmZ3/nEeozVBqeu+vWlfa4N1VmDRUqyT/NaxOO

M+uv4ex8/lnS+zxCzJ8LOOEzhH/easY783MY3ekcvyQ25exlBe8+5suMt2KZ/VYwBb7d6O98m

p6DZzP1702M85ITHXOKbyIVPJKfQZeJ3fhk7E4e/WoIWWf3UeDUn1bKP1mR1ZWehZs4YvcoYW

e/47J3K47IuvCE9W7eyh7Mm/ZHoVVfYrcs4tz+QobMmEzuqj/Qd+kJFp4EKk5wwWckM0cGsGz

yMjp8+xJtbmTpMXXHGk69GoHK7Ix8Du+IJCdDXkoSRQVK4i+nlvi7i4c9Po0dmffLawyeXrFt

4+3X3wq52uhwc/8LLW70u+6TUwx7o80NJ5jytqQymkpDHwZ4zE9Vkno2B4lYZLxqN3hzKwq1x

jBCLo3tcPC2qpJ3lgCVDeeLU9ZMVZcPk/f7M+jzSoZEadirqmezF0mQeN6HRWgflCf+AkUytq

MWoTi2Hk3sNtDc7j1dz+Z/t07H0gGbBz7Ftte4u2aFAlTWw63Uy9k37wNsnn6fdra5HDl6nLR

cJfkFEno/0pvUg+HobW2wdm+EKO40yToHbLROBIY4oLdxxUURwZAPT/P3V+PIPn6I89lamrdr

gThTSnBzS8I37yUFkHmH0iusCRYFV9i//yJOgT7Y23rjTiyRyRLy0xOw8fCmyDGQ7l4Kdh+4g

JOvP818JJw5EoVDSHvcc06wcm8KDtokRJ3H8nQ7HfM3XOHViQOwNpd7eD3cIrNDZUJ0GisW7c

TaVoZ3gBvS2wKBF8gVXDydcEMUhkw3bt6ONOvgwaQZD1VJU2nobNOXETz4aisj9KXF5nN84xW

GvNiSlOg8Tm5JwC/UmcQLOcar5u6PNcbOpdguoSKoLLyUyMqPY3EZ2wbn6EyaTQ7AJr2QokK9

MUSQPCYXeQG4t5ASt0VOixEeqJHi7G2JRKQlYWUkq3cWMXR2GKIziRQ08iDAWYdCKcbGUUxRr

hqxvTUu7lKUcg1OVzoxZ9rHxrmdjIglPCqNySO6lDo69x98j//ST3G5/yKa2Hnf+PxMch7/nE

6lZ+uK4fxO53HxlrPMHdWKAOdie8/bi6CpLCkRnUpB1tx+6PMvY9VjOrb3T0VsbVcPv/J3x5T

0yiKyPhuAvuAKbh/ffJ7cHatrOKvQq1UUHf6Hws2vo1dk4/jqEWQBtzo3NJy13D5TASrr596p

ss5w7KId3bsGV3KCKv6a/w5ZHSfzbK/Ktq3kUIZYqcmneGniKyQ59ea7xTOxTj5DqiyItsEN4

xq78isubmFWqJTnFbHko38IDvXhgce6ILMqHcbHYFN5/frbydOevkPb0bSlLxlZadVy1Pln/h

ljWCCfEEfWfXzaGE4otJcXBq1mepzcqFFUFWmxdZJh72Z1w4mnIqhUxKeyc2kq2o6+2CXm0Xy

iD2eXXsDRWkeBjQvRZwoIcNZgN8CLopXxxCXlkq13ZNQX7QhyF5H4XzynTxTQ+NEQpBcSyUbP

pbNKbAzX5G2tKSzUo8+woO+MplhoBKis6kGu63aKM3vJ/3koFq0exXHC94iELC41uiUCVNaoe

CvdecG2hRRufhvL+17H4dF3K92+PjY4Fx6OorCADr1635hefXHUuWevv+vjQRHmVEICZoXKc+

GxrF22n+fnDMfFw6FMUSfGZfD3kt3gboNrgEO1vb8NmsnCXBUXDxrg7xIDpzYnITKHziMCcPO

3NaZpPLAi2uioIxaJeHhWGJbWN+1+7gyVelL2XORCqpSoDRq8Osjo8JwvFzZdpWcbMdv/VXHq

igX3d9BS1NyR/GVRRNh60aGNniaDAvC11XDwrSj0Pa0psHahsS6bjCIV5xKtaZaZgyLIGpeWz

qhWX0Vhp+PCVXuee3EMH74paCob2ve0YPsvFG56CZvB72B7//8a2vQb3HwFqKxfW6aOP0fO90

Ox8A3F6cXN9WtyZpyNAJVmFKbQ1V0pAbNC5ZGdkexcd5IZX5cfEFyl1KBSqlm+8zRWuqqFFFI

VaTAENzdcdxu0kLuXXcK/tTMGj25Hd2tjtp3UmDxs7GX0fbpZufaNRfkqfp12hB6PNaZl3+LM

D7cXTX4hMSdzsfB1xkqtxrGpDbkJhXi6QGqShogfTnMy25qh77fGLVeFTqkgDxuC29ojFespT



MglKlaFb1tXZPIi1Do1uz47TbzahQdfCcTN3RJdfBEObZzQKQRNZUP9lglQWbs7J0Bl7cq7ot

EEqCxbQgUKLe8uj+GziU1LVYiKimLp0qV8/HGxEuHWcnnnbvaMeA63di0ZsXdVqc8FTWVFJ1L

4vK4kUOtQeX2hP6w7XGWoNGgd9/8Zxal/rxo1kFKpCKlVSa9DvVZPfqYCB3drysuZpCxQEzak

Eb0eb1JundrcGMFRpzalbd6xBKg0rzwr6k2AyookVLuf341QaQzWrdffyN9ukKigqazdcyWM1

vAk0CCh0iBmrUZndMgxxI6sapFYiPEMtjfZU1uvUhG39ypRV6DZ0EY08pCW4FVNbgHhF/WEuB

Rxanc+zYb7Y5eaQfhpJWHD/HGUaYjbfpW4LGg+0BdpYjbWzT1xsG14aRoFR52Sp06Ayqp+C6v

WToDKqsmtplrdjVB5/sQJCuX5gk1lTR0aod+7UgINEioNdpRFiVlsf+cklyyduH9aG1oGyRCV

5aav05Icno9TRyeqFxpKT9bhaFadceSJURasfeUKao9s0uP09JjVmS5hNqTvj+e8jQdelxOIS

8mnMMCP4MgEYvRW+A4KIkidzokUW/r0smDNRjldgxXkuvrStlXDy6gjQKUAlXX5RBSgsi6lX3

rsuxEqBe/v+nXGhNk0DAk0SKjUKVUc25BE4yGNcFTJOXpUT7t2emKLbGliXUBMoRWOSWmcP6f

Et5094Uuu0PyVUNxS04lJg5aD/JFmZXP1Yj5ynQ32ygKKfNxo396auH1XSVLb0rG/C5f/jSe3

0J7OYzyxkUHG/mj+S3XjkcES/nshgrR2zowbLGXPKWcGjXUlYU0cue19sUlIIiNGicrGHsesQ

uR2WixCvAkszOJCgT1du1mw7rdsunSBTLUzYd3tjadFuP5uGF+asmYpaCprd+8EqKxdeVc0mg

CVZUtIsKms6OQIn99tEmiQUKkpKOYZHvoAACAASURBVOL4wSy6DPS9sR/5kYnsznGlj1Mm+7I

ssT2dRptJzXEWKdk+M5Xmky05dMaCId1h9VY197kWkO3ugWPyVSTt/VHsSkBqLybNx58wqwx2

p9pCej73PxHE9Uyb+oJCDn5zgj3HRAyY2w55RAq92ojZecyBAWNdyTwYzzmZOyGFifw5/yqdp

rUnODuBX//MZsg7HWntp+PQJ8c5GAv3z+yIW0YiGW5+tG3ZMDWVLVq0YNCgQSW+E/dqRh0BKm

v30ShAZe3Ku6LRBKisXaicMmUKS5YsqWhbyv28wWbUqfKKG1ZDRUY6qvw8HIIaN6yJmztOpSn

e39clVC1HHaWK8LVJBDzQCFcKOLI6j8YdYWusPUP9cjhU4EJ3zyIijqWhKrREGSmh1WQrzqfY

0LstrF5fSFgTNRZBnhCVgFWrRhQevkxBro6Iq1IC/C2QNnJCq1TTc8DNwOIV7a42v5DT0Xrat

rOl4syeWjLOZGLZxA17m4ZnU1meLGoCKvUaFbrsq6DIMRrO18dSeHQTigOfY3XfM9h0LT/6QZ

3OXSwBa2fEjl6IpNdflSqekV6vQ5+fgb4gHdSKihvUQg29WknOby+AIgXn54vTvjaIIrNBbO+

FyNbZ5OnqtWp0KefRZcahVxea3K42K2rSr1Kwcz4SFx/sBk6rzaErPZZIZofYoxkSz2Z3bFuf

r78rvejbGtxtUHl+7Re88m8mXRw0xOV34atFo3Ap/lktWRRJzB6xiqc2vUyTin+kQadk/4rde

D06uFT9jIgtfPznQWwkYlSqNrwxqwt/f/Qjl3QF6Ls9xfwRrShrCqbsXUFiAonrV2Pp6YVDs+

bYN2mG1NrGlKZ1XqdBaipBjzItmy2vHiXS2pVR74fRxL6Qzc8fJNXTDc/hTXA5dJ49e4ro+kZ

b3MMvcKlZU7wiLrHvooiHZnfAMjkNfQmojMa+jQ+RP5/mSKQlg2eHoEwtolsloLK6u9mQrr9r

Cyr1hbmoT68Gnaa64q3R9orzh1GeW4UsdAjWLfvX6FjV7Vzk5I80dBAiA2SaULRXTqC9egL0O

hNq104Vw4tG/tZv0KuzcRz+Ye0MasZRJIFdkfi2rrhHvR5twnG0CScqrluHNTSZSRTsW4zE2Q

u73s/V4UxMH1rabABi9/IzqwhQabos67rm+bXfsanRE7zsd4mXlyuY0TOR4QMncskljM07NuF

2dgmDn/yKsfMWI119keaP6Mhy6Mt9soPkNHsU//jlnHcJ4+LkOfyQnUiXF5fyyxs9keRFM3Fo

H/4Jmcur2YuYt1nL0h2reKJbI2K3LeajM0344rX+ON5CjxkRG3nhkCvLJ3etNlRel6vYygqP3

v1xaFw6NFVdy/728RsoVNY3MZpnPgJUlpaj5sJ2dJkx5hFwDfbSkKDSIAaxbzukgZ0rlIguNw

XNuY31CigNk27oUImFDdIWQxDbud5xD/RaDeoz66Ews8K9qssKDREqEUuw6PQkImnpzG8GWcr

z8tBptTg439Qq15eQQtXd69rUVBYkxKPKyqrulMtor0erUKBTq8lMP8aUv2Pp4KYmJjmQTxdO

RpYZxfKPFqId9xo+5zbS55kXyNi9hj/f+5nTjXvy09KPSN27pARUxk3/lWHLZ3H0w1m0fPsHO

rhr+WP2HwRN8uLwOhkvTvLhy6X7eHPaC6ApIPrCJXbt3E5WngfjXn8CP5t8Vn/9NcczWzO2k7

hsbakJktAqilCkJJeqaeXljUPzltgHN0FiZWVCT7VfpR5CZUcSd0ax6ccriO9rxmNT/LCzKke

JrNNxfkcG/gM9KC/Lsl6pIiFJhzgrD+umrrg6FGtnDPaRm9fn0W+cF7dmt5bHp3NhTQLHpb5M

eNETfWIy/6wvZMQzXmx86xgxiRqwc+HxH9sjX32J5NBAeraWmWXnBKgsLUbVgR8Mu2UW+dZkJ

w0NKg2BWWXdJ1coEs2l3ejSL1VYr7YrNHioBCTBPZB4t6gAKtWoT/4NSnlti7hS4zVIqAQsOj

6OyNLW5LUKUGmyqG5UvPzjIgzh+GqyaL0tjZrKaa3lfPPwDPLatiFw2Ajsd37H2bajsT2ygv4

vTidq+fus/92N4Ed1BPWYTKv49ZxxHUhAwi8ktxhCzLQFPPDLe+ydvoT7Fy8gxE5phMrgqX7s

WCbnjee8mff9Kea88xK7vviUfS1HMaufLd8+PIN2HzzNnD/SWDe3K4v6/0irUfaEyMoKSVMNS

UgkOId1xDWsI2KLsl+GqtG7WZrWM6gM45Epvuzca0Gf8W7kR6SidHNCH5lGisQafx8RibE6gv

t4YJOfz9kjecjzRXQa74vibBox0Voa93FDfTKTNI0arYsLQbZ5rFyVz4CHvfH2k5F6JoP0DBH

+be05skfOwHHupB9IJVMlJbirG8pz8SRdkHP0uIjh74ei2XOOTXH2THrOi4jd+YTd71UseL2K

Y79cIvqqE8Nm+GIjqf7haUhQeejQIXx8fAgICChxEM1tU6k6UHVjdLN8Q0zspOFBJci6T6lwd

eqz/6DPK/3GXGHDGq5wV0Bloy5I/NsKUFnDZ+VO3TdUqFy/fj3Dhw+vsuRqU1MpvxJn1FTWJA

QptEl88tMWwJb2o6YwyD2ehT+vx715GEEdBtBJEsn3f2whqO+juEQVEjrIhogkG/oFKfl28VY

8mjcirHsI/z36MWl929N7xOM82KURMrTEHVjHd1cD6F20nx2ROh57fiKdgpxR5F5l54qf2Xpe

R6/HJzGsozsJO//iq3/jGTThGXo7qW/sj9hChsT6VvXVnbfOoKVM2WZYT3GR2Nph37QZTi3aY

OHoaHJs7SofkGo0rHdQOeRBJy44B9KttWWxU4aukIMzLuI12oNDp8Q8cL+M46uKEPlradnbk7

NbU+n2sAMRqxS0e9CWi+G5FG1IxPrZ5mR9m0KTNzzYGa6lZyMd9qFuOFnqUVy8ytZtoHWzpP9



AC/ZvLKD3eD/srTRc+CEFmYeSJLEFrj52ZC3PILW3IyOGOLJ+2jHiU3UEDGjOqIcg/JwVrrFx

6Ia2pYlPyYw+VdmThgSVtRWnUoDKqpwk09oIUGmanGqqlkSAypoSrcn93gkq4y5dRJ6TS6vON

81E6oumcuTIkaxdu9bkdd5esTahssqTrO2G2ii+fnA5o9fNxKe829FamtN1Rx3DcA4tWuPa6T

6kNjb1Giavi6beQeWoCV7sPW9P32HOKK5mkqmEjN9zCBxnzR9fJRLU1ApLmSNqN+g3yo8zG5N

p3V/Gv2/HYdnYGoemjlhukRP8aTDx02Pw+p8Xu07r6e2tRuYMV6O0pIVfIdfCC6mXJUPHu5O2

+wqnTuTj186JPL0zTRWpJAe6U7A9npwQf6wlSvr3c7ypqdSpifr+HCfyxViLlFgGBjLgETfEZ

UZfN/0UClBZWlYCVJp+fipbU4DKykrMvPUFqDSvPKvS252gsj476gi5v6uy2w2nTVFaKjmnT+

DUrgPW7h4NZ+L1MaTQ43PbE7Mpir0bUqBNACOedCPqi1SavuXH1dUX2b+riJYTQgmSZLF2WQp

urT156GV/YpaeY9+BXNo+E4pseQaB84qh0nd2I47OOY9VL0/CukjZ+VEUdh2dEaVbIfe35YFR

9uyZF0Gy3IIWbexxfiAYp2OxpIT6k7YqjuZTgrh0LIt+N6DSE01aFj/Ml/PkR42wFSk5tDKRD

qODkVlU7wpcgEoBKmvz6SFAZW1Ku/RYAlTWrfwNowtQabo9ad3v1r0zA70h7zwgElc1KFHdya

qeaSrbM35exR6pdSeumh1ZgEoBKmv2hJXsvbahUqvWIM/KIz9Xjk530/nKw9Yaa4vywxvlK9V

kFSlLTF6k02AX9RciTT55LaaWEpuPvQ0WkvIfyLkKFTkK050HLC0t8PRwBksZSE0LxVTRXgpQ

WZGEav5zASoFqKz5U3ZvjVCvoLJz39YMmNz83tqBW1arKtIQIhvAh7M+Nf71ZEQs4VFpTB7Rp

ZRM7j/4Hv+ln+Jy/0U0sbsZoP1Mch7/nE6lZ2v/aslx8ZazzB3VigDnso2LBZvKkuIVHHXKPm

7KQgWXj51n6/ZjrLmSSl6hAqUB5m4JYv+QTMrnYjFl+TIWAZO1Wg6qtSUGsLGADaNFiER6+v9

ZeuzHLC14XySiLEvnXGCMVsvl2/q80xdGIhXzia01DxuA8oFuaNs1RR9S0kmtsl+42oTKnOQM

Ig5FcOHSFbbHJBGtuulE4AgY3OHKCwVuQG9DnIAzd1qgIUC7PBMkFsYwSYanuCFuQ3lROdKAF

4CoSgitt6Mdn3VugaRZI3RN/MC5OL1tdYoAlQJUVuf8CG1LS6DeQKVKpWLFX39SWFQ/M0bUxu

ERi8X06dWXZk1DBKi8JvDq2lTqdDoykzK4HJ/MyTPRRF+IJzE1i3VXDT9rN8tc4A0oF0JeBZb

d4RDM62fJxDYy1l9SM3lzcdaZbwGDDq0svVYG8DTwTyUOVnOZBV93CKGfrwf6IG/0jf3Q+3uC

gw1UwZ63JjWVUefjWLvxACt3n+BsbnE4HF8rGS52NlhZybC0kiGzKg7F1dtCynSJuEzZG/STs

zRaTmlKQqW1FBb2yAa9lkl73EpJ8XlLGSPLsUYxzOYVtZYr2pJ9lrcVhYVK9Go1L1tZMjYrD1

GmAUtBHxqIrn9HdN3boPdxhztoRsvqu6ahMiE6kZ37T7N1ZzibYpIougbyUhH4WVshvXa1Zgh

cMd3OmqfKmf8xYFJ+EQrtHYLfG7IuaZSIRGKQWuIiEfOznTWh5ezBJp2etwqKUGlNDxdmX1DE

Jr2e66/Quj7t0XVugb5TC/QGLXIl5W/YEwEqBaisxCNYqGqCBOoNVJow13uuiqCphOpAZdzZa

H74dTNrLiWQlpOP/JYfRcPFaH83R3zsix+qvT2dedLZvswMCAV6mH81jZiC8lMUPtRKRa/GSg

7Hy1h9qjgF4gPeroxytC2zzzwdvB+fTKbypsboTgf8dGYuOXkF/AT0MdjaGKDG1tqordH17YD

2ifvBpnLBcGsCKgsycnj3w5/5+0I8yfIiI1w81aYpfR/oSkhIAHbWllhYSJBaSJFKi/WIUokY

ibh8e2SNTof2dvjQqlHuW4xenYPVwFmlRCezkBhlVF7RaHVob7mCv5PsVWo1eo0OBwspooIiu

JqK5Oh5xCu2FcOlqyO63mFon3sYrE1Pf1lTUJmbnsOib/5m6YkLJOXIMaBzDxcHHukdRstOoT

h7u+Ess7jhWGgQvaulDOkd9iBdoUJzB3lpc9MoCl+B2MENm07jsBCLjH2W966j0+vJUKpN3gO

jnFVqfHLykcSnID4cgehQRLH8PZzRD+iEZuLQSsm/IqjMychArVbj7n3zJqi+eH8Ljjr3HA40

mAULUFmPt0qAyipApV6PPCmDBb9sZuHWI+RrtIQ42xPSrBHjWjembdsmeDbxx8revHlUa+36u

0iJKDUL8fk4RPtOIbp8FVFyBnprSwqfG4m6RztsDFobE4pZoVKrQ3QxnotfrqR1ZCzNXB15sk

tLxo8ZgFdjH7OHwqgXcSpz5UhW7UK8/Rg/JKSyx9uV8c+Pok/PdkhMsLs0O1Sq1IgjYvhg/nL

ej0umsaMdw8Oa8fTwngS3a4bEovphz24/Vnq1CpGFjNuDnxsdDXTacrPVmHA8K6wiupqG+NfN

iC/EkxWfwm/2NjSeOpJ+gzpjYbB9NaE01DiVAlSasLlClTqRgACVdSJ20wYVoLLyUCk+G83h+

cvpeTmB5taWvPpIfwb074C3vydSWc1lIKg1qLz16CjViFIyEe87heb7tbxhIeWEnwfznx9Fu6

6tKjxkZoNKvR7J5oOIF6+jICuPo6P74Te0O4EGu7caKnq1krxNn4BIXbe5v3U6RClZfPvdav6

36wRONlZ8OrwnT7wwusKVmxsqJQbAWrmD3QolZ7u3ZdAT99Mo0NuoFa6pUnR6N2IbR7CQoTi5

AomDO5YthqFOuoAsOAyps2dNDV3cr0H+qdmkrNpJo5XbcbaQ8FzfjkyfNg5LEzT3AlQK1981e

0Dvvd4FqKzHey5AZSWgUqVGsiMcyUfLyLW34ULrxgS9/ChOfu41tsN6rRYD3IgsrVBeOIry3C

pkoUOwatEPvaIAkaU1IrF5PIUrWoQ2OYO3v/iTLw+fI8hKxnf/G0uvAZ3vqJ0yC1RqtIgPnkH

68a/oRSJ0z45EO6xnRdOt9ud6VRF5G2aDhVXdQuW1lRg82//4bg0zN+4nrVDJ948P5olnht0R

6MwGlQol0t//Rbxss/EqWPviaAz2htRCOBJV7HGKTvxltG29tUhcGmPT42nEMtPNAap7KLau3

sX0ZZuIysnn5f6dmPPWE8gqMEe4E1Tm5+aiUihw9bwJxsL19513SatWc/XiRY7u30/c8eP09P

Cgk6VlmXblBsOf9RkZRKaVtG+v6ByMataMFlJpmeYtBcCPsbHkFhlc/Ewvj4WE0FRStslMHrA

4KoqiSqaafDIkhEBJ2c9/Qyb0Hy9fRqE2zfzp+kqmNm+OZ1nfaxsbdKGhyFu2xM7PD/E10yLT

JWC+mgJUmk+WZu+pPkPl/v37cXZ2pmXLliXWXVdpGiXLtyL+cYMx5It2+pPoDJq6GtTQGJUki

kIKj/2NCC16nRXa9BNIXEMR2TgbYdO225hag0rDfApy5az/7zCvL1yNSCzi+5ceYfiovuWey2

pDpV5vvPqVfvo7WMnQvDMJXVgzKOdBas4vSH2Dyutr27bxAGPnF7ujr/rfOPo82L3cZZsLKiW

/bSk++34exj3QN/GHO9hHmnMfDN+Bgt3foJOnl+jWuvNkZI2KHQ5rq+i0OmIuXWHqW9+yPyuP

6QM6MWPa41jZlZ8e705QeWTHDgrz8+g7YuSNJdQXqPz111958sknqyzamsiok33lCp++9BIrD



xwgNjPTOLdngO/LcVY0OMyNAW4mIzRtOfMBg+NkWTbTBgfIwcAJ07q6UWspMLGcPi+CMZpBZc

sqYFQ5jY4DHSvbIXAOaFFOO0PMmJUBATwxeDAvLFiAhY15TbxMna4AlaZKqg7q1WeoLE8ctQ6

VWh3i/aeRzvwevaMd2jlPo+tSEnRrcuuKTm1HFfXvbUOIsGw9HKuQHjU5dJl9G35Y//l5I5N+

3YytWMyWT18ktGOoETJvL9WFSlFyJtJXF0BqFtrZE9H171Tj69VkpSK2MYSS0ZG/8V2jptLhw

XfQK4vQo0diawiQU7dl869bePKnf4z2vBGLptGkdZMybUqrDZU6PeKj55BO+wa9iwPaj59D1z

K41hevjIlAceJmbASxY1PsB5aOHVpbE7sSlcio/31JTLacb6eM4LHxBswouzRU7+/qytLcUJm

dmMijI0ey7dgxfJydGdOhA4+MHUu7bt2wuUPOa3lBAZm5xdEUTC0BPj53rJqXn092fr6p3Rnr

VdRnSkYGykpqKivqMzk9HYMToKnFSibD0610pAtj+0uX2LZ4MeO3byctN5dn+/Zl7h9/4HyLk

5mp41S3ngCV1ZVgDbYXoLLi62/R+Tik0xcZd0Fr0JS1r2XtiLII+dav0CsN78jFRSSzw7bfq0

jsnGrwdJTftU6tYcPK7UxZsh5HSwu2LniVoFalYaNaUKlUI3l/Kbo9JxFPHYF23KBa0VAWnTu

A5upRo2mBNiPKkHICiUsQusI8rDuPw8K9evFZzbVhXy9cxYwV2xgSGsgvn7+ErWPpiI3VhUpR

TCLS174yTlnz4VT0rRuba/qV6sdgBiLfvQRddjSIZdjcNxELn6aV6sOclfU6PUf3nKDX7CV42

1ix/6vX8AsNLHMIASqrb1NZkJ7O1CFD+OP4cR4PDWX2jz8S0q2bObdU6MsECRhMD87s28eLky

ZxLD6eN0aN4qO//zahpXmrCFBpXnmatTcBKu8MlVqFCvWbC7E9cRHeGo/WcNVYC3Zkt2+yMuY

kihPLjdozQ5GFDMO6dS+znoXKdqbVaHlr7jK+2XqUJ7u34Yd5hlDTJUtVodLwo/3P71v4bMl6

lvTvSOh7htDYtVN0CjnyHd+iLyp53SpxD8Ou9+O1MwkTRinIzKX/859xMjGdtTOe5IEyrsGrC

5Vb3ltK0bajPPJwH7SvPFqlOI0mLMWkKqorZyg69jtipwBse05CLKtceCuTBqlkpV8WrebF5d

vo4e3Gmp9mYl3GNbgAldWDSr1ez28ffshTc+bwYGgoGyMjK7lLQnVzSyAzOpoh3btzLDWVvT/

/TM8JE8w9xB37E6CyVsVducEEqLwzVP7+3Rp2/PEfH/Vqh8+7z0ANenffaed0RXLke75HL09B

ZO2J3cCX6sWPamp8CsOnfEK0QsnWOZMI61/SiqeqUFmYX8jIFz/n1JVUtr8/mdY921XuYFejt

iFUjeLMVlRR22/2IrXFbuD/kNg6VKNn8zc9tfcUXd7+jlaujhz4412s7EraOFUHKmNPX+a+Vx

bQ19KCFX99BGVoQs2/ovJ7NNhWynd9jWXIA1gGt6nNocsdKzczlzH/+5rwuGTWvfMMPfu2L1V

XgMrqQaWqqIiHe/dmx8mTbPvjD3qMMVhJCqWuJbB60SImvPwyA7t3Z+W//2JxBxMEc8+1zqBy

2cZj5GTk8MpTA8wew87cQqqr/o6eiiIiPounh5fOh17XaRo3btxIiMFjrmnJa67asqlMS0il1

4tfoClUsOmr1whpEVRX22Qct+jMLlSXNmPZ8iGsQutWS3mrIC7sPkHnOUsIsbBg77p5WN8Sn7

OqUBl+OILu076htZ8HB3+eVaGHrbk3RpuXhXzbp6DXYMjHIvbpiK7ZQCw1cqxcvRBJZVXKMGT

ueRr6e+3VL1kUfp4NL45m8GMDSwxRVajUabWMHfcOG5PS+feN8fSsBW/7imSj0WhQJ1zGyq8x

SC3qzTN9059beXjRap7v2ooFn71UKag8F36MIrmcjn1uOrvVF0edefPm8dZbb1W0LeV+bi6bS

nluLi29vVFZWhIXH4+lQ/16sauygBp4w/SLFxk4ZAhqlYpdu3bhcdvvdE0ur86gMiUzn2mfrW

bh24/g5FC9t6WaFFBd9a1UqXnlwxWMG96NXh1K20rVNVTWde7vVat3MeHLlTzTvTWfvjv5Rsq

/utovlTwP+Y5FWDcfgHXjtsYf1vpSxk75hDWRsfw7/Un6Dr3pjVxVqJzx8hfMP3GJ/TMn0GlI

1zpZZuHpnagvb0anFxFRGEh8ehHD2jph4+SKyNkHsXtjRI7lGLXX4ox37gxn9HtLGdy2KT9//

BxWhixI10pVoTI2Iob2L39BmLszm5fNxqoSWXzMvXRFkYIrUTFcuRBJsGUOjXzcEbkFIHYPRl

QPNMdFuXK6PzKTZJWa8ys+wMnLtYQIhDiV1fvtjT19muB27Xj1vvtYcOiQuY+X0F8VJaAuKqJ

f//5cOXeO3bt2EdS+tJa+il1X2KzOoNIwsx/WHuFy1BVmP/8QdjaW9ebttkKp1XCFwiIlf2w4

zLnYND7930hkZYTGudehcvIzc/n1QjyH35tc6lq3hrenVPcXTkcQcegAdno5PZo6YGVITxfYE

bFHEFhY1mpYobLWvm7FNh5duIqnB3Xm25kTEV/LkVwVqMxJycJz9Aw6O9qxb9MXtS1q1Co1aF

RI0CLfsZCsPDn7k12M8xjW1hEbmSEB57XiHIDEvxXYu4CkbrRnmYnpDH/hc9ysZPw+/2XsDDn

CqwmVa9fsZvyC5Tw3tAefvfE4olq2IzbY64r0xdlyYs6d49C/xdEP7gu2IdD1elxKESLPEMS+

oWBtX6OZdSo6hD988iuvbDzAxicfoN+U4QJUAubSVIavWUOnUaOY3a8f7+/YUdFWCJ/XogT69

OlDzIkTRk1l4w4dam3kOoVKeaGSxWsOc+FSAiP7taZbWBOcHKv35lRrkquBgYoUKo6fjeH3/0

4T5OXEC+P6GGG7rHIvQ6U8M5cWo9/Gw0rGwTWf1P71q0ZLUWYqti5uxhR1v3/+uXGL7CzFDAi

1x8riGthY2CBy8UPkFojI2RuRpOYym9zpOCZeiKf3M3PpGdKIHxe9geRaCruqQGX4f0fo/sFP

vNCtNfM/fbEGvgVld6nT6Yi7eImYyEjcdNm0bOSEOvcq284ryFcXBxguBZXXu3LwQuTsi9g9C

JGNQ61ejes0GlLfWEjBuViafvUa+lu8kKuqqXz741/4YtNBtrzxOP2G166pReyFy1yNvkxrVy

32Li7EZqg4fNAQde92qLwmfJEEkaM3uDZC7B6AyLL2Y+flRF/lz6nzmBrkg+SHGSZDpUatNub

+tr4l3l99uf6uL2kaBaistUdgpQe6J6HyupSS0vP4bOl/bDoWQ+8WXng4lB+sttKSbSANCopU

bD6VSK82jXhpXG/aNrtzLK57GSqPbNhHr09/54O+7Xnzg9qNhxd7KZoTu3fRwllJUw8bcA1kx

b/FP6qloPLWsyezRxzYEZGHPyKxtFbBxjANbd8XyFZrcNs8H66Zm1QFKn9buIpnVmzj80lDeW

niQzX67TKApKKwCGVqAg4eXuzZupOk2BiaeVrSvlExnKw4ln1jDuVC5a2zdG2MJCgMrO0QicS

1sg+SVTuRfLnSGMtTO/i+G7OpKlQ+OeVjVkbGEffzLLyb1mwIJcMeGDSTUrEexBL+mL/AOP+h

bRyws5QQm6HkSGxh+VB52wkR+bZF7NscLG2Kb6YM/9V0yS/A4oUvICUT9eq5YH9TcdFQHXXqC

1Qqw8N5pVMn3nn9dby/qP2bC9CjVSkoKFSit7DG3kaGuDJnSq9DodRgIZMYnwel2ur16LRqCu

SFaMVSbG1tsZDUwpk1w3finobK6/LLyivkamouam3JlF9mkG+D6MLfwwkPl9Lx7Mqa/L0Mlb9



9/gfPrNvLhpkTGFwLNn3JCYnYK1KxcfFky4b/yM7MokOANU09isOmXAebO0Ll9U20tDfa/IkM

NmcG7WVlHoDVOMWSMx4YzAAAIABJREFUFduQLFyF+udZ6K+BSFWg8sU5P7BsZzjLZ0/koVsAq

RpTK9XU4FFquN6Oi73KsR3buc9fgrejjP3RhSTnKKsHlYbRDNozo/bSG5FnE0RWNXs7Ig6/YA

wSr315DNox/asNlf2Hv8n+zFzytn5lUn7r6uzNsd17uXLpIsNaWCOydWHFjuKQMVWFSmNjiSU

iJ29ELv7FJiI1bX+sUCF961tEkbFofn8XvWexuYShCFBZzbMfHo66UycsZs+G99+vzlGrWltN

Gr8+8wmJzb3QqrJoOvQ1xrT3LDPbTpkDaIs4diwBsfIg+saj6OhnSKxws+hUuaxc/ivJV1Sor

IrIphtvv9YXR2n9B0sBKqt2pO7ZVvcyVL7x6gK+Dr/A0Z9n0baGNTUHt+4i5sxxBre0x9lGyr

8ReeQUaasOlbeeWCsnxI3vQ+zqU+MaG8mek0hmfo921kS09xdry6oClaNnLGLP4XP89+FU2nc

3f+iYpCsJnNuxib7BFkQkK4m4WkiPJrZ4O1qwP0pOcq6m+lB521ND5B+GJLjmDNlF8SlYPP4O

2knD0E58sNpQadmjWDuv3L+4Rp5/MZei0cadJtjfk417I8jPz+exTs7Gsa6/QFULKm+dtUE75

N8BcZD5z9KNYQya1jlLEB2NRLNsNno/DwEq//yT4cOHGzVv1Srh4dCpE9QVVCpjeavluwzfs5

BuvvagL+D4otfp9+Z+Zm7axES3CAb2egzPF+Yz7Ggs7f+cxqWnvsBjTm9mj30Muf1jDOptSey

a78jtOIKA3O7MX9eHL/t8z4Rd3+BVeIy/N6Tz9NSbtzK6pIM08+2OttswRlqfZnFSEBs3Lid6

+58Mf3wS//72DQPDXBg2fR1R4Qq+OrCW8W1cTQfdam3IzcbP9unD1lOnjDaVAWFhZuq14m7q1

Kay4ukJNcqTwL0MlZ0mfMDVK6nsW/o2TYLubCZQlRMUd/EykeHhDGhswbHYfGITM2sGKq9Pzs

4dsU9zRF6GdH63OJpUZfLltBEnpCIdO6feQ+Wl02eJOrSdQaEORCQWEZGkqHmodPRC0u4m7Jl

R7MauRCmZWIx+26xQ+bifBz+t+MDcU0WeL2fd4u9p5WNFK19rNp7JRa7U1RxUXluBJGwEIoeS

ntlmW5wAlaVEaS5HHeoaKtGjyoznyP697E/MpJGNEzO+38joHp4c2uZIv6ddGDlmKuKE7Wx8Y

z8D18y8BpV9WXkwnyXP9eSLT3bRtNkp7DpOJuunOeQ5ubJWPYr1M3uiStzPqvX5PDW5Iyt/+J

aNv5/m+YWvMOGVCJa9KWJ5YR8+6pBI94UpPNMyg/G3QOWrq7xZ/Lo9X85O5vXF47Gv5Wvzgj5

9iIqOpvXu3Ygb1162rXoBlXv27OHcuXMcP15sm3avlu7du+Pj48P9999foQjudagsTMli+5Lp

eDfyrFBWla0QvnsPF8KPGX9ID8cUEJepqlmoNICHe2PEzXvWmKe4AJXlnwJRA4TKl5o14vOfZ

lb2aFdYX4DKmyI6tHUrhfI8+j88+sYfBUed245QnUKlHmXsDoKePsCBDTNxv/QNn6zSsiHdhW

3fTsDTEn5Z8AHuw15CtX8R21fuodO73xD75lK6fDqYfZdFzB3dho9vQOWbNE9YSu8H1vBZ5E7

GBFuiKUhh1uc/8MjUt2iiPsnHUz5h6IevMOHrLNaMT+TNk21Y0j+Z/n9b8JhbJOMmjuW/r3/i

sQf8mPqliO+m2/LpWh8+eWcAVrV9Y96nD8TEwK5dcC9ApVKpZOXKlcTHxxsDaLdq1Qp3d3ek0

rrxkK3waVvDFQzBgzMyMoiMjCQmJgZnZ2eefPJJrKzKTncmQKUAlZU5kgJUClBpynkRoPKmlM

4cOYyioIDO/W7awQpQWZ+gEtArSTq9l7/WHSAnsCfPju6KLnIHv2w+T3Cv4QxsKeKvZauwCOn

PkCZylm89g49FEzo+3JIrmdC/hSf79l8h0CuDwwlODGyWzfQ/4/lqxhMUx13RU5ARw5ZlvxEh

C2LUmFG0tM1m4XY5Ux/w5PCq39mf48C4cY+hOruJ1ccKCW3nQ3/nyzzyzRV6tmrF6AkjCXG1r

vXrb+4lqJTL5Tz//PNGm46hQ4diaVl22BxTHoJ3Yx2VSsWWLVvYvHkzX3/9dZnyEaBSgMrKnH

1zQeWbMxbxy+FzbJ/7HK27tqrMFEyqe7def/88+m0emDQMDzPZVAqaSpOOU3EljRb5nCUkH42

kWSVsKrUGh1G9Hsktig4BKusZVFbiGFRYVZfEZ2Mewenl35jcK7jC6neqoDm7hGd2tuaHV7pS

Z2kw7iWo/Pnnn/Hy8mLIkCHV2ri7vfH27duJi4vjmWeeKbXUuobKw4cP4+vri79/yZAmtZGm8

bkJH3A4PZv/Fk/H4xaje3Odh7vx+lsXl8Sv499j0Otj8Xm4j1FUVXHUUc5YxOETF+n15WuIbo

m5aC7Z341QmRARTZNnP+WjQZ2ZNmfSDVFVNaTQ4h5TaduvA/e9P8VcYr/Rz92oqdSo1Lw24zv

+OHmRswun4XtLSteGmlHHcMv36KOPVnn/zWVTqY+I4Err1vjOnIn0ww+rPB+hoZklYHgh6tsX

4uLu/uvvxMREY87SZcuW3bNX3aYeH8Ob8qxZs5g+fTqOjo4lmtU1VJa3htqASv2EDzhbpKT1w

mmI3J1MFafJ9e5GqIw5Fkmr177i50f68+grY6oMldIZixCduIjGEMi7eaDJMjW14t0Mle/278

SM926+IFYVKqUG7+/RfdG8+pipYjW53t0IlWqlivHTF7H11GXCv3yNxm2b3JBHQ4VKkze0nIr

mgsqi7GwGurjgHBjIP7Gx1Z2W0N5cEsjNhQEDICenGCr9/MzVc4X91Lqjzrx58+jbty+dO3eu

cHJCBdi3bx+nTp3ipZdeEqDymgSkEz5ApFCiXjgN3ASoNOV7En00khavf8Wy0f0Y+2qxhqMqm

koBKk2Rdsk61zWV5oJKWY+p6Ef3RS1ApUmbUVWojDl/nkJ5Pq063fytqi/X3yYt/A6VzAWVBp

vTwe3aEZ6QwOldu2jStWt1pya0N4cEDh9GNXw4skaNYPduqG7oqErMqdahskWLFpw5c6ZaWsq

sU38wZsRMogwLbTuGo+s/5XrksYLUOGL1nrTyqlxWHr08iZlLDzPtlYdxQUfyib+YMPU9Ut3H

svL3NwhxqaC/9O0sP+DLoyNCMWdQmLy8PB566CEMHvK3lntZUylAZSW+4deqClBZvsxq2vtbg

MqKz2tNhhSqKlTWZ+/viiV65xrmgkpDxqWPnn+eOYsXM2fqVN77/vvqTk1obwYJzOjfn7ydO/

n255/hqadqPA7yrVOudagMDAw02glWp6SfWMn6k014ZtK1JOnqdCLO5xDio2LR+59y2OFRPn8

hlMPb92Ed1IWB97lzYNUG4hxb09Y1g+hL6Vj5d6RnayuO/LebJHzp37cJHy7ez4fvPIE7eWyY

NQXbCd/RVnOGiCx/OgQVsn3HOby6DiJIeZ5/j14isEVLUsV+PNRYzb/HImnSuD0+6ii2ns7gv

oGD8BGls3PbPjQebRnUyY1D23YQL27EQ4O64WplOno6OTmRY1Bj31LqGioNzkRisbjUy0FtXH

8LUFn5b48AlQJUmnJqhOvvm1Kqz1BZVFSEtXXlFCe37r+5oNLQZ8LJk/Tt3ZvswkIWvPMOj7z

4ItbOxcHyhVK7EshNTub9555j/vr1DAkMZHNkJFTjnFRl9g0TKo8u4aEH3iXFTobLwMkcXfw6

P877gIunlLTs7EBc4CMEZvyLb6cHKDh+kMYPtmDty78y6vMZ7Fk6C+8hU0jZvoEBU6bjrMog/



M8PWec7EXFMAh8ZoVJHdvQBNvy1kgV73Pht8TD+mfALXT8by4Vf1yBxFnMiZAzvhWXS9dHz/P

i+BetjMgiRBLF6byJvv9yczw9ZMt47ElFAX+zjj4Mols+PePP1G2No7u+OZSUCodZHqPzxxx/

x8/MrFVNTgEp7rCxMf2G4/qWt6TiVAlQKUGnKD4QAlQ0DKidNmsTSpUtN2dIy65gTKg0DXDx8

mB49e5Kn1fJAWBhfLFhAcK9eVZ6f0LByEtCqVERs3MjbM2bw3+XLNPXwYO3q1TTv3r1yHZmhd

sOEyts1lejYsngac8704Js+KRz0HYH675fYclGNk8yfZz9+jLhFUTyxYAyblsyly7g3OPLnx7

j5teVyVj4bv/0Yu6k/Yp+YXAyVmlzO7b2MT7d2iBN38+fGk4TP+Y64Hq1wtgugm18QgdNe5mG

3NL7oMZX4ju3pOboxifsz+aGgKYfe6cnFSzkc/OtNVhzJx9POj4kzXiJ311J+3ZrII/O/Y0o7

N5PjVtVHqPzyyy8xaJ1HjBhR4hgKUClAZXWeS4KjTknp6bVq1Cf/BqX8xgeCTWXlTtjdeP1te

O6uW7eucoK4pba5oVKv17N3xQrenDOHM9HRKPR6unl44HGbg2lFE7aSSJjTrBmh4rJfzKN1Ou

ZcvkyhRlNRVzc+t5FKeb9pUxqX0+d5nY4PLl+mqBJ92kqlfNKsGX6isiOan9LpmHfpEgqDF7a

JpbWzM2/6+GBXTv0jWi1fXLqEWqcrVeNSejqROTlYisV0bNOG7+bOpXUdRddpmFB57AdGj/qc

XIOdo1Mffv9zKP/8lMQAp6Osy3Vj5Qo9Cz5twlezv8K6+TC+/OZBts05Uwoqne2sePnjHfTt7

kJSy8m45uXwiQEqdXIO/vYNH/20lmxNJ97//jUcT6/kna//QvrQTJ4WZ6J7ejIPe4tIWfcaA7

/VsvPHAazZ6YBryno+XXWBB2Yv4HHvSN5640sKPXoz952efPfCDPZbt+Wjr75iZHMnASpN+LK

pDiwpVUu4/jZBcLdVMZemUj5jEWuOX+SJr4SQQqbugrltKnN7TMV5dF90gqOOSVsgQGVpMZkb

Kq+PkJOUxIENG/h74UJ+OXfOpP25vdIBoFs5LU8C7avQ6wmgvOzXB4Gq6PMuACHlzGU7MLCS8

zQEelsLlOd6+g8wrJw+nSQSRrVty/DnnqPvyJHYudZQylMT1tQgodKEdd1VVQRNZcntTJ3wAb

vlRTy8aBoWHi5m3+u7MaSQuaDypRmLWGkMfv4sbbq2NrvsBU1lSZGWpans3WMqI9s15VVD9AM

zF+H6+6ZA87Kz0Wo1OLu53/hjffH+rm+ayrKOobKwkMzLl9GXoVkr79jKLCxwr8AeMyMnB6VK

ZfLJN6XP9OxsVGq1yX1aymS4Od058khaVhbqSmg/neztsa3A/jE1MxNNGdpP37DykNnkJZmto

gCVZhNlzXUkQGVJ2Y6a8AGX07LYtng6nv5C7m9TTp65oHL0jEXsOXyO/z6cSvvubUwZulJ1BK

isGCote0xFyKhj+rGqqqayrBEEqDRd7kLNe1MCAlQ2gH0XoLLkJnWa8AGFKUKaxsocXQEqy5d

WQwspJEBlZU4+CFBZWl41df1duZ0Rat+NEhCgsgHsqgCVAlRW95gKUClApSlnSLj+vimlpPh4

CuVymrRseeOPgqbSlFMk1LmXJSBAZQPYfQEqBais7jFtKFB55XI00Uf20CNQRmSKirNxWfRoY

ou3owX7o+Qk52po5mlJ+0Y2RpGsOJZ9QzTD2jpiI6tkOCcLG0TuAUialucaUF3JQ270VQY89Q

GvD+vJ2DfH3+iwqmkaa1JTWVhQyObffqOJg5pWvtZsPJuHXKHlsU7FcQevy3toGwfsLCXEZig

5Elto/Oy+YBsCXS0rLzCpJZK2QxHZmT87lmEyhtzfb8z4jtUnL3Lg6//h3yr4xhzvlKaxPsep

bAg2lZU/CEKLu0ECAlQ2gF0UoLJ2ofLimQiO79jOmPb2HI5XEZdWwOCW9jjbSPk3Io+cIi0dA

qxp6mFV4ofWzlLMgNCqhRQSB3ZC5N8KUTlhL6p7THPOx/LQ5E+YP2UEnZ4cYuyuKmkaa9qm0p

ChozA3F2uxmgsX4ji5b2/NQKWlA2LvEEQufohsHUEsqa6Iy20vSskke/Tb2E0ahnTig/UaKvU

6PdmZmejz0nF2tGHDum3Ic3JqBiolMkReIYjcGiF29ABRJV8ITN0xjZbsOUs4eTSS3j/NQtLo

ph22AJW2pkqxTurpNSp0qZfRy1PQ60wPI1S1yWpIS1Pi5mFr1qx4psxFZHi5tfdC7B6MqAafR

abMpbp1BKisrgRrob0AlbULlYbRFAoFFjoNJ4+f5fLxIwwIscbZxoJ/z+WRU6ipPlSKJCCzxh

j03K8lIsuqZ8cw5QiKE1JRjp2D5ayJ6O6/r95C5e1rSbxyFVlGLE4enuw7eJKkKwlV11RKZGB

pg9g/DJFHQK09vA1QaTH6bbSThqGt51B5u/xjL0YReeQgg5rbIHbyY/mG/cYqVdZUiqUgs0Hk

2xqxZxAiiypoNk058LfW0WiRzlmC6GgkmmWz0ftdT+oLAlTWX6jUKwvQXNiKXp5u2o7rVISfP

MnKX7ezO1dMQLs2PPtgd/o1cURcTjzJmx3riN67jtEXW3BocnOK1QW1X8Q+bZAGdqnVtIrmXq

UAlbdJVKPVkZyjICajkABXGwLdiq/Z6rIIUFn7UHl9RANcZiSl4KjJxtbFhS0btpOdlV11qBR

JELkGIfIMRmTnisiqds6XASqlY+egnTURbQOCyuv7YAiuHHvhEmcOHsRHJqd9I1tEjr4s3372

xuEo9/rboAXwCUXk7IvIzhmRRFqrX+eGDJUGQWk1WkR6HWILC9Ys+ZHCvJzKQ6VYisgtGJF3U

0S2zrUDk9d3WYDKUue9ITjqaGKPoEs6beJ3VUfS4X+Yec6NDx/tjK+NiLTY07z222XmvjmCI1

v24929Gz09Jez+dTURLXsSHB/OT+EZtO3clYl9PPnyiyUsi3fix9mPMzRIyua//+XXiGw69ej

FK0OacnnnPtYqHRFFneK0PIBXBjuyeN1RfJt0Yub4MHQpsXy4dCfJ1s4893/2zjq+yuoN4N9b

6w5Yso0NxojBSAkB6QbpkFAs/CGoKGGAioAKIimSoggoDQJKN6MZzWDFWHfdbbd/n/eOmmws2

Oam9/yj7J58znnP+32f85znGdqNNm4yjv6yhyNKMaFhEj6Y2oPG1kWdiIiQ+nVFbFejmOOufN

n+c1ApvJxUGh0KtRaVRotSrSVXqeHgjUQu30tjZ1A80gdO8mcPqsfwlm7/+KxVRqi8e/euPkz

j3+PPVkREnfK+/f2sCQ88cJiou7dpUF2MdzUzRFIjfjsVpS/yzONvmQkiK1fEXgF5x60VnKoi

VOp0WpRKNWKpFJkk72hUOB7PiIvBxsEBndSIX76bz8OIp/mgUjhC0h9x10Xs7A1SGQjPvkqFS

iv8U4ZRCUKlPs90VWWo1Go05Ko0GBnJkIpFqFVqgq/dxEUTj3XN+oTFJBH411+IRKKnbSqF42

xh3Tv4IPH0B71WUodWrSFXrcPYWIqkSA3S80j+Qdl/IVQGBwfj61uY6+2iZVYVoFJ58XfITS9

6MPqNIZPV780k6dVpTA6w/VtgEQUzv/6VWoMGMbSmlHVT5rDKqAb21eqz7q16rJ23gYROgxil

OJanqXzdm4ub1rNGHsCPr3iz8tuNXGrRi2FRexhyzJZj89tzbPZcfjVtzx/T2/L9nM00HtuDs

xv30WpgPzoYxdBvyhk+m9+X+3PnsdqmG5vG1sPI0QabYlh4iBxrI6stuEKvmuk/AZVKtYaLEe

ncic3k/L10FAo1iVlKMrJVJGWpyMpVI8CmsDE+TFqdDgNU1sfDtmTHsv92qBTWhzwzC21GImY



WlogtrFn//cJCoFIE1i55x3w2rohMCwvAVf6bR5WDSp2W8IsX2ROnQmNlx2BvQbslQ2tpjak8

hehcY+S3b/JnbDLV48MQaRT0qm1KulqErJoHMs8G2BhLSZLZ4UAmMbmm+LlI2b/8IGGu1qTYe

vJxG/cKsZ2qulCpZd/xc6Rny9Ga1aSeb3UcpUpsbSxIik1CbGfB4S17uHcvEqlaTR9/K2wlOq

JVIhyquWHt4U18rjkuNZ1JikrFyMEWJ1Md244GoVIpsPHwp3u9sg9e8NTTVEqoFG5/qxS5eNR

+DG+V5fb38+4YVQIqC4imVui4tWnMHzYP51kfM8zn76c/T0Plb9UboYyMo5FfQ/p3b0ALD0vC

Hx5/j3Vg4fhl+H30Pn28zEm4dhK/ZRqWNw1htkknzg134+qGhSwX9Wbp0FqsW7KRaGdb9m++i

Gd9V4zEGu6cuUHzKe/jv2slp7r9j2UdnIq91xig8olZPnv4Jod3XGbaohGFzr0QLzoiIuJ5n4

lCywuax6RMBeGJcg7eTOJSRBpX7mfotRRF21U8rtYAldeYPeA/DpU6HTmp8Zy4lYhjrZrUszV

GpNOBVApqNRqRiIyoOPafD4KYMMylGjrUNkdiZITYygVJreaITczRiiSIdRrUSDCRiUGVzP7L

6bRv4oVxBWnLqhxUanJY+e0ZWnzQFg9tOvuX7SDX0ZHsJq2JD9yPPNeJGop4DkTfxNG3MdfDp

Uy2i+RCNXsSr2Rz0smRvpJYoqNt8PQTIfNrySetbVg/ZTV7LK1xatKG73rUpKjDqLLYqKouVK

axZscNhvdqRkb4bXpcMGGUVTR9mzixaM4ZnIe1hsM7WHzFkaEviPGwycUmMYVzSUZkODsTfj4

M56a+vNTUm8Rfz9Bo6iu0t8/glzPJvNHJD4VajJlxBZgilBIqC5p7A1SWxRNRvDoKCtFbaEmd

nI2fzOJ2r/f5vKVDnoJIp+bi5Tu41PVk1YKNeZpKLyk/T5nD2d7vsjhAxJ9nbvDt2sN4DniNj

x0uMUzQVI615/u3lhPw2Qd0q2FKavA5fOZmsaxVOPMsu3BmkAtBGxayStqPRYO8WbdkA/dtTL

kRYsbyTzpj89ADhS5brxUN7PUuS9tWK3ZYZgNUVjKoPBOeyturL5OWrdJP4pPax+It5bxcBqg

0QCXqTFbMPIjLoIZoJRJM791HqlCgbdSIq+cuUc3ehdj9Z7ntYYmvhTEZSmM6KO9zxcoBmcaY

+w5u1FPHkZBmi5lpOrLajXmtoTWxJ7bx0WEZE9/tTgs7o5Isy1LnrXJQqVNzdtdJ/pJDdXdHX

G+dZneYhCZjBmB15TBbz8jpVMeUHfeiqO/uSbquFoPsk8mobUTkkXR+zVXSURJHnNqVOrWN6d

G5NY2sNaybsp6bdV0Il7jz00h/SqaHL534qy5UKvl9yyHkYh0mlvasPR+Pu62W6YOasOHHvVy

r1ZLWySfZFGpBpwBH6jasi1HwSeJjIcPDnXN7z6J0c6d/17qk/XafPrN64EwGa7cHIjYRU6N+

czrXKh83QvlmygCVTy3cf52mEi2pwScYvyWFqW91p4GtmNsXT/LZ3nTmT+7BrhW/kd6sCxP91

EycuJiI+m0Z2dqfYa2cubhtPR/GNmG5/11GXKlF4Ls+HPxxDWfcujKzuxu7ftrKctPmvKc6xn

SLgqEyrlkz4vacovPYAXSprmXvtku4dWnMrbnzDFBZwLYpEpJOOB8uIlUGTeWxu8m8teqy3lb

yeZIAlbMG1WPYC64lruZ5YLagxiqjTaVSqUQsFiMVtHZPpH/V8bc6gwUfnuDFKc1JTc8g+tRl

RBnZGPfti9mlY2y7kY1/tpobLmrGdAxg+3Y5zWzlaJtYoQ5LZ/71+zSUiPFydSXWyIQvxralu

jqN7yfMZ7/EDo++Q1jWybnYxyIlXohPFBCgUjRsOjznRZ3Pp/3AmrM3+GvOO9Rt8dgp9PP0rf

CyOgS/iVITM6SokGdrkJiZIFMryNTJsJZoSFeLMUKNuakJqlwlWiMRmlwtSp0Yc6mWHKSYiDR

IpIJNIGRnyclUgbWVGSYP7DTLp++Pa9XFJvHVoE/oM6o7Dd/s9+iH0vqptBDCNNbxYM6qj8u7

6wixx5PkWuysjFDJs1GIZVgay1AocpEYm6BVKhHJRChzdJhbGKPKzUGjBa1UiiBeTY4SY3MTl

NlqTCyM9ZphwU1Mcg7YWRpVyNpHrSFx+gpunbtJ258+A/fi3f5Wq9WolUpMzB4fp1YWTaVCoc

DYuPQ35/99UJn3KESHXOWDSb9wRCGmSY/uLBzZmtq2RiRH3GD0J+uJtvThFd9MQnzbU+PYH3x

/JY367TuxbFwnPFRhjH3nZ+q8Po6p7SxYOW8Nn5+Kp+vLg/jx9cZc2vArM8w7cLCfE9c2/8gv

0p5828+L31ZuJqFFNwbJgnll+mZuKi2Z+P5IJrV3ZOeMBZzv+iZzWzsYNJVP7Fb/SagUGLppT

Vu8q5XQ5YIOejWqThtfhzLb8CsjVK5atQovLy86duxY4VA5dcxMjiWns/fHKdi6OpaZnJ+uSE

t6dAR/XUvBxa8mNqkRXLqrpPFL9UkIvku2xBovcRpnUjUI1pLejepicz+eXGdjdKm5XMqQ4iV

LJT7XBmtrMa39a2CWncqvF+T0bmDEntsaBrV0pvSvhuIPPSfkPp+P+Yq3Jw7Ga1DenJXGT6Vq

2g/cuBRMowXvg59n8TvwH855/3ooPm9/y+cdmzHti9efGyr/aPMWAT1b4zZt1H9YqsUfulqhY

vzHy9h0OZiriyfhVq94zs/PHTlCdkY67fs+/hCoLFD57rvvsnjx4uIL4W85/61QWWqBVKKChu

PvJybj36SpFIugja89rnYlOyALTcimmoWMBSP8EQuVlEGqjFC5YMECBPtYIbLDk6kiNJXSMTO

Jz1Vgv+RDcCjh8ZlOh1arQysS6W+zPpV02jxNCyKkElG+r0vhQ0OvrheU9iJRITa6Qv1aNDqh

vLjYX6f6arVafbtotSAWIxbp0Gh0iAWVz4OLZKU15yiriDrSaT8guhSMeuH76OqUHCoTYyK5m

m3NS96WaDUP5ajTy1ysyeDc5VTk9lZ08LZD+FnQLqo1OiQiHRFJWVgpkkmzcMPTSopILEJw1i

3MhUTJC1O0AAAgAElEQVSQtU5DSkQYZ5IktGnkgZlYhETII9wiV+mQCfasgnx1Wr2TeUHeOpF

Y34YyNZ7LcgtsU++TYu9FU5scjl2KxMHbCxdFMirHGriYl84Cs6yh0qjNW+gGvoTqvaEl3l10

WjlnzoTj3cgPB2MerFORfs0Kz0V4aDyWbjJSkoyo426pl49Yl7cuxbpsohJyiIrMoX5zd8y0g

hwfzIFYnCdrtYLL10LIMLKnpW81vWZSeI4EWSu16G/cC8+QMG/CutbpJ14oC3fuJ1DLzY6zQf

fwre9FemQ415OktPR35HZ4Ds397JGV4rZ4aWN/GyLqlHh5lWmBEtlUlmnL/2xlBqj8l0KlABx

TetWita8Dtaub5wMIAS5uxmTpN+InU81q5uy5msCJ20ksGNFAv8mWRTJAZX4pClApylWgKgVU

6nQaju0/xjHT+rzXyITUzBys7e0xzk4jJleMs3kafx1M5K5LDf5Xz5REpTFOJmpi0jVIsxMJU

lhRUxeDhWstZLm5WNuZkZokBzNzatiZIVJn8uem80QZm9OinR82iHG3Nyc5OYGrd1U0qGOD1N

KY7GQ59o6WZCalojK3wcVcROS5c0Q5+XBr33GkLV6isyiEneFqzD29aSFJROpaG2+b0tlgVg6

oVLNj21Z+v+zA9DdrsutCFG4WpjQwz2RXjBQfRw0Xd2Ryr50LH9lkE5RqTtMG5pwJDKdaE29O

HAmmcy0loTp3pFot1S1ExJ5NhVqODOnTGEdNGstnbOCCvTP13c3R6izp0CGA3NvHmL4hjHde6



4CtJJvLt9NwbeSHY2QQaZ4t6FvLjIO/HCOrXUOu7j9AitKXV5tmMO2vZFq2rMfrnlkcinfjlX

YlN4URVm7lgUodqbfP8ObmcIb26YB38kWOp5hTs0ljVLevIdfksPtgKhMn1ebyITlaWzFO1S1

xz8ngWLqIPtVj+e6aJVY3xQx4242IyCSSYlJR2ljgamJPn8710Cbf44PVgbg5WeBtZUOGVMSL

rQOQB/7JnNNmfDHakcg4HaHJOdSt5U7WsSvY9HiJju7ZrN2dwMh2EibOv4TvK13RHtlPklpGs

95dYfdhbIb2pa2jrMRbqgEqnxaZQVNZ4mVUYQUMUPkvhcqHwxLgcuZAP4a0yPNXKQDlxjPRfL
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jUGJlJ8UOWCj4GPgHqA6Gh0cTEJFGzpguuro+jSc0ELhawVOys6lKjenOC7q7N96sdMB3wLGR

5ZQOfAzeVahTyHDQqNakpmUQmp5Om1epLvdOsLoMGtKdRAx/MrEv2gi4XqBQ6pVAhuh2BZNdJ

xEcvglqDzsme6/bWzLM0o7mDNWalCG3jamZCRydBahA962f9f838vbF9cBkpTalmV1TCU9LMM

a5NsqQOzrlHkGgz8/3uZWHGi9UKjwyTolCxOzpRXyY1V8nx+BRSk9OJjk4iNEuYIRjo7crrI7

vxQov6mFo+vqldnF3DAJUlW7PFkWlZ5lGrNMTdT0apeBgNK5XtH3ZnyuV67NyzEj89QWYy4/V

u/Hr6Rfacm0Udi4oI21s2o9RE/snw8cHM3zQB1wc0bG5lgqOTDWJJFaLjJ8Txr4PKU6EpjF97

hcwcFUK87yf9SZZkGQhQ+cUAP0a3Lv5Xb0nqL0leA1SWRFoP8mq0iK/cQbzgd73Rvig5gwhAi

Klh5mhLdQtT3JztsS6B3V/zPwP1lVu7OtLg5XZPdSpDo2VHXAoRdiMwSzmEOPdekR23MJIx1N

URq4exHv9WIlGtYWt0Eokp6UTEJBGansXJlIxHuVwtTHnBvTrTX+tFnZYNimzvyQzlBpVPNpK

UjuTqXeJ3n2LQ/XiisxXkKJRCBLYSJcEt7HtGMqaKxYTm5BKtUOFtaoyroHkDBJRpplSRq8mD

vSeTr3dLmjboyfodn+b7u1QsYpGRjAFP+Jx9MsM5dAxQqFAK7pkkYkyMZciMZHpwmfRCfXr0b

4dVtTzIKk0qN6h82BnhAys6EfGB84gPnWdpVg6fpGWRoXkcOrYk/RbA/gzgX0AhFTAeWFHAb6

39e9C8Xid+/es7ElOj8+VwB04CBe2ygk8OwUnS9idK2EglmJsYYWFlTg9PZ17t3x7fF4RPjdI

lA1RWXqgUbGVTEjJIT5E/MbmpbJ/aj92q+nj0+ZRP2zkjSjvClHHz2XqlHruOjOf2vg3s2rqf

eKWOFkMmM3WYO3Ne+xipqxWBd9MJGPAhnw1tStjxPazf8itXo5NR1+zJgo/fxUV5m/nT5xCUb

YS3rZzo9l/zcw8Ldq6az/qj17BqPpD3hw6isUc0H73xPT5+Rmw+Gke3V8cgP7eNExeUjJ45hw

F+OaxesID918Lw6fwWHw7vQ/z+eay5Ikd17SxR7s2YPHE8V9d8yPK/Ihk6ZR6fDmutH6ewHVV



zscXcquLDr5buKcpf6l8HlWnZKq5EppOYoeBmbKY+dveZsFRycvO+dIoLmQaovMbsAfXxsDWl

KthUFvowCFqze3GILwUTFRrN8NNXOZ2aX1tS3Afp6IOM1sBj0/3HpcOBnkD/11ay9dAybt+7V

GTVQhTwY4XUJxQWfhPu8j50z28iEtHUzorGfp74BNSmfe0aePrWwLgUmqcKgcqHEtBoSU9K09

u+pqZnof3bJbeiBCUWifCxNMNSJiH8t4PEHjyP15BOOHdu9qhoSGY26cqn43tHZdgTI3eiufO

NfM0YS8T4WpkjKwTohS7eyZAjV2swkkmxtjLHzNIM+ye0o0X1+1m/lztUPmxcIHh5LvKEFM5F

xHI/V4kiK4f0hNQSdb+GiREDBC0zEPNjHuqZ+dbA5qUm+v8X1v+mtKyn6pSZ1iZH7IeJ4jBqd

f5nr7WFKa2lEh6Hkshf/I4AlWlZWLk4YGJihJeZCY5W5rjUqI6VQ+ljXz9sxQCVlRcqhT1C0F

LmZivzQ+W0/oQ0HMmlw0Ys+mEYupOz2BnpxNdfh7H94P8ID0+nQ3M/ZOknmTx5PdO+H8+8Nz6

lwxcr6OSYxOgxP/Luiq+wvBOMZaNGeJqlsfrLCUh6Tsc+8HuSmk5mVAtbVkwew/FWc5ik2sda

cQfmDm6IPHgLC7ZlMPPjF3hr1HzGLViKY+hmun94nrXbvsE7bBUfbNTQWXyN2J4fM6GDF1d2L

OUPTSv66PawOKIeiyb2IWTTFGbc7c6GsTpefze/plIYrH11K6ztyueiY4ke+lJk/tdBZWEyCE

uQs/NKHNfupXE9JgudRqcPvajSaFGotPqQiyDSfyUIyQCV/xKoLGRB3Au6W+LHJWb8PH0Zq7p

e1P98bIHlkzKyWXPBmxfcoqhhUzS8GsukONlYPFp3f69U2FhjUjNRa7QYmRrhXAKbvaIGWKFQ

WVRnSvB7SW0qr4aICLorYVT3p4GzBM2WedYKg8oy73nJ/FTevS/iwDkJo3uoy8K0uUxH8yyoT

ElMRK1SUc0lL1SvkAy3v8tU/M+sTLAZj4tMITfnaai832Mebju+x/admUR+vYT673Rk8Ijj/H

H6M8xCTnI9KZvIoz/zc7g121ZMYsnk7xgz+0dqy+J4Y+gXDF62lJayEE5cuoci4SxfrT7EuNl

zyFy+iBfnraOpiwnXNk9nlqIfLYPm8vP5e1jI8uDAskk/ds3uyfsf/crMOXNQheykw5Qo/to1

geohvzL2k+Mk3j9DgqkJppK8Mo4DvmSq/UX20YVPBwcQtncGb/7hz+aplrxtgMrnW1SCw+yIC

OEg8p9JgkpdodaSKlchuAYSQjAmZCqIS8vlbFgaofFZ3E/J0XfOcPz9L9BUluEyK65NpfACzV

VC7zalO2Yswy4/s6r/ClSGx4jYekTCK900ONmX8Ny9HCfjvwKVgrXGT7ul9G+vwcul8shfmFq

Dn8rKrKl8BlT2XM1g0S7WnFBxx+xF5vfMoFnvw6xY7Mc3e7P5/t1eOJhF883Hy5j03dNQ2XfW

BPYt+Zn2E8fT0smEEyunkPXiOHLWzaPBxz/T3tOMY4vHs8zxbQaGruNqm8l80d75sUZdc5UJh

UDl619dwi4+mAbf/sLohvaPylzaNJu9BqjU76giIekEGiuD9E9DZVFDEIYZn6FA0GxWszLGp/

o/r4IuD5tK4RadWq3T24gVlJb/+WxN5dKlS/Hw8KBXr175ild0RJ2i5rMsfy8uVAov0bV7pLx

QT0tTP21Zu8sssyEZtSxY2/pkA+obe9BmxJVZm2VR0b2lW4nbdhSPdwbgNKB9kVWq1bB+nxTh

OHtQRzVmFRci+5l9k9RoisS1CDtYjRrVle3oFE8fKxc58HLMcK7LRH3tDl2aU/PDEUW2dPC8h

IhYEUM6abAwLZNXSZFtFieDrPFgRMbFv9xzb80P+mqN7B2o3v1lJMZGyIykhZpVyXM1fL4xjL

mv1nqqOyEhIaxevZo5c+Y89dvdw0c51m8cDo3q0e/4lqd+Hz58OIKvydKmquCn8pmayp5reLt

RFhOGfEaXH36nq/oY/r0Ps/BrNxaeNGHlpK6E7vyWjw5lsnP5+/wwZX4+TWWvGW/y+w+bGPnp

R/gmHmTKhCV0mb+Rlsm/szbKn6kD3JnzwXhi+q9gvtdF+nx5k5U/vodJyHa2nDHhsw8bFwqVb

yyIZXy7RL4648nCTwZyZ89KLtn1omPOnqegcss0G94ef5IZP03Dz/6xDaXh+LsEK7uyQ2UJhl

JhWcsDKtPD9rFtfwavvj2oVFCZmZmJiYkJMll+KDVApWA6AaFRIk5dlZCdCyW8kFph60pk8zh

+fWGN6rJSQP3k8VOFda/QhnITs1Ck5WDiaI6xTfGAQNAcJ6aJEMwnzUx0VIqLlTJjRNKibsDr

0OXKKfHNpnKeptzkvJvXEmMpMouixgDC/amsbBECTgrfsYWYsZZzrwuoXiYTjJ4KbFetyECrU

WFkZv/o9/61826ipysknIiyQWxigm/DGnQfXHAUqfKCyuzsbMyeiEleUsFVXajMJeTkbrJqdq

ZhdWPOXrqGX9NmmKXf49dd9+ndvz73z+4jKFqLb+NGKJNj8G1an7AzQdRt1REbiZyDe89S+6U

XMY67xJ9ng7HzbICPaRbZVn409jLlwsF9BKdr0N4+SGDjaSzr5UrU9UCOXQlFZ1mHzp2a4Wye

ydGTt2nZujXatDC2nsyiX59GmKXd4tDlXNq19ib4wgkuhcZg5daUzi/6kx1+kXA8aFHbkfTwM

xwMc6BXO2duHt9HjEV9ejav82gaDVBZghVd2aDy1rav6Dl6LikmjgyYtoQf3+8KCTdY8OUkZq

2/RfePlrDkg07EHV7M6DfmcL/ZRPYvn0JDp+K9zEogmkKzlgdUpt7ezJxJS7Cp9fALWkbd7m/

Qr2tjfT+K0lQW1lkDVOaXjDwXBF/UlTHJAvoX2S313RPosvJepJUlxewOIvH0XVx7NsKh9dMa

oKL6mZYpQv30JfGiipX57xJHb8QOz/YuodNq0ISeQ6fOLfP2n6fCO8tP6Itb165O9ZcKj639V

Bs6yMoR6SGzMiSJe4NCwf5u0FlUuXLqvtDhUVedwoSrc6AysiDFpSHXLkaRGJWOa00HXvuwx1

NuYMoLKp9XdlUXKp935M8qn8WWb94hsdlkhtST8M3kFXSc/Q1dXIv+aCrrXhmgsgQSrXRQuXc

9d2za0jPAhI2fL8Ls9XfJ/n0N0u6jGNjYlpAje8kSyflqg4iViwajvLady9o29H7BrQSjfr6s

5QOVW1m68Djt+nZ80Dkxjj5NqOPjrP+3ASqfnrPiHn8/32xXXOn/ik1lxUm0ZC39V2wqSyaVi

s39vLe/RVIpB3dc4MyBW4yY0Blvv8eXeoSRGKCy9PNZ8PF36esrTsmcpBB2/HWAhCwN9dr0oW

P9GoV6JihOfaXNY4DKEkiuskJl31YuhOyYyVpJfxIvXWHmJ/3ZOaIXb267xOARvbEb8DXLelc

cSD4p0vKAyszo0xwKzKbfwE4Fzp4BKg1QqdfIXPsDXUZsCZ7w8s9a0tvf5d+j0rVggMrSya0s

Sz0vVEqM8rRYM978iaHjOuAXkD+ikgEqSz9b/wRUlr63ZVvSAJUlkGdlhcqeTczYNXMxutHvP

KGptOP2zh85cDmVYzE+rFw0FHHEnxwOcWdw74ASjPr5spYHVKaHH2DHgQz6thBxPrku/ro9bL

sZwLh38456ioLKy5cv4+TkhLNznmbzYTIcfz/fXFdkaYOmsiKl/XRbBqj8Z+UvtF5WUPnF22s

Z/NZLFQaVhw8fpkOHx8fyJZXkv/X4Oy3yIhvumDG2kx/FuY+nzIzi58OhDO3bDsuSCrEc8xug

sgTCrXRQufVLXho4g3gbdyYs2MD3o9sgzolmw8wJvD7nEN2+Ws2K93uTcXYhvXpN5l67z7mwb



ip+9sVZsiUQzDOylgdUpt7ezrodqQxuksSue23o43GSLdebMP79vOPwoqBywYIFCHPZr18/A1

SWzTRXeC1VCSqVGXJyktOx9nLhSU2l06AOpNwIx75+zQqX3/M2aIDK55Xg85evqlAp7Ls7duw

otQD+rVAZcXIFvfY4EDinf7EgMSv2AiNWXuGn6WMpfWysUk9DoQUNUFkCmVY2qCxB1/+xrOUD

lVv47vPfcXaUczvNgzo2cShqjucDA1Tmm2etEO7xwVXhv9tUPvSyVdwoTf/YAiqk4aoElRqFk

ltTf0CpUKFLy0QZGY+xtysarRbb5vXwebdgLwaVTeZP9qeqQaVWo0EsyYur/PBZcOzeEp9Pxl

BVn4VnQWXojRsocnOo26Tpo2krzPl5RWsqDVBZ8JP9ECr/eAWGf7aXHm1rooqNwdy7F/8b6c/

uJQu5oZShzVDg0WU4/mk7mbDuOkOHT6WXSwibz4SiUmYQfz2RVm9PpZ9PJB99tAa/5r7ERqeQ

W3MgX77enOTDP7LwZBxWOemY+PZkYj93fln2O4kSMSKRHc36vozJjc3suJmOuS4TnefLfDK6P

eaFhY7623AMUFmCndsAlSUQ1oOs5QGVWTGnWD93BXGKBz7jRMY07P0/+nXLC0Bo0FTmCf/+gX

NIjGU4NK7DxW7v6f9mXr8mLu8OIvXMdbxH90QszXvRVrVUlaBSgJaEM9cJ+2hJPjGLjI3wWzE

Va2/XqiZ+qhpU3tt7GrFMhlPL+lx48CzYdmiC/aCOpF+8hdfwrkgK8XtbWSfnWVBZECgboLLi

ZrI0NpX5oPLDy/y0ZQa+RreZNn4+r00ezsqP/2Liytk4mWhR6iRoU67kaSo/ew0rZQ4qkREmM

jH3D37Hsjv+fPyymPdmHWTeojlYxp2k+8s/8fWGifw44B1e3ryX7t5mZCuyufXL2xyq+SUfdq

5F6u299Ft+hubG9xk4YSEvVDdFrtRhbmpcbFdaBqgswTqrKKhMuxfEkUQHejd1RRlxmos0oI2

n1aObXGqFnDSFCHFWDDk6OH/gKBIHHxp2bEsNU3EBI9KhyEwlHVOS4+/j51MCNxolkE9BWcsH

Kk+zcd5yYnJyCT9/nMhka4bNXscbw/JiKRugMm8m1AolV16dhTLyaQfgdVZNw7aO53PO7j9Xv

CpBpSAljUrN1fHzyL0hRJnOS7ZDO+H7zgBE4oKe2X9OtsVpuapBpTpXSdDoL1FFP+1iymfR+z

g2fuxnrzjjrwx5yiqijkFTWfaz+dxQ+WkEm7Z+gLvuFtPe+Zoxs74j/uh6fj+WQI1aVrg36k3

PWtmM0kPlGNTBx/jtUAQ1Pc24uvM3kvzf5ov+Ej5aeJql38xAFHuSbr1XMPvnt/lo0HzmHd1A

k2pGoE3k54Gt+cO9Nw2dHgRLsXqBTv7p7Np6ClN3Nyw9W/Na39ZYS4unqjRAZQnWU0VBZci+7

2kx6ixbLq6m3vVZzNW9ybfdPR9BZdyV/eyOcWDUS76ownbz5m5r5o5phq293aN4nfmHpeXG1u

WcqvUKw73FWJhXXHir8oBKnU6DKjOWk2um8+OueF759Bs6tPLFwiTPmbkBKh/PftRvB7i/JH9

UC+seLfGbOqpKwszDkVUGqEyPSyE+PIZ7IVH6brlYmtHA6bGz6b9vLWlh0dz4Yav+zzpTYzIH

dkBsZvLMHcjL1pLaDjaF5knPVXAhKhH1E0HD7JzsqObpjEtNVyTl5Cm9qkGlIMB7q/8g5qfd+

WRp1i6ABl+++ZSPxhK8Fv6xrEVBpRD7W/pEgAeDprLipkqn1REXlUKOXFHsRvNpKv8OlULsbz

tjlIpc4oMPMn7Bbb7+qgPTVl9hzdQBbHl/BkavTmVwPRuiD89lVXhzPisIKtdPZMHL7zFmz14

6eVmCLptT84aw2+srZg5oyCNu1OlQKXPJTrjJ/95exshlS+ha49l71cOBGqCy2FOO/nJHRcT+

Dtn3E+ujc9BFmTEq4DZLlX1wC9zIibgcXL170qNmELN/0fDhmw5sXPEb1+0CmFDLA4tOdTj16

x+k23nz/rih3PtzBdsP3SG99pt00a7jt9AX6NFbQot7t/j5eha27o0Y1NuWDxcfx1OXTZMp07

HZNIN9cQ6M+OBj+jR15UFM+RJIKX/W8oDK7PgLrHzvLXadz6HTqOH4uDji2bQ7zRrlOWP+t0F

lToaciJAozsUkEnXrHknxKWRl5ZCYnE47GwsmWxf+kbApLQuLu/exeOCxWQVssbUi0qRgp7gi

EfSyt+Zt88I3kG/T5RxLexx6z8HBGktzU+xdHHD1cSPAxYGaPu5Y2ZRfmNB/AirjI2I5cCWEo

MBrXLgRRmBqZr7F7gMcBQo7zF4rwCTgBZwDphTjqWoL7AEKk6QQcHBRIfXUMDOhvW8N6javS8

/Gvnj6uGFkXDbOkKsiVMpjk7j55teoH8yb2MKU2t+Ox9ZfmLmql54FlReOHSU7I4O2vfs8Gpg

BKit2jtOSs0hJyCh2o8+CytGT32Lbwi1Ub9kEmTyGWyaNmdbdhSlfrOLFHkORXtnJebUzAXVt

iA7cQYTTUOYMtWLy3zSVc/YsRnZoNr/E1KB59VwuJZry/kBfflywH48XGkFKJHcc/fAJPUxKt

QBcZFmcuWnF5Bmv4GZUtKZSJBbh5G6HaWWJJ1ts6edlDA0NJSgoiAEDBhRaskrG/g7Zt5ZdFp

1peG0T1+KDCHHqwqVUBw5PasrPfedTbVJzorOc6egQRWJSDL/mtmVM3CF2q2Jp1XMynd3FqHR

KLh05wcIFX3Io9XU2f6DhZp3h2F1dzJFZpnx++wMivx7AhRr9uChpxTd1bjIjoi5DU9byv3nb

6T3jd74a3hTj54xJVh5QmZsaTOBfJ8hQP5x3CW4NX6KJf95x7r8FKhU5Cn5ZvJmvT19FnpXzf

/bOAzqqYg3A392STe+9AaH33gSUDqJSBEQURJAqRRCwIIKKdJ6CiIgVFBSkivSO9N4JnRQgvZ

fN1vvO3RAEJckm2QAJO+flHB87c+/MPzP3fvefv5Ak5ev7V+kD/JrHxnkPkLKy5gTwCAck68q

kPNqMBebk8XtfYGkev7uolDg42jO+dX3efKsz9o7/5IUt4B7PtfqjhMrUuCSWfbuW6YfOE5eW

YUplKZXufp40r10Rd09X/Mv64qhUUNfNkdysVNONIlfOXEW9dCuKQV1QuzvnK44ARzsq2KtyD

WJ8R6vnyn2Ar0nNJPx6JJeuRLLq5h2i9AbTPdztVbStGMyUMa+a4LKopSRCpWRnGLZyF9Ff/W

EavkuzmlT6dDCKXD6wiiqj4m5v9f5+dCduhZlLSVuZFJ+GBJfmFH1WGjFqGd4OEJ+sx8vLBQV

akhJScHRzR5+ZQpKU4kxhi6ubG3YKgbTEWDIM9ni4KkiKT0SnsMPVUUmWToa7o4KkVA3u7q6g

zyImNg03H09s0JKYmIhaK+Ls7omTrQJ1aiJJ6WrkSgfcPVwRtBnEJ6dgQI6zqwdOdjZmBVL39

HXBydU+13zy5sjhcdYp3VDp9DzDK8bSv00HfD5cgmb3LoJr+RN+2pZBw4P5dW0sXZ6zQ5YefR

cq93DSW0nUTT0+inSCK3gyd+ll3mzjwFffOjL3M1t+OBdC/TJXcN10mqiG9Uk7e42mvRryZ2Y

jPg85w8QbVRnjf4tjly9w64YHb3/cDzdV0ey9igMqjdpUzmxZxYUYW1q++BzJZ3dyR1aL9u1K

h6NOQnQCK9bu5Ye1e7mQmYWvjZI6lYJoWiGQJhWCCCrji9Nd7aSzvS12SkWu+1CjN5CUnE7kJ

9+ji4zF/7NB2JXNjs9p0OsRBNm/jv4EXB1sUeXhwKPW6UmVEoPfVzISU4mMiOFwaBhHwqMIvR

LJdb2BKs4ODHq5Jf17tsbBxXKay0cBlZmpGWzddoRPf9pAaGoGFZwdqFe3MkOfqUmdxtVwyON



YOrcJkWwrw37ZREj/F++ZH+h1epKio3BVaFC4+SOo7EBSGRex6DPUXDt5mdV/n2b32Wscux2H

NGsHhnSjQc9WYFv40GKPAyrTE1O5ce0Why7e5MKZa9gmpfLJtVvkZhwwHxgjrfMCyFFKp/AX8

DA9vfQNOxmYls/1ytipaBjoTfmKQVSpEUL7OhXxDPQGC9vOWqHyyYZKaZlIHzLSEbhWc08DUo

DVWLKq2jmoUN01QStZPf+nt6UWKjWpiaTInfC2F4gPv47GvQyu6hiuRqfjFVwOXweR69cTcPd

3whY9SUZH3PXp6B3tSQwPI11wpWI5V6KvXENn74xMY4dfkJKr1zPwDHTE20bL1evxOPiXxddR

R6zWDl8bNdFaG2xT73A7UYN3mRB8Xe2QFfHlVhxQmRa+g69mr6ZSsJH9f1/AGNSS/qNHUa+yt

2l1lGRN5fn9Z3l17nLCYhJNGq93n6tLnwEv4uvhUiQou71uLykXw6j6QV8TzETfjiLi1CHqBa

iQlamHzP3BQPCFfigYRdSp6cRFJ7Js8UbmHDiLQhDY3aAK1d/vi+hjmYhqjwIq509bzOQtR8g

wGvnwuXq88eYLBJf1RZEHxJsjN6PeYPK6l4z5r128zOVjh5HpMmldwRalgxOCTxVkfhWz4dIC

xajTkxKfzJ5Vu9m8YgejVUpqN6uF7t3XoJAmCo8SKrVqDXvW7WXmxoNci00iLjPLBIrNgB12K

lQtH57M4Zhay3cRMQ/Ym5o+plIzMGp1KB/yUVDbzYkRPm487DNNSvm9NimNDTG56/mT09VsjE

siByGUMoGxHq58/mIzDL3aggW19laofPKh0gLb13qJRyiBUguVj1CGxX6r4oBKKfj5L6vjeK2

dwLyf4xg1cwzuDjYo7sahK5FQaTSiPXCWLjN/5UBaJi/XrMCkfp0IaVjVInOUlZhq+mrWyUT+

3rCR5Jgo3B3ltK969wjW0ScbZFx8EeydQCiahtrUaaOR8MMXCP91M01Dw7B3d8bw0ZsY6xfd0

7ZYoTImEeX0X1hwPJTf/D2Z/lZnGrdtaBFnDqNBj0zSWAkyoiJvs3PF7yZROdrK6FjNGUWOEb

NMieBTCcEzGMHJE0FpGVtI2ZVI5N+uQTh60TQP+kkDwMOlwGvsUUClXqPj0IGz/O/7P9kcGYO

rQk7tEH/aVS1LmzqVqVi3Ik6F0BarY5OQ4lY6+HneXaZGNKnJqOzskanMc0bIT2DxoWFcOn2F

PWev0zg8ihciYsDXA0PP1hjaNwa3oudAsUKlFSrzW4fW3wsmAStUFkxej6V28UDlH0x68wOSZ

QIpGTLcPHxp0X82A/s2MUtTuX79ery9vWnSJLt+TnlsaRqNRuSbDyF8NwRLhQAAIABJREFUtZ

KTGWoS3ulFk07PYJeHs0xBJjMlOgpnNzcElS0xkZFsX7HC1PwBqDT9iwBKWwQXP2QBNRBcvQp

ym9zrZqiRbzyA/KuViM4OGCa/hbFx9SJdu9igUqtDMWEhssMX0DSsSsb7fXHMw6Pb3EEY9AbC

r90g+doZavkpkPlVJyZLwc412d7g/4HKnAvLFKByQOZTGSGgCoIiO8JBkUpyOorftyFbthXR3

xPdgvHglbuH+cPuVdxQmRKXzMwvf+fHQ+dJ1unpXsaX90b3onLlMtg6Wc5mKy46ltATJ3HKvE

3NYBcE74rIA6uChSAeyaY1JR357hPIFq0Drc4El/qpQxGLaNuaF1Se2Pe3yVGnxQsv3pu+J8V

RZ+rUqXz00UeFXsIlIaNOoQdnbfhYJWCFyrzEr4ti8y83aDGgGY6CSMy5g4S61KelmWEBLDWz

xQGV6qTLnDx0FXsnJRqjDfKsOAxu9WjSKNuLMz9NZW5je1xQKTtwFvnUxWBrg2Hc6xifqVlk8

UvZdO6Eh3Px+CnctFHULeOI4BZMrEbOzt2S7/HDoPJft3UJQB5QFZy8EGzti9wn2dq9yL9dCw

o5+hlvI9YsX+hrFgtUarQoFq5FtmoXYsUgdHNGFkqLlzMo0Wg0aYclv56DW7YRHnqBAFclLSp

m25ZGp+jYcyXbiD9XqLxfQpL20r86Mu9yYOdUZMBUzF6GsH4fYuPq6D8fYlp/5pbihMq423GM

nPQday9HUN3NiSm92/PCa+3N7ZrZ9S4cO8Gpv/dIhm9U9lFRN/juGpfbIPhVQ+ZdFuyciyznn

A4JUfHIf1iPsPO4aV3pJ/RDrFsZs6NK/2tk+YUU+rcgnhSoNHuCcqlohcqiStDaPjcJPJ1QaU

zil0/H89NeBWO/+RjHo4uYtj6M0Z/NomrKJmZ/8ydhGSGMeSOQ/sP/YM7WP3m1ujsLR/di4Zk

WfDIY5v+wnp4TFjC8fdG0ReYszeKAyuSrG/ljUwovN8xkV1R9nnXZyeoL9Rj+TraPc0mCSuHa

LRSj5yIkp6GfMxJjo2pFMujPSklGqZChk9mwcfHPqDMyHnhhxqbq2HU5G2T+q6nMZUZtnRGcf

ZEF10JwKPhR6b2rGgzI/9qPfM5viL4e6H7+CJwKd4RlcagUReTLdyBfsApj3cropw8rtP2bZC

sZeyeasNPHqO0roHDyYd/Jq9y5HV00qMwRpMIW7F2QeVdC5lceZIXMipSSgWL2UmT7z2Ac3BV

9AcCtuKAyKjyavhMWsi88mpcrBDJz8lsElvHNNhkoYkmMS0B/+xIegWVNNsRnDx/h3MEDpqs+

AJU595HbmKBS5l8DwSsIQWE+dOfaVbUGuZTpatZSEl0cyRzcBfcXmqEoRGYrK1QW7tlRxGVkb

V6KJfB0QmXyMT54fSn1hvagoncqX686S5cmniy/bM/YKrfYLTzPSzbr+VusxpnZ8XyyezCeMi

Nnls1lZ0hbsnZvZsyE4UyZtpDxE8bjVswLpDig0mRTuSae7nXj2RDxDC8GH2TtpUaMNDP3d25

DfuSaypR0lKPnQng0xvGvY3i+aaFnIzUphdOHDkP0JRqXc0AnqNhyNoEsrb7oUHl/rzxCkPlW

QHD2QlCqCuWlLP9lM8KP67nVqh5u4/qgKoTzgsWhMiHFNBdCTCL6uaMxVpOiSZpfpPAh6ox0b

EQd6iwdW1etRWHIpH01J+Qygf3X0olK0VsGKu/vlsIWIaAGMs+gbK2aPPdIAA8dTUo6htFz+e

pqJA0nDeAZyXbUDIArFqjM0jJ1/Hw+O3WFzlXLsvCzQXjetXs0fyb+WzMzI5MTe/cTfvEszSs

4EOhmAzIl5+LlXLgelTtU/lvOkpZYkrO9S8Hl/K9uyTYf4ps5y/hAb2TuiO680b01sgKGb8sL

KqUPG8lu9EkMfl6UuZTalkRNpSgaTScWpbkICCU2lFDOvDydUImB2OuXuHRwPZ+vuIVLlUAGv

tgUlWsQztEbuebVg8apf7AjI5hTpRYq/+DTQZ+QIdeTqHHCXaWnUpcvGF/CoFL259/Iv1yO2L

w2+on9C3T8KG2CLHUWt8+dpIyjjtupsP/AcYLcFNlQaRDZciGVLN2DR3uF0lT++0koyMHWCcH

VH1mZOgX3Uk7LJHbsPFpeiWRg3468+9Y/AZrNfehaGioVs35Ftn6/yfzA0Ll5gbXFx3buJOl2

OE0CFRjlSrafjkYpE4sfKu/TqgkeZZFXbWGuCO/Vu7PxADVmLiXIx53d33+Au2v+TiQWh0q9H

sUP6zmwdCsH6lbmzYlv4l6ESAHS3ki8chYfTzeSDTZsW7PWFELrHlQC526puRCVHRrroZrKh0

lS0hI7uCLzqYrML6TAsr7XQG/g8tq9vDBvBRl2KtZPG0bDAjrl5QWV544eRZ2eRqPWbe7d0nr

8XfjpKmxLU0ghbQpaXWbBoTIzinnDvqfB5+NpFpQTCSKDtYuXENKxH7V9C6apNepSWPTFH7Qf

N4jyhTzcyEsOCrkSe5UbcskOvISWpxMqsyKYMXIIy4+58+G3n+By+ls++PE0Xd+dxmvB1wlzb



0eN9G0cldUk+efPUA6Yz+v1fEk8t44Xhl5m1AA9M+evos/nvzDuxVrFPvXFoanMSr7KyYOXUD

nnxD2U4RZclZBg80IKHT582JQdydfX94HxP0pNpTYji8RhM/G+E4/8+w8Ry/kXeC6WzpmDr7O

ClpWduJWk5cC1DILclcUPlf/qqeK5twrc96jdJ6j78XfYOdhxYsXnuBcwtI0lofLW2Wt8+fZs

OlQMov3PEws8FqmB5PyUEXub1lWcMBpFtoemoZQLjw4qpU44eqOo/1LB+5+hZnzfT/kqNonv3

+3NGy+3zPcaloZK2YlLyCcuAlcndF++Y3JmKUiRXt5Gvc6kZb0eeoXDWzZRw9+WGgF2JGbo2R

mahkGk6FB5f6cUdsjK1kPwCAQbO4RCmCGsmbucN1fvoXI5fzbPHY2nGQHxc7pQUr2/t2/fTrt

27QoyvQ/ULSmaSmlNZmqSUGvNz6rzoFC0nP1uDIvthjCzT02UAmhj9jH5/aMMnz8aP5WWiJu3

yNCDT1Awno4K7oTFILMXSIlNRuHpTxlfFwRNCmFhUWQKIos+X8LgxTOpbsggJiyCRJ0Sn+BAP

J0UJN8IJwUZmRlyylQNwlG6YQGLTFDgYu+DXG4Bh8IC3tsS1Z9OqLSE5B7hNYoDKpOvbWLl5h

QGjez90JHkZ1M5d+5cE1R27dr1sUHlr1/9wZQ/drKweyvajHm1UDNSkqFS8opdOHYeo09cZnL

P1kx4p1eBZGApqJSOrT+du5yZa/Ywq09HRg7tVqB+5FQu0VAJxG07Qr3PfsLO3ZmzK6dhq8r7

pWBpqFSMn4/s0HmT84qxY9MCOa9IweMvnz2PLO4aFX3tOX8zgfPXY4ofKnMm38YRQXJm869a4

Hiv6vhkRo36guW345g3sicDeuTkvsp/GZZUqJSeu+vWrct/gLnUKClQKWknU9WxhR6nlNRVn3

CMSZ/t4e0pYwh00rN/+rtsrDKWKd0C2b14PofSy1LX38iuvUkMnPAyP701jJu1O/FGbRV7N+y

nzdh3SJg7mzuNOhAgXuPbb2+w8NQiLs35grOKQOr76dm+7CJ9vhnG9WF9WOPXndebV6dR7zaU

sSucHbOdjTMOtpaJR1wE4RWqqRUqCyW2R9uoOKAy6dJKpo/9GteKFe8ORkm15wfRtUM90/9/0

qFSnZZJ08HTSYhJYtNXY6hZo3Be0CUaKoHbRy7Q4b2vyXBz4vSvn+DiZL6HuaWgUqvR8srbs9

l74w6HZ42gcgGPIEsLVErjeLv7B/wYk8TBr8dSv06lPB8UloRK2fFQk7Oa8bm66D8dZIoOUJC

SnpbOukXfUslHRb1ge87fVnP+Ttajg8q7nRXcyyGvaT4U5ozx5rq/qT9nGWU9XDiw4nPszPTC

t0JlwY5/C7KmLFE3Q9JSalKKeCk9K776GlXL3jzvn8y4ITt5Z9lQymtOM7brQjpOHYmfo4EDs

2cT+sI45L9+S8gnsxnR0JatU4ewPrEcGw97c2jPULwM0YwdOJcBPw5k0TvLmDR3Ir62Bk7MHc

xPqtept/5jrg79jWldylM4nMweqlJuh4uDTxHH/Xial3qoFLWp7Fv1DT9ti6FVv7fp3aoiD/c

/FMmIjSTFzh9/pyfLnqF4oHI1ixadpFPvTndXngzXgEoEB2QfmT3pUHnj4k3avDuPCv6erJk9

EqdCBJ+WxlnSoVITl8wbY+ayOyaRrf8bRd1a2SGhzCmWgsrU9EwqvjiOYEc7Dq6ajtLMF/q/+

1jSNZXSeH6fu4KBq3Yx7tV2fDqix6OBSp0e5Zi5CJcj0P1vFGIB1kBOB0s6VKLX88Gbn/NlWB

TfjexJPynzjhnFCpVPA1RC5P41TDzmwkd101kbU4ZxverA1b9o+/IKXhndGVfbbAT0r1OfP9/

7gjqzZvFGdRlbpw5i6Q0X9me15tTSbjjr0/n0vW94ecbzLB29mUnzxuJkIxC7eSofn65Nw7+n

EvnuKj5pF2RWnu/clqgVKs3YvDlVpCPTsLCwArQoWtXQTd/xfVQNpvT0Y3bPubRZPJ1KKiOer

ioSUzQ42xqJjUtEZmfHue+nc7nZ+wyupyImIQ0HNy9cbbQkpmSSpbfBQaElQ3DA38sJY1oC0c

k63P19IS2OhFQ1cmQYEHDx8sHV3sYSqYdNgy8OqEw4t5zx03fzVv8cBw85XuXrUikk++voSYf

KtbuO8+qk73m/fSM+m1Rwe8ScVVXSoRKdnu8/+YERe08xf9zrDO76rNkbxlJQeWzHMZp/8gNf

tm7A258NMvv+pREqz2w4QLsZv/Bcizr8NmUQSkXuH6iW0lQK4dEohs1CDPFHP/1tKIC2utRAp

eQ0tPkQHacuxrucH4d++Chf8wNp7HlB5ZFdu0yOOi07d7m3VJ8UR52n5fjbMppKENMj+PSNxc

RXNdJn2FiaBDqB+hITe87kpQXzaBTkQFpCEihFPn39M2rfg8ohbM6szvbNetbvHUeA8Saj+n/

D8OWj+X7kD4ycMZGKTlq2f/wW26sMp9ry9wm3QiWnT5+me/fuub4LBKmIksWsBcqjhsp1v35H

YIfXaeBtj3RkqjDcoduU4yz5uAEjZx2mW5VLbL3ixkvtnyN29TzOl+mDa8IRFIG+pFzU0aFVC

quOKAnKPEdW2YaknT5Hz3ED+WnxbuqVdyAivhr+mr8I9/YlasPf1H+lD207PE/tMm6Fjcf7Hy

kXB1Sq48+x/fc/iVdncHrj71y47cqbXyyhb+faJQIq5331B+/9sZONo16h7Sv/eGcWdImWeKg

Ejv74Fy1+3sC4Xm2YOvIVs0VgKahc+fUq+izfzr73+9LopeZm3780QmX08VAavb+A6lXKsmbO

SOzsVLnKw1JQadx6mPipS/Dr0wHDwM4F9rqXOljiNZVA0s07dBszl0ijyM6vx1I2+EEnwodNR

F5QmZacjMFgwNXjH4cnK1QWensXqqGloBIM3Nn6JSM2BbNkTg+clJJmUs/ZTcuYt/w0tvZKXD

0q8+rQTiweOu0+qBzKgYBBtM84yB+h0agd3Yk4FMmsnQtQb1jO2vWHSJHb4+Zdg4Fj23Dg9W5

ct0Jl6YbKnct+xNi4K21CnAg7sIU79v7M/vki333amHfmHGNKfz+Gv/kuKT4vMKKOFm37t9h3

5AwLR3Zl2/ivialvRB7cgxbRc9kXMo6qe8dyvVwXBvQdg5+nAzJep8fIQAYPHUDc2mkMmPwjz

438mfkj26LKyUFcqO30T6PigErRqCM95jJbF0xm7TkHRkyfTcMq3ijuxnl70jWVEz9cyOx9pz

n/5WgqFtKGT5JwaYDK2J3HCZr8PYPaNOBryZ7OzGIpqJwzZi4fHQvl0rwxlCtCTvLScPydduM

2tYbPoYyfB3999S5OjrnbuFoKKhdMW8LiTQfZJZmBNK1h5uw/WK00QCUZavq+v4D152+wdsbb

tG6SvyxKavBzq6ayUMu8xDSyHn8XYKoetaYy6eohvln6J1EJehxcKtB/VGe2vv8xoW7enMksw

7dDAln12xYi5a50CtSz5kZtmniEcvxOCq4OtXmtTTKhDl0fgMo7z7zPhfVrSUgTaNx9AMlXd9

Dutd6Erf6Bzccv4+bflnHjumOvKHg4gYeJsjigMv3WXuYOHsSuUC21Wz+Hv4cHNdoP4vm2VUu

EpnLI4BksvniTsJ8m4lcpqAAr8MGqpQEqU05dwXvk/+hQszzrF75ntiwsBZXjBkxl/pUIYldP

x6UIcRFLBVSGRVPr7Vm4OTuwc9H7uLnkhOz677RYCirfeGsqKy5HcP37DwmsWtbs+b+/YqmAS

oORlR9+Q5+D51j4fh8GvJR/vFErVD4dNpWF2hSPsZEVKgsg/EcNlQXo2hNbtTigUpMWzoUj58

g05gxbhmf5ulQp71cioLLXqx+z7lasFSoB4VI4NgOn0bFSMH/+9JHZ69jSUKnZv8jsez+sohU



q/ysV0aBDd2olaLLTgj6sdO4xga3RCRRF/qUCKoFjP/5F8583MGVIV97r+3y+6zEvqIy5fZvM

9HTKVa587zql5fh7yZIl9OjRAwcHK1Tmu0geQwUrVBZA6E8iVJqC/mp0aO4kIfdwQukkRd43m

ry3RAEEZP+kTsqxLLWMEtIsyRUHVGZEH2P1gp+J0eR0wbZEaSqtUPnP0rFCZTZwOdrK6FjNGU

VRzE4KG/z87nSkPQZNZWCr4cTp9FaoBCJX7aLV3BWMH9iZIW++kO/z9Wn1/v7666954403cHZ

2zldGj7OC5WwqH+coCn7vkgyVoaGhSH8vv/xyrgMv0Y465kynBJV6jRZtVAoyN0cUjirSktMR

DeDm5YAgSFB5N+qUBJWPECil/hcHVGpSwzh36MyDmsqK9alWITsrzZNuU2mFSitUShKITtGx5

8rTDZWq5kNMi8GqqQT55oPcnroEl3d7Y2dGVqOnFSp//vlnunTpgrv7kx1gu/ihUkR9O5x492

CCChmo3BzGKGidkgyVe/bsMQ23Zcvcs4o9FVCZ49wuMaNeZ+DiiQiysgw0aFEOhSmQsICU0F6

fHo+YlYnCI9CUUkyWA5sFXTUFqF8cUJnf7fODyr179xIYGEj58g8GHX9UaRqtUPkgVLYfOI2y

9aqw6Ksx+U3tvd+tx98PEVURNZViVDy7Bk3neuUyDJg2DEUeWXUsZVNphcp/5lGCSvnUJRje7

Y2hFEPljz/+yFtvFT6U2vfff0+TJk2oWbOm2c+Lx1GxwFCZEca4yoNpsmUlPWq45NtlMe0OQ1

78gb6rP6KFZ8ESBuR78SJUKMlQKWV6qlq1KpXvMxv5tyhKPVT+e8BGo5HEuDQMeiNefo4IQjZ

UGrLSSN/1C8bLh7Ht/h7KwGomqJQJwj/H40VYSLk1LR6oNJIeGY7auyxu6ZFEGL0I8ZKO/bNL

flCZW1+tUFm4BVCY3N85d5KOv4WB01B3b4WqAOkqrVBpeagUohNQDJyOWKs8+s8G55nZxgqV/

5V/YTPq5FzpaYHKwj1l/ml1+PBhLly4UCQwLWofzGlfWKhs9Otkfh26mJCmWlav/ZsXZ/zKFw

ObkXB8DS/1nUy8TQCTv15I7fAf6T76N1wr9OTPnZNI2L6YEe/N50aGDa9P/5YZPYN454MvqeQ

cw4yF1+g75zs+G1gHRzGWuX3eZsbGE7w2dzmz+jUi8ewmXunyHtfdKjDvx+9o4xXB+88PY3Wc

DUPnzGXCG4345w2b9+hLMlTOnj2bvn374uube0ivUgeVJhtKnR5dZCKilI2irBdySaNgMqKU/

iciReUUBElvKf1D9p8+Ixn1urkYz+yC9oNQBnXEGJaAqkEZbLyciw0siwMqM24f5KsJP/PclL

lUSdzI9GlrafPeLDo2yPakftKhcvJb09hzOZwNv32Kkxnx6HLbwqXB+1uCSuXAaRi7t0L/GKD

y6tTFrN18iPesjjpYodL8NKEP25NWqMyWytVde9jbdRiedarT9e9V5vBXgerEx8fzzjvv8N13

3z3RzjpFg8qPaPa/RYxr68CkEbNo99G7HP/fVGq8M5OmyggW70nhzZcr8t5L2ZrK5jbh/LboA

m3f7oh9/HFeHb2V2T8NYF6/j6kzbir9aqbwfuN3aL1uKQHr3+NXRX++GFGZFb8eoNWr9fh+4m

90Gj+GWqpIxnWfSqSjjGbDJ/HOMyp+WXSUZ4d2pbKredrQkgqVUorG6dOns2jRIuTy3MdaKqD

yfv8aSROpjU0lc+lhSNVg378ZyjLuJqg0arUYYtKQOdghd7VDRIch4TIkhCI6+GFINaKPuIxN

vbZoL+jQn72F/Ys1UZX3RiYrSrbP3J8JxQGVMft/ZN0hdwaN64qAkdtbZrLuShNGvJOdd/dJh

0rth9/AvjOo1s1E9HQt0AP1/spWqMxbdLpzfyGmRuVZSTF3Oazajd4KlVaoDC49UCl5f+u1Wg

LKlbu3/p8U7+9CP/DuaygdoUvvlrwyn1jiPkW5RtGg8nve2bqItmWNzBo5gfJD38Nu/TTGLTh

D5wkTGdyrGeVsUh44/s6IvcLhE+Fc+3spn6x2Zsvh8Xwz4ntGLPmMmrIovmzaHrt5v2Mc3gUW

HGRYU1+TLkp//hfqtJxGpp2NZCiHNiOD8h06kHTsMMFdRzF5RDcalDX/PVUSoVJKFDBy5EgGD

BhAgwYN8pz2Eg+VJs2k0YhRo0dUypDJZYjpGjL3XsGYrkVZJxBB0CCTX0V76iDabamoWjyH3c

utERRqMndNRB6xF9zLIWvyPgq/ZzCqjRj1BuRZOmQeDsiUCoS7gcMFwbKePMUBlemR+1k0Ywl

l2nXG3yaZY39uIqj3FF5umZ07+kmHSuWHCxH2nUZnhUpTSKHHqalUzl2OsGo3WitUWqGyFEHl

w96KpQkqs7KymDRpkunP0TH3eKpFgcKits3UpJCpSTL/MndtKrOPv39g9LZvaVMmByo/ons1V

2JvhHH20BY+WRTGnF9G8dObi+m7egJ1E7fRZ+hGBn8+hCBHHVMmr+ejH9/KhspfplBTuHMXKl

egeL8nKZ9u5d1W2Tm+DWHrGfrJDWYuHIm7XY6GTiQjJpJzZ47wzXu/UHfhT4xu6mWWn6+Nwg5

n++yUySWlSKkZt2zZwgcffJBvl0sFVOpT1GQduoGsrAeqil5IORSNeqMUOQhRq0d/5xTGk58j

XA8l6yDIa9fEfthEZB7+ZG0ahiL2DEalPUKdoQjl+qG5lYIQ5I6duyPGhHSEDC0KX2dktkqLH

4MXB1SKop7k64fZvGIVtzKdadC5H80bhmBjZkadpUuXmoy8a9fOTuuYUx6VTaUVKv+RuRUqnx

zvb+vxd+nRVD7JUCkdXc+bNy/fl3d+FXbs2EFcXBy9e/fOr+pj+d1o1JOYfsv8e+cFlUP6c+W

Lr2k8YSaNVTd5a8Am3v/1TRb2mk/XpZ9R9/pPPD9Tw4aVA4ld+yX9psSyNEdTeT9UfrWNTrfm

88mhBiyc0YJpw+bSYspI9n40lYCBH9Kvipo5rw1g8XV7Ri38huFNVMzu+QHe075mQF0Xs6DSX

uWGvSp/RyPzBVP8NaVjbyn2acWKFfO9WamASnV0CpqVJ5FX98WuaQgGGwVJOgNZBgEnhYjttZ

Vw9AtkBgMGRSCCT0UU1boi96tD1slFcG0DMnsfRP/XUZ9yJTI2i90ta6Jxt6f13ouUj0nCtlN

VHBqHmDSWltRWFgdUZiVdYf9f20jS5sy/krINnqdhnWCzNJVz585FijkqpQuzQmXRY70V1VHH

qql8MuJUWqHy8UKlsOkgu6ctocyonpR7pW2+L7f8cn/rtFrcvb3vXedJ0VQWNU1jzoDS09OZO

HEiHTp0MP0VlwlXvhORRwWtLpP0rESMoj7/y2jiWf7BYkIGd+Hgkr20H/cm1TyNbFq6Cu9WL+

GfcJJvlmwhReZCu16v8VI9Hy5u+YNfDmYxfHQ3rm36nbWH4qjRoT3CpTDqvN6OixsP0HbQywQ

KyWydMhubPu/RqpzAtu9+YeOZMKq+1I9BHWuQEnaSRQvWcEfvSPs+r9PMP52f5i8nPEVG45d6

0u356jiYcYhpo3TAUeWOTGae/WX+QineGhqNBilEla2trclBJy9bypyelAqo1OtFxNRMdAkZk

KXlrIcr88J1XEvX09FXycCsNXjEH0RZtjVy/6YIth4IChXIFIjadER1HMhVaK7quDFrP6cup7

N0SBuiy3jyytK9dIhNIKR/Hdx71UOQ3xfX0gLzWTxQeZlDW/aRenefJp9dxu3AMUx4p7MVKt2

VNC7ngM4gsuVCKlk6kco+KurePdqLTdWx63K2dszdUU77qlaotB5/Z290CSoNA6cTX6s83lbv

7wI//YrqqBO3dg+V//c7o7s+y6Rxr+d7/7yg8siuXajTUmnZ5Z8P59IGlZKA1Go148aNo1+/f



jRq1ChfmT3qCpL5mhTOT2eQMnXkeEc86l48mvvJZUqkP0sqpYq75xs2bODatWsMHz4cpVJp1u

1KPFRKozSKRowGkcyT4RhuJTHLJ4Bv4mxRG8BLqWNB+Rg6BrqidPJBMCmoJTDMlo/k/C39k7S

w0xOyWPPTGQ7eVnOkbQ2ynO2ocDacimFxdHylPO0aBCCTC8gEhVnCNadScUDlv+8bvX0Wq87X

Z8SYNk8VVO5YtRqbzHieKaPgVrqCA5fiCHJ7hFApt0Fw9kFeq705S+GhdaTj7+2S93eHJrT/u

L/Z17FUSCFL2VQmxSdyK/Q85Z216FCybd85lKKW9tWckMsE9l9LJypFT4CrkhYVs23ALBb83M

YBwcUXwbcyMvfsVKWFKZpbsfQfMoNYP0/+nDcGB4fcg4hYKqTQuuZDkDJ+1ymCTWtpSdMYs2Y

PwV/8zriXmjP1/b75TuHTGvz834KJiopi5syZJm1l27ZBIIAaAAAgAElEQVRtzYaDfAVsrVBq

JZCamsqKFSs4d+4cM2bMwN7e/FOKUgGVkmeSLiET7cU7oNHxCa78kOFAFvCsu8gXtW2p6myDI

g+VswSmar2Rn25k8G2kEY1KIcUdQjAaURiMdAuQMznEHqVchtyCnuDFAZVGg4aM1DQMdz/84v

YuYEtYc0Y+ZVCp0+rQqdOxkxuJjIxh3+YtBLnKi19TKVch+FRC5hMCDi4IcvO+8B72hJKg0nv

gNFpUKcuqHz40+yFmKaiUzV1O4qrduBYBanI6bUpCIBrRZGnZt2kLGVE3ixcqlfbIgusguAeA

rYMpoUFRyuNI06hoPsT0GawrgvytUPnfWT+0bRuZ6am0ebnHvR9Lo6YyZ3DSUbiUvlHSNg0dO

vSJDjVUlD1qbVt0CUghqWbNmkWNGjVM0QMKmkO+xEOl9KLSpmWQuXof4tFzyHRq9pSpyNc1Gp

Po4MKHVWzoGmBvsieR55Yhx6SCFzGIItcydUy+quZshgydUQp+LuJlY2REkJIevrbIBcGitin

FAZWpYdv4evwUwtU5C8yOZ17/nH69s48/8vP+ftw2lRfGzyfp0HmarZmB4O1W9F0CZKmzuHY+

FH3MVar52qJX2rNp30WysrSWOf6W1pajJ4JHGWQ+FRBszf+yy2uAjzv392/j5jP98HnOFQFqc

htf3O3buMh1yJw92bdlO7dvXC+6plKhQnD0QPCuhOAVjKAoPND/u9+PAypt7qZpLIr3vVaj5e

jOXbjo4qjq78j5iBTO34ynhr8tNQLsSMzQszM0+yO0eQUHAt1sTEM/d0vNhSjp05wH9kiBN2T

O3vCtgtw/f0P/3K5v1VQWWPIPNNDr9Wzbto2NGzfSrl07U2gYPz8/s+zkinZna+snXQKS7WRE

RARSGsZTp07x9ttvm6CyMKVkQ6UoOXgbyQw/i3bRDOS3LklRpUjzcCS8RyccqvWjvKMfjndtA

fKyZchJ5agVjVxN1/Hj7Swup8vwsTHS09+Glq422JrsKZ98Rx2jIYvEiJukiI7obp3gRrIrjV

o1xdNJVSKgsv/rk9kYHs2FJR/jVT6wMOs61zZSbDq5ABq9gY2LF6POyCgiVAoIPlWQSS9Lexc

ERfYL2VLlcUPluAFTmX8loki5p/OThWgUibwZxul9+3HSJ2YffysdiBHd2H3onKm5o62MjtWc

UUiT97CisEXmVx3BNwRUDgh5BOfNrz+5/V5SoVIaj/R806szTWlpL5w8w+n9+x4BVFp2b1ihs

rAr98F2SUlJXLp0ie3bt3P58mXTsXj9+vVxc3PD39/fMjexXuWJloD0gXH79m1TdICDBw+yde

tWU754ye5WSsFoZ2dufqD/DrOEQ6Vo8hoLDf0Y+5XrcQnPREqUkxxkQ0QHV4IqjyLIrTtKhW2

24WQ+JTvbjoj0ktMgkGkUsRHAQSZFKfon+LklDW3/ranUGfVU3jmcm5mxRLb/gUA7j3u9PhuV

yl9nYmhRMzszTm5FHXOC+WM/ICxJic4GHI3J1HxzIQO6ZYcIetI1lZbK/Z3ffKelpnH9/AUUi

WFUCXBCcAsiTi1jx8Ytpqa5OupIqT0d3BHcApD5VkKwd8rvVoX+/WmAyhzhSPFmk25F4GynQO

nuR9SdaHau+D13qJTMDJw8waMsct/yYEGt5MMmrCRD5f3jMRqMxNyJQn/nMv4eTiQZ7Ni+aTu

SGVGRNZXFuDcsCZUXT55Ek5lB3eYt7ommNB9/5/YAiomJQUrrKB15SpBx8uTJQj+rrA1LlgQ6

depk8uoOCAgwwaSTk2XeYyUaKk2Bz8ng8LVBiDdD8QjVItMaSKxuS2qgkkp+7xDk3hOFXNLQ5

Q+VOUsiR2spweP9/10cS+Z+qNQadUwIXcaX19ZTzTmI0y2/fODI3lyoTLq8lp//uE2XGvFsjW

tNl6D9rLnUuMTYVD4qqJTmU5pfnToTpY2N6ag0JjKS7StW5A6VUpB8v4oIzl4ISpXJ7rY4y9M

Elf+WY3JCEnvWriU9OfE/mkohoCYyr3Lg4Iogz7Z/Lu5SWqDy33JKTUll2+/LyUpPfRAqo41c

iEwxVb8/QkKuci7mvWFJqJQ+YKS9f3+IlKcRKot7z1iv//RJoORDpZjJoetDSM+6iKRLNErvF

tP7RU4lrxEES1CpkFS55r90ssMc3M0NLrU0HXlnayrPJF7lz4j9Flspn29fymttupiudzEtku

PJ13BVOvBX449o5lH1gfuYDZWXVrNg3l5qlUnlWFxVGnpd5YaqN6NLiKPOo4TKf0+kOiOT0/s

PEnsrApUhnbaVHcHWCcHZF1lQTQRH89NxWWKRPM1QKclPr9NzKyyCyHPHqe8nQ+VbEVlQVYub

GZgzV6UVKnPGfj30Cs6p13H19EHhV5Gzp89z7uCBPKBSeKR7w5JQ+bD5tkKlObvAWscqgbwlU

KKhUoprJR1/H742hDTNWaSzb5PD8904QcFuPSjv/TYqpRRr0DyoNGk/RZFMgxGNwWDy9HaQCy

hlchNcLo7YRf9T84ttXXmpnFlcdxQdves+cOQu3dBcqMyMP8uO5RtJuhdPVklIky60aJJtJG8

9/s5/+jLTM0iJuYOnoxKFixeCrUP+jYqhxtMLlUZir5wn1ac6FVzk6HU6MOhQWMgBqjBT9Tig

MrL5ENwBh2JwlMpPBmcOHsoFKgVw8UceWB0c3R/Z3rA0VEprSnFf7D0rVOa3Iqy/WyWQvwRKO

FSasJJz18aTEbPTFP7HoBBQ28rQKwXcbOtSK3AStrbBd+NT5i0QkzG7KBKu1vFXjJ7rGXo8VT

JauMlp5KrEXi4jKjOBywnX85esmTVemvkOX4z/LFsb4BjAs57Vc/VSNxcqNalhnNp7hHQTVAr

YeZaneoNauNple8LmB5WHDh0yZdSRPAPvL48qTWNxaCpFo4GEuHhuZ0KwvyduqoeElxGzOLzn

FGUaN8bP/h8bWvOmUiQmOhGjsyt+9kULXXP//UojVBo06Sz9fS1f7L/DS6/2YGx9F1DaEZ9kw

FGRRVyGAX9PIzOG/k6raUNpap/Oba2C8j723IpIQC23xU5hxMndFTE1iSTBgUA7A5FxGXgG+O

BjL7D1119ZQgOW9a1hOsGwRHkcUNm0+RC8gPWPASo1WRrCrlzn8vHDBNhpqBnkhNzVH1lQbQR

nN8gtmoYlhP2Qa1gSKk/s+5vM1FRavPDivTs9KVAp5Vju2LFjMUnRelmrBIpXAiUeKiWsTDmz

APHofGR6DQaFjBQXOdF+ttjhSEjQ+zgEv4ggZGsaH1Zy7CYlLWd4po6vbqq5mCHHKMWjFI04G

PX08hbpEexkCn4ul4zRLVQeFlIot0ubC5VZiaHsXbeVJJ10JZGkCwcQ6o1h6JvNzILK3O5fkq

Ey/voZ3lx1i45l9eyXh9DdO40WwU6sPK5HH3aWcwpvxrS0440pR/h0Wh9SDuxmFyH0Dk7hu50



38a9aFkOKkmGdy/Dz0uPUeKEdZW8c49vTybw7/GUa+4h8/tlCtlTszu7eZbBUIJvSCJUpMdeY

uC2OGa/U4vydFOIO/UlmmbrM/TmempUScHTzo2/7Cswfu4JnR3RgweYIXq5oxLmcO2fXXUefc

AdF4wqEaQ3o9h3jqFCBCc/7cSbdjU/fakFFwpn4v9OkKZwYPL4dNR0ss18fB1Sq7oYU0jwGqM

x5DkjxXrOSYk0eoXJHVwQLxuktyGPUklD5JMepLIhMrHWtEnjSJFDioVICQk3kHozbxiBoku4

ecxvJkgnIRRFF8LMomk1C7lwWmUxxFywfhEvTkbfRiNoo8ke0lmUxIBilvDsiWq2BiBtxVCGD

Vb2rYqeQ4NRSug8oDqiUsgMZDYZsKwBEEo8vZvUOV4Z9/MpTC5U3ju3l4+hy/NTOk/B0LX9t2

c5L1d2ZtDqZG6LIyA5VaVPHmeVT99OmizvDT3ryLieZfUXNG51qsOK3ODpXTmdtZBRh0akofV

oxPDgRzUtdmVDLHvWVnby/LhP1oTiG/dyPuq4KMw0u8n4klEaozEy6xahfTtGjeQC/X8ygm/w

8p3U+rPpbTs0aaYSIGdiUb4Tbxr349WvBB+vimFBPS5KbI1mnRRwvXcB/QH1mbT9L/SxXHNME

Qpo5k+xTi4/a+XFp6yo6LbmEFOG0xcCh/K+1jymMVFFL6YBKEYNey+2IWDKUjoQEuKKSPUQ4Y

hZ794dSo2FtPGwL9ryTTgWiY5IQXN3wtbMM0EtzZ4XKoq5ga3urBIpfAqUCKnXJN9DtGIsQe9

oUUkiiKWOKgEEroggUkDXoiKzSCOR2FZDJbP4DhRJUpuoM7E7UsDLKSJxWjiiAwaAn7Fo8kWH

xPBNgy4a+VXFQKqQkjxabmeKAyvTIvfz46f+4ZYpbLKJLNdLs7Vn07Fj9qYXKzLgIPvl5G+dS

BJq92B6XExv461w09mVbEKC9yLEoFdM/6sSxhRuo0LUJ29YfJAI3GgQaCKkYxIotAv3KRHPMw

Y4rxyKp3PkFap85Qnq3rgyvqGf99O84W705FRLPEl6+E+Nb+PGwd3VBF05phEoJOmJu3+JoRB

qVq5THRxvLgatJKJwDqOKh5mx4OrVrlkOIjiDR3ge3zGjOZ6h4prIrMbf1KNJTsQ125YYa3FM

SSLT1ooqjjkSZE5W9bIi6FonGL4hAkjkeq6RBOWcUFtiypQIqRSMnt+5i4W0VVdJicGzbCvfE

67Qvq2L5KSMpF05xxTmI8S1kvDozlM8ntObomoPYPtOGZkIoX+0II7ByEGkZLozq4MmPv5+mS

de2eJw7xJLrGt4b1oWqtql8NusXTtR+hb+6B1lMa5/65980nb2M8W88z5uD/8nZndueKqlpGg

v6jLDWt0rgSZJAiYdKCZr0uiyyDn8BF35Frlcj6sEYJ8OokaOsmomiWjpGx5oI/mOROzYFmRO

CTMrfLaIzaknRi2yJh5V3QIsCUZCZvL/j4zK4cCYCo97Ia9Wd+K5rBWzk8v840BRlQosDKjVp

4ZzcsonQSA1lqlXBt1xNKlX0R3mXcvKzqZSi60uhNhSKB3Ocl+Tj76LM0eNsWxqh8nHKsyj3T

g+PpumwWdi6ObH9m/dwdcndectSub8tfvxtNLD+2+2kd2vDyy461DL4ZvV23qplz4drUzmRLj

KhW2061rHlp7nHCHC8w5XazxO7/CyOTfRUD3Bn6YpEnnO8w/q0FG7cTsSrQgdec4xF9VpPxta

wI+LYTr47YSRtfzxDF/aiqpNltJXyzQeJnboE53d7o3y5Zb5TWVKhUq1WFyn4dL6CsVawSqAY

JVAKoNKI0WhAlxmLbs9E5GH7EbN0GOIEBAcRZYgGeZk0UErn2U6IqvIgD8QoOmMwGghT6Dmut

+eyLoArYidSxMogyE3p+86eCCctRUOgg8A3nYNoX94DmSAv9tzfuc23uTaVmdFH+WrSLEQ7Ox

yq92Lk4Bcf0K3mB5XLli0jKCiIZ5999oGuWKGyGHdiLpeWoPK1gdOo3rw2E2a8bXYHLJX7+1F

k1Lk3KNFIzI0YNOX8CC7YiavZcilKRTEqgZODphFWtSxdpw5FbpO75ewTC5WikZunT/D5HycR

Hd3p9WYHzqxcxvHweBSBjVHEh3Ij3YkZE9uzef52KjXyYPv+O4ieNXimfCw+3m78tkPBi1zhu

J8Ldy4lUKlDG8odOoKyXw8GhuhZ8b/FXAisiVfCVRSNOzOsgeRqVPQiQaV86hIM7/bGUESoPL

53j8lR59mXOt/r2JPiqPPhhx8yffr0ogvMegWrBB6DBEoBVEqn3QaT1lFzYxu6vVMgMRlBl4X

CQwe2BhSBamQOWjCKoJdj1MgQDAr0cpFLbi4cE/1BtCHBWJEjjCJdKE96uoajBy9jL8gYWM+N

GR1CUAqYtJhP+vF30qW1/Lo2gbcG1mLWDweY+N4ok0e5zExN5ePO/V1Q72/pODUuMYVMnYiTi

zOuch13EjMxoMDL0xkHpUByuhonBztT7vb7i2hQs3PlBcr1bED5AilURIw6LdFqUOoyyNAasb

N3xMdFyt6UVzGSnq7G1t4ehRnn4xJUygdOQ9u9FbIxr5r9iLAUVH48aDrzQsNI3fetmQHGNXw

+ZTY/nEqnetvOLG4j0mzEWgz2rvQZM5CPn/Pl0p5tHLSrSY8QJakGBe4ejmSlppKpVrPgl6N0

HPkidfUZpGnl+HjYkhCfgk5ug6+HA1mpaaRji4+TnOSENAwqe7xdVKhjb/LG1iQaR23hmyNp+

PrV5/fpnXHUZmJQ2uFpLxCbkIZRbouHk5z4pEzsnFWcWLkS/XOv8EK5/ENGCdEJKAZOR6xVHv

1ng0GR+4KxFFS6PjcMtRTe7DE66pi96Iq5Yg5U6j4bjNi6fr53y0tT+bDGTwpUdu3alXXr1uU

7PmsFqwSeRAmUCqiUgFJyStFrM9DfPIXx3DbkaSsRSDPlBlcEqJE56xA1cgSt8q7dpQyjjYHb

nkr2aoPRYIMo2nBG7MdVeqHJ0nLzYgRtvOVMbVsOX0cVMinDjiAF6bGAgdbd1VAcx99Jl1YyY

/wi3ELcOXMpmrq1G1Cz/SCeb5sdTD0/TeXjhspZQ2Zw4MJNfl8+BftA73z3jSY9joELNlKvjD

c3RA8mVElk6B+pNPdMxaZpZ955xpWpv21h2MvNWffLDi6ofXjtpRA2bD9GamoKGw4lMGZyL4w

nT5JsW46hrV35evlhUrwqMPqFcuz86wAZIfV4rZLIr78fxad5M3rV8eLq/j1MSQnGNvRvqpUJ

4GKSgm/6VGfRHydwrteE8qmhrD15m9rPPkc7+xjm77hNmy5NiT+0jzLPtaeRd34AChJUKgdOw

9i9FfrHAJW3pv/Cjo0H6P/nLEQPl3znAjTM/e0v2j7/PEe2bqV8OVc+XHCROiECWdU7sahHOa

5IUGnrz53v1hDh44X4bBPEQwexc/TgZngCbUa8gsffaxm5MoofpnXjs493Ua+xBx271+Xq2lP

E6mV0bBfE1Ol/kFzlGXZPf4W040fYIQtEOLWO42oPBNGOoa29GPjpKjICnuX3MWVZsPQCnvIs

bqlt8Cznhd7Zm7EVUlgfX5HxL5TNd2yPAyq79vyIzVHxpG2bh419/usl30GU4ArypVuQf7sW3

bRhiM/WyXckVqjMV0TWClYJWFwCpQQqs+UieXBLIYB0YUcxnJiALP0aSPoqPy2CrQG08mwgFD

DBJvY6MjwNHNcGE6b1wIica8bnOckoVIKRRk56Bgaq8LGXgFKWa0iiosxKcUClJi2Ci0fPm3K

XZxc5nuVrUzkkO+7kkw6V4pSfkW89jLhuJqJn/hlsJKgcuf4iX/dsxDu/HuCdOhraj9tKlsKR

z2eOY3Bdh2yo7FaHb+efop5nBEu0QWTpHRlex43ZKxL432f1Ob/hL0ZvjmLVmBbMWqnmOW6TV



S8IldIVpwsn0LjJmLDuLK4NW3Npaic2/G8Xtn2bsnb6bDZdSqXVy32ZGniael+cRe/ckrHtbH

mmR21O/ryRG3uV9JjRiE+PGJnqn0BiuXq8Uj3/seVApeGtlzD0/yemXn5rzlKaSsXv25AtWI1

u+RREMwBfgsovf11Hk5YtObbzbxrX8OLLrXbM7q3gsy+Smf5la6L3bzdBZfryY9Ro78THMS7U

jonGNfk6C0M92fDzi6z5/SQthOtEVm3Nd4sSmNrNQJiHI0mH0wjIvEZW7XIcNHjRRB/Faz07k

3T8MHsUQSbzl7p1q7BmeTw922gYsU9FgJ2SDzu7svpAFrWzjjJ0pYY5X77K4VNhjK8p8ueNQM

Z1L5+fSBEiY1EMnYFYu+Ij01S+NWg6S0PDCF/8Mb4VAvPto2g0kqHWoBdBpVKhEvSkqfWmExY

HOxUKGWTp9NjaKP/zaSwa1exZfo5yrzaibIHMD0RTtIkMPQgGHXqDaEp76qB60Cb7v50X0Wj1

KCXnx/zSbBqMKD78BuH8DfTzxiBWDMpXFnlBpSmMnCg+EB7JqqnMV6TWClYJ5CuBUgWVOfEmD

QYNupij6E/MQpF8GoWnGlN6YNNjVJD0mhgUegSvLAQ7HXd0zhzIKEOG6MpVsRNh8sH08lPQwU

uFrVyCyeIBSml2igMq85v1Jx0q5QvXIF+2Fd1vnyIG++Y3HCSo7D9nJd5uLhj8qjCxQiyv/RR

JHT8jvrU6Mv4lv3tQufjbUJoEhfODpgKpB8+QbICsVJEX3mjE1l3XqOCq57U2lfl6k8CL3CT1

2epc33canUsAvWoKzNoUTu3WzzD9hSrsXbaFU7UbEnHuHFNfrMJX627yah0NY3+5iVDrWVqlH

2VPihZ/zyAaJsWxRW3AoVELOuuuoq/ehC7lpUxPeRfZkQsoxn6FYWg3DH3MD4hsKaiU7zyOfP

L36OePxVi3Un7dNX3EHTl0lKORmfhVrs5LZYws3RZKJgpq1q9LixBnkm6FE6VwRHc5Go8yNhz

TeRAYfZUzibZU8tIR5VEG9zs3yZDJCC4byMWLGpqVF0l180B7NZSLMn+613Tk4K4zaEOq8kI1

L1IjLjH+mIHhNZUEly1P2p1wcHLlyqnLGAIqUd82gom/XqJp43q0renAtkPXKVu7KrZndxJep

ROv1zAD8M9eM82FsUVtDBMHkJd7v6WOvz+ZtoTpmw6ycfSrtO3RKl/5S+Ga+izcRbOy7txU+D

EqMJoJWzOp55yOV8uX6F/ThsmrDvDpq4358fvtXMnypc+LwazcchxNRgpr9icx+fOeJB05ieB

TlQGNVXy5/BipPpUZ8owzq7depUHbplTJuMb8A3fo/lIrGvvZErpzO1+oy5B58Qj1/D24qHNm

eks3Fm2NpUOvZ8k6dYg/z0fTpE0rnpXf4qvdsTzf/Rmu79lH/Y7tqOFik/fY0jJRvL8ASVus/

2Y8oq9HvrLICyqvX7iAOiOdGo0a37uOFSrzFam1glUC+UqgVEHlvdGKRgkb0WVGow9bghC/Gh

ttDIi67BSOciOiuxrBWYNRikEkyonUeXFaUw3RoT+1/V4h2E5xz1s6t6Dp+UrXjApWqPyvkOR

/7ED+1Ur0X47G2PDB/OdmiPQRVRFJvXGargec2dK3PA97JS5btouQzi1o6nS/Q0cmK1bs4JkX

OhHkmI8mRxSRZCGbvwrDR29ifL6p2WOzFFTKrkSgGDAVY9+O6Id0M/v+pbGibN3fKOYswzDmV

Qzd8wY8S0Hlss2HeGvqYnq1bsBPkwYgz8OOU5K5BJWDN0fwY7caDPj1BO9WS6HL5F0YbD2YM+

sdelWUZUNlr2rMXHCRxnYXWKYvQ6zRg3G1Hfl4SRLfTa/Dib/+4v3DGjYPqcH09Trqxl/mbw9

HerevwP6VSZB6nOURqXTq+ya/vV6Bn6bswnNgQxZ/Ppe/w7S8+Fo3Gp38kw/PZeLxyiiG6a7R

sH899n67kfBNIr3m1OPdo7ZM94hGbNiELmXztmkVwqIQ3p2H3Mke3Xcfgir/9AIl1fvbalNZG

p8eT8+YSilUSrrI7LzgolGLqA7HmHQEIS0UtGEI9gkIdlkmxwOj4Iio8EZU1MRo1xqZqjIKwc

503C17BJkjrFD5380m23sKxaTvMXRviWFkTzMdRErhptXpUXz2E8KR8ybAFquHmD1IS0ElmVk

oe08CB1t0P00E23w0Smb3MJeKoo6wc7F41QzAwXKmy0Xtlam9Yt4KZCt3ofvhQ8QqedtgWgoq

b168SfPRc6nk4cLquaNx95EygedeJKh87ast1PJ3I8mtPKP8b/Hu+mTqeunwrN6Gt1u73oPKr

767QXP38yzWVCDi6FW0Ri3JCQpe61eLP/ZHU8EdRrXyZ+4OG56NP8fZ8j7oUtJwda9O+aRLbN

cJdGnbkj4NPdjy/UauN2nImQvXmdrCj0V/R1NNfZHl4SrqdO+O4651nLFX4q7yoMqNKI462qC

t3Yzn0y7h2qw57f3t8xzXlTV7mPfF73z6ajs8R/Qwaz6tUGmWmKyVrBKwqARKJ1SaHHekUENG

k7Ck/xbFLMSsSMSM4wiyMAQyACVGpS+oqiNTVkeQuSEKclOuYAErVEpfzPeXRxVSSIiIQTHyf

4iBXuhnjgBHO4su+v9czJjG/l23qdemCvZPEsgkp6F8bwFExaP/aSKiV/5HtDljsxhU6g0oJn

2HcOQCBukIvFq5Qs2FMfkqk/8XThBHGLn7FtWe68L2KR3x/D97ZwEd1dHF8V+ycXcSICQkSHB

31+LQYoVSaClQN0pdvlKjBi2lxSleXAot7q7BgyZAjLjbZu0789IAoSS7GyIb+uacPYHdmXnz

/vPe7u/duffOA757mtgrtPwgmq0LuuJliF+fLpdjfyyh5/p4Nv36GtpDfzLy14P49B3Jztdqs

mTyAQZ8MhRvZSTTjibzSf/Gxd4L/MbgD7GOTcJ35y9ga12kDiUFlepcNcOf+5Kb4TFsmfEO3g

a5IBRrih6hkY7kK0cZfKoS20Y93Gr/y6wdtJ/Qk6YFAuYz+P2PvfR/qg+eNkWkXshV8+6QD/g

lKZ31n42lb897S9ZFDVqGykeYUrmprEAxFaiQUJkUdopZf2zBsVITRjzbG3tlGipbJ5yt7i0n

6rISiMyyo6qHXSGx2lrirx1kxZq9pPt3liKD3WzvtVfGX2XOdUdea1u52D9ChsyJbKl8iErZS

inimZQM1D+8hq5YIKMl4cwWFoXYs2DZObp0duVa1Tas7ePEmi1nsPQNortHCguPRaJNjmTLHS

+WvdGYvbtCiLWrRqdaSvafjQUre2zdvBjTwZfde04QkeXJmIF+rP98FvOTqzD1f104vPIQajd

b4nQeTB5TjcXzwnllQnuybl1g9B4Fq8bVK5bVLeZECJM/mMlAfx96zfsAFIbnPCoxqBRL8Kt2

ofhtHZrRvdGMH2jIZf1AHTUX/17HPPu2tNm3kbV23uTGWfPu2EA2brqICjW1qyqYdSyJjt4K/

gpW891LtVi2Jw51poqXB1ny1ep4lLejuY+BNJUAACAASURBVKlw4Nep47ixZjVXlDX5/L3OxK

77i1WhSrr3q8Pp1RH0HVqPKzcu4taiAeELgyWoDLDMZNLUY4x7twd1rYx/cohYt5fmP63k5RZ

1+fynN/VqUFJQKQ6UGnyVuDemUbNBIEx9A0ozClynJDw8k8rV3EpkFyK9QumroNNxcdk2ms3Z

SBPfSuxb/KkUZGRIkaHSEJXkOrICJatABYRKLfNnz6Bx/5EogjeySdGRHgmnUHXuT6dq+YEPW

pIOz2Dind4sHFLroVCpjT3CqEEbeHfV66T++Q0n/d7k3QH3/PfSL2+iyd9VuDqpGYb/lBs/OT

JUPkQzATJbj6L4ZjGaCQPRjO5jvLBks2nKz+R278enE+cQZ+PGqI9foX/EOUIC6qC5dRTz6Cg



uebbhxToZfL/XnjGe59np2Zawfbdp2SgdM3s3/v55I6cVlfjiiye5ffoKXZu35on2PoTs2sfi

szmM7+/DziNaKqelcNBCxzsv1WXz/DyotMqMZthLp/l2UX9qFANkZr76IxPPXeeLwZ157+0RR

mlQYlAprPaRcSQ+/Sl/+7jz7JpvjBpHXmU1ZzauZLVXV5rs2EHy0CcZGWBH0sUTrInwoJX5IR

adySLeqwbq0/s5qevByuEZzNE0pWnoWYLqpbEttDLxa6/RfGBVPLrUIXTtTpysM0lp2huLhaf

wHe7NlfRcrIIT6NJawct/pbDxhwHsnXZEgspA62y++vIAvT/qTXNbI6EyI4sXh33CorRM1k4e

T/9uzfVqUJJQKfzALb5ehPm2Y2jeG4VmQAe9x3+wQmbEWVbuiWPWii2E48Gb377OR42d//Xdq

L55mLe2OzP1xfpYGyKTNpOl0+fxRZQvB77uxeaf5/LJoThGvPg833eyYP6mZF59phnhwUeYlh

XET+3djErIlhOXTL83pnEwMo55H45mdN92Bp+7DJUGSyVXlBUoMQUqJFTu2bKaXEsHkhKs6Dq

gHX9Pfomt3k8y1iea3YcOk27dgQFOB5l8uzajEtU0+X0SSR/PQjm8Dqunr6Fmw54MbBrHIrNh

zB7kh06TTk6uNdmRh/h9/nqOnQxn8FtD+HB7BGN9PXlmoC/z5+8lPdeazoNf4KlO/igM+cI1Y

JpMFSpr1KhBv34FU9iU1fK3JFtaJkufncyq7Bx++eF1AhrVNEDN+6uoOLl0JiertmfG7ER2rO

iJrzmc23mQ+VdTMbfU0MYiniXBWWSY5+DgXIMJgXHMi/UmMxx6tMnFM7AWYSuOE+vozegX6rN

5yXZuJmkY93o/zk7fznlHS1oObE3W4bOkxV9neWoAZ6Z3ZMonO/BrFkD9IB++mxnJ7zN7Us3I

zaej9wXT5pM5mDvZc2rFF7g7Oxh1/iUJleLAW7/4nUE7jvN+y3p89u3LWBhoLcobtI7kq4d5f

78Dz/mqsGzZhBbuFqiyU1mx4SA3qMr4Lm5sWH0Cq1rVcYy5hWstLz74fB2awOYsmRhEWGYVmu

SGsuKmFS8PbkrYoSOsP69mxKg2ON86x4zTyQzt3wG32CssPRhKlqUDQwY0I2rrfo5mgFtQXe5

EpfPF821xM/LePbh8O31nb6Cuvw/bf5uEs5P+ROklCpUC7ENuStHPWFmi/uF1dAGVjbgectm7

cD6RNVrw/bRT9O7kwCH3tkz3jmL68QhsPdwZoLjGl+fMaeim5KLKj+9a5fLroWSCY82o6Z2Mu

389VKeOsVNZnaXvt+O3RTuoXKU5X7/agB2/rGVnvDODh1Yj+BIMrWvPb0cieWNsDbZtSGLi86

1Qxd+g9fs3+Wted3wM/fJUqVn67VLe3H6MTo1qsuCrCbi56s+YkC9MUVCZEBuDRqWmUtV7aZp

MJfp76NChrFmzxoj5lavKCpiOAhUQKkU+Sg3qXCV3zm/n05AqjNNcRtO9By6X9zD9nc845zWU

hZPc+T69GwM2/UXlX96UoNLi7f7seuEZ1sT48uMnbdjm8DSLhgaiVUZx4WoO/taRrFqxlHe+X

cT7v/3K/156nf5vLuO3jseo8fR8bCy0tOw3k41LR2Nn6Bejnrk2RagUe3+LICVLy4LLTGUKlc

DsuRt5c8lWOtSuxuaf38bWsWhn/oJS61DdOcWsffY8N6AmDnaWUgYYKZ9ethIzCytsLXRkZqu

xsLJAp9GgTghh2EsLSOz4NDsntsJO5KFS5ZKrU2BvoyA3Jxelxgx7Oyu0uUqyNGY42FqhyVWS

rRLbgCqk4+Rk5kh5AuNvnGdqnC+/9axi1EOIKi2TEROns/nKbT5/ri8fjru3lZyhXx0lDZUZq

Rn0Hv0FpxNT2frRGDr1aWvoUPKwUqchJ0eHjY3CgHyvOkS+xawsJRqFBY62VkZZtx42MNGfUq

PD2lLkqjWiJKYyYPCHbFdrWPjW04wY3NmA8UNJQ6WwVio27EcxbQW62tVQ/fQWGAC3eWeqZOu

smWQ36cRXs+JYMaMT1exs2D77bxK6tycxeCvqM1e5VaUWe3cfp2Gv0TyvPUBI3W7s2XgK26oa

vhjQiB+/u0o1R3MChtdgz4lIqmviaNW7A3t/vIBf3VyuVvPBMtmSLmYX+F9MDQ5NrMncdXlQq

UsNp//oYH5dMxB/Q6z2Gi27pq/kyfX7yQVCln5OgL+3QdobApUPuwJMBSozMzOxt9f/4GLEVS

xXlRUoMwUqIFRmsOyn74lzrI6zMoXI6r3ok3aIv7JzSd50ibpDanP570jGTwhk8nZrxjoEs4l

aOB66TecZr6E+c5hbZy/g3KIT4ZsO4N66Ojnpd6jW/EmcdvyP7Q69qHpzASnNxrA8PYg3s/bT

vFsAG3anUcfXl1Y9uxFU2amoFHVGTZ4pQmVhJ1DWUBkXGceId3/lbFQ8v40fyNPPGp6n0ahJM

KXKWi17Fm9h1ILNVK3qxZofXsPPt5LRIyxpqNRpdWxat5dh01fRorIHG358HU8DcogaPXATap

AZHc9nH8/h1+sRjG3fiJ++GG+wP1+JQ6XQRQRN/boW8/X70LWsi3rSSIPyNYqtHkIP/cm2dH/

io6x564W6uJhBesxNvl1yEPdGbXiudg4/Lr9CnS41SLgZT0fvVEZNO4VFjWaMfaISQzs24/Lu

AxyhOm/1rMLm5TsIzvXhnTFNCN27lyWRtrw/sg239+5h5cV4cK3GR6PqsGbudq4roWVjfxZd8

2DHW/Vx0Ef1Gi37V+6U7oFshTnzJo7gSSPSaVV0qDShW0AeiqyA0QpUQKiE3Kw07sQnYW5hh2

clDxSqDO6kq7HVZpJtZoODhQJHRxuS4tNxcrYiISkDS4Utju52pMbHo9LZUamyG+a56cTFp6C

xcaGyhxNkJxGdqMTRUYGZhR2ZOmtcRdS4nR2qlHhSs3S4VfLC0cZSZCMqkSJDZeEyimT2l09e

psnE6dKcLh3bnz6je5eI7ibZiVbLlTV76DBzHWkaLQdnvEOLxjWNss7kn1dJQ6XoV5Wr4oePZ

jP52EW8new5PO1Nqgb5maSUJTGoDyZO5+cTIbSsUZXNv0w0aNk7/7ilApWi8/RMLL9ciPLoRU

4GVsHnreFUa6w/Kb1WrSRTaY6jvSFBLjq06lxiEzJA7GfvZP3IwYpqZQ4pOkvchaW6iMnR5Ch

ZP20FL+84Qbpaw9wJg3hmZE8s9OTnfFiXRS1/J8XHk52ZSRX/e6mhTMVSWRLXrtyHrEB5KVAh

obK8xCqN48pQqV/Vjat2MW7OBizMzJj/ymD66Uk8rb9HE6yh1XJ03T4mzP+TSJWa78cPYvyIH

sUeaGlAZf5gxr8+lSVnrtHcz5sFbz9NUHNTTVBfPPkSQ6OY8f1Sply6SYCHC8snj6dpoxpGdV

ZqUClGkZlN2E8r6bPrJNnWlkwZ0ZNeT7TGzUf/LjNGnUQZVtap1Nw8d51fF23h97PXcHCyZ+r

Y/gw3YBehwoZZUQN1ylB2+VCyAiWugAyVD0gqrGO5SjVpidnYOljh4GxT4qLf36EMlfrlVavU

LJ+9gQmrduFgacHUAR149vWhencX0d+zadTQ5qr468c/GLfjOKlqDTOe68vzY/pIeyIXt5QmV

KYlpfHx29OZGxqJm40VM0b25Mlne6N4hPEW9zxLul3cgbM8P20FuxJSaBNQhd+/epHqvl5GW4

tLFSrFSrhSxfrFW3h2yRYpStvPzZkvBnXkSSP2hy9p7Yrbn1lELCmLt9Bp72kuK1W0dnfml29

foUHtao+0AYUMlcWdEbmdrEDxFfhPQKXYmVFEoEpF7Moo/dWh1erIzVGjzFKhzFaTk5VLTqaK

zLQcstJyqdHIG58A1+Kra0BLU4TKn3/+mVq1atGnT8FUPmXtU/mgfEtnb+C9DfvIyMphfIcmv



DyyB4G1/TCvqDCjUhN+5TaLl25l+pELmNla8+mwbrxRrFyQBdUqTajMP9KU75YyY9sxElVqJj

StzZiRPalfPwAbB2MCqgy4SUq7Sq4Ks9sxbFi1i+HbjmFjbk6r+tWZ++4o/KsbE2V9b6ClDZX

5Rzp7+DxfL9vGkcu3SFBraOxox8AOjWncsTFBbk7Y2dlg72iHuYhSM6JYKhRY6VlyzlSKEBrD

i5WFBZZiQwqVGrOEFMzCojA/cRmz/WeI1+mY6O+DSx1/Pp0wCFdXR8M7LqRmRYXKMWPGsHjx4

kc+f7kDWYHyUOCxgsp8eBR/RWCBxI5aHcpsFenJOSRGp5N4J53UxEyS4zJJicsiJ0uFRqVBLb

200l+NSouFlTn9xrWgdV9jU9kYN42mCpX+/v6U1446hSkoIrfPBl/lo68WsTcxFW87G55uVJP

3x/XHrXYF8u3TajGLiEO7cDO9j1xgb5aSRu7OTP3kedo0rolFCUByWUClOlfFtasRvD55Podi

EnGzsuTVSm7877m+0p7tOjfD078Yd9eUTG2z1AzMTl/B/O/D6K6E82FqBj8Ai98czsB+bbG1L

f4qRVlBpVAiJyObG6FRzJuzntnnQyVxxGZE3va2WFlZYi35gBsHlUHm5ixSmFPYDO4BXlOpjZ

qIhgpz5ut0OKi1kJGNWUZW3nd0vepoRvRE07gmWkc7FEYk+S9qABUVKuW9v426rOTKJqZAhYZ

KAYtJsZlkpyslK2NmqpKMlBxSEzJJic+SwDEjJZusDCVqpSZP+vu+Wx1cbKjX2hdVroZrwdFS

2/xiYWlO5yENeGJ041KdMhkqjZc3My2TOXM2sOjAWa4mp/OspQW/d2qCWd3qaKv7gIcLOntb4

rNyUP/zcGHIURTmZnjp2RIyLiMbjRF9Wog+xZZ+WTmYxSRidvMO5hdDMTt6ESWwxt+HY3Wr8/

HYfri7OxsyTIPqlAVU5g8kMzmdbRv2MefweWyiE/grPQuxcK9rXBNdzWrk2lix1caSKAETRpT

ero4UtsN2KrAhNYNsY+ZCYc6wbCUuIqVUZBxmJ0LyoEbsUFOzKpr+7Ult0xBH50dP51KWUHm/

pImRcZzef4btV25xOTGVtKR0IxS/V9XWUsEfNtY8zE4rZnG9TscPGdlG9W1nacFqGys8xP7xN

lboOjZGWz8QnZ83mBuyJ6dRh0OGSuP0kmvLCpSEAhUaKm+FxLL6pyOkJ2dLy9iaf360XD0dcH

C1JepGwt39vwsSpQ5Laws6DKxHh0F1uHMzmZTETNb8dBjhUymKwsKcJp0CePpd43evMGZiZKg

0Rq17dUXi4ohbdzhxIoSg3Sdpei1Css7oxA+Wsz2XbW14OkdpFAAqzMz41c6Gwmb8NDA2KwfN

P9eIISMXfS61saJhTi5myemQq5KaacUPatfmaEXkrkfJwWT+mMoSKvOPmZGUhlV8CranL2N+M

QyzA2elj8KBnsBVQwS7r84cYEIhbUTP3YAkI/v8E8jP+qmr64+2QxO0DQLQBVbN22PeSIteYY

cvL6jMH4+0QpOZTUZaplEK5SQmke3shreNAkfrwiPFxS2QmHXvIdyQg9hYKnAQSfPFS/RdQhb

Jwo5dFFSGh4aiyskhsF69u81NJfpbtlQacjXJdUxVgQoNldFhScz7eAdpyXnLKJ5VnOkwsC4N

O/qj1ejY+cdZzh24KfkT+detRONO1UlLzCE+MgX3yk606x8kLY2f3hVKy9412bowmKNbLgt3S

8zMzajZsAoTpvQweunImMmWodIYtQqpK5aTI+MxO3+FyHV70FyPIcHWnvFeLtgYGuuiVRMXmc

Gs6p70KmRfzkhgqFot+eIaWsS1t97CAm/h01bFC137hmjr+Ev5BRNi7nAj144Wfi4lvhVoeUC

l8FbOzsjkZnQs8ZlqHB1cqe+gwCY2iavxycRlFg0hOSkJ3EyzpE41ZywV5rTWk5/zfEwiqTmG

+/VZKcxp5e+Dzs2e6JRkruXmW8es8PPzwdfVxqgk9UVdA+UClVoVVy+eZdVfwRyMzsClclV6d

erAyNY+2BqwWYM26TY9nj/CD8uH09Sh5C2H9+slUhxdPHyatcHXOBaaiKuLHwOf7szQeh5YGr

dSX+g0FAWVD2skQ6Wh32pyPVmBwhWo0FCZEJ3G4i93ExWWiIuHA31eaEHjjv4oFOakp2RLEdz

Cl0isrLhWcsDa1uofJfKgQFg34yJSOL07lKAWVXF2t2PRl7uJjxKLa2ZUqubKpFmDJKtlaRUZ

KktIWVU6fy5bzSmHeowNdCHy1jXe3gnLJ3elmo3+XyldRgIvvn2QV38dQmvHwudbWQyotLawQ

MqWf//WhtpUpn72G7Mi6/D3nEHUNmijZcO1Kg+ozIy7xWs/naRDryACnMwIPnyJ9Nqt+bSHn0

F5Dm8f2sqM6/78+HxppyjKZO7kaYTU68WTgU5kxUWxcFUkH08dSSNXQ59Cip6LsodKHQmXjzB

8Qwa/vtyJOi7WpMeHMemrP+n8+vPUDd3FMeeOvNjak0v7dvOdpgGfeIYzcdFhzNwr8+Hz/Uk9

vImxM8/QY+ggZr3YiqgLJ/hs5XHMnWrw4UvdCTRPZNK6EJo7pLDmcAoDn+mK6tA+diRa8/r4f

nSrZsWm5RuYeTqBNl268+GgIK5s282yhFxiT8Qz6tNR9PLK0/fm6UO8cxB+fL4F/k5WpERc4f

mPDvLid2PoU8Xa8Au9iJoyVJaIjHInsgJGKVChoTIlPoMV0w5wNTiSxh0DGPp6e+yd8pzr05K

yENDpW8sDS6uH/1CIJaKI6wlsWXyK5Lh0+j7Xgn3rLxB2MUYKEXf2sOf9eUOxc8iHUaO0Naiy

DJUGyVR0JZ2Wm0e30WG3Gxc+aoWrsMqoM1j92zLUTwwlKHgRPyv78vtzQZz/ew0vxgTyg18ck

zeHYG5lTYeefeiuu8DI7w/TpFtPZk6ox5Z1e9l0MRKNQ3Vee64Lnb2yeeaHLbSs7cqu3aG4t2

tO/ZRw9l1PoPeIYUxs48CsOZvYGJZMtYBGvDyqPebHt/HGvgQqpWt5auLTjKqdH/agIzvsGC/

NTaIZt0gbNIIPW7mVmJVMiFX2UKllw8I/CW/YkTeb5eVLzIi7zesLbvLJhDp8/t4G+v9vLMOq

wcpZ84gM6oTNmWC2XI8hx7oqE4cHsXDWOs5keTP1pxdpmXmdXzbs52SEmloN6vPKsNZo9yxg4

iVPvFKiiDF3ZXh7bw5tv0isZ31+ebc7rlEX+XL1Ea7FW9C+Swsm9KnLlt9nszrCEisLF75+ex

iNPMS9nMncr6aj7P8irzdyQ50dw+dvr6DrJy/TtaptCVyQpbBNo75R6VTsmLuQJYEDWdq90gM

JxtXsXzyDv92f4vu+vhxd8wdj1fVpE3qe8a+PwCfiLK8dtGTJcFeGjs2zVAYlnuS5X8L47JPB

2N86wfBVacx/pTYTPtjIcx8+T6+0I7SccppZ096kfuxRppy1561a8fyRFMSUYTX4e/F6Vni0Y

2ziDp46UIngqd1wd7HD7Z/ntbWz1xHVridvNnj0KO/CpCkKKkXic41ajYPzPdcT2VKp7yKTP5

cV0K9AhYZKYY1cP/MI5w6G0XFQPQaObyMtW4uiFsE3Z6PxremBo2vhPxQiSOfikVusm3kYlVK

DRqOV2gqodHC1YeKMp3Cr5KBfyWLWkKGymMLd30ynZte85SwM7MOybp7/+kEN/mP6A1DpRde4

qwyYMJpGinSORmlp52fGyAl7mDT7KSy2LOfLlCasGN+AjLBzvLAmntkv1+OtT/9m1Iej6am8S

LM39vDjjFfpYnudCQvDeKdmLBvtevFl3+pc2reDESc8+KVOGM+d8Obkx21wslJgk5/WRZPN2h

/mc7jFYCbZn2bEWlvWf9MND0P2RDZQrrKHyly+nrmGTsOH0N69oKVJmx7HmLfW3weVc7lk483



6o5Zsm94X24Ro7uCK0+1DkqXy+2f9+fibtdR6ehCjAqw4v3kZC1KaMdb+IP+73Yw177Rk/o/z

OVS1M4ueqsT0V6aRNmoUcZtOMWTSkzzho2DTHxu5HdAG++MbuVyrL9/38kVnbokInJKg8tNvm

Z3oQYCzJersNELsm7P3k65UsS2ZVYkyt1Tqcvnzh8UEdx3O5OYPxmw/DCqbMSpsD0fS7BgysD

MDWvnhmhbxz/L3UGz3L+GT2NYse74O1tlJvDV+Hc3f6cjMuRdZOGMwte6cosN7F1k0dzQu8ac

Zt+oSrcMv8qeFH76OFuSkxHOUjsxuEcrHiq6EjAmQgrfyy8IZG7EZ0IsRfsWPsNd3KxQFlcEH

D5KZlkaHvn3vdiNDpT5F5c9lBfQrUKGhUkR8b1l0kn3rz1O9rjfD3upI5epu0pK3CLg5seMaA

fUr4VnFRUotJOqLlEEOLrZSHeEbdy04krMHwsjOyCX4wI0Cijm62PLqd/2pElh6O1XIUKn/It

VbQ6dmx5zlrAjqx++d3f+BSh2aXCW5ZuZcXjPjX5bKL52u8/HaG7Tv3Z4n2tSla2UtT7+4l0m

zBxD901yCnxjNlDZuqDMSeeqrI0ye1IQvvz3Ml98Np07cRVq/dIQ5C8dS1yKUZ6ftotnl88wx

88HD5h+HTM9OfNExlg+SGhI8pnYBn8mchHB6v7yJke/1o6VNLN9PPcQr37xCu8olYyUrH0tlL

l/NWkO34UNo4/YPVOq0ZGWrUKhTGPd2QUtldO2OZOzfxoo0D17vWJN2rZviErpfgspvn6nC2G

k7+N97QwgUjJd4hg8WpPCU30V+zeohWZyX/voH4U168L+2tsx//Qv2tuvL2XXbsXC0JW9dwYa

nxgzG88IO0ls9xdutvO67jApaKnNTo3jv7Z/xf+UD3mruofdyM6RC2UOlmsMrlvKVojObhvlj

KQKOdGqunQ4mqVJNlHsW/WOprMrhVX8wTtuRSyO8uX7+Fn/u2sOUEG9OfNmEl14+yg/Lh2Kzd

xGfJbVn2ejaWCuTeW/cWuq93ZHZC0JYMuMpAqNO0vH9EBbPHYVT3GnGrbxAi6hQAt/6gJG1/o

FanZa9i37nFeseXBpZ0AVi6+L17AvoyJQOHnkBdholx3efgQaNaeVjU+RWjoboL+rI0d+GKiX

XkxUoOQUqNFSKaO89a87w5/xjmCvMqNfKjwEvtMHbz5WkmHS2LDlBp6ca4lvDU/K7XD/zEJZW

Coa/1Rm3So4SeN6+Escf0/bh6mnPpeO3Cihra2/NuMm9qd2kaskp/kBPMlSWgLQ6LaGHttJ5o

xNnvmuPh4X4Qc1mx8zfud1mMM2uLL8Llac2rOTVxDqcGNeAzJQMwsMu8+JPF/jyiz788vEBJs

0eSPKCuaytO5Tfe1VGmRTBgKnBTJ/YjE+mFAKVPx9mmFkYZzu8wted7yVhCf5rDc8n/hsqz+/

eyXeXYHhjTykb/9WTwSTW6sK3/QNKQIy8LsreUqll7e/rCK3XmfdbifOCnKQoXvz1HG+Pb8rU

Tzb+Y6nUsmjaHJLbjeDN5m4kpaZw6fgRpl+2Y2pLFb9d9+e7Z3wZ9/VfvPLhcFrYQNblHby9x

Z4Xqp4pFCqPdBvGjXVX+G7mCNo450da5TL/l9/1QKV4YFSzf8mv7Kg8hK+7l8y9XuZQiY6c+O

u89PVOek94muF1XAg9d4znZ11j8mdDqXxxI9/cqsuC5wP5eco8FgR2ZgIpDBjUGa/ka7R7/Qx

LZ7Rl4msH+GrRMzRIPsHzsyKZ/PEg7MNPMXxpErNeC+Ll784/HCrXRPFxfSW/36nJ9BcacePU

Meal+dMvYhtvPAQqk29dZMhnx3ntw0H0D3Ljxsn9jFuZyM+fDKCZm6UMlRs3lth3gdyRrEBZK

lChoVJA4dGtV1gzY5+Ua1I8nHtUdqbVE3W4fSVWyk058t2uOLnacuZgKIu/3olnVReemdSZwP

pVJJ21Wq2UAP3K6XAWfrUd3X2p9KxsLHj2ve406WTcvr/GTKApQuWsWbPw8/MzuR11itRVlcR

vX84homlfXmrlw+2Lp3n2jwy2TR+I7+3djFqp5ruXGvLH3JWsqdKEgbGhNB88gCB1NO//HsPU

z1vx1Tub6fX+IHqqL/Hsb1F89k5Hkk8dYmtubb7v786orwuByunnmT/Sm1cXJPDR6x24eewgU

9Lq8IP7BV56ECp1SmbOW41Pj0E8WT3PnywuNJinVyey5r3uuBsQpWvI9VX2UAnJ4SH0mnKat8

Z3pJWPJXvX7+Wse1N+GFKN9d8t5qB/O8Y3yOH7KX9StUtD9l6y4te32mF28xybYzx5KTCer44

78M34FhxZsYYlmiA+7+bEspl/UGnYeDrdXstPGQ+3VAYPeZWuFzezwbE1/+vuxc4NR3Ds2Inc

/X8+HCq/+ImY9k8zuo4LuWkxTPt+L898NZ4OPiWzHFv2UJl3VWQmhvPdt2tYeTOJgKatmPLCE

zSpZI1GmcTnXy9m/Q0rRvfyZodzK75yOM+EeYdROlfm87dGMqKmFVuXrWDqLS/WfNiX6OADvD

RnLwrXuvz44SDqmscxanoI0yb3otqd8wz/7jo/TnkSx8TzfPB3AjNeaMHyGcv57ugd6jfvyE9

vdSV68xo+sWrPzoFVHwjWaj0AuAAAIABJREFU0pEVc4svf9/EuuBYatVuz3fvdqeeS8n5r1dU

S+Xo0aNZsmSJIbe5XEdWwOQUqNBQKdQ8s/8Gf0zbI22tKIrwn+w6uAlVAj2k6G13bycJNpPjM

7h8Mhzvam5UC/IssK+ygNOsdCWbfz/Kwc0X7oKlsGoOe6Mz7frey2VW0jNoilAZHx+Pra0tDg

4FfUnLe5tGfdprVZmcPRPKxYQMHFw9aduwOt72FqDL5WzwFS7EagkKcCLWwpXW9pnsOh9BroU

tjevXpIGnNRHXr3M81pyerQPIjI7g8JUYzJwq062ZL47kcOB8HE2aV8clO5m/j8bRpn1NXMzS

OXA5mU6NqhJ68RpHw1Nw9ahM+8bV0MaGc0jpyoAazvcsL7oczl+IwD8oECerPP89TW4W+49FU

rtFjRLz6SsPqAQt6clJnDgfRlSmGrdqAXQJ8sLewgxlRhIHj14l0dmb+k5acPXEKjGaE7eSUV

h50KlNdTzMs9h3MgzH2vVo4aLmUsg1zt5RERBUkxb+TmSGX+WSqjLtajgTeiWMTLfKNPZScO3

4OZL869HcWc3x89cITVTiXaMWnQJduX31BirPatTzvN+1QM214HMcixHp5wELB1o0CqSmlz3C

yF0SpbygsiTG/rj0UVGh8s6dO/j4+Dwu0yCfx39MgQoPldfORLL0h50k3BFpgMDO0ZpR73Snc

cca/8ovKeWfvO9HQ8CksFJmpGSRkZot7bYjADXyRrzUl/C7fHJCe7oPb1pquSpNESoLuwdMHS

r/Y/dukadbPlApz0C+AjJUlv+1UBRUnj5wgOyMdNr3Mb1AnfJXTh6BrEDxFajwUBkVlsCiKds

Ivx4nqWBubs7AsW3oPryZ3j2URdDOjpWnpJeDky0vfNqbXatPc2rftTyoBHo905KB49rJUAnI

UFn8G62sW8pQWdaKFzyeDJXlq784elFQqdFo0Gm1WFje2zXIVKK/y185eQSyAsVXoMJDZUpiB

vO/+JtrZyPugl/b3vV46qWOODrbScrkb72Yb33Ml0u8Lyyc21YcRwTl9H6mFUt/2MGZ+6LA2/

aqz9BXO2HnWNDXSvhi5ubkcGLPHhq1bYuzm1uxZkG2VBZLNrmRHgVkqCzfS0Th1wpF1UZFDkK

nUaE6sxaUxdufu3zP0PSPXlGTn5u+svIIZQUKV6DCQ6UyR8W8yZs5dzj07lk6utjR+om69BrZ

EidXewkqM9NziI1IprK/uwSQ+UWdqyb8Rhx2DjYoc3JZ+M1WYsKTpSTqbl5OWNtY0nFAI1p2D



7rbJiYigv1rVnFy2xa0KhUf/bEaj2L6wJgiVN66dQtnZ2dcXV0LXDklbqk8uRxyjdubWL6ZDV

DAwhqrVmP0VlSHHUV754LeenIF4xVQ1OqKwrPoAD+dVoM6ZBu61CjjDyC3KFIBMwdvLBv2E/v

tFlpPJD9XiN2u/immYqm8ePEi9evXl2dYVqBCKlDhoVL4SS785m+O7LgoJSzPLxaWCvqNbkuv

ka0Q/9aoNdy+FsvxnSEE1POhbjN/zBUKTu27wp51p6kS6IlPNTecXB2oVrOSBJVWNpZcOnmT9

OQsqR+xZLJh7hy2//YLGlXensP2Hp6MmvwVLu735bczN6NWw0Z382VG37pFRkpKwQvEzIzK/v

74+vuTkpJCelISoefOSHUCGjbG0dUVM7G/5H3l/J00Np+LpUMD30e62OZsvcA3g+vjJ6LiD19

n05LD/G/Oc3f7/Pnnn/H392fQoEGlCpXqm8fRRp97pHMpr8b51m/hd2taxQxFjc4oKtXUOyxd

Tgaq4FUiSaDeunIFIxSwdcGyTi/MbB9MQv7vPrQZSagvbASt2ogDPJ5VxT2V7/f+SPeVrQtWj

Z4Exb2l7QcVCz50kKy0NJP0qRTfuxvllEKP50X+HzirCg+VYo7WzNrLztWn0GruywcENOtcm2

cnPSH5S6anZklAmXAnhYzUHDJSs8jJzqV6bR86DWgsJURXWCgkABUvAajJCemcO3yD2PAknn6

zO4lxsexYtIgjmzaQGZ/nw2nj6EiHwWIrx3vbjVna29Nt5CisbWyklEXBe3YTdTmkwOUkgLF5

n37UbdJEgso7YaGc+PsvVEol4VdCqNO6LT2fG1vgSfpxg0qdKgdN+Cm0SbcrnMVSo9aRmazG0

d3i7i5O5f59YeuCuUcNFFUb/+uBpLCxaZMj0EScQZcRR4F8WuV+MqU7gNwcLRZWZpjn73JUEo

czM5eyBSiqNcPcqZLBPeqy09Am3UKX9cCDp8E9mGZFtVpF5M1b+NfU/4AjziDp8jWUGSq8GtV

EYWVoaiEd2bk6bEUmBYUFZtYOmHsESH+LKkd37CArI41uTw25W81ULJUyVJrm9SyPyjAFHguo

3Lr8GBvmH5B2y7m/NOlQg+fe74tYDk+KS+PQ3+cl0HT3dpasjyqlGlcvxwLL4fntc3NUbF58W

LJWiiCgV7968m7XypwcVv78EweXLcLJ06vEl7/TkhL5fFA/hr37Aa37D7x73McNKg27RE2zVv

yxIyQHn8B3yAhsvQoCREJsDCf37KX3iBGmOfjHfFS3rl3lzu1w2vTo8dAzVSYmcnv1Mjw7dMa

1ftF+j0VJlavSYCUeQOXyUAWEJXDz3NkMn/SeQQqFLf0dnVqN71PDsbpvT+6iGmcrNazcd4fn

nzAuab0MlQZNiVxJVsBoBR4LqDy05TxLp24lV3lvCUlYJwe/2JkOfRtJFsjMtGxO7A6hXssAv

KoU9BUUqondeW5fuyP1UbtxNW5ejmbGR+vo1L8J54/e4NN5zxWIABcWyOjbtzm3fx8dBg7C6Q

H/Q0NnojCfysirVwg7f46OQ4fLUGmomGVYryiovHnlCttX/sFLn3/x0BGp1Fq2nEqgXwsPFIq

S2Wu6DE/d5A91cu9eosJCGfTCuIeONSP8FtF/bcStWSs8WrUp1vmE3cnkr1OJvNy7KpYW8hw+

TERlVhYnd+2k/YB7D8ZFiV0cqDx+NYWf/opiXOdKdG9m+BabMlQW67KXG8kK6FXgsYDK80ev8

9un61Fm/+Pn6GhLv2fb0fWpZljb5i2jqHLVHN1xgep1KuMbWNCyJHx5hCVz2qQVZGUoJRBNTc

rkyLYLPDG8Fcd3XOLr5S8hdtgp6WKKgTpl5VNZ0lqWZX+PApU3orP4cu1t3u5TmcY1nMty2P+

JY5U2VGo0Wj5aFkZMSi7fjAqkivu9wL//hMCldJLGQqV4OHtp1lXSlFpsLM35bVwNnOwL96O8

f9gyVJbSJMrd/ucVeCyg8salSKZOXC5FeIso7p7DWtGxT2M0Wi0iOtzZzV5aAj+24wI+/h5UD

6oiRYSL4B0RrKPT6tiz4STLp29Hq9X9A6I61Lkaeo9sw7Edl/h8wQs4uRXtp1Ocq0mGyuKoVv

5tioJK4R6RmpSEV+V7+4DfP+L526PYfiGFxn72TBrki7W8hFqiE1raUHkpPINvN4STo9LRta4

TL/d5tMC5Ej35CtyZMVApvr93n01izu4Y6YyFa+y4rt70aCL2ctdfTuzdS1ZaKp0H3gtGlH0q

9esm15AV0KfAYwGVUbfiJajMylQycExHOvZvLIFhdoaS2MhEbl2LoUnbmoRdicbZ1Z5ajfxIT

cpg/YJ9WFtbUsnXjZ1rThB1M28nnfwiIhB7DW/N2aNXefPbEVTx99Snp9Gfy1BptGQm0aAoqC

xqgFHx2UxcEoZWB1YKM74Y4U+gd14+VbmUjAKlDZWztkSwJyRNGqyI/f/umepU95Hn8FFnzxi

oTM9S8/2G21y5k7c9ryiBnlZ8O8awoCC1Wi0SGJtk8nM5UOdRryS5fXkq8FhAZXx0MjM+XY2z

mwMvfDAAF/d7kdgiDdClk2HERCRS2c8TtVpDveYB7Fx7nNWzd0l+kpbWFmRn5ko7LIgi0lqIY

mVtQc8hrbgcfIsRbzxBnSb+JT5XRUHlsi8+Z8g772Jjby8dVw7UKXH5i91hcaAyV6Xlh/W3OR

uRdfe4zf3tmfSUH4qSjEIu9lk9Hg1FupiE6Dv0HDbsoSf0KD6Vt2Oz+PCPW6g09/KXta3lyKu

9q2JlKftW3i94dmYmhzZtpMeIZwy6sIyBysMhyczYGs190yAd461ePrSrX7yNKGRLpUHTJFeS

FShSgccCKkXqnwXf/iktfT83qZ/09/6SkpjOpsUHMFeYU6mqGzXr+TJr8loib+alBcrPjSbae

ft64BvoRaUq7tJyt4WlOdtWHWHQc11o0aVuiV9ORUHl3ElvM+qzydg55eW7k6GyxOUvdodFQW

VSfDznjx6l84ABBfq/GpHJV+tvS8um+UVYuj5+siqNAmXfymJPxgMNc5VKKZWXja1tiUKlRqv

jy1U3uRSVXaBfR2tzPhvmj3+lhx+vpM6rovVTmtHfGTlqspRaMrI1ksXyi5EBkjx2VuY42BbP

912Gyop2hcnjNUUFHguozEjL4o8Z27l44gaDx3ejVbf62PwToCNEF/kot686ypnDV6jTLIBqg

d6smrVDqiOsml5V3KSXk4s9ao2GpLhUYiOSiIlMIDs9R/LLHPHaE7R9ovjpRwqbfBkqTfG20D

+mxOBTJB47hFurdng0a1GgQWHR38GhaRy9lk5OroYzNzNoXN0BWysFAV429G5mmC+Y/pHJNfQ

pkBUdReTGNdj5B1C1T0HwL6qt8LdOTldJ/tjHr6Zy5Ho6r/aqgpWFGfa2Fthay+mF7tfPWKi8

vfoPlMmJVO3/FHaVq+ibRunz1Ew1Hy4NZeZLtQ2qn19JZO7IycwkoG6eoUCVmcHNxfOlf9t4V

8Z30JC7uV4nv7SIYS92oU4TvwLHyMzR8PmKMH54/t9L7jdu3GDBggVMmTLlX+O6vmcf+we9jE

fjegw6sPZfn8vL30ZNpVzZxBR4LKBSQN+u9cc5secSNer7SkvWlare+5HOVao4sSeEnCyl5Ev

ZpH1tzh+7JgX2iFRDIhG6SqWRlsIVlubY2dng4GInQabY5tHRxR7/2j54eLuU+PSZIlTOnz+f

qlWr0qtXrwLnW9LbNJa4mGXYYU58POHrV2JuaSnl1bN2uZemSl9KobgUJZ+tvMUXw/zxcpMjh

8tw2qRDaXNzCV0yX8qJ6NOrP47+1Y0ewsELiey+lMZHg/3kZe9C1DMWKpPOnyXh0D4snJzwfX

I4YhMJfaW4UHl/9LfYajfq741kR+dtl+neuh3uTe89KJY1VL7wwgsSkMpFVqAiKvBYQKWwHAg



wFIE6wvpoZ2+DwsL87k4niTGp7N18muYd63D+2HXMMMPK1gIbW2sp8bmdo420ZC6Ce0Tgjkh4

LvwsrawspByXj7RlmJ6rwhShsrAhy1B5TxmtWk3cof2khVxAYWePQ0AgCuu85c+UxARuhVyic

YdOD5UyM0fN8ZAUWtV1wb4U0lRVxC+ikhxzVmaGdM/a2hUOJVlREeTERIOZmWSZsnQ27oExPi

mHxFQVtfwcSnZXnpIUopz70qhV3Am9QdXadQwaidgLPTP0BjqNGjNLSyydXaX5KaoI63FCYg5

ensa5HmSnpUouEvZOzmiyMtBk57k0WLl74vvk0AI7+pQ1VBokllxJVsBEFXgsoPJBbUWKoLjo

ZEJDItFpdFw9dwsXT0cGjO4kWSTFdnTm5uaSj6XYpk1smSi+u0oTHgub/6Kg8vcP32PER59i6

5gXeFRWPpUyVBp2t2qUShKOHyE15AL8E+RlWEu5lqyArICpKWBbuQqVuvTA6oEHDBkqTW2m5P

GYsgIVCirF3t4ixEE8u5oJGPznKVZYKqVgG6G0mWBGHRlpOYScDiP+TjL2DjY0bF0TNy+nu+2

kNlrdQ/sTb4qnWNGnueLecUT30hge8n5xJ7koqBQ+P/mR3zJUFlfh0m0nriN1ejo5iffSUcVH

RnLh8EG6Dn/4No1pGSo2HoplYPtKODsYlqy5dM/i8eo99MIFUuJiadatu94T06k1qDLS0GkKb

vGqr2FETBbh8Upa13VBoSjamqavr8f2c/E9qtFgbmG8r6lOfM+qlHczchSmUa5Kx6lrqbStZ5

ylOTYiAo1KReWAABS29tj7V8fW0+uhh5Gh8rG9QuUTKwUFKhRUntkTRnxkuiSDo7sttZv54Fr

JAWWWiguHw3HxtKdakAeXj0cRezsFsfOFgM+6rati72RNyLEoGnfyw8ndjszUHI5tuY4qVyNt

lefl60S9Nr4SMF49HUV0qGivoVptD+q0qiJZPK+fiyHyaqLUxr+uF7VbVH7kpS9TzFMpWyof7

U7LzsggNioK/9oPDx6QfSofTV99rfXlqdTX3pDPZZ9KQ1Qq/Tol4VOpb5QyVOpTSP5cVuCeAh

UKKv/47hDWtpb41nYn/HI8ZmbmPDGmEclxGfw56xQ+/i70GNWQ+Mg0LhyOkP427VadKoFuhJ2

P4fjWG3QeVo8mXapLny2fclD63NJKwc1L8VSv54mLlwP7112ifttq0vs3zsbQdkBt0pOyOPzn

Veq3q4aDszV2TtbUbOIjLaE/SikKKjVqNQqLe+kxymr5++rVq3h6euLmVjDfm+xT+Sgzfa+tD

JUlo2NhvchQWbr6Gtq7sOKLUppuRcWFShH9rVIq8atVS+/plDVUBgcH07RpU73jkivICpiiAh

UKKlf+eJiABpVo1i2AiGuJ7Ft9SYLE2FvJJMVnosxUUbtZZWo18+H8wXBuXYyn9wtNyM7IZe+

qi7hVciA1IYs+45qQHJvFhhnHGfxmK1y87Dm7/xZndt/Er64nZubQZVh96cvw8J9XSE/KJidL

hbW9Jd1HNpSsoNa2FnhVcylVS+Vfs3+jx5jnsbbN262jrKBS7P0dEBDAgAfyLMpQWTK3sAyVJ

aOjDJWlq+Oj9q7MzuL0nj207dvvUbsqtH1xodKYAZU1VA4ePJh169YZM0S5rqyAyShQoaBy1d

QjBDSsRPPugdy5mcTOZedp0rk6N0Pi8PZz4XrwHRQWZvQd34yb5+O4eTFOgsqw87GEHIvEp4a

bBI5t+tWkSg13Nv52kqFvt8a1kj0XD4dzaONV/IW10tOO1n3znmBPbLtBxJUEaSldQGTz7gHs

WXVRWlbv80ITLIrhL3T/7Jti9LeASn9/f0S+tPuLDJWG3bfK7GzioqPwDazx0AYyVBqmY3Frx

Qh/ObWaKtWNTxVk6DHl5W/9ShmbUkh/j/+u8ThCpZynsjhXgtzGVBSoUFC54vtDuFd2pFZTH6

6eiiYuPE2CwJS4TGo1q0xUaBLXTkXT/skg1EoNty7F0+Xp+hzfch1nT3spjZAAz7TELMnCuXX

hWboMr4etvSXn9t/GwcUGjypOnNlzk05D6mJhpZCgMrBRJbLSlFw6GkHnofW4E5ZMdGgSw99t

h4Wl8U7oMlSayuVfOuO4de0aO1evZPwnn8lQWToSl3uvMlTqnwJThsq05GSUOTl4+vjoPZGyt

lTKUKl3SuQKJqxAhYLKbYvPkhyTgZWNBQorBUHNKpMYk46rlwNBLaugVmk4vStMigJ39rQjPi

KNWs0rE3IkgibdAiQLZGx4Koc2XJaCd07tCMPW0UqKGBfBO2361cLczIxjW66RHJspTZuwYnY

YFCQF55zaEUpsRBpatZYqNd1oNzBICvJ5lCJbKh9FPdNsKyc/N815KclRyVCpX01Thsr7k5/r

OxMZKvUpJH8uK3BPgQoFlYl30qVIb1FsHKwky2JmqhIbO0ts7PNSswiLokqpwcJagTpXg429l

fSek7utZFUU4Cksm9Z2lmQk5yCS54qlbAdXG5xcbaUt2IQPZmp8lrTk7exhJx1HFOFXKWBTpB

VycrPF0c32kZ3QZah8/G5HGSrLd06F64FGrcGnWrVSG4gMlfqllaFS3qZR/1Ui13jcFKhQUPm

4iS/OpyioXPBP8nO7Mk5+LvtUPtqVJkPlo+n3qK3l6O9HVbBk2guo/HvBPIa+/U7JdPiQXorr

UylbKkttSuSO/+MKyFBZzhdAUVB569JFfGsH3U0rVJbR33KgTvEvDBkqi69dSbSUobIkVHz0P

tRiT+2wUPxqBz16Z4X0IENlqUkrdywrUCwFZKgslmwl18gUk5/LlspHm9874eEc27GdJ8eNf2

hHcvT3o+mrr7UMlfoUenw+l6Hy8ZlL+UweDwVkqCzneZShspwnoBwOL0Nl6YouQ2Xp6mtKvRc

XKsMuX0aZk02dJvqTjMuBOqY04/JYTF0BGSrLeYaKgsrrp08R2LgJ5oq8tEXy8nc5T1YJHV6G

yhISspBuZKgsXX0N7V3kCk1JTMS9UiVDmxhdr7hQacyBZKg0Ri257n9dARkqy/kKMMXo761bt

0rJz+vUqVNAHTn5uWEXi1ajITMjA0dn54c2kKHSMB2LW0tYoTLTUmnQqnVxu9DbTo7+1isRph

z9rX/092qUNVROmzaNiRMnGjNEua6sgMkoYBJQmb9HrPir0WiktD6iiL9iq0TxMjc3l16ilOZ

esmU9M6YIlYVpIEOlYVeHHKhjmE4VuZYMlfpnz5ShUvzOoNPdDYIs6mzKGir1KyvXkBUwXQVM

AirFDZ6Tk0NkZCQ3b94kPT1deqlUKhwcHKRXpUqV8PPzw83NDSsrq8cGLGWoNN2bo7gjk6Gyu

MpVnHYyVOqfK1OGynNHj0rW7LZP9NJ7IjJU6pVIriArcFeBcodKpVJJQkICx44dk4BSq9VKFk

kLCwsJHAVwqtVqacB2dnY0b96cevXqYW9vf9eKWZHnU4bKijx7Dx+7DJWP35w+eEYyVOqfY1O

GSlPOU6lfWbmGrIDpKlDuULlv3z6uXr1KamqqBJOVK1emVq1aUlJw8X8BneHh4VId8W9RhMWy

a9euuLu7F2qxzF9CF/VNeblchkrTvTmKOzIZKourXMm0Cz50iKSYGLoPGVIyHT6kFxkq9UsrQ

2XxdtTRr6xcQ1bAdBUod6j8/fffSU5OliyUIjBEwKKlpaW09C2KQqGQXmFhYezZs4e0tDTJSv

nEE09Qo0aNhyqb75t5vz9mcadA9CXGJsZQGqUoqDyycQMt+/TFwspKOnRZRX/v2LGDoKAgqj2

wzZ3sU2nYFSBDpWE6lVYtOfq7tJQ1rl9ldjZnDx+iVfcexjU0onZxo79N2VL5yy+/8MYbbxih

glxVVsB0FCh3qJw6daq0xO3t7U2vXr2kpe7g4GDJv1KApZOTEw0bNqRBgwacO3eO/fv3Sz6VP



Xr0oHbt2neVFPAnXjExMRJ83r59W4JTAart2rXD1dVVqqvPapkfHJTf8aVLl6Sl+TFjxkhL8v

klv96D9Y2dWjlPpbGKmX79qJs3Obx1C8NeefWhg5Wjv0t3DmWoLF19Tan3xxEqBw0axMaNG01

JZnkssgIGK1DuUPn9999Lg+3Tpw81a9Zky5YtXL9+vQAACstkz549pSCd7du3k5iY+FCoFNbM

Dz/8kOjoaFq0aCEtqQtAFW3ff/99qb0xUCmAUaTXWbhwIcuWLcPa2vpuZPr9Cuvrs6jZkKHS4

Gu10Io6rRZt9HW0MTfRJt0GHZh710DhFYC5T/VHP4CRPQjLtkgrZGFpKUOlkdqVRHUZKktCxY

rRhwyVFWOe5FH+dxQod6gUObkErA0YMIDs7Gy2bdsmRYLfD2oC7urWrUunTp04efIkISEh/4J

KYaH8+uuvsbGxkXJ8iWhx8eN+5coVZs+eLflpPvvssxw9elQCTg8PD2lJ/cKFC/Tr108CVQG0

ERER+Pj4SP14enpKfYgl+i+//FJqK5bnxbLwiRMnpAAjYQXdtGkTKSkpUj+BgYFGXT1FQWV06

A28/auXSfLzT2eOxlyRl7KpImzTqNNq0EZcQn1hK5rrByE7/qG6m7kGoqjZFkXdnpj71Cz0oS

IzPZvU5Azs7G1wcXc0ag6NrSxbKo1VzLj6MlQap1dp1RYPVumpqTi7uZXWISguVIp9ycV3u5W

1td6xlXX0t2yp1DslcgUTVqDcoXLu3LnSzS2ATPhLCktkfrR3vm4CKkXEd8eOHe9CZb5PZT58

Hjx4kDlz5kiWSgGg4v38YJ3169dLsDpu3DiWL1/Oyy+/LPkM7ty5kxUrVjBlyhSExTQjI4P+/

ftz48YNVq1aRdu2benevbsElV999RVjx45lxIgRPPPMM9L/xbK8WFYXdcV7wtIqXqIYar0sCi

oXfPAuIz76FDsnJ6nP0vCpvHYhgpUz9/DCB32p4udRIaBSl5tD7uYpaG7sAU2uYbeXwhqLti9

j1WFEgfoajZZzx6+zY9UpVCoN7XrXo2v/Zob1WcxaMlQWUzgDmwmoTIy5Q68RIw1sYXw1OVBH

v2YiUGfLwvkMebP0EnkXFyr1jz6vRkZaFj+8s4qnX+lKnSZ+BZpl5mj4fEUYPzyf951/fxG/I

QsWFC9QR4ZKQ2dHrmeKCpQ7VK5cuZLY2FhpiVpYBsVy8507d+5CmQBDZ2dnKTBH+FeKIBJhFR

TL5b6+vnfrCV9LAZWTJ0+WrIX5QTpCdGFJ/PPPPyW/yLVr10pQKXwtRV8CKgUszpgxg48++oj

69etLcCuWy0V+TOG7KaBy3rx5EpAKv07RXkDoN998Q3x8vGQhFamORo8eLUWmlxRUzp30NqM+

m1yqUJmVnsOiadtwr+RMr2EtcXazN2lLpTYzFdXOn9GEbCnW/aRoOBirHq+RlWvG9YtRHN8TQ

vStxLt9dejXgO4Dmxer7/xGCTExUoBC98EPjz6WofKR5NXbWFihRCnM/UBvBwZUkKFSv0imHP

0tRi8sqflb4D7sbBJiU9i46BCJMWmMeacX3lULWlxlqNR/Dcg1/nsKlDtUCguj8HsUy9UiUCc

qKkoKxhFWQ1HEMnSHDh0KBOqIpWvxNOfo6HgXKi9fvixZD9u0aSNZJMWSugBLAYjTp08nMzOT

CRMm8MMPP0gQKSBQAKywMor6IuLuvffek95PSkpi0qRJUlqjfKhcunSpBLuff/65ZJ308vKSl

tnFkr1YMhfRctq8AAAgAElEQVT9CMAUS+3GRIqXd0ohoXFyQjrLf9lJVoYSb1837sRESzlBvb

0L7tmbeOk6qTfDcaldDe/GQdL8XL8SioeXB65uD9+SsERvKY0GTUQoutRY6gSY45+8wejuNVg

T4vIMh265kp6S9S8fWVt7K2zt9S+JFXXgrJRo4q4fxb/F4IdW02h1JKWrcXO05B+PA6PPQ25Q

vgpkKzVk5+pwdbTArHyHYrJHF77OGSkpOJbi8rdWB4lpKjydH+6/XJg4Wcm30apycPC6F+x5f

12xqVtOVi7ZmUoGPNeWpm1r/Wv1SYZKk7305IGVowLlDpUC4IQvY1xcnOTr2LRpUwnqzp49K+

WnFHAolqpFxLd4TwTftG/fnpYtWxaANxEpvnjxYgnuhN+jWLrOysri77//ltq8++67khXx448

/llIYiWMJv0gReT5z5kx+++03yb9StBPwKGBXwGznzp2lfpcsWSLlzRTL9atXr+aLL76gcePG

EowKsBQAKyyun332meTzKQDZkGIKUCnGmZaSyeUz4cRGJHHhwkXJSvtgSqH4U+dJvhqKS4Pae

DWsK51eaGgo7m7uuLi6GHK6j1RHE3oSXWYcZtb2BD31NLVtI9Bc+gsz+6KPrbnw993jqrWWhG

TU5ZKqHhEZTui0BYdUqaoLPtXy3ACKW5Jjwwk9vYfmfZ57aBc5uRrO3Mygib8DNtalk6qquGN

/HNoJC5QoRVmhHvU8Y5OV3ElR0dDPHnNzGSsfpqewGEdcvUr1+vUfVe5C26vUWk6HptO6tnEP

tRGXT6HOzaJ6o46F9q2wMKdJ2xr4BhZ8uM5vIENlqU2r3HEFVqDcoVJA3fnz5zlw4IAEiWL5W

fhPCkuZgDQRDCOWu8VfEYwjlsgFsAlr5YPBPAJGhf/kmjVrJAulra2tBH7Dhg2TYFX0n38s4b

cprI0iIrx3794SSO7atUs6pgjUyc+bKZbcr127JvlaiuOJ5fLNmzdLICo+E7sACT9QkZhd+F9

WqVJFSmckjmdIMRWovH+sphioo02JI2fe06DKxMzND5vnFgpqkCK+FdXqFCl11jet/vV5rms9

ktp9zOY1Z0iKSb/7eUksf8t5Kg258kuvzsUTJ0hNTKBd7z6ldhB5+Vu/tKa8/G1MnsrCzlSGS

v3XgFzjv6dAmUDlgaiTKCysaOpeG1sLm3+pLKK9Dx8+LFkKhQ+lsJL5+/tLQS9iiVsshYvIaw

FuIlhHWByF1fDBItoKq6GI6hb+kiK/pGgvlr2FZTI/eEf0I2A2fw/x/PyTwtopPhPvi77EXwG

X4t8i56WAWwGTAlQFiOb3J8Yv+hMgLIpoc39Oy6Iuq6KgcuMvP9Fr3ARs7OylLkojUOdhYzM1

qBT65+6Zh+b4Amm4Zq7VsOz9CeojS9HeOljkXWv30XEeBpWikfWo+egq1yX4yDXOHQ4lNSmDl

t2C6Nir8SN9E8hQ+UjyPXJjOfr7kSUskQ6yMzM4uGE9PUeNLpH+HtZJcQN1ZKgstSmRO/6PK1

AmUPnTuSVMDt9Ce0c/Pg8aRROvuijM7y37CWgQPo8CHC9evCglPRfQKPwpRZCOlPdPq6V169Z

SaiB9Pouibm5urrTMLYBUBPSIZXQJSMyKt1SVP0ZhtRTL8fkA+ajXT1FQKXaksLKxuTvm/yxU

KrPIWfYyutgreXKbW4KVPeSk6JX/LlRaO2PmUh1d7Nm7bTTVe+I44kvp/znZuWRnKbGxscTW/

t8PPnoPdF8FGSqNUavk68pQWfKaFqdH6WFQqcTa5tHup6KOLUNlcWZGbiMrUHoKFBsqk3LT0Q

pv5vtK0w6tCDl06l+j/e3SSj4I/0t63xZzhng0Y1xgb5q7B2FnaSu9nw9twh9RRFgLIBRFWPw

ESIoAGrHXt/h/ccGw9GQsfs/lnfz8YSMXbgDVq1f/V87N8tqmUZ0QKUGleVZc3nAdvFAEdkFz

ZTsoiwbLfKgUQGn93DxU++ahOb8OtGrUCgec3t9d/MkrpGVOVhaJ8XFU8fN/aA05+rvEJS/Qo

QyVpauvKfVeXKg8vmc3Ynm+y6Ani306pbX8LbKMiBR1cpEVqIgKGA2VNzLu8MmV5VzLuIP2gS

iHkJvXaBLwb/+2mOxEwnML/vi7mdvQxaUmH9QcRhOvOpLlUoClWEoWCc5PnRJ5A1WS76RIJyR



8FR8nmMy/WIq2VGaRGh+PV7W8NEVlZaks7EIuL6jMjbyMctnLKLTZ0tAkn8pRc9HEXEd7Oxhz

18qF3nsWTfujDt4sWTYVdTqCRoXm6kFyt34L6kwEdJZ1kaGydBWXobJ09TWl3osLlSIpu1atx

tndvdinU1pQWewByQ1lBUxAAaOgMiQ9ggHHviE0KwZXSwecLPKsjPklMj6GIC/ff51WYm4qMe

rMAu9bmplTx74KH1TrxZPVu2Fj8WhpXExAy2INoSiojL11k1lvvU6bAQMJatWGG0k57A9No03

Tmti55QUqibQdqXcipb/3F4WlFU7eebAlWYGTElBl5c3Bmv1Xeb2LHz6OVhKw2tjn+WymiaCo

+H+sgfd15ubjg4OLKwIqL8xeQuWXhtHkpbzI5k0b/6RuvbrUa9AQd29vaUzC/SAuMhKNRl1gT

BaWVlSqWvXue6mJiWSkpf5LN7dK3tj+45+anZlJ/LlDOOz+AhtFXn/5gTq63Gy04Zcw9yqYlP

j+Ds29/NHG3QKFBWZuQg8zdCkxKNd+hC4+RIbKYl21pt3o9IEDxEaE0+eZUaU2UDlQR7+0wmJ

/fMd2Oj2CNVDfUYoLlfr6NeRzGSoNUUmu819TwGCoVGpU1Nz9ChHZCQz2acNntYfhaGFbwHrY

vltnzuw+9C8N51xew6eR2+6+396+Gm/XGkxnr0a42RiXCuJxmyB9y99JMXcI3rmD+PDbJOWYE

aa0oUHLRv9n7zygoyq6OP7bmmTTe0gIvVepIk2aNEGqVJGqgoAgin5YAJEuCipVQEBAkI6AdK

R3pLeQUAKB9N42277zXmiBhGxCyoa88Xhy2J03M+8/83Z/e2fuvZR8vSEyuRx9SgqX/9kggtz

TRa2xpXLrDuJLRoOe2yePivAplP8u3aNhETl2KhONu/fAp0xqRoize3Zz7cTx5ySu3qw5ld6o

L0Llf7/9gent1ynRuoVY78zxYxQtVpxyVapSv2VLFEolupQU9qxf/xxUWtvYpAkIfuH4cQL9U

/O8P12q16+Pb6nUdJd3bvhxYecmaoRsxMUm9R4FqFS1+B+6PdMxJUSCXJnhstB8+g+JM9sic/

TFus/PGAL+Q7dvFqboO+I1uWGpjImM5NrZs7zevHm645Islbn7FMfHxmIQrFC5GB9RgsrM59C

Svb8zH33mNSSozFwjqUbhU8BsqNwbdoEWR8fxmkNJzjb9KV2lBI/t27dvP/ee4Kjz5Z3NFLd2

Y1zxdnQu1eLxWcpnK2tj/Bg1bR3fTxqDU9wlPnptFiP+W0AVp1Rw0J/7lW8vN2ZS7+o87/+d0

QQa8N/0PcvsB/N9cy8wJLHhrz3oQlcTbWpJhT498bh6Abv6tfHNcthAI2F7Z/CnZgAj3sh6fM

PMoPLpO8qr7W/Bk12wOD7rYZ9f29+JQQFoVw7BSv/QqqmwBoUKUp6EAspo5h+fqbT3QdX4I1J

2ThO3vYUSo4Ui3+X89rfkqPPqf5BKUJn5HFsyVEaHh5OUmEiRYsUyv5EMauQWVArHvoRoI1KR

FCiICpgNlYvu7OaDc3PpU/RN/qg1MktQudF/N4kKGa28auFm4/xCnUzGZHbNXoy+6yCqX19E1

0Ov8XntRJq1fYsj23dT3eUSk3eqcDcEcfNaHH0mfk99K3/GffUjsmq9GNfVlpGjFuDa6WMG+A

Qwff4WbKv15L2y55m4IwpbxzJMGD+YwKMniPX/nXi7zlR4pxF/fdiTczjT8b1vGNFWxsb10XT

q05iogCN8NWYmUR5VmDihJ/snzGXX/Xs0+XAaH9Qx8NO3s0iQJ+Da/adXBiqFWJ9ChqMGDRqk

mav8gsrk2Gji/xiMJvaWOB6ZvSeKSu3QPwwx9KIF9aKQQoGqSlQYvSTHn1sJKnNcUotrUILKz

KfEkqHSkkMKCVnbhP+lIilQEBUwGypn39zG8IuL6OvblKU1P8kSVGZNGBORZ1cz8Eg5PjYdJb

L9hzz4ZwXdPx7IX3MX0+q1GKatC+Ys9Vnb28DPfsWpG7oRfbnWKC4fwb24kmV7irFw7rvYaOO

IDPNn9vTv8CrpzXZTL36uepyv7zWhWeJ1bI3/EB5em9JDhxD7y3LKflmfvb9up3uZmyxXDGVc

tyroU5JJiI9k2/QfuduiOclLDjH053b88c0FKpX4D//6/6Pase8523jGKwOVlhanUtja9/vtU

3wjjqXmdH8Y/NwQdB3D2a3IHLwyXGLqlh+mG6dSazCR0GoyReu2EMOeCOdXjTI5xcuVy9pyTa

d2wJUr7F23hg/Hpv/FIG1/v7TEL2zg6n9ncPbwxOup87s53aMElZkr6nfhPOf37ObdUZ9nXjm

bNbJ7pnLbiuXYOznRuF37bPYMuWWpFFIQb9q0Kdvjki6UFMhPBSwQKsGUFMC4rtN5UK8WP3zz

IWsn/ULNz4awY858OtXXMX1dOIo3+jKtoj/jL3tR4/ZS/JWVKO/qTg2fYGZeqcWCEZXYM+cXF

D5FWLhkNU0bleOgbX9+rHicTy7UoCW3sX8GKiuNe48z0z9m3oK7/HB0C82Kazizfg03PYpwYd

Yv2Azpj8vmEPrMqMXyzw9TzPMEVxuOo+GFqRyvM1mCylxcyfevnCPljwF4OKieOOoYDRhuX0T

hnXomNKOSPPf5L45gmQdFBv/OtfOXOLx+Lef27qFc46Z8OX/BS9/F/o0bxBShGTmKSFD50hJn

2EBCbCwzPhjAB9N/xLt4xg5cLzsCCSozV3DdgvkU8fGhwUuAW2a9ZAcqY6OjmdqnFyMXLMLDO

+PIEZn1LUFlZgpJ7xdGBSwSKkHPhWUjWBTagV9Gt+Ty1lm8PWw7tbq0ZmovexZsj0RRsyv/K3

2bWTe8GFH2Ae91/4Roz7eYO74WK65VZnL/ahz4ZShDl8TTvmsRyjiqOXD2PiGJRZjz8xjOb9u

LtWk/UVFVKfb++7junMT7VxuystEluhyrzaXvGiH4o98+uIS2gyZSrWk7qndtRbHDCXT+uiob

Jl2k3dDS/K/PZ6QULU7DoT/Rv6bLc2tIsILduXaNXX+tovPgj587w2OJZyotzVL5SNTTiyZR+

v5mrN2LoW47Hu3WiRCTuiWelZKkM3Kc2uw7dJWou4GPLy1aozaf/DTz8b9lyLCytcXO0VH0oI

+PiUH70IP+6f7U1jY4PHQKETxeZ438hO6fjMD+KUcRuVyBgxBnVaUiODyB8UvP8Wlbb1yd1E/

6k8mxc3LCysZG7C86PAyDTvfcraltNDg4px4jESAqKf75s6VKtZU4JuFcrBBEPz46Smzz6SI4

egljUqnUYkYowfv/WY99QQONoyM2trbi9UL6Q8E57NmisrLC0TX1THFSfLwYA9BE2v4USpU4J

sGZS3gu4qOEMaV1MJPJFdg7O6N6mNUqNiICve7Z/mTY2NuLYxJKXHQ0uuQkTEYTWxb9htrWjj

Z9+iBq8FAnob+EmJh0oiSosHVwEOdFOMsm1BFCzaTRSSHH1sER9cMECnHRURw5F8IRv1iGti2

KWikXsiqI86axt0/VICGB5IR4npEApVr9eK0IDm3xMdGYDGk1kCuV4pgEDQSHI2HdPbsOhLkT

NBCc34Qi1ElJTkrbnwxUVtbi+hWKsA4S42KfG5NClTovwi6AkL5WWCtGfWr+9EdFyKMu9CcEM

hdyqwvOUHqtNu0ykMmwsbN7PC9RYWHiXKfRUiYT7+3ReW1hXoRn5tkiaPkoaLoYai4pNZxYmj

HJ5SQblIxZHsCcj8qhEzKlPeOwKNQX2nnUn7BW1s6cgW/larzVrdtzbWblBQkqs6KWVLewKGC

hUJk/8uuTbvLDmFlUGTGN9iXThkvK6oj0Oh3njhxm//Jl+P93GuFL96s1GyWozKqQT9WPC3vA

tdlDqGgTidzKDpIistxabJKBjdfVnL4Y+hxgCI3JFE88tYQv7uqt2jL8x5nil+i80aO4dujAM



33KKFW3Hl8v/UN8ffHE7zn65/LUOk8lb7JxcWPs6rV4+Phw5sAh5o8YjjElMU0dK1t7Ppgxkx

qNGxN6/z6T3+tBXEjwM1/Kcur1eo9BX30jvj73y9Gc2br5OR3K1H2DkbPnil/wf83+lT0L52P

UpwVUaydnvlr5Fz6Cg921a/z0QX8SItNqqlAo6fXdRJp06kx0RATf9+pO9L27QqCqx33KZHKq

tG7DyBmpQL5syiQO/bkCkzEtmBQpX5FRCxbh4u7OnrVrWD9jGobk5DRjd/T2YcS8BRQtURIBS

qb06/Owv6eqKRT0/PY73uzQgcT4eGYO+5i7F86J8ykAmdJGg0Ktpn7nrvQYnnpUZ9vyP9i99P

fnQKj06/Xo/dlo0WJ1at9e1s78kcSHiRce9eharDh9x46jVIWKonPHjCEfEXTND73OgJVNajI

God93hn0iBtMWYHHVzB/5b9dOTIYnGgjrqVbbt+n3v6/Epvdt2sjWubNJeQaqvCpWpN9X31C0

ZCn8L11kyXfjiHnwII1ODh4edPv8C16r30AELuGHTNC1q2n7Uyh4q/9A2vTqLWYhWz9vLgfX/

pWmjtBohQYN+ej7SSLEnvx3H2tnTCcpJm2oL/fSZeg1+gvKVqlKcGAg88d8Qfid1AgKj4rKxo

Z3R39J/ZatxB8Nv4z+jNjwsDR1hLBiQ6f9IIYfE8redes4uGHdcz9A6rd7h9a9UgOACyD499L

nzz57FC1K3TadRKj89YMy/LtpIyF3hbWZtrTu1QtXD0/xxTMHD2DUJlOjaXOzU+k+1+DDFySo

zEgZ6fXCrIAElbkw+8H37rFi6mSu7H4SRkmt0dD8w6GiZehRUVup6dS3n5hTXChn9+4h4Ox/z

42o0bvd8CxeQgx+vn7fBdzjn3jYC1/69u7uOPuWwt6ziHitTptM6LVLGHRpLQlyhRKf6nX4be

dlJnWuTNylU6mWi6eKlUbD7lOnKVuuPMLZnpA7t7l96aJYw3/1JoJ2H6LqwN40/Xo01hoNy5c

vp1LFChT3Su07TVu2tqLV6VGJCg3BkJIWbGRKhXj+TbAkCBYJwTKlewY0lNbW4vknweoRfieA

/6b2oqKzHiulHBu1DIU889SborVDb+JCSglqj/yVS2fOsuGHqUQ+uP/4S9a7eg0GT5uR5h5s7

e1xdku1wAk/FIS5fbYI1iK3h1+S5iwnafsbwoODWfjNGD79de5ja5s52llKHWn7O29m4lGKXi

GTWnolO9vfOTVyCSpzSkmpnVdJgUIFlfevHuBWeDJhbvXoWDH34mMmxMVx+fgxDq5bw5X9+8T

1Ym1nz7vfjsfFw+Px+hEgqWHLVo+h8tbFC4QHPQ8txStVFoOUp0LlecraP7F+6BPjSQ65j2eN

13EtXV5sW5sQz+0DOzE8s1UrV6ko27Yri/ZcY2LHitzatem5rUVhi/LU7UAqVK4sQqUQtzLw2

hWx3Ttb9nD/yCns679GlymTRKcWASrdHR2J8XuYl/upp6NktWrUbdn68Ss7V/xBdHBay5vazo

52Az8QQ2gIW7D7168jPDCtBUTp4EDzzl1xegh35w/sZfecKdgm3qNdNVtc7TKOUyl0nmIwEhC

aQmLJZlTqOgwX31KidUmwOh3ZvJF9q/4k+PpVStRryNhlqRbH3CwSVCLO9dpff6ZS7TpUa9go

N+XOlbYlqMwVWZ9rVPjxcf38ORq0evI58nQlCSrzZh6kXiQFzFWgwEGlyagnMSERo9IGjcpEf

EIicqUNtlaCN54Oo1GGWimAhAxbWyu0yVpMBj0ylQ0398/jsss7dKhRDDU64hOSQKHGztaalO

REUlL0KK1s0VjJSEhIBKUNNioTCfGJyNUabG1UWU4Vefn0aVaM+5rE6Cj+t2qdtP1t7srMpJ5

wru/ijrX4rZ1BSScTxZ2VWKvkj3echc1Z4ezknSgj18NN1Ow3lspvdRADxqdXrpw+jRC0/I2W

LXNohBk3I0FlqjaBV69w9dQpWr3fN9c1z+kOJKjMaUXTb0+IJ7nypx8ZOnlKuhUkqMybeZB6k

RQwV4ECBpV67u2YxsyTcuwiolEWsSdSp0YTK6NdMznfzrtP/RIxPHCthN0dPxoPH8naiXOp8W

ZxAq470eXtePxvReNfehBjK4Ty18Y9nDl2m9YTvuDA7Amit2i4yZthFQOZfc4G69AorEp5YNT

KwOhKv0/fw9fmxVax9IQXM6ycPk3FOnUeOw48qic56pi7VJ+vJ2xpx4WH8ODiSaLv+qGLDkH+

cCtcb5Jj5eCKR8U6eFaojsbxxfFRsz+KrF8pQaUElVlfNYXzCsGJZ9r7vRi3Lv0QOxJUFs51I

d215SpQwKAyhi1DBmH71Qqa+SpYvOxnWnQcRtyuDZyP8WN3wltMqbKX8XHd+FS7mA123bl05B

q/TnqHQ4Nnc7ueEqvERPxLD2R0sSB2bF3CmC8P8OWxbZiuHmR4zzb8tvJ3vA4ewWvKBup7y5k

woDHjlhwDqvLH1cP0qeCQo7MpQWWOylkgGpOgUoLKArFQLWCQElRawCRIQ5AUyIICBQwqddze

OoNZR+NQ6I3Y2tsQEqfDTu9Ej1Zy5lyr9zxU/j6XYhW9SFBVp1vdB1y6GY1/yfdpenohfyUq8

bzpj8vQ8djcPPoQKv+itUskv55OQZ5ixMHdiaToJHzL1qPXe61wVpmfHNKceZCg0hyVXq06El

Smzmfo3UDuXPejTovUPPIFqUjb33kzWxJU5o3OUi+SAjmlQAGDyqzdtinuLr2nHOTXyb154nO

dtTZyu7YlQuW9e/dwcXFBo9Gkuf38StOY23OQ1+1LUJnXiud8fxJU5rym6bVYGKHy1q1blCxZ

Mm8ElnqRFMhhBV5tqNTGsOHwHdo0r0ZaPMphFV+iOUuEyoxuR4LKl5jopy6VoDJndMzPViSoz

Bv1hdijYQ8eiPFd0yuv4pnKvFFW6kVSIHcUeKWhMncky9lWJah8Vk8TF479g0uluuyf9RX77i

io+GYPOpaLYPmW2/To9wY7VpyjSmkXrJo25Pq+0/To1YIN837gxLUIGnYeSu+3Kj5u1Bh/h3V

n1XRr9HwczZydSfNbk6DSfK0staYElZYxMxJUWsY8SKOQFHikQKGGSmNKHIev3qNx9ScQktdL

Q4LK5xW/fWIHB66c5/x/MWitk/FS2nNRVYHv3y9HZFAAsz9biLJoeZp9VINNEzbRZuEK3ne9y

JBv7vPjvBacmfIbB25fYa82Gq/wWK6X60HrkM0EOrrjKrfF2t0edztvLh7/hxCZG81LN6fPlA

GUUGceRD0n1ocElakqht27x13/G9Rs0jQnZM3TNiSozFO5M+xMgkrLmAdpFJICrwRUBp/dyJs

dP8at9qf8PasZ4z4ezOUSI9gw/W0O/DyCflP30XzEbD6pdoHvJ/3BTUNdNvzzLbs6DmZx7C08

3plOp0buDG1ky6jOn7Lq8l1GL9lNf/u/aTlsCw2KedJzwSoa+whZwHOnSFD5vK7GmAAGtVlIh

4nNSMKDjvVLsueH8fxxJ4GB/d5m97ooQk/vQl1NTZM36/Pv2ZLM/p8zI8c84Ke5b3L469FMPX

CM/SftadfalnjvVjR2uMr94q1wu7GS4M0pVBrRiH83r8NQqi7l6vXg5w/exIzEPDmyCCSoTJV

RilOZI8vplW5EyGK1bcVyOvQfkO59SlD5Sk+/dHMFUIECbam8tOF35hwMpXnLejidX8j5NybS

KvpfYmp2pYIqloBzuxj83U2Gf+xArEs7Guq3cMO7PoHD59Bi7Vf83WYmUaO7MO0dJ2bMDGDU0

KIsnXWOa+uCGHL0Y1a3GcKbm7bSzLdwQeWyZcvEg+KNGzdOs6Tz7EylyUhSUgoqKyUmZKiEfN

wmIei9DmtbFSlaExh0GOVyrK3V6JJ1qK0VJCebsLYxcO7PiawJrsKwD9vholJi0oFSZcKosEJ



u0GIU/m2jQqtL4cqBfSgqNaSmr1OePb4SVBZsqNQbjPy65S4mmYwR7XxRKPLGwp1nC9SCOsrM

UedsQCyrD4UyrV+ZPB/1thOhXL2fxOedij/Xt7+/P4sXL2bKlOeDtt/Yt58DHYfg9lplOh5c9

9y1Y8aMSfe6PL9BqUNJgWwoUKCh0qhPJvx+KJuWzefq3RM4dJhHr+Q1/KtpxJFjN/myW1GGDT

lE35Ee2JboTMWwdVx1qcH9UdvptGMQaxp+z72RAlS6sGp5Aj372LJy5gmurrpOn33DWNjkEzo

f2F7ooHLWrFmUKFFCTNP4dMkzqMzGQn76EpPJiMmEmE88syI4AiCTZTlTUmbtvuh9CSoLNlTu

+i+CJfuDmdCtBGWL2r7MUpCuzUSBF0HlrQeJTFh/h54NPGhZI+/iewhJF874xfDLjvt83Mqbe

hWe/0H6MlApfO5u2pR+sHdpwUgKWLoCBRoqQy7v5ftfVuFUqi2fDqjGpt/ncc6qMd990Jjjv8

1g5z0NxWzLUr21Ew7edfCOO8192+JEr7pAzc/e5NTkzUS2rEO3GrYcP6qlXn0rju19gPzCehb

f02E6GcwH/6yigZc61+bREre/CzpU5tpk5VDDj6Dy7RrOnAqI406YNodaLljNmAwGDDotSmtL

jc3wvJ46gwmdEawUMuytM//RkpszIpOBrZUcZV6d28jNm8mgbaNOS9SKz3Ht/2uaGsk6Ew9id

VgrZdQoYYsiDzWIitcTEa+neRUn2tZ1T7dvCSrzYbFIXVqEAgUaKnNFQVMi/80cSvefzlD/0/

nM+fQN7HLxA0uCylyZRYtu9BFURiXoBSMp1X1ssLNSWPSYc2NwCbExxIaHUaRU3m9dZvd+rO2

j/qIAACAASURBVNRybNT5C5OPxp6cYuSofxwqhZz2NZ1RvoLb8DptMvsnDeGtCUvSTJlSIcfV

QZXdaXyp6zTWCrxdrbG3UWS4wyFB5UtJLF1cgBWQoDKfJ0+CynyegHzo/tKdeKZsCMTVXsm47

iVxtc+fL8d8uPU0XaakaElJSsbO0TG/h1Jg+4+K1zF1/R0q+Wjo06wI8lz8AZwfImV2pjI/xm

ROnxJUmqOSVOdVVECCynyeVQkq83kC8qH7kzdi+WHzXd5r4EaHNzzzYQRSl6+KAsL5vkMXI1l

/KpIpvUshWNFepWI0GvE/f45yNWoWqNvKD6gMCAhg27Zt/P3334SHhxcovaTB5rwCKpWKFi1a

0KhRI9q2bZvzHWTQogSVeSZ1+h1JUJnPE5AP3f+x5z5bzkXxWVtv6lVyzocRSF2+SgrcDU1k0

oa7TOhRAg+n3ItU8Sppltv3kpdQKQDkunXrCA4Opl27dlStWhUrK2kd5PYcW3r7BoMB4YfGjh

07iI2NpVu3bpQrVy7Xh11ooFL4Rf+oyISDbBZSJKi0kInIw2FIUJkqdlRYGCH37lGhRo08VP/

V6yo4Ipnxa+9IUGlBU5uXUDlp0iQaNGjAG2+8IcGkBa0BSxmKwD5+fn7MmTOHwYMHU6lSpVwd

WqGASkHU6OhoQkJC8PT0RAA5SwFMCSpzdX1bZOMSVKZOS0EOfm5JC+tVhkph+/vOtauUrFTZk

iTPdCx5AZWCNkIczOrVq/P222/naVi0TAWQKlicAgIDzZgxg/Hjx6NUKnNtfK8kVAoQqdPp0O

v14i+3pKQkFixYwJ49e3jrrbcYNGgQNjY2Yh21Wp2rAmc2cxJUZqbQq/e+BJUSVObkqn6VoTI

5KYkZA/vyzZ9rclKyXG8rL6Dy6tWrLF++nO+++w7h/JxUJAVepIDARZs3b0b426lTp1wT65WE

yri4OJYuXcqJEyfo06cP1apVE3/RCf8WssSMHDmSvXv3snPnTjp06CD+n19nUCwRKufNmycGP

2/Tpk2ahVdQgp/n2tOSQw1LUClBZQ4tJbGZVxoqExOZ9n4vxq0rWMHAXwYq+/fvz5IlaUMoPb

teBDBYtGgRrVu3xtfXNyeXk9TWK6xAVFSUyDv79u3LNWPaKwmVwuFUIdXVrVu3xIPLI0aMIDA

wkJMnT/L666/j7e3NZ599xpUrV8RzKN988w3u7u75spQsESqDgoKwtbVNc0xAEEeCypxZIhJU

SlCZMysptRUJKnNSzZxp62WgUvj+Kl269AsHIuzCzZ8/n2HDhuXMgKVWCo0Cffv2ZfLkyfj4+

OTKPb9SUPnIGUer1fLnn39y9OhR+vXrR/369dOk7BO2vbds2SKGXxDMwIJF7lFKv7x24rFEqM

xopUlQmTPPoASVD6Hy2lWunT5Ny/f65IywhbQVCSotb+JfBirNuRsBKgVr5gcffGBOdamOpMB

jBb744gs+/vhjcTcyN8orBZWCaffYsWMiRNrb2yMcZFYo0s96IACo4HIvwOSNGzdERx7BiilB

ZcbLTILKnHkEJahM1TEhNpa4qCi8ihfPGWELaSsSVFrexEtQaST6wgbm7HNjxPAGXNizApdaP

bC7sZ1lF+35ond1ftlxhYFNvPhxwnRuRHjz2eTPqVMs1YnWkBLKxh9nsuLEVRr2/5bPO9TKeJ

JNWu4c+IuvZ23Fq9n7fPVRE67M3orzh+9S2f5FcVsN3D5wkLBqjanjrMCoj2HLrGksOXyFd0Z

Oo2/jcpmm/ww4fwy8q1Ha3dbyFmEGI5KgMgtTJWzbfv7552JMplq1atG+fXtq1KhBRESECI0C

ZApeT4LZVwDKXbt2cfDgQS5evChuk3/66acSVL5Abwkqs7AYX1C1sEGluIPwJKJXzohoqa3Iy

PPPEEuBSmGehf9ysuhSUvhj4gQGTpiYk81m2pYM2UvNY2GHSpMhhtVDR7DFqgjjxo4n6ujvRJ

TsgMOxKYw8Xp5N39Vl8a4H9HA7y0HHvvQuE8aSg5EM69kaTCmc//0zNjv2Z2zXKiybuZiaH35

ERUUCQSERqG3skevkOHvZERMSjzHqBP2X3mXx+O5cnD2Ki298hs/8NXj99BnldJEYlPZ4ediS

FJ6Ixt2WxJB4rF3URASHcHX7HhI6DqC9l5KkoB0sWKxlxNhmzFywll59e2MVG0GMVkWRIs6kh

D0gQmsAOzd8nZSExhlwtgaZXEF8VARahT3uzkK7YegUdhTxdCApMpSIeCPOXl44WCuwhGCGEl

Rm+vg/qSBse48dO5b9+/eLL9arV0/0jBOCfwre34IXeNGiRZk4cSIxMTHi39DQUNFaKVz3rGN

KFrrOdlVL3P6OjIwUz1Q+67wkQWW2pznNhYUFKoUfcTGRCWiTdKLHYWEoCqUCBycbrDV5F3w6

v6FSmFu9QUtSSixGoz6HsTLvV40Qxlgpt8LGyhGFPHuhV14GKsPCwjI942/p29/JwecYviSQ7

uUiSPJtwWum8+yPtMb60CkCY0x4d6yMIb4YbavFsudEAKeOhNBt9EfUKeECxiBmN55Ck21TSV

4zgdlHjHQf/z0p++ZyOtEB2cV9LP8rngV7RjN1tj/j29kQ6PY67zUphSk5gSRFClv6zuR+Szc

eBMvw1MZQull9Aicdoev6HqxpuQD3zsXwMyoxXL7L61O/F6FSH3+H7X8f4sHJPVh3+pIuHuf5

bm0IpRxTcCrzBlHTRnGhYSv2nfVi1URf5p+yY1CZcILuXmJvkAvF4oNJ8XJGZnTE3qSj5pvV2

DryV6y7dqNLr/ZU8bCRoPLpx3n2zW0Mv7iIvr5NWVrzk3SfdGGP/vbt23n2KfDoi+rpLevt27

czffp0EhISxLBBX375Ja+99poYn+nUqVO8//77dO3aldmzZ4vnKoU2hEPRwjXFihXLs7E/6sg

SoXLWrFnieYuOHTum0UOCypxZHoUBKoXnKiIkltiohJwRrQC1IpPL8PRxRmNnnSejzm+o1BtS

iEkMwWQy5Mn95lUnCrkKR40XcnnWU1++DFQKn7ubNr3Y292yodLEjX9/o9vgaUQlgVe3iWwfW



YFfFy0mrmh/+mg28M0BLYOHfMabxRRg64oy+Tbj/zzBpCG9kZvCWPne1xSfOpOGvhourJnNrt

J9UJ39g+69hnB7+UxmbFyPe4N3iPdpzrjid/knsRwfv10VXeBJDtxTEjZnI2drQId3R1Mu6jC

7ricRs+Iinf/sxapW84mrVIp3Zn9I8qKlRHUbRHsvBfrEaGL01rg6WPHb9DkULepHz0/W42yn

pnn3b6h25BoNNo7iUNevSGxTHfea7aklP8L2lVvxHbWYnqVSWDF5AP9bchaN2o3BP/xGo+i1j

PxuJ3XG/8HMgdWxsgBTpWSpfMEnyJ24+9yKuccbXq9hpVSLNYWtb0G0c+fOidvdZcqUEb27hS

J4ewt5MIUt74ULF4pb4kKcSuGws5DCSIDQvC4SVOa14vnfX2GAyuSkFO7fLrz5h200aooUd8u

TxZbfUBmXFIZW92r+eLC3ccdKlfXzcoUbKhP4Y8YEKvb8hlqOkXz9wRI6TOvLos6fUmfhEt63

2UPDNktZePRP1MfmM/9wGGpU+L7ZnpEd6iPDSMTV7SxZd5J7EZFoPCvQecAg4vf/xqIDN3C0K

kX/7s6MGLSUkWvW8k6RaBYsXI1/YDjWGiea9O9LzPdLie1cnON7/kOjdKPzB90JXTqWw85lMG

wy8PawYmw6eA1lohXtfpkmQmXsja1M+/UACXIdSp96DO/kzLx5+0g2ONPt445cGLSY2n9PwnX

3/2j3032WrluE/Op2gkLusutMIAZsKFvem3uXb2PtXJ5+H73NzW1L2X4siISS3fj5m6bYSlD5

5DPREi2Vp0Mv0fzERMraeLC05gjKOxZDKVeK0Phoi1u4AyFs0FdffYWrq6sYVmjatGk8ePBAv

LnatWvz9ddf55p7fWbfKhJUZqbQq/d+YYBKwUIZHhxj1uSJ26daLfFxsYSdO83tk8deeF3zsu

Vxt7JOdyvJCFwID+VqcOrzbW5pXaESTkqV2KZBoyGliA/aIj4YHRwxCdknspHatVRFb3O7f6l

6+Q2V0Qn3EayVr2LRWDkh/J/VUrihMqtqSfXzUgHJUvkCtR9BZaxRK9Zq51qdD3yb0dilOpvW

b+T3338Xz1EK1kgh6HnDhg1ZvXq1mAdTsGIKDjvC9rjg9f0opFBeTq7QlwSVea14/vcnQeWTO

dDFx/Pvn0tYt3Mre69eMmtyhABEi4DUvYm0JUI4Sw34m9XSk0rDgZ+Ap0/QmRwcSalek7jOPY

ht0QYUWdsGlaDy+UlICA5FGxv3wtlRKRU42tu/sE54VHSWZlilUuJoZ5fmGpOtBpPmxbtTElR

mSWapcgFQwOKgsqt3fWo6lmTWza2Eas2zROS1zpVtvJhbbgA7F21i3959j0MHCdvbiYmJ4jlK

wRFl+PDhYs7U/MqmI0FlXq8My+hPgsrUeZAnJrLji2EM2bcTK6USdwdHvmneBnu3F28bNypbA

VurjB1hboaF4heSNUtl0/KVsVI9QUpleBiaNStQ+F0lVKfDr88APD/7FqU6PZRNf11JUJmqiy

FFx9Wd+1g0dgorb94x6yEUfl6kl+1bcPfaCrxjVitpKwUApZ56yeTshK5/LxL698RQ1Bvk8ud

alaAyG0JLl1i0AhYHlSqZEp1Jj0Imx8faJU3YhXthwbzuUTLPBI03JHM5OQzDM/6GVa096OHT

kB72DVi6eKmYklEIeP6oODg4iEHRhXRFdnZ2LxU64mVvVrJUvqyCBe96CSoF0jDgMeN7zi1by

JrK1WjQqz8123ZA8QJYzOuZlicnYXvyKMt+nMzoG9cY3aUng76ZhNLMMUpQCfpbd/h63DTWbt

lJnNFIVVdnypQuifwFxwmUCgUTvNxJ75tEgMpjBiO/BodmaTk4amyY4uyI86OrUnQozl9Gfjc

Ik6sLwYP7wUd9UTk6pGlXgsosySxVLgAKWBxUCpo5qjScazKTEhqPNBLmtff3s9vfTjIVk0t1

YUDFTlgp1KJFUgjPMGHCBE6fPi1ueQulfPny4rlKIV1jfhcJKvN7BvK+fwkqwfHgXlwHv4/uj

Ubcm7sMk5mglvezBffPnKDVwB7YGAysWbqWErVeN2sYhR4qtSnoOvfF+/Bxarg48+uPEyjfuZ

1Z2uVFJZk2Bevd/xLTezANgFbNGjP2jzmo7Z9sk0tQmRczIfWRlwpYDFT+5L+Zzy4vxVllx5V

mv+Bl/fg332M98gsqS1u58F7RxnQt2hhf+yKPLY9C0PNDhw6JDjpC2sazZ8+KYGltbU3//v3p

1atXvm59C8JJUJmXj5Nl9FXYoVKelEiRj95DdfUyYb8uJqFewxybmKTocMIuH6aCbQy6Yo3Qu

Ty94Zn9bo4vX0TvKePoWros07akxsHNrBRqqNTpcPh2Cop5Swhr1xLdpK+xKZH3IdsymyPh/c

QLV+jVYxDng0P58ctP6Pzlk5B5ElSao6BUpyApYDFQOfH6Wr699ifVHEpwvunMdDXMa6g8H36

d/0Kv0ql0cxzUds9tqQixvubNmycGNa9Tpw5C/MU7d+48jk35/fffU7Zs2XxdDxJU5qv8+dJ5

YYdKVdBdfHp1QO/oSNDaHTlipTToddzc+xcPjq3EqNPSvbYjyNXonCsTV7UfOueXAxqT0ciI9

k3Zfsuf01v241g688+NwgyV6hNnsG/dDWO92kRtXg5ZOIua1w+lsKN1++Ax6r7TWzzb63f5CB

qv1F04CSrzejak/nJbAYuBygnX/2LctdVUdyjBOQuByozEFz4khDOUo0aNEgOeC+cmBw0aJKZ

oFDLrCLEsBW/v0aNHi6kcBe/w/CoSVOaX8vnXb2GHSuuzp/Hu3YH4ISMJHT462xOhS05EH+KP

vbMbyQpbziwYRlL4XbG9HnXS7qRoPeqiLVIXrVcNDDZOQm61LPc7++tRzNz4Fzt+nEfZNpm7i

hRaqNQbsPtuOlZzFpMw7weSu3fKstb5ccGMjz5j2uoNrPz2c1p+PlSCyvyYBKnPXFdAgspsSC

z+8rx9m08++YTg4GA0Gg1Dhw6lefPm/Pjjj+zZs0e0VrZt21bM9y2AXX4VCSrzS/n867ewQ6X

9vp24DxtA3JfjCev7QbYmIujMPm7vnENRTTJ1S9mTLLdn7/n7xCekBuF+FiqF10zIMSltSCny

JrFVemC0fnHYmmcHtnj6BCYvXSBB5TPCPBunUpaYhEP/YSgPHiPm+C70xYtma47TuygxLAQhP

JDKyTXH2nzU0JFtu3nvvcHUavA667b+KUFljissNWgJCkhQmY1ZEIDx33//ZdKkSaJVsnLlyg

hb3UJcyp07d/LTTz+Jub8rVKggpmf08vLKRi85c4klQqWQaUgA8WctuFKaxpyZ88IOlXZ7d6I

ePgBFFqDSoEsh7v4tnBJvYOXozZldawn3O0ZJVzWvl7IlRW9k15U44rWpznjpQeXTs2eSq9B6

NyLZqzYp7lXMAkwJKtNf/89BZWwcjt0HobhwmajLRzA6Ob70g3Nz73aCz51A63eCFlVcUZaui

750bYw+lTHZvXz7wgD9Dp+ge/eB+FQsx6atq1BaW+XL9ndcXBz2mcTptOw0jS893VIDuaiABJ

XZFHfVqlXMmTOH5ORkWrduLQY5Fx5UIVWjAJVCRh3BgUfwAi9SpEg2e3n5yywRKjO6KwkqX36

+hRYKO1RG7tzK0E8/4tePRuA24guzRL17eA239y2ncXHwcLLl0I0Y7kcmZRsqH3UqwKXRxoOk

Ym1JKNMC08N0r+kNSoJKM6EyKganjn2Q+998KajURYahcnEXO93Svy0mox47KzktK9mjVsoxK

VSYbBwxVGqLrsZboHq5Y0yPoNKzuC+btq3C2jk1m05eZ9Qx54GQoNIclaQ66SkgQWUW14WY8k

2v5969ewipsoR/e3p6ig45wplKATLv37+PVpuahUfIDS5Y5WTZSMOWxaGlW12CypxQsWC1Udi



h8uCqZfT//ismt+tE9+mzM5y8kItHSTm/lhruRi7fj+fqjQCalrfD00HFoRvxBEXrXhoqn+7c

YO2Btmhj4iq+my5cSlBpHlSaIqM42L43HrcDqXjpMDhn7XhRuP91bu7cRMmo0/h6e2AsVZd1S

1aKnT8NlU+PxiRTYKjYAn3puhg9S4G1JssfCoUNKsNv30Kl1eJQpiyyLGaLMldc3YMgtNevgC

l1B+G5olBiU6MOCvu08UHNbT+jenpdCmHXz2Ovj0JTpg5yu+ej1bxsH8L1goNg+E0/jLdP41H

5deRFyiKTZy3zVmbjSIyK4Mb+zZTRJGFT6x3kbr6ZXfLC9yWozKJ8QsigDRs2ULNmTdFJR9j6

vnz5MpGRkWJLLi4uNGvWDJVKJZ6tFECzadOmODrmzBZKFodrkSGFMroHyVKZ1dlNv74EleZB5

bnlk7EO2keT8vZcCkri0v3kXIXKR7MV1npJqjPPM0WCSvOgMjY4lJ5vticwLp6jJ3djL2Srya

QkRUehP7EDp9IVOXvyP27vXE29UhpKuKZmTlp9Kkr8mxFUPmreJMQntnPDUK4FupotQJVx5qV

nh1RYoDIpLo4D837h5vZN1HFxxrdGHVwGDUPtlbM7dsn+foRN/B/GuNiMZ18mw7pBMzw/HZPZ

EjH7/ZCA65z4bRyJQX40LqXC2cMbZb0BqGq3N7sNcyrqE+OIDnnA7kkf8ZqrluLuNsh966Ju9

Slyp7QxvM1p79k62oQ4tP5nCQ0P4+Dsr1KP9Fg7oKj4NuomA5DZZO1M+KP2JajM4mwIUClkyx

k4cKDo6d21a1cRMoWtbuFMpRCrcsiQIWKsyhkzZoiWzK+//prq1avni7XSEi2VQtglAbKfdWC

SoDKLizGD6hJUSlCZMysptZXgiGTGr73DhB4l8HAyH6JyagzPnqmMCQ6lW6O38YtP5PzJXTj4

+qTblS4xEWLD0Wp1HJz+NfW8tBR1VnP6TiL+odpsQeXTHZls3dCXfxNDyZoY3Ypluj1uKVApH

NGqVKnSC6cnu9vfcRHhLH+vC0khQciRUd/TAy8h/7m1DR7fTMWmYnrJMbO3Ui7/+iPxt/3Nur

jYe4MoUqOWWXXTq2TQ6TAlxXFq/VKu/j1frKJWymhW3h4nTarlUOZeCVX9PshL1ERumzXr+aM

+BcukKT4av5OHUR6chbVLMfafOE8tHzkl3R4+e0pblPX6IX+9GwqVKsuWy8SIEJRxIexaPIvX

5RcITVRzwj887TlxGw+U9XqjLN8YuUvmP9qe1kyCyiwuMwEqhcDmAwYMYOHChXTp0oUtW7aIO

b4bNGjADz/8QMuWLRECo588eVL8K4Bnu3btUOTSFsCLbsESofKXX36hdOnSomZPFwkqs7gYJa

hMVwFzt78lS6V5660gQmVc8ANOz55ATeckrKyt2HXyFg3L2OYoVD5Sz6TSYLJzIbnLBLC2zVB

US4HKHj16sHr16lyByvDAOyzr2FxsOw1UCrt4n4/H/o2cSUSQfOkcYQt+Fo025hSVhydFxk4z

p+pzdUL8r3Jq6WSaeSWw42QA0XFJ6UJl6k2rkDkVRVm7d7Ysl6f/mk+JoH+4eDsST1U8dlYK9

l+Po1ZxzROoBJKtXDkR502Tyh5YtRyF3NEt03tLio0m4eIhbp7aR/nks+y5HCVaWkPj9Jy4lZ

iO86Ec7NxQlG+FqtH7yDXmHSGQoDLTqUhbIT2oXL9+PUK+bzc3Ny5evCiGFxLygZcqVYqQkBA

RJoXXhDp5XSwRKoUg8UIg+44dO0pQmQsLQrJUFkxLZdCCn9nw83SGr9gINetmujIKa5xKcyyV

0XcDOTxhKI1KqLBWyth5JS7XoPLRRCX1nY/JPuOzdZYClcLnrpC440XFHEtl1P0gHvyzCd9iJ

VAVK4nS3YOo2Fj+6NIyXah0HjUWWflKxIYEEx14C03QXbybvoWVGYH+nx1r4okjhE0fl+kz8q

iCwt2TovNTz81mtWz8ojdRN06J0LXjUizRSYbnoDIiUY+VQoZGLX+cJMV64BrknsXN6i7gyC7

ke38iICiS6l5GLgUl4+mozBAq441W7PHT0rECYO2C9cDlmYJlwNF9KP4Zw93wRKr72LD7ahyN

y9q+ACqfDF3VbBSqet3NuhcJKs2S6Ukl4WETLJVCsPNHlkph+7tYsWLi+cm7d+/Su3dvVq5cS

ePGjTl37hxCCB0h5JCv78sdgM3iUMXqElRmR7WCfY0ElQUTKp0XzsZu5hQi1/xDQpXqmS5CCS

oz3v62RKiMPHOeLu8OoI2vN59tW43CzjZfvL9zCip3Tp+Ifscmqjg7IbPWILe3J9ZkYvupk+l

Cpb/KmoCEBJJjY9HFx9HC1wf3yq/hPSn9DHovegAsDSpXn4vgTpSWIg5qavrYUs7NCoeP1pkN

lZe3LEV18GcCI1OoXtQmc6hMNohQ2KlG6ja7OQArQWU6Kyqv0zQ+OwTB1L5//34RJoXA58LfD

h06iLEphcw5wrlJwQr3yEO8Z8+eYrzKdevWiWcwhVSOeV0kqMxrxfO/PwkqCyZUuiycjdPMKY

RIUJnmIcrOmUpLhErlVT/iuvTDzcuDxG2rMNnYFGio3DbhG/h3O1Vcnlhno1NS2BP0gDidnkS

9kaK2tpR2sMXD2orbcfEEJsQ/ntvm3kVwr1AFnxnzsvyhaWlQqegwiRuRBvZP+xhbtZw3y9lT

4tONLw2VNio5B/ziqVMi7fZ33EOo7CxBZcZrpyCkaRS2vv/55x8SEhJo1aqVeGZSOBsoOJ4IW

92CJfLatWv4+fnh4eFBrVqpB4PPnDkj/js/8oBLUJnlz6sCf4EElRJU5uQiLohnKi0VKh269M

Po5UHMKwqVOqOR6BQdiXo9QQnJ3IiNFcP9aFQKlDIZhqfOQL5KUKnuMp0YtQebR3VAIYdGZe1

yBCpVChmHbiTwesm0UBmTZGDXlVjerZUK9JKlMp1PvIIAlTn5QZ1XbUlQmVdKW04/ElRKUJmT

q1GCSvPUzOxMpWCpfNWh0mgykaDXI8BlssFAYHwCSQ//nWgwoDc+iSdZUKBy23cfE33rPB0qW

fPvtWhiEnUgU6C20dCotAZHjRKr9mOJUbuxfWw/5DJ4o4QNxYYsQe5h3pG3jLa/vRxU3IxMjX

ktaCuXydCo5KgVMq7HOdCoVmlM+hSUbcdi61vuhQtV2v62wO1v8z5aLKuWBJWWNR95MRoJKiW

ozMl1JkGleWpKUAlxOh2HgkNIMRiwUiho5OWJjVKJzmDkYlQUd+IL3vZ3ROBNDCnJOCtSiE3U

ojfoQa5EbmWHg5UMpUKO3MUHvVxF1N2b4mKxV4F1kVLI1NZmLZ6MoPJRHNX0GlFUexdT848x6

VKw0tgiV6okqHxaAclSadbay3IlCSqzLFmBv0CCSgkqc3IRS1BpnpoSVEJMSgq7g+6LgtkqlS

JU2qlSYed8RGTqdvjDIlgqnYuXovicZeYJ/FStvDxTee/4TtSGRJw0SnTJiRAXgUIuRxZ9W4w

RaTIYkRepgMzZGww6MOoxJSeiqNLK7Ew7mUOlDBRKIRqmqILJaMRQrg12zQeKfcocPJFlEohf

slRKlsosP2jpXSBBZY7IWKAakaCyYEKl08LZxM+cgpXkqJPmeXuVHHVe9e3vrEKlg5cPpRa9O

GZmeh++eQmVG0d1JerWBdpWdeRCiIkkoxq1jQ1WNhqqFbPDVp4C+hRxG1r4iy5RHLL1gL+Qe5

Uw67sjI6h0c7QlMMmWoi7WOForMSVHi+0lphg4ftdI84qOmPRarHr/hsKrpGSplCyVZq23l6o

kQeVLyVcgLy7sUGnYu5O5wwcwcuT/MHw4PMM5tLTg5yfm/MigOT+xb94fuL+ZGkD6RUUKKVSw

QgoJZyqtu/RD7uVB3CvqqJNVqHQpWZZiv/6e2VJ/7v08hcqHcSrbVnHgaEDCyT7QOgAAIABJR



EFU4ziVwqCalbfDwyH9bWdznGce3ViGIYU01uy/FkvjSh54WKUGXRdKfArsuRpPx+p2qQBrRk

xMyVKZzjLL75BCWV75FnCBJULlmjVr8PLyEuN4Pl2kjDo5s2AKO1Ta792J0/ABJH85nrC+HxQ

YqJRyf6c/Vc9aKrXhEYxt2RV5SBjfn9uP0v35bCKW6P2tvXCZH7oO4E0fLxptXQW2mnwJKTRm

zBimTJnywg8bc4KfpxdSKEGn51xkpOj9LTjlCNvfCplMdN7xi4nlvpA682ERHXXKV8Hnx4IRU

ihfoNJaJWbUaVzZKy1Uao2pcSpfc5SgMqOVbIlnKk2GFILvB6M1pHqsqW1ccHcwkSSzw8FayP

dpwpAcS6RBg5ut6uFph4d3aDKSkqxHLk8hxmCNq0Y4D5H3xRKhMiMVJKjMmfUhQeVO3IcPIE6

CyhxZUJZ2plIWFYNVxz7Y+t8k6vIRjE6pX6xPF0uESkvJqGPOosguVD7ddhIyjoaGEZWYAOmk

Uywo3t+Xd23k8oa5NPE1cPhaKNGCmfBhed5SKQONC8qqnVA1fj/Tc46P2hEtlYd+ITBCm27w8

8ZVvNOByng6vZaapc8cS2X4nQD0f08g4F4YVe3CzcuoI1MicyiCqtUXKMtknuVLGIuUUecFT5

gpOYodm7dzaNe/GCrVpFG1JjSupOeeqiyVPASvLhMRB39i+IN2rOheHvnTbSX48cuYy/T4tho

ByV684ZtxTlhzHvLs1pGgMrvKFdzrJKiUoDInV68lQqVTxz7IJahM1+J4Y99+DnQcgttrlel4

cF22lkJ2oVKvUpPs6Y2bbzEUDo5E6wzERkUQfz+IOwE3CA0LeTyeggKVwoC1CfHIY0PYs2AqD

84fSBcqZXbeKOt0R1G+MTJnL2SyNETwwnkI9buA7uQGrl26QDWrwOcy6jwHlSYNe/z1dCxvQl

6qMVbtv0Jmk7oVnlkJvXwCu/Ar7Fi7lkauoRmmaZS5V0JZtzuKMvWQ26Zm7jGnSFBphkqHFi9

D36IjTYvbE7Z3BosS65Ey/xP+imjCoi/cmBLgg0t4HN+NeZ//fvuUQT/vo2fXhixaeoixk4Zw

r1gv3j03h+8Obud6XDVOHP6Nvz/szLehRRhQoyaTxw8X89PmRpGgMjdUtew2JaiUoDInV6gEl

eapmZn3d2GwVMbodOy+F4TKxpYy1WtS0ckRxb07mBLiuJqk5XLwgxyBypuH/uWfr0eZNzFCiJ

8i3vT9a5vZ9V9UMeDEAU4vmURi2D2alrPBw9UJZfXuqJr0NdsymVH7N08cwPHiBi7ei8Ej7tz

D3N/xNK5SJI2l0uhSknvFO1OmfDmUpV7L1n0FXTmPav8vRNqX5eiG38Xc5gimMVs3VA0+QlW7

XbbalaDSDNmehcqv/jHSsPk7tK9o4srhVbz97Q6+mrmEwbVjGTT8B9x8XDh79ixK1RCWzdAw4

0Ej3j23givvDKbK7jVEtixC4HYbRgxz4cfpxxg2VoJKYRqk7W8zFqMZVSSolKDSjGVidhUJKs

2TqrBB5bGVS4n+YwGVHBxQliiNVelyxNvas35m6nlNtZU1Db28cHlosEtq3Ir7Bj3BftcJvXi

W5r5F8WzQBI/ho80T2IJqaRPiCDxzCDdDGI5VmyNz9c6SZTKzW7l77hi6E39h5ezJvo1/0aic

UypUytXISzdC+Vp7lGXfyKwZs96PuHWNU3/OppFzGOrXe4mWVrndk9SbZjXyVCUJKs1Q7Fmo/

HZnCsXK1KNj6Uh27NvBHvu6FEtRMG5QbRasvcSHfdvjqL3OmG4nGTLVkV/C3uTdc1tI+PADXF

cvI7h1KQJWPGDg+yomz3zAxF9HFipL5fnz5xGcrhwd056FkqDSjMVoRhUJKs2Dyuh7/sQfXkx

Nu0AuRDhx7fplmpa3w9NBxaEb8QRF6yjpqub1Urak6I3suhJHvDb1fHXqr3rzi0mmxGjjRWKZ

riSUbCAGT362SI466ev5rKOOcKZS2v72Z/Hixdna/t6+fTtt2rR54eI1Z/tbaCDqVgAOHl4ob

FOPd4UH3mFZx9TIBc9Cpcvn47F/o6H4XnJiAom3b+FSqYr5D5Fw4Mxkwmg0IVfI0/owpNuKCa

PBgNEkvClDLpeJRzuFvzKZ+TuDQkxIk0wmZrN5URHGJnQlMxkf9onYj+lh3+b3+KSXqKA77J4

4iLpFVXi6e6BuOwZF0fJZ0iyvK0tQaYbid/47h7FUBUo6WZFw8yhnDb7oj2/mdIwnnZp6cDal

BK7+ARRv1YCUC/+wet81qjRtiWfgCfSlq5LgXI3KwX6k1KqJ5tJ54iu6sXfsr4SVcUIfVISxk

wZgpcjOkst88Ja4/T1r1iwRKjt27JjmBiSozHw+zalR2KHSdu9OYocPwCsTRx1BS5NBj0yhJP

TSIQJ2LKa+ezjuru4cuhHHg7Dwl4ZKk9IercdrJHs3ROtZGZM647PVElTmHFTGPrjPwbEf0ai

ESvzBvvNKHA3L2FLUWc3pO4n4h2qpV0rDo4wlq09FiZ3bWclpWcketdL883DiOrJyIrn3DEwa

+wwfUUvZ/hY+dzdt2pQjUPlsI+ZCpTmfY+nVSQq5zITZ5+nRrx72KgXWVg6o9ZHcDorGybcUH

rJI/MO0uLl4U9RbwcG5E1n5XwQmpRInew1ORSrRrW9vyrnZmDkEExd3/MWhWA9a1i6BTG6Hp6

uMgGt3UDk6YSsk+rZRoU9W4ulq4OTNIDRnbxOkMhGTdJ/IJDXeDq68+e67+Nhl7Kxr0iURGhG

NCSV2ri7YqQRHYOHzSUfI3SCUCcG4lquB8JNWa5SjsXo6jJEJXWIMRrUDVllct2aKkKVqElRm

Sa6cqhzLmA5NmPq3jiXHdtG3XhEzfnVlr28JKrOnW0G+qrBDpd+WDfT8cjjze/WjzjeTsjSVh

oh7KFx8uLhqEhGX9mQbKgXLZFKpzsRV6oxJaWXWGCSozDmoFFrSa5NJuXYOnY09ByZ9mmtQqW

vwAbrqzQQT2AvnuTBAZWJsDCv69yLu1vU0lkq5hzee30xG7VPUrGcho0qX1s9j/ML5nL4ho3L

1+tQr6UFS8DGmbLrI6EU/4P7THywN3kXbdpP5dOZAdn3QgTGH7hNb8jVqq1IoIpPR66dlvFPZ

3cxxxPHb5535bOFRbN/tS6dgOdU6ujFx1HQSi9WhZetKJC5YCw16MOK3rzmw4geiwhtSLuhXR

hwPoXWn99nwyTsk+VbERZWx4SjBfzcV6neGYs35eERv6pUsjTwxkqToEwwcuITF5/dgG2WgrC

aEo5HWVDBFofb24o5/JBXKOLP9zzmU7zODRsXzxyH4aTElqDRzaRXUahJUFtSZy/64CztUHlx

lXkadFykc4X+WkHN7sA8/S/VyJUiy8+XAvl0kxqZatNLb/jbJ1aS4vYbWqybaInUwaFyyNIkS

VJoHlcbIKDa/3ZOkwHv0OH8QuduLddZrtdw9fgDXe6dx8/Xhv/O3uXn6SLYtlSYbZ4w+VdCXr

Y/BtxKYmd+5MEClMIM6bTL+hw7iv2sr5exs8WnyFpq6byC3Ntc6mNFjY+LSmYNoDYmsO3iRsi

VqUcFWS0DYJc5fjadxl+64XdjHHr8UmjauSbW36uC3djHbbsaidXTHOS6Q4pVqUbn2W1Qpmhq

KJ9OiD+LApgvc8z/FzRL1qI8WvLUc2H4EmU8tSmiSSHgQgWepKrzW/i1S9m7gdvm3cA1/QOV6

Zbl6YAeX71rRrntL3G1SrY/pFQEqW41aSFF9KH+ffkBVXyUhfgbe/rYLW6esZOTPQ7lzswRDu

7uxcsJUVgToaVBSzYWwOF73qYvaK4J3h819IVT6717MxIAy9PG+Q2CkhmJF7IhxKU+JsKOcum

+kRIkyxMbdR2FKYsuqC7T6oCFWRm/q13Zi218XaTekEx5mGPAlqMx0VT2skBDAl326Mn1jHFM



3bWHkOxWxSu+HhzGSc/8GUa5ZVTS5s6Nt7ojFehJUZkmuV6KyBJUvD5XPLgRdUgL/zRtMUvjd

dKEyxbU2sTU/RG9nrgXk+aUmQaV5UBkTHEq3Rm/jF59xRp0XPch+u7ZzbeXMLEOlSalBX/Udd

HXbQiZ5ltPr/1WFSn1iDIHxMkp5mAFqpmQCr9xCrrHG4FKU4o7pZ6N5JT6Is3ATQqrFsIgokF

thY21Cb1Ig04LG2YaosDic3O1J0YGtykRERBQGmQJnR1viE3XYqRUk6Q1o7BxQZ3iMzsSyuRM

4vesaqpJFcPWx5ezRcwSU68PHHrvZtkVO/QZFCa9eAvddh5i/P5RPvmmG3wE9fUZW4I+Vt/hu

ylDcJajMwqy+sKqJuKM/MOREHRYNqcLJvYfRKG2wqvEmniFHOR4qI9L/MqaSjWntcZFuPfcwZ

esE5Ff/5XyiD93bv8H1U/u4d/4OdpUrcv3CTZp0fpfXipkf+ym7dyJBZXaVK7jXSVCZ81Bp1O

t4cHYfoed3E3vnAt1q2qF3KE2KRzWSi76JzrnYSy8YCSrzBiqFXmKDH6DwO4qdV3FMxSrx90e

p57ufPVNpkisxFq2OoUQdDKVrYbI1A5wyWAmvJlSa+O/vaXw45h/eaNWVmmVlONWow80ls7lg

V5lB7Spw7OIxrkba07XPSJro/+WdYfOpULkUfsp2bP6htUUYX1764c2hBgIOrWfRptOU69ib1

qX0nD2ro0LtMrgpEohBgyY5jENn46hf34tkoz2u8jjCDbYU98zccVBwvlKYDKQIBzMFODTKRI

ciuVGHTCnHiAq5zAQGAyk6vZjfXHCKUiuMJCYJ0GqTNhZ3BvcsWSrNWgwmTPpIjmxax7ff/kW

7qTNoa9zAt6EteGv3av51S6Fs0w8Y3b4mmvgTfNzpDL0+0fK3rgUDPU4z5UEV7C5u55NPWrJ6

3jE+6VOUFTu8GTmqmVm9v0wlCSpfRr2CeW1hh8rT+3bRfVh/JrfrRPfps3N0EgW4TI6NQBNyG

co1ArlKcPHMkT5+nzyWSSsWs+PHeZRt806mbUq5v7NnqUxP2OOzpxN6as9jqFSprTFUao2u9t

uYhKDSipfPiPZqQmU8a38cQ+Dezfx+qQ59B7oSaFeRSxPG4u9dk1++eYupi8aj82lOu/5LGeG

wh4Hzj6OODEft0Y2587vgmDOPT6bPS0GocGjx98xcv5W/z9ykTMsWlNh1jCDv3gwfnsjm6f8Q

2rEfbtFODGvkx+/7tRS9J0fVsxUz3m9vMbdXoKCyQYMG7N27F2trIZtNXhY9909tJ8CuHvUrW

PPnL1Op8lYrFg6eyoHy7dnxXWPWLlnBf34JfPa/jiwefJ3O/W/x+doQGpZ1xqpWO1z09/is2x

ssX3aMgR9WZfG0IAZ+nfkXx8vcZUxMDG3btuXIkSNmNXPhQSxbzofQqKqvWfUzqrRg+0Umd6l

Ccef0z9BI3t8vJW+mFxd2qLx14zpd3m2NZ9Fi/L3mH1Sa7B9ej7qxg7Zfr6RZZW9iYssweFBZ

Ro5awIdTvyNs2i8UG/cVsWumsDkwhobtR/DJO7UynZ+MKiQM6cuxA3totvUA8lJlMm2nsEJlX

FgE77/VhXMhYZw/uQsHX59MtbKECo+gsmil8mzetgq5Wp0vub9z1vvbhC5Fh1JpIC4ebKxlGF

Fi0iWQkCLHwUGDISkJmeDNrLDGSmkiOSFRjLggHCHIragnljDf2RnDjcNb2X3mOJfuJuJYsjS

agJsY7OrSpJUc/52XCPBwQq8oR79aiZzw03P378X41fmIlaPfzU53uXJNgYLKadOm0bRpU+rW

NS8HZc4pZiIp4AD/GzeJzYfD6f7NDL56vxGHfh7N5Qof8jZb+fDzuSQ3/JgN0zvzZ+/3cfr4G

4LWTWXlOU/G/T6eyIunGZ7HUHns2DGOHz/Op59+apYUOQaVOy4xuXNlCSrNUj3nKxV2qEyMCG

dA/3cJvB/Eqt9WUrxmnWyLLELlHzFsH9+S7YM/JqpjDzZs2kSTkjVQnL1OlYljCJ0/lD1enfj

83TbUKuWZrb40Vy/h0aMdhqo1uPvH+kw9iYVOCitUJkXF8GHHPhy8ep3DW1fhW7em2ZrfPX2I

D4aMoe13cwlfMI7bdUfw29dNyAszRfQ/e+jS60MGNahLz22rxTFrrJzE/7Na/P2zH6cyZ6Eyq

yOX6r9IASEmprDlLHsYU/OxEVfYrjYJ0TbFP+LmiMlkIC48jBQrJ9wdNRYjbIGCyoCAAJYsWc

LYsWNRq9X5KKKJhHun+T975wEeVdE14HdrNr0XQhJSIPQSepXeBRGQLiifgiAWEH4VxYKIoth

AFFCKhSpFBAHpvUvvhBBI732z2fo/dyOQQMpuCBDgzvPwleyZds7cu++emTln2ver6ff6+zT2

tSzn5oMcsHB+4osvvmD06NG4u7tb1LUIlRapqcILPelQKbyYV86cxuTF8+jeoBHTZ8zGyb9Km

ex2Eyo3TmnPyv/9H8rhz7FkXxLvNInh60+OMnrxjzheO0FW7iVWnHBgwbSXsfaOqyI2Bt/Rw5

DGx5I47zdyGlr2o/lJhUqjTsfnE6Yw67eVzJn6Dv1eH2WFbZNZ9dFS1py8zMT/tSK6UT9Cz+/

mYp6Sev4KopS+BKlvcM2uMj4pMZzBBk9cCFGcJ96pJY1rlO1HgzBAhw9noP12LtI/FqLp0l6E

SiusJoo+Ohp4pKBSUOu8efMICgqiS5cuD1HLJvTqdBKyJHh7OiOXVrxDIXv37uXs2bOMGTPGY

j2JUGmxqiq04JMOlYJxdLlq3u3blbXXI6hR2Z9fvl+ER/WaVtvNDJWj3kMmdaVl30m83t2WF3

65zm+vNuDdFz+n3zdfo9jxBR/8cYQuL33G1MGtLTrMfnMgipQkvN99E8W+XaiHvEDi2x9hUlh

2I/ZJhUpBd2f+3EiHEa/S2NuTP49uw8bZ0gs0yaxakUoNx+2Mfmsbby79lKUvD+JAji8zXmjH

FWko/asmsSrcg2eqX2X4Vh+6e+Yw0vEi++qMZEznulavIaGC8tRZHLs+B95epO7fiMkh/0iG6

KkskzrFShVYA48cVKakpDBu3Di6detmzshyZ6q/CqzrBzK07OxsNm7caN72/uijj3BysvRlC2

fjs1h1LJYOYWXz6tyc4LxStr83bNhgzqhTp07hFF1iRp3yWSIiVObrMfVGJFMnjmX92VME2Kg

Y0utZBjZuQZKLK1pjfrpFS0ttVzdsZEXHmTOaTJxLS0VnYZs5Oi3G7Gy6XjyLy7JfQSZF0/Ip

kj/+Ep2H5SGJnmSoNGi1fPXCOL78eyvPBvjx3i/fU6Vh/VLNmZV4iRkzjjJmSnc2jJ+Ox/hXW

DXrd3p3bU5tX1s2HdpD0+pNOXLpCA0c7BjzVxL1q/ny7XPezNsP0/9vUKl93CmgPHgMh+fHIN

FoyJn9OZpne94SeRhQKexgCV/8JRVL0zRarQyxwmOvgUcOKgWL5OTksHPnToQzlm+//TY1a9Y

kJCTksTdWSROMiIjg9OnTZp0IRhWg29bWuo24mAwNX26+TN/Wofeky9Kg0mAwICviC1qEyntS

+63KIlTmq0LIxZudnMimn77n25W/k6TV8oxczkGFEoOQBNiKMlVly6hidiT+MsErmlwEuLSka

A0GTDotawEh/kPqp1+T2a03Riuf1ycZKs3fA8mpjHzuRXYcP00jL0/efnkYzV8ciq1n8cd98n

IyuXYtCd/qIaiyk8i1cyEn6jo5Uld8nPUkZGTiqLQjS6vG3dmF6JgkcHCjilJNrEFFjSq+lpj

YLCNNTMZ+0VIUP/9m/t+aSa+RPXEsFLho+jCgUqfToSjFGy5CpcVmFgXv0MAjCZU355Camsq+

ffsQzlru3r37iTZuu3btqFq1Ks2bN8fDw6NMukjIyuPTvy/Sv829JawvDSqLG5wIlWUy212VR



Ki8W48ZkRGkHthNaEQ4n8bHEWGFqgW//SdAcVmds4D3gPyw6JaVJnZ2jO7xDKZGzTA4Wr6bUL

D1Jx0qBV2kXArnuymfsXzXftLy8hjs5EjdWtU5nJRsmSH+k2rl4c5YT3eKSqiZB8xMTuWEFW3

m5GoYERuP4NeUVq5E3tiR5Ix+ARSFQxM9DKi0RDEiVFqiJVGmKA080lApmrR8NSBCZfnq82G1

JkLlw9L8g+1XhMp8fRvytISfOss/s+fT5NhJjsYmmH8EWFPeBj6GIqFSB0wCvrOmQeDnRvUZN

KQ/eV3bY/T1gSJ2Z0SotFKponiF14AIlRXeRA9ugOUFlTP/OsmPQxpQ2dm6QB2ip7J8bC1CZd

F6zElKICEuhsT0dFLDL5Wo7IbOLoQqlOYQHkWVczotpzPSLTaYVCKhg6sbntLb5zK1nl4YfP3

Qe3rnb31bGURdhEqL1V9hBUWorLCmEQdWRg2IUFlGxT2O1coLKp+dv4+EDzsglxadKFS4SOTp

6UmTJoXjB4pQWT6rSoTKwnoULnVsnj+bnzb+SXxcLEl5mlIVLYQSXizczi1CMgfoDBwstZXbA

gKcCt4zYZu8YDF6+aCrGkrG2AlkWxlPU4RKKwxQQUUfBlTOnDmTiRMnlqgRcfv74S4YjSaXbX

s3oHTJpUPYYORyyyJCPNxR5/f+WEFlbp6O1Iwc1LlacwDRJ7Eo5FLs7VW4O9sjl1mQ/b2Akso

LKnvO3UvWJ8LXbtFFzKhzf1emCJW39StLT+PC5x/R/a9VeKlsqRwUwjPVauBQyqWYp3x8CXUp

Pp/uxbQ09iXEWmxIuURCryrBuBe4pCG7chHl6RPIr1/jelYmV8dOwH/kKxZnABKh8m71C1vhO

UnJ6HX6Em2jlMtwshV2Uor2RRtNRjLUuRis+B5RKeQ4qIRTmbfbNNnaYLIvPqPTw4BKMfi5xY

/tLUEBshNSolHZqnBx8ERWYMfB+taKr5GWkcrJs4dYvWkxkbEXqNXKDV/XWrSrN5CqlcNwsHU

uz+4Q5pWYGouLkyt2quJOjVvX5WMBlakZatbtOMW6fRfxd7GhZqAnNspHh+ytM1nJ0qnp2RwL

T8IglfFS7yZ0a2V5bD4BKqdvvES/e7z9LUJleVrU+rZEqMzXmTQ3F68pb3Fj4zrW1qpLw0lTq

FK7HkqH8nl5Wm+Zu2tI1TnYHT/K7NdG8pVez5RnnmPgtK8salqEyttqEmDyxJJVLFy7gQs3Yj

DohJOQxRd/uZz5tir8ijnfsNFoYrIZKi0PPVVDoWCByganAm2aVCr0nduRO3Iohkp3B05/XKF

Sp9dy9PReaoeG4ezgZtF6rqhCySmJzFs6naiU8wRUd8XXvRpNQ3tTK9CyJAWWzCsnJ5ute9az

ee9yYhIiMZny150AleZ3mUSOp3MAzUP70aRGZ5SKoq6UWdLTbZmI65dZtOprUnOvE1LLl5Y1n

qNxaMd79oo+8lB56nIs0+ZuJNjXldeGtsWvUtluPltnjootrdMbOH0+kjmrDlLFx43xwzvg5F

D6+Uazp3LjJfqLUFmxDVzK6ESozFeQw66teI19AX1QVeLn/YbWL6DMdjUaDGiz0si6dgLv7Mv

Ia3ZC5+SHSVn2vOIFBxO5fTMDJ48nOSuTTbMXENqxW6ljFaEyX0WSHDXTho/l2227sZFK8HR2

wtbJEYmk+J2a6lIpC+UyivNFHzfBa3o9aRaGiRLG0UwmZZ5Mxq1cbwaDeWzS+EQEREhZ8B367

p1Q2N8+VPG4QaWwbXvu8gkW//EdmUQQFOpHjyavUDuwBfaqskU5KPVB+C98mFqTjZ3KvkS7W9

LWnTJnL57gk9mvIbVV41/z9g9SD6dgOoeNIMinNo52bmXyXuZq1Jy7dIKfl39FdMKVu4Z3Eyo

LfiB4LjuHDSekcn1UyrKlZ4xLiOHld/PfMc5eSipXy88K6OdWj66NRhDgXRNbm7K92x55qBz5

wRLG9m9BWJ1AZMWc4SvLQnoc6uRqtPyx6Rgxabm8O7JjqVMSobJUFT0SAiJUAno9Ab3ambeW4

1b/Q27NwoH2rTVkwpk9RGyaBzmxdK7piL2tCr1TIHnezckN6oDB1vr8zXeOYdPi+Uz4cirPtm

7H1O9+Qq4qOc6sCJUgS0zGcfhYah48iquzE69/8i51G9TB2dsLaQnHf4Q4uaoSUv0KMU41WuE

YleWeSoVcjrJA/EeJTo80LQ3l31vJmPk9g3M1tO3VjdcW3L5H/jhBpaCreb9/yT97V6I3aHGv

rMI70A4JUkJ8mjKq5wxrHzuL5AUw27xzLefjdlK3ZmPa1x+Eo929P49C55FREZy8uJ8la39Ab

pdXCCpvDs7LKYRhHT/Ex836pCFrNv3GolUzb3kmhTaF3zE37+zdhEqjwYRUdtsFLngu+7R4i+

Y1e1ikozuFrt+I4NWPnrkLKoU/yKVKKrlVpVnos4RVa4tCbp1X9JGGyss3kvjk560s/nAQMiv

PD5bJEo9gJeF86fT5m5j2Rv4CKqmIUFmahh6Nz0WoBNvLF6jUp5M59WH8+59aZTghd3heVhoZ

URfxlyRj9G/CtX93cHXrz9goJGaodLApnF0nN/AZ1FXaoHesjEl4CVt5k1sYYFb0DboO7Eklp

ZJfVm3Gwb3k7DpPPFQaDDiOfgubP9aRO7APaTOnonS696MNAhyZ8jTIBKgvgx2LWmym85ep13

MQ8alpLPpgEj3Hv4JEKn3k0zTm5Wk4deEIyVlRuLv4MHvBNNIz82OE3oTKm/p4psn/oVObMNn

k0axml3I5w7f/6A7mLvmU5NQE7J0VVAqxw9HJmS4N/0fLOk+jtBKICtpO8FB++O0ruPlDQqTa

3H5BT+VNWZXCkZe6fkWAt/XxnReu+IY1WxZi1Jsw6EzITQ6oVLbkSVLMzd+EyrRIJZocLQonD

Q5uChQqKb2bvUbb+sKVQsvL3kM7+PvwXPx8Q9i8aUORUFmwtdE9viWkUpjlHTzqF3WEre/vlu

9j4QcDrJr0kyQseCtnLtrKlDG3U4MVN38RKh+PlSFCJbj8swH9InHTAAAgAElEQVS38aNJff9

T0oe8YJVhc1ITOPvrZHKTrjGosTNGhQsXEvWcCY8qFiqFDoxyR3Ru1dF6NUId2BaTwrqMViaD

gbHPdmZfRDhbtxzAx9evxHE/6VApj7iOc8c+4OhA+saVGPwqWWXnooSTrlwi9uA2qivScajVH

H2NlmBjnR2LG8Te5WsYNf59vL08+HPDMlz8Kz/yUHn0xAE+/eE1ZEqDGXZSYm5HVrgTKrUaE5

ocHc7uNvRo/KrVQFSUXsd/NJwrN06gU8upGdKQGwnncQ80ERDsxys9ZuHpYnkGpDvbf1BQue3

f37F1kONpH0r/9uNAYuKj2S8XgsqeDSbhrKjEivULOBuxD88AFSP6TLJKh9sPruPfE0e4krYN

lb2ca6czRai80+giVJb+DrUGKtVaA30XHmNyr9Jz6JbUs3hRp3S73E8JESrB9c+VuE4eT/zsB

agtOJ+YfuMS4f8somuVPBIc6rNvgxBQCAY1yT91dyEul1PRmhKhsqBNTVIb1CF9yQnpjFHpAD

LLLg7+Ou5FPt6xhd1bD+FX2V+ESiA9J9a8nXpncZr+LcoZ35G9ahGazu3u6ZHSa/M4+cs8Yvf

le2+61XHExVZu9jrrmw1DX60JJltHkBXOiGNNp3p1LsP6v8Chg8dYveYXGrVv/chD5Y69m/h6

UdF5xO+ESm4GZJFAx/ov0rWxdT/27tT1inW/8Nu6mdg6yGjdoSmv9PiOz+dO4nraETz8bGlVY

yDPtBprjYkKyT4oqNx7YRme/rZU82nDyz2nERUdyZgPehWCyufbz6BucHMWLPuWtVsX4Opjw0

sD37YKKkd/3py0+DycPZUiVBa3KkSoLP15sQYqhdZazjnI532sc3ffOQoRKku3y/2UEKEyHyo



Nk8ejLwEqsxKiUF7fjZurF4d2rCfl+hkzRKZm69lyQUi+WHaovGlfo9IFnUsIeZXbkVu5Uane

SxEq734yioJKiVaLW2gzTC5OpB7bAfLCxxEseb4y4+PQntmHV0goWs8qHP5+OikXTxaCypvtm

GycMfjXxRDSEkNQPShj3MA9382j3wef89nLz/PSzKmPPFSu27SCn/6YVqS674LKAlJP1R7K08

1HWWKmYmUWLJ3F2m0/YWuvoHZYNcICn2b/v1tIVl8yQ2Xj4GcY0H5Cmft43KBy5MdNyUjU4eN

TCYWtjPDzkWbdFLyoc6eynuztb5ORnGv7+b+3JvLXERVjvpnNhP51UUn/O9yqz+GnoRPRT/g/

jv+4gFGzX2DFDxuZ1knLC/OdWD7PwgVuTOLD3i2YHv0Ml4/NJEgugbwkvnvmJZInzeOTjj532

MXA1T8/ZHneQN4bWLfoBW6MY0yH5vykfYPIPePxE9osp/KgoVKrMzDkl0Mkflj8xSAxTmU5Gb

eYZkSohOgFPzLwq2ksn70A/2I8lbsmt6OOr4o6lW3ZdSmL+Ex9uUPlLSiRyElvOpk835J/sIl

QaRlUSpNScKvaGH33jqQv/9niB0o4LyucZTy1dBHXt66khreCBn62aCU27A3PJSk1o0ioLNiB

yTkAbdN+GALqgMreqnOX8cdPU7f9M7zfrxdvLJz1yEPlnkPb+GL+eKuhslODkXRpNMJiuxUl+

Me631j292y0+lzzxz5Bdrj5qswxqoU4kk2DB9Cv/Zgy9/G4QWVBRZR0Uaeg3BMNlSZtCrMGvY

l8/Oe8UCOLnZsSeWpQM+L3r+H3dZcIe24Qcd99h+StfKh85YdxXNp+in6+Z+g+4ST1wjzoNGI

i3Twj+HDmGnKqdaW9azi7j1ylcf/XGdgqCOHyVV74Kgb1W0RGhi1jti6iRfI2vl27h9i/jxI8

8xfqXV3FgfBEvGs1JER9hQT/bjwXGM1hXX0qh//B1ggDCfpqTPy/5/BzELZSTGguLGL4qL+4f

lTP1Et/0MUtid8WLuS4vjbj+tfh74W/ke3WgtEvdyH1yGoW/XmVlkNHUJ9TfL1kO3ZVn+LNFz

vz729z+edyMg27Pc/wLvm3XR80VKZnaVixP5wl/2tc7MMsQmWZ33MWVRShEjZ++QmvLZrLj7M

X0EWESovWTXFC8SkaPvrjOlMHBeLlYt1N0Hvq+L/KRXkqb0Kldlh/Mud8WWo3mqxM4k4cJUAf

i7JydXYs+Z2M6xepUUllhkqdwcSey9kkZecHTb+5/V1Sw0bXQIyVQ9HX6IDRO9AiuHzcoDI67

jqvfzQArU59l6qK81QKt8H7tpxEszLeXC7Y0YIlszhx/gCRcefwCbbDrZIKJ6U/lZyq07/jq/

cUI/Nxg8rT4QfIzcvGzdGHpJQEps/O9+KKnsoCK6rg9rcpK4ph7b9i1OaZtPXIhzVD1Fb6dfq

LaRuHMbvXRIwuwTT85uN8T+WsocyZvoq5z9ny9Jd6Nn9dnZemnOa70S4880kSG1Z/jAodSbu/

4H8/OrNixWs4yrUcmDmUycl9GalexErfMdisWkv/n97jzFtvIJ0wk6SvPsB/8lSOT/2QDp9NY

sOcVbzSQ8NeXV8a7HqDY12+o8GS4WR8cIw3W/qCKYft73VlgdsbtNn9DqcGr2YCPzIxohPDkx

cyfO5ZxixeQ81zi8lr1p4zn8xl8GfPM2vUbkIC4ojrOoGZY1thp7nAcy99y/iZX9Pazxk72/y

8xRURKnfs2EG1atXw9y98ZkxM01jqd6NFAiJUilBp0UKxUKhiQmUycVWbkDOkH8E/zixyJoJX

0qTTIpVKOLZwDrEHNtOjrhNOKhn/nMskTW24J6gs2KnRrwnaZs9i9AzIP3dZzK3xigCVq1evp

l+/fiVa35o0jbMWfMKW/Ssthkp7lSvjes3D3enuYPAWLslCYkdO7Gfq7FduQaUQILxh1c74eg

TfU5DwoqCySogfTo4uODu6YTTqkckU6PQabG2czaF3Brd/26rYkcLt7wd1pvLtH3qTHq/FaJM

mnqksbqEVgkpdGvOHjyPzxWm8GpbN0p8u0rW7kSFDjvHz9mH82GkQcTb1aDf387uhcqaOf35o

zAtvbOO7cZX437cmls1py7dTlqOUX2bt1cZsWDUZh7xIRrcdQG7n/jS2u8afqzNAo+St9R9xa

tyr5L0xg6SvptNgxmfsemcGQ+ZP4Oc3v2PAcyZOGvrScN8Ekl5eScC8p7kxeo8ZKvUpp+hbuz

/e/3uZWpLT7LlShzeaHOM76RhmNLzBuEk/03zyT/S3u0i03MSKUdPxfXEwVXyD6fJUCIfWruf

njZd5Y/73VE/czZ9bN3E4KZhVcyYinDKqiFBZnD1FqCzLK/XuOiJUilBZPispv5WKCJVZEddp

FtaOnu1a8eW63++ark6j4eySH7GLv0D9AEcOXkgkKibhvkGlMACTTInRqxr6JsLWeO0iTVARo

NKStWENVJ4+f9QcHDw3L6dQ08V5KlvVHEKvFi8jLSE4vSVjvClzJ1QKf3ey82JMj9m4O995HM

3ylouCSm2eEYVMiX9NByRyQ6HGPJz8ea33PKuChgtQue/cH1SrFYi/ex2eafUKaakZjP2gt7n

tmyGFhrX7jGDfWvy1dSkHTmzBoMhgUM+xVl3U+enPjzl9+jQaWbQIlZZApSBjTDnDa0Oe4Yct

zny1bQ2vd/Rm91evMWziPwycu5Tg7ctQ/Lf9XdBT2bL/Yk5EnuOd5cf5KHQfg77Us2xxPyZ1a

skK12Y8owplxuJpGCL+psWALaw5Oot6Nld4o2VvfNo3YfKMJcKJDt776x+roTJq30/UHHqZ45

dmECo/zYtd3+atH6bw6chBLNd25e+Zz/DpkBdI9BvJ2g1TSPjtTfq/tZg6b6/gg+DDdBk9izr

PTmb1vBdZPKA3nx26wYtfr2bhmPwzjQ8DKpftD2dZCdvfIlRa/mIri6QIlSJUlmXdFFenIkJl

6uWrVG/SieefasHX65feNXRNZibbJz1PgL2BZsH2HLiazY1U3X2FypuD0LV+GV2DTk8MVOp0W

t74eCA3YsNLhUql3JEpQ1ZjUw5pBkuCyiFPTaNBtTb39BicPn+Mj2eNxc1fcitOZUlQ6ebgyy

s9Z+PiYHlWP3Ocyn8W4uvjT906DQgKCiQnS81vyxcUgsoGgV1xc/IhOSOWyMTTZOYm0LPxOKu

gUmhw1s/TOZOwToRKS6HynlbQY1rZWqh8+uejvN6xJipl2UJnCGcql+4PZ7kIlQ9tRYlQ+ehC

ZeoXU1m7eB7Pbz2EUgwpZH6GijpTKUJlOAsWLOCzzz676z1zZccudvcZg0eD2vTZs6pM7yFrP

JVCB8dOHuSjWYUvuxblqWxdaxC9W5T98kxRkynoqawSXJlG1brRMLgrPu7WZ7i52f77M0ehNW

ajVNji7KHiekQMWXmJZGep7/JUOqo8cbB1QSa1MWf10+rzGNbhQzxdKpeqeyGd5apNty+a2dj

Y4ursRnxiTCGotFO6ojPkojPcjgNaFqi8FH6O09d3IpfYsOD3WeY+ijtT6eEYyIjOU/F2tU6P

j3RGHTGkUKlr1mpP5btrz9EktBIeLmXLKSpCZek2ud8SIlQ+ulDpNX82Dt9+zo2th9CLUClCZ

TEvi/DwigWVwjDf/vQlzl09fGvEd0KlvY0bI7t8gb9XtXJ9BRaEyuCqVagf2IU6gW2o4mN9hp

ubAxs5qSuJKbHm/6tUqqhVox5hDRqQlJSM4MF085fh6xGCr3tVUrNiuZZwgjx9/va/rdKJsU/

/iLdryckLBFkhI9GajctYsv7rInVSVO5vQbBZtQH0aPaCVVvtBTso6fa3jdyBLmGjaFOv9Cx8

RQ1ahMpyXd4VrzFrPZX3CpXxKdnsPhfDnMHFB1Bfu3at+ZJO48aFb4iLZyrLZ/2IUClCZfmsp



PxWxO1v67RZ0vZ39sUrDGvWhf+NHEqvb6Y9lJBCX3/9NRMmlBy/0VpPpaChMxf+Zd6SGUTGXj

ArrCBU2ipd6NDgeVrX6oPsHgLIF2WJwmcqbc25q4e2m0btoKbWGa6AtEaTy44Df7Pr4N+cv3r

M/IlcriDALxB/fz/cvO1Jz00gOfMGBqPO/LmzXSUaBHekSWgPvFxL91IWHFx07HU27lrB4RO7

SEiJuvVRQah0svWidpXWNKveG1+PoDLPTaiYmpbCtwuncOrCQRw8pFSu5oC7Y4B5/E2r98TVs

eQUsSV1LkLlPZmm4ld+0FB5NTaNzIwc3uhUtVjliCGF7u+6EaFShMryXGEiVFqnzZKgUhYTh0

2tlubA/Hlvv/5QoLJPnz78+eefJU6qLFBpMpnIysnk6/kfcuzs9ltQaWfjku+h9AxFUk651As

OPiMzjUUrZ3M2/m9q1KjBkPYf4e0aYI5VeS9FmI9Or+Pk2SN8t+h9MrLz83E7ONkWuqgjQGzb

OiNo16CfOde4pIwXkMz6y85gw9bVLN3wrbmvm1DZvNoAOjUagoOtM1Kp9F6mdauuMLdr1y+zf

MtsOrTuQdMaXcw32O/VRiJUlot5Km4j1kLl22vP0ewetr8FqMzKVPN6xxARKh/SshChUoTK8l

x6AlR+uDKSqQOD8HarGHEqC56pHPzVL/i4SvH3vA0RFfWijgCVrrVaonlvPNn/93hB5c01p1b

nsGLDT+w7v4qmTZrRr9VEPFzuPS97SWt62971rD88h7p16vFSty/Kc/mb29Lk5bLn0Ba27ltD

VNIFM1S6OHkSFtKZpqE9y31+MdERrPnnV1z87WhZtw8+dpXQGk3YOzuivJnQpdxnWT4NPnZQ+

UzfXuzesbd8tPOItvJsvz4sWpCfu/hhQGVmppo3RKh8aKtHhEoRKstz8Wm0Bl776QqjulSiST

Xn8mzaorZKu6hT89WFnIkx0KiKjGdbKHGylyJCZfEXde6Xp7KgMY1GIzEJkXi6+aCyKdv5fIs

Wx39Cwnb1ycsHqBvaBHuVkzVVLZa96bk8cWEfqeoYOjTqj1KuumfP3t0DMLH7h3eZ/c85jAFV

8XOzRR6t5Vp6BO3e+J7Xn/I1x6C2uBjT2T7vHwz1PdFFKXALUBN9LgmPWgHEZNhSr5KSGvXq3

YLVqMv7OH/kKgnKKvTt2xZ5ejg//32ZESN64mhBp48dVPpUdaLv5DAUqntzfVuguwopos8zkH

HSid+/W18mqPx00yVCfN3w9bBk+dytAsFTGZelZnIH0VP5sBaICJUiVJb32tt1OoXVh5IZ8pQ

3wd622Ns8uPdrujoeg0FbaEppETdo2/dl+jasS9CwTzkTYzR/7mwLLavLqeOl4cL04QQ4VKyQ

Qo+np9JETuJ1UoyO2EnVZOkUkJuO1MmPSqpc4jLVZGXqcLYzkqeVYV8pgEqOivJbooYbLPtqL

We9gmlhPMyeIy4M/Hw8jVzKaY2adCRGxKEK8MdJYRXOlW2OhjjmvzmB1bu2cEpfjael6ehfnY

r3sZXY9fqU956tjjWxWbKvbKN/vxk4+bsisdXhVKkON7YuQ9u0By93aEvK9V2cuK7Btao7B37

4leznXuC3XtV4/4ed9GzjyYzvN5FBDy5fmYklJy0fO6isXN2FIZ81QWlrjdrLZvuKWEunMZC4

35bFM9eVCSqXHIoiyyChVqDlsbYK6kGEyoe/KkSofLShUv/t52RWoNvfwoo2GEzsP5/Gr7sTM

CJBLuSsfUDFaCocZFro1qjXk5KejUouQ6pyQJ/PlLeKrcJE8LVNtM3+pULFqXwsodKYyZrX+r

LUsx+2F9cQnmtPbUkyN+p/wMIeUbz08XFUxniyDJEoMuwImvwrP/QJss7bVtJaM1zipeCeJDZ

piyR3Pxs3BbE5YT0dPcuHAYzpl3mt60Q0jb1JSsyh7dODOL7zCINfbsWs8XPwbhVCUJ4JbeW2

vPN/fXGxCDwNZEZHkGJwwLmSF27KmwBsQp92hQP/xpl/SDkHVsVPYcDg5ok2JQVbLz88HZUY9

XnkZaaSJvOgsnPJgJ6XlUaaXk9ucg4u3raos0CdnorS1QmT0QZ7uQa1xoTCVkpyShq2jm74u9

qQkK7F3d7E9ZhUdFJX6tSqbBHMilD5gF6MD6qbe4XKpYejyNSXHSoPX4qnsquSIWG+xU5ZvKh

zf1eDCJWQt3Qx06e9x7jZC/B8hHJ/H33/LSavWc7KrYdwrSAhhQquVmErPD41j2xNfo7sB1Gy

c9Nu3bC92V9WTALjpv5Am2B/vDsM52qyyfyRrQJCvKU0D8gjbtYIqoieyrtMZOn2t3BLXACE0

ooxJ57F6/bgkqfllMSblo6nuXgll1zPrvyvdS5bz8ZweM0GUiRSfLycqfTsu0xoU7n8oBIjGr

UGhUKOVm80Z8iU2aiwiO1KmxyQGXWaDUePc+nQGTxatKV6Lpy4ep7aHZ8i+fgB4hw98TJ4UTd

QRrU2nXG1oOP085v4cEMi0uOrafT6eFK37uWa1p+G/jbokjcwetp6Qnq+ypTuNcj1VBH75ybk

wc0ICnVClpbMn1u3EFRVyf64QIb3aYr2hoba7TvSpr51MSUtmL7VIt27dzfHUPX1LZ4BrG60Q

AWJUEzCYYRSytRLK/jw4nLqOwVysv03pYmbPy8qTqXoqbw3T+VvR6LI0ZUdKg+cj6VVVVfaBL

mKUGnRKi5/IREqwfXPldhOHk/67AWoHyGo/HXci3y8Ywu7tx7CrwJCZfmv1tJbtORM5fEbBmr

4SOnZWIm/pxRTblaFzKjzqHgqha/sefPm0b59e6pXLzneoyArfMFLTEaMJglSiQnhG98kkSLF

hNmJfBMBTCCRyajgd00KLcqb+GIyGsxzEnz0t/5mwjwXk0SC+U628LkFTvyciF28/sWfRJ05x

dB3BvL9pFkcv2Six4D2eMlPsumcL6uWTmTXlE84FhJMxsL1BHfsgWdNHUf3XCF87zk6DXZi1f

okOgwfiH2yD+0H9uDF3i1Kf6Duo0RiYiJPP/00Bw8eRCYrp+MHd4xXhMr7aMCimr5XT+XPR6L

Qi1D5gK1Wvt2JUJkPla6TxxMvQmX5Lq6H0FpRUJkdeYPe9dvSo0t7av3fXPw9pNQNur3dWVEv

6piuR/FPvaeo/dZY/D+YVGFDCglmvnjxItOnT2f+/PmoVKqHYPmH2aWek9vWkeDqgSFch0dVf

3wrK8lJ0pKdGEFcRiKXY3Ox12eDfwgKxyo818iJzSv+xFS3M12b1sG5xHPHJgyabDRGJQqVAm

NeLgYj5jBIxv/g1ValwqDTCH9Em2dALuCsAoxaI0ZMSKQS4T+Ry2UYdCbkSjlKRfls+ZdF8wJ

oL1q0yByDunPnzmVpwqI6IlRapKbyEyoPqFTnGmlQ1btMgzpwIY5WIS6ip7JM2iufSiJUWgaV

V7ctxe3GBmp4Ktl5JZvE5GQGNXElNVvPlgtZZmMI/18oF+JyORWtwUYhoXNNRxysvKiidwghv

flE9I4+JRpZ9FTerZ6ioFKalIKhamMkQ/tjmP0FsjvOeFZUqEw6eZawtr2YPKAPY3/6pkJDpX

CDe9myZeTm5jJy5Mhyi49YPm+5+91KHn/++AH7TZWxOXKFbFyo2c2Ro9vicdTkUWdoG258uY3

DrtnoruxjR43XODtOSffhq3nrw3407zSKZv7293uQFar9a9eusXjxYj744IP75qU0O4OfmO1v

E+Sdy0CZY4MhLQ+TDRgCTKhCXB6o4e8VKo/HZLL63zi6Nirb2Yy952N5yoLt75CQEHr16lVIN

2JGnfJZKiJUWgaVgraNeTlIbey5tGEu8UfXMSDMgWS9E9uPX70nqBQ8CEY7H3TOQaiDe6P1si

xlnAiVlkOlW9XGaIf1J3POl3dVqqhQGX/8NHXbP8P7/XrxxsJZDwUq+/Xrx+rVqy1+2Xz88cd



Uq1aNnj174uz84ENKWTzQchbU67QYpVIkOgNapKhkRtQ6UEn1GORK89+NEilykw61UYqjrQJt

ng6pQopUonygl9nKeepWNSf8+BC2u3/88UeEtSJ8t9/P8kRApVGjJ+dAIvJECTYyO0zCGXYp6

GzykD/lhNztwW0dPGyo/O3QNb7sURUX4cR8MSU6Oho7Ozvc3NxEqLwPT58IlZZD5U3163JzUC

fdwF2pJSNHz9EFb5UZKg12AairPo3Gqy4Gew+QWr4lJUKlCJWWvBLuJff3+fPnqVWrliXdmGU

yMzNZs2YNly5donXr1jRv3tz87r7XzCsWD0AUrJAaUKvVnDlzxpydyd3dneHDh+Pl5XXfx/pE

QGXGnmgyd8WRo5WgkMmwUSmRC+cdTEbkdRzwfDrwviv61pfjPYYUMnsqj8fRtWHZPJXz91/l9

wG1yzRf0VNZJrXdVUmESuuhsqASDTotEduXkX5lP91CJBicA7mYoOPisR3Fbn8blS7oBa9k0N

NofOqCrGxx+ESoFKHSkrfAvUClJe0XJZOUlMSePXvYuXMnZ8+eLWszYr3HRAOCY2jAgAE0atS

IunXrPrBZPRFQmbz4EuooNZUx0SrAGZWtExKJHIPByN9piTiOqfnAFF4unkoRKh+Yve5HRyJU

5kNl5uTxKGYvQFPM7e+SdC8cOtdrclDq1ZgcPLi+fy3XNs6+CyoNtpXJDe6KxjsMvYMPyCz3S

hbVvwiVIlRa8k54GFBpybhEGVED91sDTwRUxv90iazrGcxs4Y9TYAByn1CkLn4YNFoWbllL4r

MP7lzlvUJlco6WV1ad5/VONcq0Niqkp9JoFPZwMF29StSZM/yxa5dVc6vm5UV3b2/h4t1dRQi

lEa7T8dfFi1a12SkoiLoODvlhKBwdwd8fhC0pHx+wubf8yiJUQuTPc+j79XR+nb2AOmWAyjuN

qU5N4PruleReO0Brfwm27r7kBj5NbpVWmKzyShrJzsnFwb7oQ/wiVJYPVOZlZ3Pwi7fxMqbRq

Io9By6nEZWYSY+6TjipZPxzLpM0tYEalVQ08LNFZzCx53I2Sdn58Te71XHExcoEGkK4GZOdG/

oWz6Ov0bzI90FFOFNp1YtKFBY1UME08ERAZfTScLLOpjKjVQDeNRqgrNECaUBdjBot63bN43S

1tAdmlnuFSmGgnRccZ0o3y8/c3Jyc0WTij8PXmNPP+rpCG/dt+3vuXFi4EP25c0xTq/nYSmu0

Av4WUsAVUU8HjAV+trLNF4C5QCF89PODJk3g668hsOxHJkSotCSjjo5Lm77i9xtV+fjlVsz95

EeqDHmLnqXkts7LSMImLwOJqx8mRVnOSifz+/J/GDZoaJErRoTK8oFKoRWdWo0+NQE7GzlHVy

4h9siO+waVRo/q6Ot2wOBXB5OjG0jNPxfvKiJUWvmiFMVFDdyhgScCKu1OZdD6kgY/FxnetRq

hCG2OxLcWxpxstl1bwUHVjQe2MB4qVBpNbD1xg097l3zTVcioU6NGDbp161ZIL+UOlenp8Pbb

MH8+eHpCs2ZoX3yRvdevW2WP+oGBeDg5FVtHo9Ox/8IFq9oMCw7GzcHhdp0jR2DBArh6FXXDh

ui//x7HZs2QFPPlVFJnIlRaApV5HPphIEM3urN9Tnde7j6Ddm+PJmbbGhICX6ar3UYW77yAV1

A7fvx8BCs/+5Dl190Y2sqOLYdisHXU8sqwQWxY/DsZ/v15uUkMs1cfJDXLm0DXdJJVgSjSzyG

r1o9+9keY8tcpXP1asOC9MF555XfGLFxDvxDbu8woQqVlUElCEn+FNiVgYB8azC89WUZuRgYR

OzZTQ3sZVVBDtv21iYyoy/fkqTSpnDC6VkHfpD8G/+pCrJNS3wEVASoHDx5sDhUkFlEDj6IGn

giodFIbeea4GheTDrvK1VD61QQXX/QpyWxWH+aEe/YDs92jApWBgYEI6cIKlnKHynffhRkzIC

wMfv4ZhMPE8ns783bfDCls0aekmMFy6vTp7LazY9aKFdRu29bqLkWotBAq5w3lgz1S7HU5KNS

2BLdvi5/+Oj+tVPBcDzv8nxlMyq75dOjfn/NbDrB22Y+ct6vF8vmfsPmbKTi7ObD03yzkKfY8

/VwdbKq0wGb/bFw79mXi65MJrl4fW00ydavXIXF3fMwAACAASURBVK/jW1TetZJa74zg6tq/G

TtqjOiptHBlFxWnMj08gmqNOjKibStm/vW7hS3dFjvx63yid62jupfMvP2tRcHecDVJafnv6p

K2v43Ofhhqd8Qg7Ea5+YLU8swhFQEqLUnTaLVCxQqiBh6QBp4IqBRSUNU8k0WHDCMqJ2eUrpV

B5UxeWip/uicS4VFqlspyM0d5QOULv5/i+TZVUcgtf1kKEzAaTfxz4jqf9S75POYDyf0dHg7V

qoGrK/z7LwQFlZuO72tDej0zX32VSfPnM+rpp5m3fr3V3YlQCf988xljf/qeLyZMpt9Lrxahw

zwO/TSCX5MC2br0Is93cGTVnv30GvsOR+aF06qrC7UGDSNuxxzqhjoyd5OKpulr+D3Zg0/eG8

bGOT/Tpm09zkqbkHUmig4dVKg9W2DYOgO39s8xYewUnh/zNqa9e/Gq5Up069fx3vw7oW8P5/L

yVbww+g0clXdskZpMvNOnI3+GX2bHloP4imkazXYrLU3j1+uXWv2MmNuNjkJ9eAt+NWuhDajD

4dmfkHLxZJFQaZIpMTl4om8yEH1IGCiUZepThMoyqU2sJGrglgaeCKjUJuhofFZDLa0RR4UEW

6UBQ14el11kbG/kgfEBJjotD6icsOocPRoHolRYB5V6g5EDZ6N5v0doiY/AfYdKg4Gcrl3Rbt

+O69690Lr1I/VIpkVF0aZ2bWI0Gk4fPIh/o0ZWjV+ESgj/ZwNdx49mXMeujJ+9sAj9GUi6vI8

YqS8xVzSE+mYRk6ElR52FncYdp8r2uFWtSm7cRTx83Ll4+CQ6WwmH92xGWrsNksM76DnuPdLO

HMfk15A6Hnmkyz0wxp7FplIgZw4eJRcpLlUbU0OWQoJLKLYxETjVrU7Cv4dwqNWSUNfCV79kW

ZloerVnh0pFx2XrkbsWjuN65ySCa/patS4eVeHyhUoT2bGnWPjVcvLq9+SlQa1xVUowaLUcX/

AdV7as41KujPc6epgv6ggwaajREX1wY4yVqmKSy9m8aDXKTn3oWMX6C3UiVD6qq1Acd0XRwOM

NlQYFSnUo+/6Io3bOBd5sVRmtWkNaWjb/ulUippEEk436rqM2SSf+x/nIRPO/O0vHdnmEhuX/

Wi5LKQ+ofHPVOZ4uI1QevxjLxC5VHypUJl++TK+wMLqEhfHhtm1IH8G8tcs/+IDBn3zCL2PGM

PyHH6xaCiJUgiY1hRYdm5CZl8fhNVvxqFG2y2N3Kv7S9u9568vf8Or+Pt+N7YmjougLGVYZ7D

9hh13b8Bw/Ck3r9sR/9SMmZcnesCcZKtPCIwht1JHetWqw4OAmy9VtymHjhBdZHfQiflu2UG/

GR7R1y0OPEb1URcruX/lx/k5mdLVDEdYbeaP25Crs0admopGZkChs+f2d6di/+h6DAsHZzQV5

6Ucpb40v7shx6nXu91Az6ojb35YvF1Gy4mngsYVKk0GOa1Yn5JoATp06w/E9f7O0vy02OBObn

MUvKYFUbtwU/A5jVMUXskz8vy9y8XqS+V8lDye83Rw4eTnWLBPWOINmbawLT1Ow8fKAyrdWn6

NbwyrYKK07fyh4Ko9cjOWdhwyV4du2Ub9nT3p36MBv69YhL+XL+V4em8zoCBwcnZA6e9xLM3f

VvXTiBDUaNmRiy5Z8uX+/VW2LUJmvrg1zv+WNWV/SvWYdZvz4K/ZeZctnb5XyyygseCkrvTgA

5fkzJM9aQGanwpfYimr2SYZKbVY2lf3qUtfZiR03TlmudZOWc0s/55XPTlK3T39eH92Kr4eNx



9iuPbJLVwhqGIhBUZ9mxi0cD36BTlnL2Gasx7VJ3+MytiOntusI9ExEXs8fbEP57O3nsLcCKt

V/bWbw82N4feKrdJwy8aGkaRSh0vLlIkpWPA1YDJWzIzbw+pkF1HUM4HSH7yyayanLsXy3fB8

LPxhwS75ydReGfNYEpZUxxizq8D8hk0GBQ1pHKtnVIiM7h+ysHJb8vpT3O2XQuYqRpPg8PjxZ

mSZdhqGTpaL2XVfIWxn374tcup7EpRtJ9Gpdi05NQ3nzm3UIAZdDaiXRqUuENcMpJFseUPnV1

nBqBnnhYGvduSEBKg9ejOW9hwyVe5cvp/OwYQzs1YuFK1ciUxSd3UQIgSR8H5Ql3VhGfAy75k

xFcWMv7ao7ImswFEWrQUgchHAisjK1WdCQkZGRBAUFmXPtpgu32K0oIlTmKysnKZHRIwdy8Op

lBoc14b15v2Fja4dUZt2xDitUb72o0YhN1HV83n0D6akTaIa+QNzkTyxq50mGSkFBn3bqy7dH

T/D3Z1NoOnakRToTspxpstUkXj3Ep8PeRT16OjarVtF97jRUP77OlwledGndj9Y2OzjkMYCOG

UvZIWlA1HsbeWnPeH5u+TlpYdnsPHWFQdMWMfN/zczvEIuKTo/Tm5MxLVmFZu2v6Nq3FqHSIs

WJQqIGbmvAYqg8nHqZ5nvfRi6RsaTReAZUFqIDllweFlRKc/yprO+Fna0DmdnZ2Nuq2LfvMMk

n1/JrtywuzkthakgD2g8YYwbFNM8VSGxybk2mIFTeOcOKAJUzt4ZTqwxQmaczcOZqPBM6lpxQ

/n6fqbQUKnefScXeRkaDEEfkstK3MdNibqA+twMvz0pEJqSzd94UfJzkZqg0F5kt0sCmyEJaI

wttidSp7N5LESpLfvYz03JIjs8o7RVB3LlTfPTOG2y7eoXqTs50eKoj73ftSbRcQabBUGr9mw

JKuYwgDy9zGtaiis5g4FpyIlq9ZW1m5WThnJRIk6tXsD+4B2l8HOoBw0icNAWjfYFQUyWM8Em

Hyis799G17wj8nRxYvW0tHtWCS7WnSZfJhhmfs+JUJpnpOfSZ/CYHP5pKdu1aGJNyaNs2iAxT

A54JOsP0FVH4GK/i1XnAHVDpTIPJr5O9djX9P3qHOs6W/UhR7t6Pw4hxmLw9yfh7OUYPNxEqS

7WYKCBqoLAGLIZKoVqT3ZM4lh5ubqGbVxht3GuV+CswIS2bM+diebVt01u9vvLb+wxu4ISDjW

UPelkMpkwPw0/RDltbG2QyGTqtltT0bFYv/YUZPRMxfH6SqbWa067/yyhkUtJc/gb721vgBaF

SuGEtlUjQ6vQId8TvJ1TqDSaEf3feRb+Tp77YEUH9QE8cVKXkL5ZICtlH+EK9fCOJMW1KDtw9

a9YsggKr3LeQQpZC5U+bo9lyNoMQTxte6eaLn4cKmVRyy8so/CAw6vWg15CTlsKqV7sQ6m1Dw

wA7IlO0HIrIKQyVBReT0hl542HIw7ojcXBFYmX6PhEqywcqhVb0uWp+nzKJr7ZvwqjV8oHJxC

yg8KGUkvsTvFErgf7FiK0ChP0Sa+I8CIdLTssVhFbyJXPCZNK6Pm3V6+hJh0rhcs2bg15m+fY

9DOzQhm+WzENuq7Jql8CUFcvopz+h+8/f8Gy1sgSzt8BkRiPyqFicew+BGzHkzv4c9bDnzBXt

bFzM/6wt95KmUdz+tlbbonxF0oBVUJmuy+H5f79lQ8KxMs9BePl3kuppIs9Pt3U/ijK5JZVUT

XGws0Umk2LKy0FtkPLvv6dxSVpHl03hfN6gBW17DUKn1aHx3gYOcbeGchMqr8WmMmlodzR5Wn

Ycv8jxS9epWjv5vm1/bzmZyrqjyUIEpELFzUGOTHZ7EycmLde89V2a985GKUVR4KKCwWgiIyu

X6t7/ee6KUf7Vq+G42EnMAdALluite0k8dhrP1o3wb5Of5uz0qdP4VPLBy8sLhVSCj3MpoAtc

3riaUf83mh7tuzHpm0VI5ArcHeVmYCxY1h5K4nBEvgdZKZPQONietrVdCQtxJCcpDoVOzZH1y

3C5tAZv3wA2HLhgOVTe7EjlgiykFbKqbZBVbYbExs6iJSlCZclqstRTWbCV+JPHSD11grD4GO

ZlZRKjs/wd4S6TMdbODvdiAlynmEz8oFaTYoX3s6arK8MaN0cb1gS9m7tFwbMLzudJh0pBF7G

nz/PmkFHsjIqhd50aDB45jFZd2mHrX9mi58yUl8WGpbup2rsbNd2tO0Neagc6HfK4BJQbtqBa

8DuSqFi0I4eQNe09+C9cmwiVpWpRFBA1UEgDVkHlzZqnMyN578ISsvS5JaozN1eLOjWX7v63P

WMLzmxmsLcMZ6XFJ12sNpk8vjXu8no4O9kjNehxuHSB9Oq1Sc/MZtPfmxhz/gBLGrWnbuNm5E

kTkARtB6nxLqisHhRAz2Z1OBkejV6vZ9Hfe6lSPeG+QWVxEz0XdXtrXpDZdiERe0c7XOxLDpm

RkqZBp79NqFq9kbjUHJpUKfmX94FTNzBKlbi6FM5Skx2dQG5SGs6ezngFVTIP92p0Au7Ojrg4

2pGm1nMhPq9Ue6lObGTlsneoX7s9QcO+wmill7CrbzqeW1+jXbCcnRezCPGywdtRzoYzmdZD5

R2jtZt8uNTxCwIiVJY/VFqk+EdISITK28Ya2bYX60+eNf/hNaDmf/9t2WEEEH4GLwL6FWN/4e

09DfjQivXh/l+bvf6rkzv9fXJGjQDFbXgVodIKhYqiogby70BIJCZhH/E+lId1ptKUHohNWnM

c7ZxwsBMO/ksxGU2kpWeSnZNLwp8rkLVvjHNQGhK3CCSywh6Rm55KO1s7hnRqhpebM4fPXWXu

2p0E1Ux84FB5p2l+PRKNg6M9Hk53p5EryYzZeXquxafwassqJVo7OjoaR0dH8yWUgqW8Murcu

f0tbD1nqfV3eWh/2xXHnktZ5iF4OshpXt2J9rVdsMuJZM+UvnSo7ihC5X14bsujybJ4Ksuj34

rUhgiVt62hSUvn2F+b2bT3EE3iE4hNSWNzmnUX3Nq5OvOJY9G7LFpgXEoqF3LUFi8BmUTCqOo

h9G/UgLwBfdBXvzvU2sOAymvXrpkvAYpF1MCjqIHHEyoFRDbYQLYvMq0bGOzM2We0hkyMNmkY

ZalI7bNBaigyHexNqBTOH3ZpVoeQyl78seMIiWlZ93X729IFtOJUHLkoCPaw7MLAzXYthcrix

nG/oLK42983z1R2r+tM31beONnJkUolpFy7IEKlpYvlIcmJUAkiVN69+Iw6HVKDEYPRiE5IfW

pFEY7XyCTFX9gT2jNY6R9RKuRIhegT0qLbfRhQaYVKRFFRAxVOA48lVApaNpkkoHFGorcDo9J

8ttJg0mCSq5HINaDQFGuMin77e8OFRJK1UquhMjopC7lRx4CGZcv08aCh8tTVTFwdFAR4F/bI

VgSojI+MpElQEA2cnVkvhhS661kSoVKEygr3bVeGAYlQWQaliVWeaA08tlB5L1Z9XKHyWmw6n

rbQo45PmdTzoKGyuEFWBKg0RUZyLiiIas7O2DzBULn3TIo5XWiTUGezF/lmEaFShMoyvWQqWC

URKiuYQcThVHgNiFBZhInij+dn1BECoN9Z6tRPpVX7K2U2bHkEP99/NZXTCWpqV7EuzmJ4dCo

+9jJ61Ck5c0lMTIz5PKWDQ+HtdREqC5g9MhKEc0/CuVMroDIqKZcPlkWat+l+faN8UhOWeTGW

Q8WdJ5P5YVsCdSrb0qm+G2HBjtipZIhQKUJlOSyvh97Ew4BK8UzlQze7OIB70IAIlUUo741mK

zh7JY5+k39FyOoiHNEUsrrs/H4UqaYT7Lw+r8wqLw+oPHo9jWPROdQOtA4qD5yNplN1dxoHup

Y4/jlz5pgPivfo0aOQnAiVZYfKbLWepbvjOXg1i2yNkde6+fJUnZLtUOZF9gAr3oRKoUshnqq



znZyRbb0J9ZKTlpj5AEdS8boSz1RWPJtYO6KHAZVDhw5lyZIl1g5VlBc1UCE0IEJlEWb4tPsm

zoXH8+WKI/RtHYZSKedqTCIvPl2Li8m7WH3m6zIbrzyg8kRUOnsiMgiral2u5L2no+hW25NGA

SWHFLrfGXU0u3bxRdeuDBo0iNCFC8HKtHzlvf29QfY8O6X5Afoz5ZZdfhICJuisu2dQ5jXzqF

W0t5HSvbYjTSqVngXpUZubNeMVodIabVVM2YcBlWLw84q5FsRRWaYBESofQagMT8zmj+NxtKr

rb5mV/5NafyicoS0CaOBbOP7knY3cb6hk714MnTsjGzgQKgBU6lCRS362Dvm4DZbpNDoaY+vW

4OQEp05ZVucxlDp0Po3f9iffmtlToY70beWFLXrSRU/lY2jxu6eUnhOL3iAE9Xn8igiVj59Nx

RndXw2IUFkMVF6KTOSjRXtpEloFvcGARqdj4tCmXEze/dA9leFJOaz8N5bWVkLloq3nmPZsbS

o7l5zu7EFAJZ07QwWByoJLwNLg55TxTOX9fZwffOvC9vcve5II9rGlX1N3agY4mC/siGcqxTO

VD341ln+PIlSWv07FFh9vDYhQWYR9fRyD0ekNRCdmYDSaEHJm29ko8PdxIU+fTYbm7gs8li6T

8tj+jsnQ8OU/l+nbKtTSbs1yi7adZ1qfWiJUlqA1ESqtWlJcicpGrpDh52GDQn57u1uEShEqr

VtJFVNahMqKaRdxVBVXAyJUPmDblAdUJudombr+Iv3bWAeVY38/zJEJrbFTyEqcteipLH1R6C

Ij+SsoiEbOzgRacfu79JYfDwkRKkWofBxWsgiVj4MVxTk8SA080VBpMhq4uj4eVftK+Dkaub7

2KtLWIfh73cz9aiD8cCKBjX2QyyD3QjSXUpTY+LhQIwDO/BaPZ38/KjmXDGkFDVpeUPnmyjOM

6lLbqrUyZPFBot9rX2odESpLVRHRkZHUDQoi2NmZf0WovEthIlSKUFn6U1TxJUSorPg2EkdYs

TTwREMlmMiLSmTNJgPtGxrZF2lPt7a2SF1skGXkYXCWc3FDBO5B7tj5OuKq0pNwKZ0YhTO+aS

mkerhTt6aK9MhM1CYFnoG25CVoUFWyRZukRuZmj0p5OyC0YPrygEqhnZZzDvJ5nzCLV1OeVs9

bq09wemKbUutUdKjMzcrg4h+zqSqLYfuB84TYZeDtKGfDmUxCvW1oGGBHZIqWQxE5+DjJaVe9

6HzBtxQhUyFxD0BWowfK1oNL1Y8gEBkZaQ67JMTzTBehUoTKIlaNePvbokepQguJUFmhzSMOr

gJq4AmHSsBoIGHHVQ6fVdLp1QBS/44h5yk/7PdEk/OUD4lrL+Fe35PU6Dxqe6k5nagi41o6Bp

U73V7yQ3MxkSs3jLjYGND7OmE8G41zK1+if44l9K0auDsUDqvysKAyPUvDuqMRLHi+YanL8EF

AZUTnzngNHIhDGW5/35yA0WAg+tQhdEfW4OJflXU/f2M1VMrqPYe8Tiek3lVBZW+OR2pJEaGy

ZC2JnkrRU2nJc1TRZUSorOgWEsdX0TQgQiWgz0rj3A4D9Xu7E7MhipRGlXE+GIOmfSWy9t2gd

vcgLm6Lwsshl/AUFRk6e2r55qFxdcM9PpZNq5JQOiqo1CWE+o7ZHNmeQJJvIEOGe6C4g1HKCy

rfWHmGp2r54ulqb9GaSkpXs+tsNLMH1itV/n5D5dX166nfrx9vPvssU5csQSq/edyg1KEVK6D

JzuLgopk4JByltr8LN7JkHNh/+G5PpVyFxNkXWfBTyJsNQOrkXqZORagsC1QayYy9woWEHKrV

qIubrQJhtyA35RpnruYSGlYLlzsfmDJZ5wFVMulJOneAGOeGNPC/O76p6Kkszg5Grl+JxDGgC

m42/x0dMmqJPn0VZbVqeNlb+T4waYg6fgZlaAO8HYU1VX5FhMry06XY0pOhAREq74DKzLOxrP

klDncne0LHVSV13XmyovTIGvnR2C2dkwm22AZ50qiqibN/xaGs4UzyrmiSpDaEPRuMn0Mef3w

cScN3a1HdR86dfq/ygsq3156jaTUfi6Hyamwa6uxcXm0fXOrKnjdvHv7+/hU2o05xEzCZjOQm

RmNja8+1MyfYM3PsbaiUKpEGtkZevxvSyrWROlmXjejOPkWoLAtU5nFk/jiGzD3Oe7NX8WKrI

CCXnd89z6h5En7eu4y27lYCRamr+T4KmDJYPfZlMkfP5cUGbnd1JEJlcbo3sP7LmVxr9QKvt8

xP4KBPvcwLvX9l3J8f0tzDSjA0RPFNi+54ztvFsLB7e67vHPHDgMoRI0bwyy+/3MeFKzYtauD

+aUCEynLVrYnsyBQ2H9HzzAAfino1lhdULtwXidoopV6Il0UzuBydSq5ey2utAi2SL0qoqDSN

f/zxB25ubnTs2NHidvcuX07nYcMY2KsXC1euRKaw8kvE3JOGSzs3cjovgO4daiExyFCatGgNW

sIvJSN1MKBMTyF220Jqetrj0fctYsMTyXHzxM3PF0eTHqnUhE7YQo9MIaBmMPZyy7a+hd5FqC

w7VL5+xZeeYS14b0g3JDln+Oi5d9iZF8Any77E7uxafvn2FyKMJrwaD+KD17uxfXAPzjTswI0

r53CtOYAv3/8f2ogD/PHrPLZeiCHFoS6T355Mz9qO7F/2Dd/8uQebKg2IvubE4uWT4N8NzP5m

Dlek1Rnwwkj6tvNiYf/BpLVozZFDxwhq0oeW9uH88s8NGgx7nw8HVufyP4uY/es64m0aMfaNl

+gepuXjEe9j42vPvvBcmgx+hxEh15jw2hSy6vRkzvRPqelhV0gpIlQWv0YST6yj39dZ/LFgKD

5KCRc3LGRWcgO+H1Gf9HN7mPb5PI5HKOn60nBeGtScTZ+9xv4Md84fu4hf7Z5M+/oFcvevYeq

7vyFpVB3J/u08vXQ73ZTn+GTaYk7fiKfRoPFMeaUb6z96l81xGVxLdWbBkk+oYW/5+6asUHnx

4kWWLl3K1KlT71LClR272N1nDB4NatNnzyqL35uioKiBR0EDIlSWq5VMZN7I5P/bOw+wqI4tj

v9Zlt5EQEAlqIggWMCGYjA+sRdsxBo18RkVRSNYwYpdFHsUu0afiS3W2LsRsWEsKIKCiFQBqc

uyjffN9eETdpe9Cwq7MPN9+8Ww587M+Z25d/937twzhfr6sJBzt/2lROWeewnI5xexFpV3opL

R1tYYXRqX73EvwSRLVJ49exYZGRkYNWoUa5JfRlSmY9eIblif4I75vnVxMk4bPWKuI75lTzy8

lAMLq1uwbtUbsRcfwMnWFcOWj0Xk9FH4LcMZ43xb4PLFCMQ8uIO6bYeA91aCub9Ogb0h+7f4q

agsv6ic96EnOuS9x+h5P6N21B9YdMcc/LCrGL5mPswzE1CvoQOMRDFY3t8bjVYfRMGcnkjzPY

vZfZ2wf+lccAbMQU/998g2sIa9hSbCdkzAlszRWN8/DbNCs7AyeDyEL05gzOJIrN/SH7tDb2D

SjElopP0B+1YGQr/fBCQuHIdaAScwsikf06auRu8lG+FZdAddBh3Byg1dsPSYGAdXDYN50Tss

Cd6NUdMHY8vPizAweA/a6rzB98O3YdbBJUgNmkxnKsuxo06RIB27x/hDZ84GjGypi31rNqHJ9

z5wq5WJX8ZsR/+1s+Fpy8W59avx1skbBldX44XDRCz60RnHJvrgips3OI9ewG+pH2xyH2BSt4

nosWM7IvxD4LFrKwa2NMbBeUF46DEFrrfW4Fqjn7B5lCN0tLjgsFw3TUZ4eUXl7du3ERsbK/O

6SEUl658KaqiGBKiorOSgfSlReSsuEycfpcDLTfHjbOLi9cgk9G5qhjY2JuX2WJaofPLkCa5c

uQI/Pz/W9X4ZUZmJI9N+wpFcZ3SwicfpghaYqnUbZ9ERxk8zkaz9CCIDK7xLEmK0swM6LfbHu



xWb8cHRFbZOfOwN3o/ol69h4NoXzWCIwatnoLUF+xkMKirLLyoXFAzDXP0beOY6AQ53jkHQxx

t/Ld4I7zVBcMqOxO3oJOS8vIT1B85hyrajEAX2AndlBH50tcSR4AC87+yHfzcpwN/hT8HPe4e

NoRth3jEYAS5XEZw4EDsne0DjQwxGzDoDv4kWWO63HLk6/8sAoGWOH2fNRPZGPzgEX0FXqxzM

CtyGn9evQNO0v+HpuR4jxtbH6qM3YGWo/dFJAxds2DsRh+esh++aHbAWxWLEgKUY+9ta5K70p

aKyHKKSrKXNv78DMw7VwZo5dbB+YRSmrvsRkoQw9Og3HTyOFj4+ODCC94IlqB+xC3meszHJ0x

Jnp/2EdQYt0URsiU2rxoKDLBzzGQZen0nYNuEGdkaugmMtLqJPb8LIuM6YmnoY6T1/gZ+H8o/

GyysqQ0JC0KFDB7i7u9OZSta/DNSwOhCgorKSo/ilRGVEYg4O3kuEVzuyLk1x2X77NXYPbgpt

zZJvoys+8v8WskRleno61q1bh2XLlrGu6v6JE+j0/fcY0rdvBR5/F0FUyIcQXOhyAYEY0OYUQ

azBBcRCSDgcaIjEKOJyoSmRQENLC0VCEYo0OeBwOJCIhOBoACJoQrNIjCJNLXDJH1iWYlHp3b

IljvzzD8ujao6Z7Le/P66pXMAfjd97Z2LW+nhYuthi5gh3zJsUgn7zh+HKrkPw/skHNsZZ2D/

aG+bLZYnKKTC8sREZLQdhSAtrJJ2dh/XxQ7Cw/R0sut8Bu+f1hiQ1AiNmXsS8+a4I2f0CW1b4

oXbx0JckYN1gL7mickJAayx/4YI7y3rBoHhIiJ8hYNJqKiplDOFy7/0teo9fQ7bCLD8dKe7TM

bWHLQpTnmDAgENYdj4IbUyL19fy8VuAXwlRucnCA9Y5HGwJ9oGuIAHreg+G+YzFODz2EIIeha

KVpQ7u7ViOhRqDMSLuQKWLyqCgIEyePBnm5tJCls5U1pzrYE30lIrKSo76lxKV+QIxuu16iJV

eit/mLioqwu6wWOwbwi5ZemJiIrNOUk9PrwQdWaJSKBTC29sb27dvh6Xlx0X3isrrsDC07NIF

ni4uOHrtGrRKtaPoeFX4/sYff6Dz8OFY2qsX5p49qwpdUqk+KBKVJ32bYNe44cjsvQYBfWwwz

ScEfQIH4vKOI/Ce4As8P4lJK7fBZ91/gAV9S81U+oJzeS14rYaif71cbJk5EyltgrAzsBHWT1

2HtlP9gKd/YP5vIhw49gsuBgYh7mnqlgAAE1RJREFUu9MoDG8GHD68H82+H4+XgWPlisqVx+Z

g3/jF8Fi2BB1rv8evZ+9jhm9vrPVbW0pUroNgoy8ee86DXzcnqZ2q6JpKxUPy6ZEQDA0W4Myt

2WikyyGpOHBq/jScNB2EAG9bXN15FEZ9R0F4ek0JUflb86lwDjsF/UHD0EkYjomTN8PvzGmYH

l2I6zajMKWXBVYvOISBaxYjacNivK/EmUqRSISFCxcyH23t/812f4ZCkaiMj4+Hra2tYnjUgh

JQQQKVLirtXWzQtKspNLXKP2OmghxZd0kslMAwrwEOhp5ijingC7BmzyXM9+nDuo5iQ8/Q+5j

XxxmanLJZisQSXHgUj1X9m7Jqg6QUsrOzQ79+/RSKSmJw/PhxPHz4EEuXLmVVf356Ojo4OiKF

z8eTx49hZWfH6jiVMRKJMK5DB+x68ACPjx9HiwEDVKZrqtIR2aJSjPTocDwSNUYXJwukxjxEQ

W0nNDTRxP3wSNi2bg5xfATCXyTAor4jLDRSUFjHGfpRf0OjdT80NtND/NOH4Fs5oz4Scf3uP4

CeBZrZ6OPtewO0b++A/OTnuP3oBcRaGgg9+Rbbf50G89wkRNwOQ0qhPpq0ag/H+rqIvnEVJm1

6wFpPiIcPX6JJu9Yw4afiwoXnaNvzW2jnxuHu3X+QLTKGi7s7GlmIERH+DE3bukNPkoebVx+j

sUcH1Mp5iStPU9Da3QP1jHRK4KeiUvFoLMhIQESmHtztzf+XKaMIovwMPLhzD3GpPFg2c8O3z

tZ4+/g+RNbN4Witi3f3buO1hQva1ebh4ZUwZJtawzQ3DZbf9kRDw0LcuxmOuLRc2Lt9hzaNLf

A64hH49ZrC2VJXcYdKWZTn8fepU6fw7NkzBAQEyMx7q0hUkpv0o0fpCzxKB4seoBIEKl1Uvnz

5EtHR0SrhfFV1okmTJnBwcKiwqJxy6Cnz+FtHu+w0LAKhGNefJGCplyMrl5XJU0kqzMvLg5ub

Gy5duoS6deuyamPvxIkYu20bfm7ZEpvv3oWWTskfZFaVVIVRUREeHDiAtqNHw8XMDI/S06uiF

yrfZuUnPy8C7/kBjF+dhGXB45B2ezf2Jjthk08fVNXtKxWVKj9MFXZQWVHJ5/NhaGiIV69eoU

ED2Zk2FInKAQMG4MSJEwr7Rg0oAVUkUOmiUhUhVGWfKjJTOePPSHi2sIGBnvQjls994gtEiIh

JwZzujVm5qqyoJJWePHkSKSkpmDBhAqs2+NnZGODhgQtPn8Jv8GAs37sXuobSCaRZVVaZRuHh

iBo+HAuSk/FDSAi8Jk+uzNbVpq3KF5UkjzofMfdvITzqDXRMmuJf3drBQr/sc+NrAqWi8mvSr

Zy6lRWVoaGhyMzMxOzZs6GpKTubBBWVlRM72krVEKCismq4f2q1IqJy7eVXaGxjjlqGZT/Wye

UJEPU2DdM9v56ozM7OxpAhQ0ASp5P1QGy2O3x68SL+NWgQMvLz0dncHOf++gu6zZpBzOFAXFT

EOjLkXQpyAS9rRkokkUCiZJ1cTc2Pj+TIcXl5wIEDwLRpANkBKDAQmD//479pkSKQk5WP9OTs

Gk2Gikr1D7+BTm3o6RizckQgEDAv5+zYsaNMeyoqWeGkRmpKgIrKKg5cRUTl9rC3MDU2gKWCr

Rqz8wvxJikDUzqzSz9UnplKgvHu3bvYtGkT1q5dizp12CVlf3ruHOYvWYL48HCc0NWFpbMzlp

qZISY3l3VkSN65MRYW6CljUTypJAfAksxMvOXxWNdppKWFGRYWcCTrVXNygKgokvEcaNQI8Pc

HyIwsFZRyeYqEYiTGvYdYLGHNvDoZGtXSg4W1aXVySa4vBYIc5PMzq52vGuDA2MASWpqKl+aQ

m+rx48eDPLoePnw4FZXVbjRQh9gSoKKSLamvZFcRUfmfB4ko0tLBN+ZlPzZOzeUjLTMbk93Zv

VFYXlFJEJFk6GQniQNkVk+Z8uABsGAB+OfOgbwedFmJY8kDTjI3MFrOMQUAugAIV6JOawDnAX

x6t752bWDFCmD0aEBX+QX/SjRdbUx5eXykvstkJnprUtHR1YJlfVNwtWrGLDbZHjW3IAMCUX6

1CrOBjin0dBTn9ZVIJExaNR0dHfj6+ipkQGcqFSKiBmpMgIrKKg5eRUTllVcZePFBiBZ1a5Xp

RWxqDrSLhBjRuh4rbysiKkk6jS1btuD69evMf62srFi1+ckoKwu8/HwU8PmsjyOP2o0NDUEeV

8sr+Twe+AIB6zrJ43RS56fdN0xM6Mwka3r/NxQWCsHnC8txpHoewtHkQE9fm8mFWpMKSVsmEh

dCXCSqFm5zOdrgaipej5uTk4OtW7dCLBYjkCyJYVGoqGQBiZqoLQEqKqs4dBURlU8Sc3Al5gN

a25edHzI6IRN1DTXRuxm7PJIVEZXFOC9fvozNmzfj999/l8p3WcXIafOUACVACVSYAFlDOWjQ

IHh5eTGPvtkWKirZkqJ26kiAisoqjlpFROXL1FyciUxHWwfysFZ+ufXkLbo7WaCtLbs1Xl9CV

JKZCzJbSURlx44dmQuvqSm79qs4JLR5SoASoATkEiBpg/7880/cuXMH7du3x8iRI5Wi9ez4aY

SPmQVzF2cMuCmdj5KmFFIKJzVWMQJUVFZxQCoiKhM+FODA3Xfo2NymTC8OXnuBmb0cYGemz8p



bRaKy3g990WvLaoV1EWFJLsBkfeX06dOZXXeGDRum8DhqQAlQApSAqhEgj7hv377N7JTj6ekJ

f39/5ikMm0wXn/sStmELns/fBJse36HHkVApN6moVLXI0/4oQ4CKSmVofQXbiojK9HwBVp2PR

r/2ZacKWv3XE+z7wRW19bVYeUDuwkni3latWpWwf7n/T9yaPBd69vUx/N55cMpYw1i6obS0NO

zfvx9JSUkwNjZmPu3atWPeElf2oszKCWpECVAClEAFCJCbYpJz8sWLF3jz5g3y8/NhYmKCwYM

HM5tXlGfdrEQsxukBY/D+xkO09P8ZbRf5S/Vw0aJFIB9aKAF1JEBFZRVHrSKiUiCWYODeCMzu

2UyuF2SLxilHHuKZ/7esxRtZK8TlcqUumh9evMIxt49bNw58fA5mDWXvGCGvM+QtSR6Ph/T0d

OZCTfa4JfuM00IJUAKUgKoRIKLSxsaG+RARSW6A9fX15SY1Z9P/vPfp+Kv7SOS+fouuv29Ggz

6eUocVFBTQdehsYFIblSTwVUVlbGIGFoZewJ6FQ8Hlyn8zVyXJVFKneAUCrNx5HouneJWrxTE

HH2Nou4YwlLOrTtqHfNyJSkKId/Ny1V/6oEPNuyE3/h2aBfrAbZYvNGrYW65fBCKthBKgBGok

gTdXbuL6GH9oamrB6+ofMLFjl+atRsKiTqslga8qKiWSIowJ2Is547rB2b6+WgL62p3e9cc15

AqBaaP+Va6m1lyKQR1TIzSwlp1WKOZdJiSCQvzs0bBc9Zc+6J+Q7XgQtA4mTo3R8+QuGFmyS3

L+RRqnlVAClAAloMYELvjMRMJ/zsC6kxuznpKrR3PeqnE4addlEPiqopK09zw2BSF7LqGlY31

0cm2EhvXNYWioB80aOsMlFIqQmZWHmPg0nL0ZCbEGB1NHdka9OoqT7MoawaeepuB5cj7cnWXn

oLz+9B3aN6qF7k3Mv8gJkBUTh7/6jAE/8wOaBUyA23TFyX6/SMO0EkqAEqAE1JRAkUSC2Gs3c
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oJQW1uL5uZmaLVaLFq0yAm1H53CwsJgMBgc+lwwmKQJRfpCZT0s1dvb22ahDVEUkZycDKVSid

jYWFy4cAGlpaU2dzLXr18Pk8kk73/9+vUehyelpaXJw1z37dsnD/uyt/z8aOzVIOcpLS2Vfxc



EAUePHkVISAhOnTrVbV/pcSl1gHTOSXOVgM4/vNJNj64pDKwDCIPBgNra2uF8aSPKkXbsqxxf

X1+7vZnS9cL6WKPNSy+9hCNHjnSbE9afa5G/vz88PT1x9+5dzJw5ExqNBqWlpfKwapVKZbMYi

NlslheCsmfBggV4+eWXERsbOyaGVFPfQkNDbUY7SHqbD9rbF9aerlddF53p6XrV3zQtY2URm5

MnT2LlypXOrsao88Ybb+DIkSP48MMPce3aNZvHPvnkEzzzzDN44oknsHnzZuj1ejQ3N+N73/s

erly5IvdOzp492xlVH7VWrlzp0N/HEQsm+7vM80guB209OXu0s7cMvTQhveuiEsPN3iIYY+nO

8k9/+lN5qXS1Wo2FCxfKi2pIC+tIPYiRkZE4efIk8vLy5GGt1kutA52LUfS0YEnXRXy8vLx6X

X5+ON9D6bV1PY70fnZd4GA8G83n7eXLl1FeXi4PwZa8//77SElJwYYNG1BUVNTtveo6/BroPl

epurpa/t16eCPQ2dsulXHhwgXExMSM6ZsbA23HnuTl5eHkyZPysLuupHnVQUFBQ1L/4RASEoK

XX34Z77zzjrytv9cipVKJqVOn4v3330dgYKDNvDhpiKyvr688D62wsBCXL1/udUEZoHP4ovUN

j+HC69+3huv6p1arsXLlSmzevFku22w2Y9u2bVi4cKF8w7W4uBglJSXyZ6YnPV2vNBoNLl++b

JPuxPp65WiaFmekT3HU7du34e3tjYcfftjZVRlVfHx8sGjRIgQGBuLNN9/EgQMHbBb4WrNmDf

7+97/LP5mZmZg+fTrmzp2LBw8e4NKlSxziakdwcDA8PT3x1Vdf9Wt/9kyOIV3vHku9YV1XbqP

eSUusS/OHui73vnXrVnmVPn9/f0RFRdn8oZIWCti4cSMUCgXeeecdm9XrrP30pz/F0aNHbeZq

9rX8/HCaNWsW6urqbO4cl5eXo66uDrNmzRrWY08UXefohoeHy7no+iKtGBoaGork5GTEx8cDg

HxDIiYmBkqlEuvWrcOOHTtsvgzaCwCl3rKjR4+irq4OCxYswKVLl+R0CNbnXGJiIvbt2weFQg

G9Xu/QwjTDwVnt2NPxN27ciI8//thmBIL1nEmVSgVfX99RP+9t1apVWL9+vfzv3q5FQUFBWLt

2rdxujz/+uHydlM6bsLAw+XfpnFGpVFi2bBn279/f54IyarUamzZt6nW12aHC69/wS05ORlpa

mjwNRKVSITY2FmlpaQA6z7etW7di2bJliI6Othlqbp0uRbpe3b9/v9v1KiQkBPv375fTnQCd5

55SqRxQmpaRTp8yENevX8d3vvMdZ1djVFuyZAnCw8Oxd+9eNDc3Y9GiRbh27Zrc+52ZmSkvvD

N9+nTMmDEDf/rTnzjEtQezZ8/u/8rGAQEBor0fAOJQKikpERMTE0WDwSD/vn79ehGACEDMzc0

VDQaDGB8fLwIQ4+Pj5X3DwsJstomiKObm5orPPPOMGBYWJq5fv148f/68mJiYKCYmJooAxLCw

MLGkpEQURVE0mUzdjmW9zXrfoTLU7bdz505x586ddh/Lzc0V169fLwqCIK5fv15cvXq13dfZd

Vtubq78fOu23blzp3js2DFRFEXx2LFj8nOldrJ+vvX7OpSGuv0mGnvtJ71Xv/vd7+T3VxQ73+

Pf/e53YmJiovw5yM3Nld936byRtvf0ObP+/AKwOV+ty9u5c6e4fv160WQydXtM2i6dYwcOHJA

//8eOHRN37tzZ7Vpg7xy3fr39uc5Yy3nhB/LPeNLbZ1W6hkjvyWDx8zs4bL+B6+nzy+tf/65/

osjzb7CGo/1+8YtfiHfu3BGNRiN/vvm5efOmuHbtWvHmzZvyNr1eL6akpIipqamiIAhibm6u+

Nhjj4mPPfaYmJKSIur1ennf3NxceT9nv5bR+FNaWipu375dFEXRbpxo/eO0nkl7SzSrVCqbpa

EB9DsFw5QpU5CdnY1NmzbBZDIhKipKHrpoL/VDeXk5du3ahcTExG53m8e6RYsWye3V02uPjY2

V79aUlZUhMDAQBoMBZrMZjY2NiIyMRF5eHo4ePSonH+4txxqNHUFBQTYpT4qKivD444/Lj1un

ChBFEceOHbNJuWDvcyYNZUpJSZETuEtD5wRBQHp6uryMu/U8qr5SpBQWFiI/Px+5ublYu3atv

NBHYGCgvJBIT6ldgP5dZ8byUE4icgyvf7z+jTXV1dUQRREzZ850dlVGlcDAQBw4cMBmzuv06d

ORmZmJtLQ0uLu7Y8mSJd2GuEquXLmCiIgIDnHtwaxZs9DW1oYHDx70ua/Tgsn+LOnuaAqG+Ph

4efhNbGwsAPSa+mGssR5S1XVlUGvSnJ3eXntgYKD8B9VkMuHZZ59FQUGBTWoBaeU/6Y/NaJ4L

RP23YMECeZEE6f0OCAiQHw8JCcHZs2flGyxdFyew9zmTknlLQ/w0Gg18fHwAdH6OAwMD7S673

ldagtjYWCiVSmg0GiQmJiIhIcFmlci+Pt8DSR0xXnVNbG6NQ+VpouD1j8aamzdv4rHHHnN2Nc

aN5uZmpKen48GDB3jqqaecXZ1RLTIyEjdv3uxzP6cFk/1d0r2/KRjs/duavdQPY03XOZPSvL6

uuv7xs/fapQC9oqICVVVVCAgIwP3792EwGODp6QmlUikvTCAFr2vXrh3210jDT1p0SEp5Ir3f

1qwXfFq2bJnNYz19zvLy8mxyeUpL//f1WestLUF/V9nr6fM9kNQRRDR+8fpHY01FRYVNjxoNj

ru7O9LS0uTeS+qZl5cXKioq+txv1C/A40gKhp70lPphIujptUuLwBQXF2Pq1Knw8/NDU1MTTp

8+Ld/BlJYFltr/2LFjznwpNITi4uJw+vRpXLp0qdsd67y8POTl5cnDm3Nzc/ssz3ool/hNSgp

p4YO+vhANNkXKRP58E5HjeP2jsaS+vh6enp7OrgZNQNOmTbNZHbcnozqYdCQFQ0/6Sv0wnvX1

2mfOnInjx49j5syZUKvVmDp1KhoaGmxSC0ik3Gw0Pmg0Gvztb3+z6aW2Z6DLpOfk5Mh35ntbd

n2wKVIm8uebiAaG1z8aS+rr60fd6rI0MUybNg319fV97jfqgknrpaEB9DsFQ296Sv0g5WBbvX

r1uM0v1Vvai8jISNTW1spzKmbOnAlfX1+5fRMSElBWVgaVSoXk5GT827/9m818jrFO+sPbNX+

ndV7I8cpeyhNJREQEAgMDodFoEB0djWeffdZmrrI9UroVabiV0WiU5+5YL7vedSn4oUiR0ts5

3hPr64wzck12zRvLL3+OYfsNjbGUa3ko8fo3stc/5hkfHAaT5CxeXl5oaGjocz/FN2lAurl79

y46VzimgVAoFGy/QRiJ9tNqtXj11VexZ88eeei0IAjYtGkTduzYMaZX+B3N5196ejoAyHnHRp

uzL/5Q/j3+v/845OWnp6dDr9dj9+7dUCqV0Gq1WL16Nfbv39/nl8CxYs0/nmgAACAASURBVDj

PP7bf0Bkv1ztrw/35HazRfv0Dhv7802q12LFjB/bt29drZ0B/9xsKw3nuD3X7vfvuu/jpT386

ZOUROeIPf/gD9u7d2+s+o65nksiZpN5qg8GAvLw8xMfHIzw8XB56ZL3IgvU266FJWVlZSE9P7

7Zdq9Xi9ddfHzc9u/3VtQdYr9fLyc0nGrPZDL1eL6/SCHT2Tjz//PO4cOGCvI/1wldSr5tWq0

V8fDzi4+ORkJCAn//85za96NJ5J+0rtbn11AB75/RYwvYbOOve3PT0dDmdRXZ2tjw6p79tJ60

i2lPvcFZWFhQKBcLDw/H666/L7dpT+eMZr3+2pN7HrueBIAjYvHkzsrOz5R7T/n4OL1y4gKSk

JCQlJcnnndTjaO+cs3fuj2a3b992dhVoAtPpdH3uw2CSyEp5eTnu3Lkjr4Bnncu0vLwcGzdul



POFAZ13DGNiYhAbG4tTp05BEASUlpbitddeQ2hoqLwEPdC5DHxYWNiES78QEhKC69evy4tDTO

QUFFI6gbVr18pfsAHIK8sBveeNq66uxvbt25GTk4OVK1fa5MuTFhORvpT1Jz/vWHsf2H4Dk5e

XB71eD5PJBJPJhMbGRru5lqUchyaTqde2MxgMPeZi1Gq1OHLkCEpKSnD+/Hl88cUXcj16e2/G

K17/umOecaLxhcEkTWjV1dXyfBVpzsn27dvlPy7WuUwNBgOioqJs8oVJd1RXrVqFoqIirFmzB

nFxcVAqlTZL0EvJsaX5qTRxJScnyz3f1j1FQP/yxknno0ajwZ07d+R8efX19QgNDXU4P+9Yw/

YbHKVSid/85jfdvkBLvb4pKSlQKpVy2xUUFACwbbvecjEWFBRg2bJlCAkJkecSAuMr5zMNDvO

ME40vDCZpQps1a1a3ZdWt511Z5xTrmi9Mo9HA29sbQOcXtOeeew5z5861WWAhLi4OFy5ckHsn

/f39h/sl0RigVquRk5MDURRhMpmg1+tthlz2J2+cv78/5s6dK+fLW7hwoTzPyJH8vGMR288x0

ugJKZ+hvUXGTCaTzTVOqVTC19dX/nfXnIU95WIsLS3ttS7jIeczDQ7zjBONLwwmifqpa74wg8

GA2tpaAN+mTgkJCZHzcwKdd1X1ej3+8pe/TMghrmRLEARs2LDBZrVC6U669CW8v3njpOdduHA

BpaWlNnf4hyI/72jE9hu45ORkOfi+dOlSt/mKKpXK5hon9VTa01suxqCgoB7rwJyI5AjmGSca

GxhMEvWTRqPB5cuXbfKFSUvLv//++0hJScGGDRtQVFQkzwNSq9Xw9fXF4cOHOcSV5PPh/fffl

7dJNyKCgoIczhsXGRmJkydPIi8vTx4ONhT5eUcrtt/AWC8uBHTmDuvaMyT1REpzHwsLC3H58u

U+r1u95U60zk88HnMidk1RI/0M5HyRFooZy+0xlJhnnGjsYDBJ1E8hISHYv38/li1bJg+nee2

11+QhYzExMVAqlVi3bh127Ngh/9GLi4tDVFQUh7gSgG9TAkhfPDUaDVJSUuS75Y7kjbOXL0+t

Vg9Jft7Riu3nuFWrVsltolKpEBYWhpCQkG65lqVVRlUqFZYtW4b9+/fb7QnqLRdjSEgIXn75Z

YSGhiI5ORnx8fHy8waSE3E0S0tLgyiKMBgMiI+PR25uLkRRRE5Ozpg+X5yFecaJxibmmRwmoz

nP31gwntovPT0dQUFBIzq0Zjy130gb7XnqxgKef4MzXtrPbDZjy5YtiI2NHbHrnzM+v4IgIDk

5GWlpaXJwLOU/LSoqQnx8PLKysuRAKC8vT55nun79euzevRsAsGXLFqSkpCAmJgbp6enYvn07

AGDnzp0jmpdyvJx/zjLU7Wd9jhCNtC1btuDs2bO97sOeSaJhIg1b0uv1WLVqlbOrQ0Q07KxX2

VWpVPD19Z1wc9Sk9DJbt27tltZCq9XaTTFlzV4qF/aeEdFo5ebsChCNV0qlEpmZmc6uBhHRiI

mJiZnwvVoGgwHe3t5ISEgA0JnW4tVXX0V5ebndFFPp6en413/9V7tlSalciIhGK/ZMEhEREQ0

R65W+gc65gD4+PgB6TzEl6U8qFyKi0YLBJBEREdEQ6RogGgwG1NTUAOg9xZS1vlK5EA2W+d55

Z1eBxgkGk0RERERDRFqVNCcnBwBw4sQJzJ07F/7+/r2mmJL0J5UL0WAZLiWjPNsb9Tff7Xtno

l4wmCQiIiIaIlJ6mXfeeQcKhQJ5eXnYtWsXlEpljymmrPWUyoVoKHlH/hZQuKH+xi6UZ/sMWV

CZn5+PV199FWaz2e7j2dnZyM/P77Mcs9mMjIyMMZfjVxAEZGRkwGw2Iz8/Hx4eHvJPdna2vF9

GRoa8PSoqCjqdDgCwd+9e+XepvFdffRWCIPS77UYag0kiIiKiAVKr1cjJybHJmRkSEoLr16/b

zTspLVIkiiIyMzOhVCrlBdukfMWZmZnyPhNtNVwaGVODkuHipgQsrYClxSaoFC1tAyrTbDbjz

Jkz8PT0xPXr1wdVP6VSidTU1DGXs/Wjjz7CqlWrYDKZcPz4cZSXl8NoNMJgMODGjRvQ6XRyQG

g0GmE0GnHkyBEcPny4xwBckpiYiJKSklEXYPcaTErLe/PH8R+2H9uP7Tc2f3gNHJo2dHYdxvI

P229wbcfP7+Db0Nl1GMs/I6H+xtso/8hj0D+WFqugRAoqv3gLwuWfDqheFRUVmD17Nl555RUU

FBTI26UeuqioKNy4cUPetm3bNkRFRSEqKgr5+fl47rnn4OHhgfz8fJueyezsbLzyyityT17X3

jlBEOTnWvcAWvcMZmRkOLRNp9MhKirKpufQ3rau9TAajfDz84NKpYKnp6cc+CmVSuzatQvBwc

FQq9VobGyUg8fg4GB59EJfQkND8cknnzj83gynXlODTPTlvQdDoWDS38Fg+w0O22/grJOesw0

Hhuff4LD9Bo6f38Hj+Tc4IxFQei1+E16L3xx0OV+f9P82oHSZDEABr8U/x7TQzQMq79SpU1i+

fDmCg4Nx9uxZ6HQ6qNVquYdOpVLhjTfekPdvbGzEp59+iuvXryMjIwOHDh2CTqfDxYsXER4eb

lP2ggULYDQakZ+fj4sXLyI6Olp+rKamBocOHYJarYZOp8Phw4cRGxuLAwcO4Nq1a/Dz88Nbb7

2Fq1ev2t0m1U+tViM7O1sORnfv3m1znOzs7G7brOl0OgQGBspB4S9+8Qu88cYbOHjwIADg4MG

DSExMRHBwMF555RU8+eSTuHHjBhYvXowjR44gODgYRqMRS5YssSl3xYoV8u9qtdomUB8NOMyV

iIiIiGgCaSrNgqXd3BlEukyB1+I34Z9YA69FW6FwnexweYIgID8/HytWrICHhwdSU1NRWFgIQ

RDg6ekJlUoFpVKJpUuXys9ZunSpHHhFR0dDrVZDrVbDw8OjW/nLly8HALuPz58/Hx988AE8PD

ywZMkSNDY2AujsxfPz85N7BefNm9dt2/Tp03H16lX4+/vDw8MD69atQ1lZGZ5++ml5XqPUC2l

vW2+USiX27NkjD2ctKyuTe1WDg4Nx+fJlGI1G/PnPf8a+ffsgCAI8PDxw7do1+Tnl5eUICAiw

KbeqqqrPIbEjicEkEREREdEEUvuPnwGWdpsgcjA++eQTJCUl2QRBn3/+OVxcXNDY2AiTyQSge

67VoZCdnY3ly5fDaDTi2rVr8PT0BABUVlbKx83IyEBBQUG3bXfu3MHjjz8uz200Go3yXM3Tp0

/DaDRi9+7dOHXqlN1tPdHpdNi2bZtN0CelBrLu/QQAlUqFOXPm9Pv1zp49u19DYkcKg0kiIiI

ioglEsywL/km1gw4igc6Fd27cuIGIiAh5m1qtxtKlS1FQUICkpCS556+4uHjQx+sqICBA7hF9

++23AQDu7u42xwWA+Pj4PrdJcy6zs7Plf2/ZsgWrVq2yu81acHAwysrKYDabERwcjJUrV0Kj0

cjPKSsrQ3R0NBITE1FWViZv12g0WL58eb8WGxIEATNmzBjiFhwcRUBAgN2B8Xfv3uWY+UHgnI

PBYfsNDttv4KznXMX/9x+dWJOxi+ff4LD9Bo6f38Hj+Tc4Q91+69evx+7du4esPBpee/fuRXx

8PIKDg4e8bLPZjPfeew8//vGPR2yV2y1btuDs2bO97sOeSSIiIiIiokFas2YNTp06NSxzGk+f

Pt3vHsyR1OtqrkRERERERNQ3tVqN1NTUYSk7MTFxWModLPZMEhERERERkcMYTBIREREREZHDG

EwSERERERGRwxhMEhERERERkcMYTBIREREREZHDGEwSERERERGRwxhMEhERERERkcMYTBIRER

EREZHDGEwSERERERGRwxhMEhERERERkcMYTBIREREREZHDGEwSERERERGRw9ycXQEiIhoe7WY



zCtJ/ifrbt0f0uDkv/ABnX/zhiB5zPGH7DQ22Ye98Fj2C7+5Id3Y1yAnq6uqwbds2rF27FtHR

0c6uDo1xDCaJiMapdpMJzYKA+P/+44geV6FQQBTFET2mtbt/OYOSDw8h/sQpp9VhMJzdfmOZd

QA50ud9f5x98Yejpl4Mtieu6dOn48qVKzhx4gRCQkLwzjvvMKikAeMwVyIiGldEiwVQKJxdDS

KiUWv//v1wdXXFtWvXsGrVKixbtgz5+flDVn52djYyMjJ6fbw/xxMEARkZGTCbzUNWt5Gg0+m

wd+9eZGdnIzs7u9tj27Ztw2effQYPDw+bH6lNrF93f9vKWdgzSURE44soQsFgkojGqS+//BJf

fvnloMuZOXMmGhsb0dDQIAeV8+bNw+9//3tERkYOuFxBEPD555/D09MTOp0OwcHBAy5LrVYjN

TV1wM93BrPZjFOnTuHHP/4xAOCDDz6A2WyGUqkEABQWFmLlypUAgIMHDyIxMRFAZ7v97Gc/g1

qthlqtlstLTEzEf/3XfyE4ONhm+2jBYJKIiMYV9kwS0Xj2j3/8AydOnBh0OS4utgMUGxoaUFJ

Sgk8++WRQwaROp8PSpUsREBCAwsJCOZjMz8/HihUrsHjxYjz11FMICAhAfn4+zpw5g/PnzwMA

du/ejYyMDJw7dw7nzp1DcHAwPvjgA/zkJz/Bb3/7W9y4cQPnz5/HihUrcOjQIZvgShAE/OhHP

8K5c+cAfBuoSccFgLS0NKSmpvZ7m06nw8svv4wbN25g8eLFOHLkCAB022YdMFdUVMDDw8Ombt

evX0d0dDTMZjPKysrw9NNPQ6fT2bSbWq1GQkICCgsL8fTTT9s8Fhoaik8++UQOPEcTBpNERDS

uiOyZJKJxbPXq1Vi9evWgymhra4OPj4/8b09PTyxfvhxvv/025s2bN+ByzWYzzpw5g1deeQV+

fn64ePEiBEEAABw/fhzl5eVQqVR444035Oc0Njbi008/xfXr15GRkYFDhw5Bp9Ph4sWLNkFaY

2Mjfv7zn+NPf/oTMjIyoNPpbOZ61tTUyAGmTqfD4cOHERsbiwMHDuDatWvw8/PDW2+9hatXr9

rdJtVPrVbbDE/dvXu3zXGys7O7bbNWWFhoE4wvX74cFy9eRHR0NK5fvw4APfYwBgQE4O7du92

2q9VqFBQU9Nn+zsA5k0RENL6wZ5KIqFfbt2+Hq6srPD09sXLlSuTl5eHjjz8eVCAJdPbKnT9/

HkuWLIFGo0F6ejp0Oh0EQYCnpydUKhWUSiWWLl0qP2fp0qXyENDo6Gh5mKeHh4dN2XPmzJGDy

8DAwG7Hnj9/Pj744AN4eHhgyZIlaGxsBNDZq+fn5welUoldu3Zh3rx53bZNnz4dV69ehb+/Pz

w8PLBu3Tq5BzEjIwMeHh6IioqCTqezu6034eHhADp7Ti9evIjly5f3uK+9QFJSVVU1KueOMpg

kIqJxRRQt7JkkIupBR0cH/vjHPyI+Pn7IgkjJqVOnsHv3bhiNRhiNRly7dg1nzpyBh4cHGhsb

YTKZAABlZWVDcjxr2dnZWL58uXxcT09PAEBlZaV83IyMDBQUFHTbdufOHTz++OMoLy+X656am

gq1Wo3Tp0/DaDRi9+7dOHXqlN1tvVEqlQgMDJQX0ZGCy64EQUBOTg4iIiLsPj579mw56B5NGE

wSEdG4IlpEQME/b0RE9ri6uuLvf//7kAaRQGcwVFlZaTM0NTg4GJ6enigvL0dSUpLc81dcXDx

kx5UEBARgxYoV8PDwwNtvvw0AcHd3tzkuAMTHx/e5zcPDQx7qKv17y5YtWLVqld1t1iIiIroN

SY2IiMBbb72FwMBAm4Bw3bp1clnf//738eabb9pdsEgQBMyYMWNI22uocM4kERGNL+yZJCLq1

cyZM4e8TLVajT179nTbbr0aq9Fo7Pa4NPcwOjpa/j04OFgOqqTnW5djbyGa6OjoHsvvur2/2+

wdKzg4uNeFcPz8/GA0GiEIgjw3Mjg4GJcvX+7X8QDbVWzNZjMuXrworw472vDWLRERjSuixQK

4MJgkIqKRp1QqsWrVKnz00UdDUt7p06exfPnyUZkWBGDPJBHR+KVQAKLo7FqMONHC1VyJiMh5

rHtWB2s0pgOxxp5JIiIaX0Su5kpERDQSGEwSEdG40tkzyT9vREREw41/bYmIaFwRmWeSiIhoR

DCYJCKi8YWruRIREY0IBpNERDSuiBaRq7kOI7O+wtlVIOpRU1MTiouL8fnnn+P+/fvOrg7RuM

fVXImIaFwR2TM5LCpz/45rhzLhoS/Dgu9Fw+ull+H+SJizq0UTnMViQXt7O6qqqnDr1i3o9Xp

0dHTAYrHgiy++gJ+fH7773e9CrVbD1dXV2dUlGncYTBIR0fhiETlncggZblzHld2/QXXJLQBA

kKcKzTeL0PzLn2Hqk8/A66WX4TZztpNrSRNJW1sb6urqYDAYcP/+fdy7dw9GoxGiKEK0Socki

iLu3r2Lr7/+Gr6+vpg3bx78/PwwdepUJ9aeaHxhMElEROOKaLFwNdch0FhehsL3f4+v/v5Zj/

s0ffo3NH36NwaVNOxEUURjYyO+/vpr6PV6NDU1wWg0yr2QvWlra8OdO3dQUVEBHx8fLFy4EIs

WLYKLC68TRIPFYJKIiMYVkXkmB6U/QWRXDCppqEm9jG1tbaiqqsKXX34Jg8GAjo4O+bG+gkiJ

NOxdFEXU19cjNzcXc+bMgVqtHs6XQDQhMJgkIqLxxSJyzuQgXPxlKu5rSwb03KZP/4a26irMT

v/dENeKJoq2tjY0NjbCYDCgpqYG1dXVaGlp6TaEtS9Sr6MUkAJAc3MzRFGEi4sLampqJnQweb

dGiwCfEGdXg8YBBpNEROOUQgE48N1r3GDPJNHYIooijEYj9Ho9Hjx4AJPJBJPJJPdCOsLV1RU

WiwUtLS0wm80AgI6ODigUCigUCri4uMDFxUV+bKI6feO/YLG0I3puAr4XuMLZ1aExjIPFiYho

XBEtFiiYGoRoVLNYLGhtbYVer0dubi4+++wzaLVaCIIAk8nUryGsUoAoBYkWiwUGgwF6vR6CI

KC5uRmtra2AKMJFFOHa1gbv6io8GxaGRx99dARe5ej1VPAqKOCC/Ds5+P1nW3Gl7NygyjObzX

j11Vfh4eEh/0RFRUGn0w2q3OzsbOTn58vHyMjIwK9//Wu5XOm4r776qnyDIDs7G9nZ2TZ1y8j

IgCAIEAQB58+fH1SdhsLevXt7bZsvvvhi0G03UtgzSURE44vI1VyJRhtRFNHR0YGGhgbU1dXJ

q7G2t7c73Pvo4uKCjo4OtLa2oqmpCW1tbaivr5cfc3FxgUKhgKvFArfWVvg21MKt4mt4V97DJ

JMJntFLh+MljimLvvM4Ln75J5jbjIAI5N/JQX7ZWUQHxiPS/0m4ujieRmXOnDkoLy+Xhw/n5+

fj1KlTSE1NHZI6m0wmzJo1C0qlEoWFhQgODkZFxbd5bysqKhAcHIyysjIsX75c3q5UKuU65Of

n48GDB0NSn+F08eJFxMfHO7sa/cJgkuxqbm7GgwcP0NjYiDlz5mD69OnOrhKNkNbWVnzxxQ1U

VVc7uyoOaWpqwiQ3Nzz88MMIC5vYd5zHEt3lMtz7yjCkZTaVtwLGybiYVTDoskSx8z9BEX7wX

8RFZYgGor29HXfv3kVtbS3MZjOam5thsVgcDiIVCgUsFgsePHiAhoYGtLe3o729HYBVEAlgUk

sLNPf0UFfq8WDSJDw8ZRIav7oDhQgAY/9GU/6ds/j8Ts6QltkhdgAi8PmdHAimavyvhclDWn5

+fj5WrOgcTpuWlobU1FQIgoAf/ehHOHeus1f04MGDSExMlPddvHgxnnrqKQQEBAAAdDodQkND

oVarcfbsWQCAIAhYunSp/LsgCKisrMSMGTPw6quv4urVq/j+97+PSZMm4YUXXkBGRgbOnTsnl



9m1TtZ0Oh1efvll3LhxAwBw7tw5hIeH47333kNlZSUOHjyIFStW4NChQ9DpdDhz5gzOnz+PGz

duyK/FWnZ2NtatW4cVK1bgkUce6fEYAJCamopz587h0KFD+OCDD5Ceng4AWLduHX79619DqVQ

O1VszaAwmSSYND/nyyy/lnE2tra1QKpUIDAzEo48+Ck9PT2dXk4bZFzeGN5BUTC0EWr8DsfU7

Q1KetDpfR0cHWlpacL2oCC2tLXj8u98dkvJp+Hx2rAC3r5YPaZkuU5oxzd2AjhpvVF4ZXNltL

e0Q9HWwWERcPF6I5Wsewz+tjRyimo6cxvIyVB3/EDPnBsF9URimLApzdpVwL+/vqCy4DHVbCx

56+cdc/XWcq6+vR11dHVpaWjqHnaIzMOwtmJQeF0UR7e3tqK+vx927d9Hc3CwHjq6urnBRKOC

iUMCtrQ3TmurxUOlXmFZ9DwqxM2ys8fIGJo2vG+LRc+MRPXfwvVbvX/pFZ88kAFeFKwAFouc+

g0j/JwdUXmVlJfz9/eV/S4GWIAg4fvy43GspDUN97LHHcOjQIajVauh0Ohw+fBixsbHyviqVC

m+88YZcXklJCf7lX/4FKpUKRqMRgiDg4sWLci/kxYsXoVarMX/+fHh7ewMA/vznP0OlUuG999

6Dt7c3UlNTkZSUhODgYPzqV7/qVifrALC5uRmffvoplEol8vPzcfHiRYSHh6OyshJJSUnYs2c

PsrOz8cknnyAgIACNjY349NNPYTKZ8Ktf/QpPP/203Eur0+lw48YNGAwGmEwm/OxnP+vxGKmp

qcjIyJB7Jp9//nmkpqbCbDbjrbfekntgRwsGkxOYxWJBe3s7TCYTKioqoNVqUV9fL1+8pWW3G

xoaUFRUhOLiYixcuBCLFy+GSqWCq6vjQyBo9DMM8/APF/c7EC3uQxJMtre3o7Gxsdvcmq++/I

rB5Bhwp0g/5GW6edZj0mMVqDv70qDKMTU2o+FBEyyWb7/sXjl9Y0wFk9YpPoI8VZg8VSU/5r4

oDO6PhGFy4DxMWRQGF4/hS+LeUleLe/m5uPePq6i6UYTaim+D/Ai1FxT5F5lSZJyTVlF1dXWF

UqlES0sLOjo6AKDb9VuhUKCjowO1tbWor69HfX09ampq5MekIawuoggvSzumVVVCVV8Lzf1qu

LY0ozOE7K33UcHVngHcvHcVbR2tNkHk9wKfHlSZ1sNcMzIysHz5cjlQvHr1qk2gmZaWhsTERG

RkZNj0utXU1MDT0xMqlQpKpdKm17G6ulre7uHhAZ1Oh8rKSjmwOn78OM6ePYsZM2bI9VGpVLB

HEAS7dbI2f/58vPHGGzh48KDN43PmzJGPGRERgbNnzyIgIABLly6FUqmEUqnE/PnzIQiCHEwK

ggBPT0/58ccee6zXY0ik9gsPDwcALF68GK+88kr/35QRwGByAjKbzfKHUhAEGAwGtLW19TnZv

bm5Gf/4xz9w8+ZNBAUFYf78+fDz8+NFeZxp77A6D9wmoVXlPbQHaP23zivPtMEVY7GIMDa3QJ

zSWb/JtXp5+ffWb/5Po1t7S8eQl9lqmIUHgwwkm+pMaDAYu21vNrYOqtyR9t+JP+jxseabRWi

+WST/e3LgPLg/Egb3RWEQm5sHddy2pkaU/fX/sxs89kTKUxlwcnCLgNDo5eLiIvcyWiwWOZic

NGmS/B2ksbERpaWlaGhosOnFdHV1lYPIKe1tmHW/Ej73K+E+Nwhed79EW2MjXHoKIKUckwBaX

Fxhmj0T7d5eI/GSR7ULulOwWCxYGhQ/6CDSns2bN+Ott96CWq2GWq3G448/jj//+c826Viys7

OxfPlypKamyj2TPj4+aGxshMlkglKpRFlZGQICAiAIAh555BF5eGdkZCQyMzOxYMECucz58+e

joKAA27Zt67N+PdXJ2n/+539i06ZN2LNnj9xrCHT2wOp0OkRHR6OwsFAOXj///HM899xzMJlM

uH37NtasWWNzvMbGRnmRoKqqql6PIdHpdCgoKIDRaJR7JkcbBpMThDSE9e7du3jw4AHMZjNaW

lpgsVj6nfRX0tbWhi+//BIVFRX44Q9/CC8vXpTHK4vKC/9vwyCjvhHyok8r2qornV0NGqApqk

nw8R1915K7N+7B8HWds6sx7FrLvkJr2VdoOHMKbUL9oMoSvtSh8Epa3zvShOHr6wvx/15DlUW

BdpUHgM50HW1tbWhvb0dtbS3y8/PR0dHx7eI53wSQLgAmdbTDy2jE3K9LMbXG8E3fowKinz8U

lp6HyopQQFQAVa5uuO3jhYc6gFnVBqD865F54aPYPz/y/yBQHTps5SuVSrzyyit4++238dvf/

hZJSUk2vYAHDx5EQECAPGfxxRdfhK+vL9zd3W32feGFF7B8+XLodDqboZ3BwcGoq6tDYGCgvG

3GjBnw8vKCn58fTCZTj3Vbt24dDh48aLdO1sNcZ8yYgSVLlsjPmTNnDsxmM+bMmYPjx49jxYo

V8hzG69evw9PTE08++SRu3LiBc+fO2QSpwcHBWLx4MTQaDRYvXoyQkJBej2E0GvHyyy9jz549

OHfuHFJTU+U5pIIgOP6GDKNhCybv3LmDq1evDlfxA7Zotxw+VAAAIABJREFU0SJ50ut4Jt39M

5lMqKysRGlpKYxGo83w1f5MfLfudXRzc4NCoYDZbEZHRwdMJhNqa2sZTBLRqHK36g5mec+G+5

TRs0DBeNEBC2pbWqGePAnTJk9ydnVoDJlca4DPrS9gnvEdGL016Jg6HW2Kzt5KKack0DlA1VU

BeLW3YlrdA0xtNmFWzX24trV+0/fY82goEYCoUKB+ijvaAUx2cYNLazNcKioQ3tr2TeDJ0VQA

hjyQtF4xVRIcHIwPP/wQABAdHQ2jsfuID3vbetrXmlqtxunTp222JSYmysFg1/pIv3ctu7fjW

JcnkXoWf/nLX2LPnj02jy1evBi7du1yqLzg4OBu26T6SnXu+jpHm2EJJu/cuSNPLB2NNm3ahL

i4OGdXY8iJooiWlhYIgoDa2lrU1tZCEIQBJf2V8jVJS28DQEtLCwDbOQsNDQ1D/jqIiAbiiy8

LcaHgr2hu6xymuThoCZ6KfJZB5SB0wIKWDguM7R2ob22H+Zsv/H+/X4Npk9zwkEqJh1TueEjl

zuCSeiWKACwilNWVmPKgClOVHqibrkaVz2yIotg5hLWtFd+pq8JkSzsenTEbdV/roOiwfDOEt

XsQKG0RoYDZ1RVf+8zADE9PqKruQWxthUdHG9QWCxQMIImGzbAEk1euXBmOYofM1atXx1Uwab

FYUFtbi/LyctTV1clJeqUeyP5SKBRwc3OTV01raWmRezKlAFJadntqfT0eW7oUDz/88PC9MJq

QAqZNgUY5CQHTpkChAE7qRtdwjrFFgc579ePf/yn+HOcL/mqz7UbpNbS0NWPVP63p4VlkzxRX

BZra21FlbpGDR3sa2tpxq74Rt+obAQDTJrnhYU8PaKZMHqmq0lgiWmCxfHM+WTowubEOMxvro

K68C0tzOybfvgplswkKAA2ePvC0WFDXy3cYEYC5w4JGj2m4N8kNgaICDzU1YvrMGWg3meTVXN

kTSUPJXg8s0NnjGR0d7YQaOd+wz5k8derUcB+i39LS0nDz5s0+u85HO2kIq9FoxP3791FeXi4

Hj44EkNZDWDs6OtDc3IyqqiqIoigHji4uLnBVKKAQRXi0NGPqvUrM0ekwpbYOvkuW9LhKFlFf

NEo3zFBOwgK1CjNUkxA4bQoCpk2x2ae4xoyTYDBJfbvx5TW723UVxahrqsX0qUO8kNQ49sj0a

Xhk+jS0dHTgQXMrHrS0dv6/uQUPWr5dhMhzkhumurnB3dUFU1w7/1a0WUTcM7c4sfY0WjW3tK

Kj3QKFi21wp7C04TvVehjbzF1ufXW/ESZCgQalCi4WES4urjB/VYIZHSJ8WjqHwJqmuH+TS7J



nCi8vTJ45c7Avh4i+wQV4xpCOjg45UW9dXR3q6+sHnPRXFEU0NDTAZDKhubkZTU1NAKyS/ioA

t/Z2TKurwTTBgCYRiGw1o2kcJf2l4SMFigHTpkA1yRWB3/z/H9VN+OudWgDAnrggJ9eSxpMGY

x2mTvWAysMD96vvY+asmTAZjWhqMqK+qY7B5ABMcXXFQx5KPORhO0z4Vl0jA0ZyWOsUd1SYWu

AjdkClUtrc0O76PcY2B6UCzZMmo/47AVCbjJjSUAdFRwfcW1sxTewcwto5E7LnlCDtCgXuT/f

Gg0kuWGRhahCiocRgcgxpaGhAZWUljEajPATVUU1NTdDr9WhubkZHRwcsFgsUCsW38yBFER5N

DfhOxV1Me3Afk1paMLmlFXeneUHhM76S/tLQCZg2BSkLZ2KGqjOI7ElxTc+rqxENxgzv2XCbq

sBTjz+E/P9zD7PmLsKd0jI0Nd1xdtXGHaUbcwyT4zxcXOE7ZRJKjG1wN7VilgvgPskNUNgGky

IUsChc0GwRUTPNB3WiAnMULpg2xR3T29rQ3NLc6/BVURQhAuhwcUGr2yTcCnoYno21CKlpgF+

NGQoA7WN8hBrRaMJgcgyRUnm4ubnBzc0Nzc3Ncl69rhQKBSwWC9rb29Hc3Iz79+/j7t278mMu

Li6dy24rFHAD4G42YXp9Dfy/uo1JpiYACrhAAYVof8aVgkl/yYpqkgsWqrnICTmPxdKB52cVI

8r7H/iXTVNRLZzFRw8mo1QUUd9UC2Cus6tINMF1TsUJUSnR2NGBKgugNJrgqlTC0mFBs/tUGC

crMaWtHS3KqdCWfwWfjnZoWlsgKlzQoul9aKoIoMPVFVXNJkye5oU6N1d4NbfAr7YWIVMmwWg

2WfVgEtFQYTA5hkj5l4DOXI/SwjiiKMLV1VVetbW5uRnV1dVoampCTU0Nmpqa5H2kVVjdOjrg

3VCLafU1mD5rJtT/9wbaGxv6TPoLAG0KFxine8Ey1WMkXjYRUZ/aOtqwUG2Cwn0KWppFtJSaY

TZYAEzB7YpiPPpwhLOrOCY1d1hg7uhAyzf/b2prx9RJbnjUexqa2jtXdzW3W9Bs6UBzu2M5i2

lisV7TYRKAWQpAnDIZLaKIKhc3KNynQmk2YnJrM6Y11UEBUR7C2jmCtYeeSMX/z96bh0dV3v3

/rzP7lkySyUZCNsAQNkEUBKNVkRauRyxVrEgBfdSvxYJLW7XS71NwiV4/6lKrYgtt1SrlKy5o

qWDhEVEqEUVkEQIJKAnEAFkm++zL+f0R5pDJvm/cr+viYnLOfd/nM5OZyXnfn02iLDoWh89NM

mpUJSWYZLD6fEgynDVZzl1RIBD0BkJMDiLi4+PxFeRRJqvwaXUEg0F8Ph+BQIBAIEBtbS0HDh

zA5/PhdrsJBoONciAlVIDF7ST17CksNZXovF50Ph/BSAuqdor2SIBdo+FbawTxQYhxewhWVvX

J8xYIBIK2cHtc1NZX805hGsusRVDm5v3PI4idOA+pZAvHv88XRXg6wbFaB+UeT6vi0KLVEGfQ

EUfzqq3uQJByt4djtSKMUBCOHJQJBhreU/K5qCedBDo5yHC9HldNKbI/eK4GdXP/YaiwjixBE

BWyWk1xyghM1ZUk19eh9nqU8FcVkhJW1TSKSkRWCQQ9ixCTgwitVoup7DSxR76hNiOT2rgkfJ

JKCWetrq6msrISQAlh1coyBo+TaJeDjO+/Q3uu7LZKlpQv7KZ5B6GwVp9KhV9SUWcwUCUFiD1

9hrFOF1JQbvii9ogCDAKBoP/ZvvdDoqwx/Oiuh3j91fvIL5W59tYHuW7mDEpLKvjq4Je8/+mb

3DFnaX+b2mPIchBJUvXK2nU+f5e9jAa1CotW3FoImuPSaqn1eLBotcig/IPmBXiaI+GUZcpkG

Y3ZikOlwhwIkGGxYC49g9frptXCgOciuIKSRLU1Co0K0ApPpUDQU1xQ3/jp6elh/w9KZECWiT

xRgPnUCeqi46iJiKbSHAmc6xUZ8BNTV4lWDjAuIoJA/n5Ufn+Hmv56VSrslkgiTCYCDgcBn48

4j4eker/IMxAIBAOO6voqDp84wNIlSxkxMgPzfa/wQyAhMQGAq67O5quDX1JadYbtX33IzCn/

1b8G9xCHS77iyJmvuf7iRVj0kf1tjkDQPm439kCQEmsECeVlGAx6gufahLQmJoMqNVUxCchuN

5GVFUiOOvRyELPPjwR0dMvjQEQkphgn0d4AGo8Xf21tzzynQYrL4+fDL05x6eg40hMj+tscwS

DnghKTd911V3+b0G1kOYh8LiRV5fVgLf0eS8VZYgxG3A4v408dxuhxYfB5qTdFkGw2URzwt7m

mVwanyUKpWkUyKgyyTKQtFqm0FCkoi6a/AoGgywR99ai0ll5b/+OvPgTAGtMgqEIiMkRK+nAM

OgNur5u9+bu5KGUMaYmDvxhPojWFzd+s46WP/y9Zwy7hh2N/KkSlYECj8XgYrtEQrKniuNmMR

tKQ7Hag16iVuFdZkpAlFQGtAXvCcCy1Ndiq7ah93obwVBoiqxqQmlUIlGlYI4hEvTWKYpOBNH

+AYQXHUAX8SDING+v+tu+LhjpGvYai0nr2f1tJfJSBH2enCVEp6DIXhJgsKyvjrbfeoqysDIC

MjAzmzJlD/CBsWusPBAgG5fBdvIAXo9dL+ukS/PV25EDj4NWWd/v8ajXIUG80U130Len+AJkO

p9L0V4eMr62wE40GlV7f+nnBBcVRu4ufbTnWqTmdHS/oApKEHAhgP3wI2/gJ/WJC6ef34nN8T

8IVq9FHZfX4+sWlRcTGxDJt2uUtnh8xMoPbb7uDtX/7MwCHvts3JMRkXEQSabZMvivP43DJHv

LP7BeiUjCgkYMycrAhJ/Iirwen5OWMXo8R8OqNOCNiUAVl3BodKoORyzR6zlaXtd3b+tx9SkC

tocZwrndl/DAcFaUk+DxMPFuDKthSBqbg5qszeGVLASUVTl778Bg2q75HReWxY8e47bbb+OUv

f8mtt94KgN1u584772TBggXKsabs3r2bmTNnKj+/8sorzeZv374daHAS/f73v8doNLJ7925On

jzZ6rr9jcvl4uOPP2bOnDls2LCBtLQ0pk+f3t9m9QhDXkzu2LGD1atXhx3Ly8tj8+bN3Hvvvc

yYMaOfLOsazqBEqcNNpAR6vS7s+1VuIhwlSWp0RMKr1uCKjsPi9eL2+1EFAsS4XMQG/c2b/ra

gI4OSRI3JTK1aRarJgj4pqXeepEAg6BH0UVGMX3ofJzf/i+qCfEbO+2mf2xAx4hZKtt/CyU3T

MCZkE3/50+ijx/XI2sdOHcHtczPziuvaHPdfN/xIEZPfFuf3yLW7wpmak5yuPtmhsV+f/E+7Y

5Ki0jlV+S2+gAd/0KeIysyEi5l36c+7a65A0KMEZZlg8PzNhRGZlIAbjyRR7Xag8brReNwYAn

5cMQmgbz+ioVRnoDLSilmrRev2ENTqiNHpsNXWKQV7hmJklb3WQ3m1q9vrWExaPDUe3L5AmKj

8yVXppMZ3P6Jk9OjRHDp0iLlz52I0Gjl27BhRUa33LLfb7bz55pucOnUKm82Gy+XiySefZPLk

ydhsNh588EGeeeYZMjMzAVi1ahWPPPIIv//977tta29TXFxMYWFD3+OBKni7ypAWky0JycasX

r0as9nM5Ze3vKM9EDEZDVg0KoocLkxBiFeB9lyxAznYXAH6ZagxW6lFRZxKjSomDktdHfozJ9

vc7Qt5PmXAo9HybUoqBkctKU4vcS43GocLX0VFLz1LQW/y0Ucf8cMf/rBH14w1avjBcGu7445

WOjlqb/gDOC/TRns1FypcPv7z/YWd29Jd4i+bQvxlUzj859WU7vmShKl9+31nSfkvtJYUvDX5

OL7/kJNln2OMn0bc1O7/8T/03X4AJkzouNfV7XPj9rgw6Pu+L+o/vvgjY4dd2qGxZ2tOtTvGH



/QRDAbCjmnUWs7WFHfJPoGgNwl5JpvmR+oAk8uJzuNADjQ618IfCFmSCEoqHJZInFotsSfy0d

XVog4EUSHhUalQBYMEms0MISGr1aBW99TT6heKy+rZf9ze7XWa3gG6fQHKqlwcK67pETE5Zsw

Y6urqKC4uJjMzk71793L11VcDDR7InTt3snz5cux2O48//jiPPPIIERER2O12bDYbRqORp556

CoANGzYwe/ZsRUgCPPDAAzz55JMUF7f/ndfYqzlz5kxeffVVAOXYhAkTeOONN7DZbDz++OPs2

bOHQ4cOKd7PTZs28e9//5t3330XgO3btzN9+nQ2bNigpNGFvKgul4tHHnmEV155hQkTJvCXv/

yFv/3tb7zyyivExcUBkJaWxqRJk5RxoTUnTZrEk08+yaFDh/j4448VW202W7d/H73FkBWTDod

DeaO0xauvvjqoxKQUDKJDYpTZRI0/wNEADHfWY7aYG6qVqdT4VSr8WgOlccNxlJwiKRAk2lVL

UFLhjUtAjYyvrZt4lYRXDuI0mfk2KopEp5NYt4fRBjOOMjuS3ODBbL/6mmAgcvPNN+PxeHjss

cdYvnx5j6wZZ9Jyc2b7X3Qbj3NeTF7U/vijla4uiUlJ9lP+9eNtjGjtvRt+vPzrR5ucbmleRz

4HLdwUdfjzI4c/lkGtjz6XhyiDLJ+LSpAb2Rd63PBPlmUiMmo58f4aNPqdyvHzcwkbf/5xQ55

20/VC4+Wmxxs9p9IvHlSO66LG4HeeJuirJeitxvH9VlxlXwJ/6+Br0DIqdwFmbZAvv/iy1TDX

lnD73P0iJt0+J9dfvKgDIxd3aNw/D7xGQG7I/TJoTVj0kfxw7E8ZFT++m5YKBL2AJYIanx+tL

KNXq8Lac8iy3OTrVVK+m4IaLQ6DGbXJgkqtRa6txux2Ya2tQQXNQlhb+mb16HS4dBqMQQmPxY

wUN3BvzDvCpFE2Jo3q3nMIBIL8z9/2Kj/rtSpGJkVy/fRUYq2G7poIgNlsJj09Hbvdjt1ux+F

wMHbsWMrLy8nMzOTNN9/Ebrdz7NgxkpKSSE5O5ne/+12YwGoc5pqWlha2vtFoJDExsUO2/PWv

f2XBggVs2rSJDRs28NFHH1FUVKQcO3bsGK+//jpLly6ltraWN954g5SUlDCxOmbMGBwOhyKEb

TYbhw4doqKiAqPRyKpVq5Rw26SkJGXshx9+yL333stFF13ErbfeyoYNGwDYtGmTMi4kqFNTU6

mrq+O3v/0t//rXv1i1ahXHjh0b0CGxQ1ZMHj58GKfT2e648vJyDh8+zPjxg+OPryzLBOWGAjx

6CUapwWXQUR4I4gyC2xqPA4ioryPzRB6SHDgfwtpW01+g1hKJJ+DDrNFypvgkNlRMPn0aZJmz

cTrQDu6dPEEDL774IkuXLuWxxx7j8ccf59FHH+0xUTlQ0FFFVd4LXZx9tfKo6shLTc51NVyq9

SrKnZ0rE0SlNmBJm9twTpLOh6dLjQpTSKHM6YaeakGXB0n2EfBUKMfPzyVs/PnHnGs/IYGq0f

lz41VNrtP4+0VrTlKOB9yVyEHv+Wek0hP0dq9PrQYnT8+s4XuHiWUffML48eO5bmbLaQuq7Uu

5NFnL1yU+hkebSDbX42Bw95x0euvJK/lKiEjB4MHtQidJ+GWZClnC4g+gD1VzbRJZJUlgN5mx

xyRg8QdQ+30QHYutthZPfW3bhQHPLRVQq6jS6/EnDCPe6UJXU43WF8TsdKOqb//+cKjz7y+Lk

VQSOrXU4yKyMWlpaezcuRNA8UoC2Gw2rrjiCg4cOMCOHTu4/fbbgQaB+OKLL/Liiy8CKAIN4O

TJk10WVWazmcmTJwPnw0xfeukl5ZjNZqOurg6Xy0VWVhYpKSnNxGrIfpvNhtlsxm6388c//pE

//vGPyphQx4jQ2OnTpzN9+nSOHWu5TkRonMlkUryySUlJigd2MHSgGLJiMhSX3BEGlZgMyufD

QM5VP7OqVEQiU2U0Un2yAqPX227T3xABtZrihGQM9XXE+PwYvD4MHh+RwYaQEVk+93UtGvwOG

W6//XYeeughKs6FKTcWlQ8++GA/W9czeKQ4Mm+r7NLcwg9uVB5nLu7aGr2Jz1HCyU1TScz+U6

fmHVr9IiN+egXxl17WS5Y15jfETDj/Xjq+fhhywI2k0iMHvUSPu4+4qU/z2QPvd3plA3Yu8r+

GRS5GjZM0s5MbLruEF19qEP4tCUqpfD+joy1oZA0Lx1egDR7AoU7p+tMbAOSf2UeEwcp/TVgo

RKRgUCDLMupAADWgCgaoVatQa7REuF0EAVmlRlZLOKIT8MsqdMXfEeOoRRUIgEqNLxBAaiOiI

1TJ1aGSKLVGYFNpiKl3UOPzE6lS4XF72i7mcwERDMp8U1hFVoq110RkiJAHcufOndx9991hom

ry5Mk89dRTDB8+nJSUFMU7+Lvf/Q6jsSF6JCSmfvjDH/Lggw+G5U8uWbIEi8VCZmamIjhbI+T

9g/MhtgD79u0jMzMTu91ORESEct2OYLPZ+OUvfxlmLzSE5IaEb+g5tZYnuXPnTqZPn47T6aSu

rm5Ah7O2xpAVkz3B448/zmOPPdbl+VIPCLCmoXDeYBCv349GJRFs0JKc6xSCRgaCbZe7DiA3t

AIxmim1RBLt95MSG4epugqvsx6VIkDDbZek82GtPo0WtUaDSqdr8Ro98bx7cp0LlY6+fh6PB4

CVK1dy5MgRbpk/tBLDL3TO7v6c7z/aRszFE/tISIZTe+Itgt5qQEX0uGXETXkaSdW9KAerXBD

2812j8vnieAKHDx9uJibr6+uxAj8bX68ccwT3U6GahEMavIJywvBpTE77QX+bIRB0GDmsAI9M

ZCCI5Pfj1mhwG8y4bMNQO+uJqKpA5fO0GMLabE3Ao9UiqbWoZPAiYyz6jnSfHykQbKW7tkClk

rj/pnFYjNpev5bNZiPpXMHGpkIpJSUFq9XKhAkTMBqNZGZmMmfOHGJjY5UxK1asUITYc889F1

bN9Z133gEavJlpaWncddddSv5iKAcy5OG7++67W82ZvOuuu5TxBkPHhXVmZiYTJkwIs3f79u3

MnTuXRx55JGxdgPXr1+NwOBSBHBpnNpuVuTExMR2+/kBhyIrJ0C+mI7TWIuTRRx/l0UcfbfFc

ezQWXz2JT6enxOVBExVFRG0tOp2GoNR2019ZUlEfEYXs80FdLWcddUQDI8rPNjT9HZ7aoWsXG

Y2oIiMI6k1o/V58rpYrifXE8+6t1+9Cob3XLy4uTvFM6nQ6JElSPJP/+9H2vjJT0Mt4qqvJW/

Myk3+7guisnm/L0RGcZ3YSmfnfJE5/EUnV/RsXN813bTW4WHOjjPuHd4YdP/FdIX//y194alL

4eDPFXOx/lt3aroZC9z9adcubeQLBgEWWlT7ZoUxrDWAIeFH5PJjtp5H9gQ71tg6otdRaLJhs

iehLTyN5vWh8fozK370m6QHifqIZvS0kMzMzFSHXOJUmFPYZIiIiQgk1DZ13OBwtrmmz2di0a

VOr12xtXltzWzrW2N777rsPIKzwT+Pnduutt7bodWwcqhviiy++6NC4xtcfDJVfh6yY7EzY6m

AJcQXQ1taQoNfh8bgp0enQqbQke5xoQ01/G+HX6LDHDsPsdGDyeVF53ejKz6CSg202/W1MbUQ

kp00GEpAxlZxB63FjqHWgkmVoRUwKBjavv/46TqczTET+9re/7W+zBL2ESqvtNyEJkHDF6nN5

lz20XjC3xeN690m+XPc/fKufQk1dFYWFhZwoLCQjrvlmYa2UyXfqgf8Hur+41GbFHQjiCgSo9

/nxyzJ1Pj++oEz9uWbv/qBMnd+P/9yx0DlXIIDbH+znZyAYiPjVWnyBIGoawlFlGtqFAEhBud

k9TBiSRFCScBsMlFqjiJTURDvqCSYZMMsyXq+nIYe7YXCTqQ0/B9VqkFQw/Qoip0zp+Sco6BS



h6qrTp08PE2qCwceQFZMZGRmMGzeOvLy8Nsddc801rXomByTncg5MgQAjgRpVgENmMymBIGrZ

SUCtxW2OoC4iBoNazSVqLaVnTyHJnAthbWm371zVRknCp1Ijq9RUJiZjd9czwhcgq6ISdSBwf

rbIORjU3H///fj9fh577LEeE5EnazzkfFFMnFFLnElLWqQes1ZNWqQek6bnhIRg8NGTQhLArr

oEtewiSi7AKh9DzflCGrK7lkOH80iISULt05MSnw5yeKGNE6r5nFbPbLqsoAkGtQqDWkW0rrn

3orDeyc7S7rclEFxY+HxuHNZIZIcTrVaLxulU7iRa8hzKkoRPa2io4CqpkEtL8LpdJPh950JY

249g8pnMOG2xFBuMVI0djyM6htSLLkJzrj2DoP9oz8soGDwMWTEJDW7iJUuWtFrVNT09XYmtH

izIQVnZyQOIDASY4KinTqXGrtXiMkdhctRirrHjjI5Hikpod80atRa30YRapcKtUoNKTbLFQv

L3p5CCcodCTgSDh3feeYcf/ehHPbqm0x/kqN3FUVr2VqdF6jFpw0XFf76vJS1ST1qkvkdtEQx

t/Jg4rZ7JaRoEoS24n4Tg5wDoU+5gXoopbLwGJ5X+19Dg5Dv1rYM6T1IgGMyo6p2Y7FX4dVp8

sow7Lh5TRQUany+smmvQYMKdMoqo6mqCdZWo/T7UPh8q+dz9iNxOHqVKRc2wFOqGp+KOisITE

UlQo8FssXD5+PGMGDECrbb3cwUFgguFXheT7XkGexqTyURGRgbQkDe5du1aVq1a1cyOqVOnct

9993Uqt3IgIAeDyIHmIUQRgSDUVuKqKYNz1V4liVbDRmQJnKYInFod5jPfo6uvRevzYwkE8Jr

MqAMBAiLHYEjS00KyI5ys9TQ7tubgWeVxWqSeOKOWNGuDuEyPNBBrHNJ7XYIewq66BLvqklbP

+zFxRLOsDy0SCAQtEQzKBINBVG4PercHXX09DlsMQa0Oc+kZ/NFxOKPi0Tvq0bocRGlNVLq/V

3pbt7ypLTV4LTVaPAYj1VnjqE3JIGAyoVarUavVJMfFMXXqVFJSUtC1UjhQIBB0nV6/W1uxYk

VvXwJoEJFz5szhhhtuABpEbFxcHPHx8eTk5FBWVkZZWRnQUHCncWirw+EYNKJStkbj9PrQqdW

omnyvyudahYQdCx2QVPhVatDqqYuKRfK4iXY5sVRXoTrXROT8F3bLaZRBSSKoUoFKQ2XyMEal

Du/5Jyi4IDlZ6+FkrYe9pfVhx4XXUiDof9RR0ajMFtRRMWjiExhvsjCitobKku+prSinsqyMy

qrq/jZTMMCRg0GlAA8AQTCXlhNQq3HpNUg1biILj0AggC9+OLK67VtUv8lCfVw8zhgbdTExeC

Oj0Gi1xNlsxMXFkZKSwvDhw4mMjOzlZyYQXNj0ipicMWMGmzdvbjW8tKcxmUzk5OSQkZFBYWE

hr776Knl5eZhMJm699VbmzJnTTEAClJWVsWrVKoqKihg3bhz33XffwM+fdDrwq1X4fH6CGjXG

oIxGAiSphaa/EnU6PfUWKzpUeDRaVIkpJFdX4a0s71DT36BKwqHREoyKxhiUcXo9RHr9DDtZj

KaqphefqEDQskdTMHiorHWz5fNCZk9LJy6q7d5dHqePM8cbKgz7PH6qS+vwedtudSToHdyWSC

JHZqKLiUETn9jiGKvFgjUpWflZ9npx2CveU30tAAAgAElEQVSoOV1CSf4RistFTqUgnGAgSFB

JnTmPKuhH565F5ahFPne+tc5WsqTClZSKKyUdny0eX1QMskqF2Wxm3KhRpKWlYbPZsFgsaDQi

ukUg6At65ZMWHx/PH/7wB7788ss2y/S2RkeE6C233KI8vvzyy8nIyGDHjh2sXr1aOe50Onn11

Vf54IMPuOGGG5Tw17KyMg4fPswnn3yijM3Ly+Oee+5h/vz5zJ8/v9M29xVyMIgxEERWSbhkmW

oVaNVaLB634oWU1Woc1lh8aj3VlWXovV60fj96wGdLaKjE2g4utZryCDNRKg06l4c6o4lhXi/

migrFgylKbQsEgraIiTSw73g5B74tJys1hp/8YGSYqNTo1Pi9gbA5Po8fe0l1o350AwdrvKW/

TegT8k4WU338BHEJCSSkpBCbnII1KRmNvnmIoOz14i87i7+8FKoqMZeXEhf0U9wPdgsGNkmzZ

1Nx8iS+M6eR/eEbRc3vJ6SGLB1JQlZr8FmsuDMn4M4YRVBvVEJY0xITmThxIqmpqUI8CgT9RK

998uLj45WQ085SVFTEnj17Wj0fFxfXrO/Kl19+GSYkG1NeXq40J22Pt956i/r6+gFbmEeWZQL

ncia1SA2/QL+bWr0Bj0qiOnU02vpaTPW1qD3l5xLWG0JYUbX+6w5KEpKkwqM3UKvTYv2+iOEu

D5LfgQS4AgFETc4Lj6DHxUiTNeyYt4Wc3YGAq7a+/UGCPuemH4zkn599xzffVVBwqorRqdGKq

Bw9PZ28nd8pY511bqpL6/rR2ra5ZuFl/W1Cn1JeWkp5aSns3QugiMvExER0dTX4y84SqK7qZy

sFg4WoCROI/j//B/s33xA4epTgyZNQ1/B5byYmdXpq41OoT03Gn5BMwBqDRqcjLiaGuLg4kpK

SSEpKwmq1tnAlgUDQlwzIbZz09PQ2xWRLoagdFYsdYcuWLdxwww0DM+RVlpHlhpv50C29WgaL

y4nW7yX69HfIPl+HKrAGVWpcBiP6iCiorwNZxuD2kOh2tdj+Q3giLzw0HgeXc/5mv76+Ho9nY

Iae+vrbAEGLXJIZzz//0/Ae8vgCYaLy5h+NJtJmptbuABm87q79Fn0ePwW5x1s9n5V9ERp99/

7cpV+cRPrFSd1aY7ATEpfOCBMZFlP7EwSCRuj1ei7KykJrMFCVnk7AbseXl4fvwAFwe0CS8Cc

m408ZhX9YKs6IKGSVCpPZzKhGIawmk0l4IQWCAcSA/DQWFRW1eT5USKfxz+Xl5T1qQ2Fh4YAU

kwGVGr8vgFqlUorkhP5XBYIQDLQ2tWGsSoVXb6AiIhKzSoPO40ayxRNRV4vPUd9u01+FiRMxj

x3b7ecjGHiYTSYcTcLMZVmmpqaGQKDt99dAISGh/ZY4gp4nv6iSk2UNnobn3txHWZUTSZLQal

R4GzWyDwSDHDpRwTWXJDP+mlHdvm51aS3vPfVBq+cXr/oJ1viIbl9nqKMfezGG8RPRvP8enDr

Z5XViRl7ExOsu4szB/ZQV5PeghYLBjEqlIjo6mujoaCorKyksLMQxfDiB7Gxq8w7hkGUCBhMq

lQq1Wk1iYiITJkwgIyMDtVrd3+YLBIJWGFBisqysjM2bN7fplYSGsNVVq1Yxf/58pehOT1NYW

Mjll1/e4+t2F48KqhMT0H9/Bq1eixQMKu0/WvMcBiUVKpUKjzkSb5UdjaOOWI8bye9HQsLfQk

J8Y2SVmoBOR53JTElqOtVJyQwfPRp9enovPENBfzN27Fj27d+vCEe/309tbe2g8UybzWamTpn

S32ZccLz+76MYdGpM5zyAN10zivhoIxXVLl569yAAGnVDHtT08cOYe+VI9Dpxg9ibXPHAQxz8

x2s47C0XwwmJR8O4SRjGT1SOq7b+u1vX1UVEcukvH1F+Pr3rP5zZu7tNcamOiydq/u3duq5g8

BATE4PVaqWyspLy8nICOh1xlZXExsYybNgwkpOTRRXWXsZVehZjQssFtgSCztBvYvLVV19VRG

BXPIt79uzB4XCQk5PTK2Kyr/tjdhR1ZTURp8/ijjDh0jYUQzDW1qEKBMKqucpaPd7YRExOF16

fB7WkwuCow1xXgyTLTZr+tiASJAlndCwuWyyuGBt1w5L4Xm9AbzQyMiWFESNGiJ3CIUpCQjxX

XZlNeUUFDoeDQCDQJSHp9/spLu58GY7ExESMxrYrf7ZGTHQMiYkJQ7yXmETLzXv6hz1HzrJuW



z63zR7DlDHnPcIZwxpuBP/8yTf4AgHUKkmIyD4ma/4isuYvIv+tf1C//d/oExNaFI+9TdKVPy

Dpyh8oPzcWl2rZh+32n2O5dlaf2SMYGKjVauLi4oiKimLYsGEAREREiBDWPuJgzuPoYmIYueg

2rJmj+9scwSCm3z6xmzdv7vYa6ec8Y03DXnuC3hCoPYEclCEYxFDnICg5Cei0OCIjkNVqTBVl

BCKicVlj0bndyHoTVslIzZnjSEHOFdBpwQfZSFj6tTpqR15EfVIK3sgoAno9QbWamJgYLr74Y

lJSUoiKikKn06FSiZI8QxWLxYLF0v3Kle+/916n5zz00ENER0d3+9qC3ufvHx5BpZJ46VfXtH

i+rMpJebWL7AlJQkT2I1nzF8H8Rf1thkJTcSm4sNFqteI7vx8YNuM6Tn2wibw/PIMhPkGISkG

X6Tcxecstt3Tb+xdq9dHT+ZLQ0FbE4XBgNpt7fO3uEJSDBBvlran9fkxOF36djjprJLKrEkvJ

CfD78MUPR6W2KGGwLQlJWa3GZzRQmzoCe3IKzvhEJLUarVaLUafjoosuYvz48QMyf1Qw8ElPT

283B7oxer1e3FQMEl7bcoRhsWZmX57W6pj4aBM5d09Hp+kZEblz/dcUfXOasycqcDu8YecSs1

JbnffH//5/YT8bzDoSR8SSfnESVy+8tEdsEwhaw3n2LKbE5uGErR0XCPqCtJtu5tS//knA5cJ

xsqjHReXu3buZOXOm8vMrr7zSrBNDd7Hb7fz1r3/lgQce4Pjx4xgMBjIzM3v0Gm3hcrl44YUX

uPvuuwE4cOAA1113Xafm2Wy23jaz1+k3MdmTb6je8iIWFhYyfvz4Xlm7q8hBOSycNYTa7cHoq

MZVXdak6W/LIaze6Fi8tni8cYk400Yiq9XoDQYyEhNJSEhg+PDhJCQkYDAYevspCQQKoVAnwc

Dmu5Iaqus93HF9+0W4ekpI/vO5Tzj48bEeWcvt8FJ06DRFh07jqvcwe8kVPbKuQNAU+zcH2bf

qKWInXcLo2+4AGkRkwRuvUXFgP5c88n+JnTipn60UDDbOfrqDM5/s6PY6uqhovFWVAIqoPPz0

KobN/CEjbv1Zl9e12+28+eabnDp1CpvNhsvl4sknn2Ty5Mk9KvZsNhvLly8HYOfOncya1bfh8

kajUbn+7t27O+zcajxvKDAkAtOdTSpP9hS9ET7bXWxTL6fsyBH8LRRUCLUMOY9E41S3gNGMJy

MTz/B0/BFWgnoDslpDXFwcY8aMYfjw4VgsFgwGgwhhFXQbt9vN2bNnOzWnurq6l6y5QOml9Mp

3Pz3Oz2b2bThUTwnJpny56ZAQk4Jew3bxRAyxsZR9tQf7oUOoDQY+f/jXBNwuTInDhJAUdImY

iZdgSet+EcSjL78U9rPaYMA6ZhyJ11zbrXVNJhMRERHY7XZsNhtGo5GnnnoKaBCad955J9u3b

2fmzJm8+uqr2Gy2ME/mihUreOCBB8K8dxs2bCAtrSESZs2aNbz77ru899577N+/n2nTprF8+X

K2b9/OL37xCw4cOMDy5cux2+08/vjjPProo4oHcPfu3WzevJmPP/4YgOeff55Vq1axfft2tm/

fzvTp08Nsueuuu/j973/PgQMHlOtCg6d17ty5vPDCC9x8883KGiEb25q/ZcsWvvjiC+6++24+

+ugj/v3vfyvrhmzYsGEDd911FzNnzmT8+PHcfvvtfep17QxDQkzecsstvbLuQAztjLvySs6aT

FTs3Il/714klwv8/oaTTYqkSCoVfoMRT8ZoPCPH4EsYjqTRoNPpiNDrSU9PZ8yYMaKNgqBX2L

JlC263u1Nzqqur2bdvH5MnT+4lqwTd5csjZ0mymUlJ6LtWG5Wna7h87oReW7++yoklWvRNFPQ

Oo2+7g8Mvv4ivvl45prVEMPq2/+5HqwSDGV10NLpupoRUHT6E3+EAzovIEQt+1iMVXo1GI7/7

3e945JFHeOWVV4DzYa5//etfWb58OZs2beLYsWP84Q9/YOnSpaxdu5b9+/eTkpLCk08+yfHjr

fcOHjNmDA6HA7vdzv79+7n88stZtWoVs2bNwmaz8eGHH2K32zl27BhJSUnNQknr6ur45JNPOH

DgAKtWreLVV1/l2LFj7Ny5k8zMTMWWzMxMNmzYwKZNm0hLS8NqtVJRUUFxcTGvv/46P/rRjwC

Ijo5m+fLlLFiwgMzMTB588MEW54fsdrlcfPHFF82ez+7du9m5cyc2m41Dhw5RUVGB0+nkwQcf

7PbvpDcZEmKyp2OwBzI6nY6ktDSYOZP6iRPxHT+Ov6CAQFERsl8CCYJRNgK2RPwpIygelkZQo

0FvMJCWmEhiYiJJSUnExcWJEFZBjxEKNa+qquLMmTPs27ev00IyxMaNG9m3bx9jx45l2LBhGA

wGEf46QAgGZXbuL+GBW/rWmxKTZBXewz4k7cqrqTp1Ep/L1em56rh4IufM6wWrBi/xl01BGxH

RRExaiJ8ytR+tElzoHP/7KwT9PmIuubTHRGRjjEYjL774Ii+++CIAq1at4tNPP+X06dNhuZQz

Z87E5XKRlZVFSkqK4sV0tfH9k95GazqbzcYVV1zBgQMH2LFjB7ff3rzl0BVXXKFUjZ8+fTo2m

w2bzabUSQnZApCWlsbOnTtJS0tT5tlsNiIiWt9QbW1+a3ZfffXViu1msxm73c6ECRMwGo0YjU

YuvXRg5/YPCTF5IaHRaBg+fDhxcXHY7XZO2Wy4s7IIlJXhOJ6PM+AjEGFF1htBoyU2Lo7Ro0e

TmpqKxWJBr9eLEFZBt/j444/ZsaP7uRptUVhY2GYu9F133cWIESN61QZBc74vrwdk9FpRlXUo

M+GuX5A571YO//0vHPngnx0SlZLJTNT824SQbIXG3knhlRT0N36Xk4SrriZ+2vRe6TV57NgxX

n/9dX73u98poi09PR29Xk9SUpISyhnCbrdz+vRpnE4nRqORVatWMW3aNOrq6pRQ2aKiIiWEtD

0mT57MU089xfDhwxVR1xny8/MpLi4mMzOTkydPtilee2O+zWZj8+bNzJ07F6fTyddff93n+aC

dQaiKQYgkSRgMBpKTk7nssstIz8rCnJmJ9oqr0GRkYh2exsTLprDgZz/jZz/7GZdeeilxcXEY

jUYhJAUCQZex17iwWbvWA1QwuNBHRXPpLx/hlo0fMvGWBWhb6f0qmcxYb1nM8DXrhZBsg5B3E

oRXUtD/aIwm0ube2CtCEiAzM5M5c+YQGxuL2WzGbDZTVFTE9OnTufvuu1m1apVy/P7778dkMr

FgwQJSU1MV7+A111zDhAkTuOSSSzCbzRw9erTNazocDm677TaOHTtGSkoKVqtV8e51BpvNxpI

lS5Trfv7558ydO7dDc++66y4++uijLs8PkZmZyYQJE4iNjeXOO+8kOTm5U/P7GiktLa3F8gwn

T57sUqNyQQOSJPXp6+d2u6moqECWZeLj49Hr9X127d6gr1+/oUZvvn594Zlsj970TG776Y3K4

1nvvN8r1+gOPsdpTm66jFE/O93uWE9NNZ//+pdc+8rfe+TaH311Cqfbx9yrRrY5Tnx+WyZn8x

JWzFnb7riB+Pp5qqsUT2WKRmJEfByRc24ics48VObu96TtKQby57ds71d888fnuPiBXw8IMbn

tpze2+BoNxPffYKKnX78lS5bw/PPP99h6FwKh6rEDuWhNWzT27DqdzmZFhPqSX/3qV2zbtq3N

MSLMdYhgMBgYPnx4f5shuAC47rrrOtRHSTD0qKhxkRrfd4V3BAOHkKdy/H//nMrcT0m45ocDS

kQOBmInXcLl/9/TmIcl9bcpAsGQJVQtdvr06YNSSEKDZzIiIoLY2FigoXjRQO5HKcSkQCAQCD

qEvcbNJRcNvCrXgr5DHxXNsOtvbH/gBcC+9fs48Z8TvXoNWZYZN3ccYzvQ01UgEDSEqW7atKm



/zeg2y5cvHzS9KIWYFAgEAkGHqKhxEWsVVaAFAoD8rfn4Xb5ev843734jxKRAIBiwiGosAoFA

IOgQMREGYqNEAR6BYOczn/SJkATw1nn44s+f98m1BAKBoLMMODGZk5ODJElIksSkSZMoKChQz

hUUFDBp0iTlfOhfTk6OMmb9+vXNzjcdIxAIBILOU1xWh8vj728zBIJ+pb68nuKvS/r0moW7T1

JfXt/+QIFAIOhjBoyYdLlc3HPPPUBDjoAsy7z11lvMnz+f3NxcZVxCQgL5+fnKmIqKCnJzc8P

GLFmyBKfTqYyRZZkVK1b0+XMSCASCnqY/Ky0adBrc3t4Tk6G/A6FNwNmzZ2O325XzrW0WNv7+

b7wh2fjf+vXrO3Tt9evXK48brysQhPh8dS5Bf6BPr+lzevl8tXg/XohcdNFF/W2C4AKmI0WMB

oyY3LdvHwAPPfSQcmz06NG8/PLLrFu3DlcrTZNtNhvZ2dkUFRX1iZ0CgUBwoWLUa3B5eucm2m

63c+ONN3LVVVeFbQJed911YREqTTcLd+3aRU5OTpjofOKJJ8I2E2VZZuHChb1it+DCouxoGWX

Hyvvn2sfKhXfyAuTs2bPU1tb2txmCC5Da2lpKS0vbHTdgxOSOHTu46qqrmjUXjY2NpbCwkFOn

TrU4z263k5ubS3p6el+YKRAIBBcsBr0ady+FuW7dupXs7Oww0Zednc3DDz/M22+/3eq8rKwso

qOjqaio6NJ1Q57MO++8k5qamrBzeXl5SmpFe55NwYXB7rWfE/T1rVcyRNAX4OMnP+qXawv6D6

vVKsSkoF+oqakhMjKy3XEDRky2RmxsLDExMcrPpaWlZGVlKaFLsbGxLF68mOzsbGXM2rVrMZl

MrYZBCQQCgaDzGHUaXL0Q5upyufjss8+YMWNGs3Pp6enk5uaGeR4bk5+fT1VVldKPqzOsX7+e

3NxcKioqeOyxxzh69GjY+ffee4+PP/6Y/Px83njjjTAPqeDCo2hXETXf17Q/sBepKaml7GhZv

9og6FuEmBT0F7W1tURFRbU7bsCLyaY0zpnctWsXs2bNYvbs2WFjWsqZbCw2BQJB1ykoKGDBgg

VhN/c5OTnN8ttycnLIyckhNzeXe+65p9VQ9Y6s37j4liim1X80hLn2bQGe2NhYoqOjlZ+bbhY

uW7aMF154Iayh88qVK8M2E5sWcwtx4sQJFi9ejM1mY/To0cybNy/sfONzV155JXv37u29JzpA

aZqD2nhjtvHnsunnfyiy5+97+tsEAHat3tXfJgj6ECEmBf1FbW0tVqu13XEDRkzOmDGDzz77r

NkNZ35+PlarldTU1GZzsrOzyc7O5n/+5386fKMqEAi6R8gDFAordLlc1NXVIcsy+fn5yrGSkh

JmzJhBdnY2a9asaRbC3hIFBQXMnz+fqqoq5ZjdbueBBx7g5Zdfxul0UlJSIkIOO4iEhEzPFet

JiDHhdPdNO4TWaLxZ+MQTTzBv3jxGjx4dNqZpzuSBAweajQm9R9viQk+fyMnJoaSkRHm98/Pz

WbZsGbm5ubhcLl555RXeeustZFlm8eLFQ/pv8ZEtR3BXD4znVl9ax5EtR/rbDEEfkZKSQnV1d

X+bIbgAqa6uJiUlpd1xA0ZMTp48GYBnn31WOVZQUMCyZctYvHhxqzeiS5cupaioSCngIxAIeh

ebzcbYsWMVL00on3nevHns2LEDAKfTCTTkszX2TObk5PCb3/xG8WY09ljm5uYyf/58Hn/88TB

PVEVFBdHR0WRlZWE0Grnqqqta3HgS9D5pCREcLqzs8XVDv9fQ+6cxe/fuZezYsWGexxBLly4l

Nze3S5sLRqOR5OTkNseECrt1RHgONULPuXEtg5D3dseOHRiNRp5++mlFpF922WXU1NQon/2hx

jfvftPfJoRx5F9CTF4ojBs3TtzjCvqFvXv3Mn78+HbHDRgxaTQaWbNmDYASTjN//nzeeuutNk

NUbTYbixcvDqvm11LOZGfC7AQCQdvMmDGDEydOAA1iLyIigquvvpq6ujpcLpfioTSZTM3mfvP

NN0oe2hdffKH8kczOzubAgQNkZWWFja+oqMBqtSprpaenU1RUNGRvWgcyo4ZH8e33vbNDPnv2

7GbCMDc3l2eeeYZbbrmlxTk2m40VK1awbt26LoVYzpgxQ5lbUFDAxo0bw86HNi1OnTpFYWEhl

112WaevMVgJCfxFixaFhZavWLGixVZbe/fuDfucDiW++PPneOs8nZpjjjUz8acTSZnSfFd/zP

VjGHP9GLQmbZdtctodfPHnz7s8XzB4SEhIQKVSdaiqpkDQU5w5cwa9Xt+hegQDRkyGWLFiRau

hSaNHj2bbtm3NwpUWLlzI1q1bsdlsLFy4sFlJeFmWOxxmJxAI2ic2NpYjR45gt9vZsWMHM2bM

UELRT506RVFRUYvVmaFBNNpsNlJTU5k2bVq71xJtfwYOOq2axBgTp0rrenxtm83G+++/z2eff

aZsAubk5PDxxx83+85vzOTJk0lPT+dPf/qTcqxpzmRrubahVInY2FgeeOABbr/99mZrT58+na

ysLFauXNmmHUORhQsXKr2cW3sd7XY7s2fPZtGiRW1GEQ1W6svrOfF5576DUqakMG/NzUycP4n

se68ME43RadFMuWMqU+6Yyrw/30x0WnQbK7VNZ+0SDF4uvvhi8vLy+tsMwQVEXl4eF198cYfG

DjgxKRAIBj6pqamkpKRQXFwMoISgRkREUFFRwYkTJ1rNNxsxYkSnrnWh560NNC4aHsV3Jb3jn

QxFqIQ2AUObhCEWLlzYbGMwNCfkLWu8Idn4X0vetMbjt27dyq9+9SsWLlyorPnzn/+cAwcOXN

BF3Gw2G1u3bkWW5RZzlkPnKyoqlIJbQ4nPX9qF39W5PGFLvEV5rDPrSJ16vubD2Dljw84hSV2

2ze/y8b8rt3Z5vmDwMGnSJOGZFPQppaWlTJo0qUNjhZgUCASdxmg0MnHiRPbs2UNdXZ0S2jZj

xgxl97RpuGpXiY2NDcvFKioqIj09fUiG0w0GfjQ1ja1fnuxvMwS9jN1u55577gkLHw6FvoZC3

BtjMpmUEPShQn15PWXHO9+/9NSe4rCfs++9ktvevZ3b3r2dkdeOOr9+WT1VRd3LQS47XkF9eX

231hAMfEaNGkV1dTXHjx/vb1MEFwAFBQXU19d3ePNfiEmBQNAl0tPT2bFjBxMnTlQ8RbGxsXz

77bckJia2WDClK8TGxlJVVUV+fr7Sj7C1EFpB72M2apl75Qj+30ei5+JQxmazkZycHBY+bLfb

WbduHSNGjMBut7NgwQKl5cpQzCvd+dynBH2BTs/zOjzUl7Uv8HpCBAZ9AT5fPbS8wYKWuemmm

9i8eXN/myG4ANi8eXOzVlltIcSkQCDoEllZWVRXV4eFoaamplJbW9ujXkObzcYLL7zAsmXLMJ

lMJCcns3Dhwh5bX9B5rpiQBMCb2wsoHyDtEgQ9Tyg0OJQvGRsby+LFi1m4cCE2m43HHnuM+fP

nI0nSkMsrLTtahv3bjhV1ik6LxhxrBkBr0jLr8dlhoa6VhZUc3XKU7z79LkxkJo5LJHtZdovr

dIazeWcpO1rW6XmCwUVGRgYxMTF8883AqiwsGFrs37+f+Pj4FlsytoaUlpbWYhOykydPIsud6

0/mcrn41a9+xdq1awGYNWsW69ev7zEPRXusX7+eEydOsGLFCnJzc1m3bh3PP/98v3gwJEnq9O

snOI94/bqHeP26zraf3qg8nvXO+/1oScv4nWcofH8yFy080+5Yb00Nu359PzNeeb1XbNmyu5C

9R0tJjrOQMczKJZlxxEQaxPuvFXI2L2HFnLXtjhOvX9fpqc/vxl9sxNEBz6HWpGXen29GZ9Zx

Nu8sOpOOmIwYoEFEfvL0J83WSTgnIkOC89SeU8Skx2CJt1BZWMnmhz9Aa9Iy6tpRHN1ylJQpK



VQWVuKocLRqh3W4lbl//EmnnuO2n97Y4msk3n/dozdfv9LSUt544w2WLVvWK+sLBC+99BJ33n

kncXFxyrH2alf0mGfSbrdz4403ctVVV4UVPLjuuuuUMJi+pDON0gUCgUDQea6fnsGjd07jR1P

TqHV6ef6tfWz67Lv+Nksg6BZHthzpkJAEGHXtqIZCOjR4GkNC8mzeWTY//EGL65TmneWDhz7A

6/ACkDo1VRGWMRkxDdVg/3wzU+6YyshrRpJ975Xc8NyP26z8WvN9DUe2iN6TQ52EhAQuvfTSZ

m2MBIKe4O2332batGlhQrIj9JiY3Lp1K9nZ2WHhZ9nZ2Tz88MO8/fbbAOTk5PD8888ze/bsZi

XGXS4X99xzjxJOE6oIl5uby6xZs5g0aZLSK3L9+vXKuEmTJlFQUEBubi6LFi1i5cqVSkW5xr0

lc3JylDmhSnShazY+F7KpqT1daYotEAgEPY8EDCyvQWpCBDf+YCQ5d1+BRi2yJwSDm7xNHW/B

EJMe0+yY1+Elt508Rp/TyydPf9LiOUu8hcpzhXkm3jJJEav15a17JqFzdgsGLzNmzABg9+7d/

WyJYCixa9cutFotV199dafn9shf/VBRjNAbvDHp6enk5uYqFeFef/11XnjhBaV3VUg0Pvvssy

QnJyPLMrt27WLZsmWKR7O0tJS33nqLNWvWsG/fPtatW0dFRQWyLDNv3jzefvttsrOz+cc//sE

TTzzRrAT8+vXryc3NpaKigvz8fJ555pmw8uUlJSU4nU527drFxo0bKSgo4L333lPsqaio4LPP

PutSU2yBQCC4kLj+igwAjttfOQ8AACAASURBVJ2q6tY6bW3oNe572HTT8NZbb0WSJJ599lkWL

FigfG83LRjT1gZjaI2h1uZC0D771u/DVens8Pg9r33FV699FZYLWbznFMgy0WnRaE1azLFmEs

YmkDA2Aa1Je97DKMth8yoLKzm6+QhT7phK4rhEvnptD+8t3chXr+0B4NpHriVhbEKrtrgqnex

bv6+Tz1gwGFm8eDF79uxpsbKyQNBZjh8/zv79+7tcj6LXt5BjY2OJjj4fmjFv3jxGjx6NzWZj

8eLF7NixA7vdTm5uriJGJ0+ezLRp06ioaCjJnZiYSGxsLNDg7Wzce6wjZWtPnDjB4sWLsdlsj

B49mnnz5rFjxw7lfKgyZFZWFmPGjGk232azsWbNmj7L/RQIBILBzv9+dapb81vb0CsoKOCJJ5

4gPz9faRfz7LPPKvOioqJwOp0sW7YMq9VKfn4+APn5+VitVlJTU1m/fr2yidjSBuO4ceMu6N6

SFzL5/87v1Hif08vRLUfIXb1LOVZZVEn2fVcyasZFpE5NZdS1o5hyx9RzPSUlJWR11hOzKc07

q8zb/PAHnNpz/nPz7SffKv/rzDoSxyX2uP2Cwctvf/tbduzYIQSloFscP36cXbt28cgjj3R5j

T6PR2pL/F155ZVIkoTJZGLt2rVKv6rGPeWa7lYvWrSozeu5XC5KSkratKGlxNKQOm8adisQCL

pPTk5Oi6HjTcPTe+s6gt7H6fZzqrSuR9ZqvKG3d+9eMjIySE1NxWg0snjxYkpKSpT3THJyMka

jEaPRSHJysrJxuGPHDq666iqAsPYyoQ3Gxv0RO9pbSzC0+OLPn+N3+7q9TmVhJcV7iolOP7+R

HhKDoUI9U+6cSmVhZbMWIvXlDg6+fZD6snqm3jGV6LRopt4xlfqyekrzSvE627bP7/bxxZ8/7

/ZzEAwO7r//fjZv3sznn4vfuaDz7Nq1i23btnW7oFOPiMlQI+PG3r4Qe/fuZezYsYpXr/EOSu

PH0dHR5OfnK8V7ZFlu0d363nvvAeB0OpFlmX/84x/t2pacnBx2rKO7OCtWrFB2xVevXt0vhYQ

EAoFgMJKZGtWtUNe2NvTWrl2LyWRCkiSuvPJKioqKFC9lYyE4Y8YMSkpK+P777zly5EhYD8RF

ixYpa69cuTLs70J7lesEQ5PxN1+MWqfu0txQXiM0FNRJGJeA1+ENO44sY4kzU3q4oeqr1+klO

uN8zqXWpMVRXs+3O45jibcw8tpR3PDcjxl57SgAtj26lapzuZStodapGX/zxV16DoLByfLlyz

lz5gzvvvtuf5siGES8/fbblJeX85vf/Kbba/WYZ3L27Nnk5uY2y2t55plnuOWWW8KO2e32sNB

Wm83G2LFjlUI9BQUFTJo0qV1vYKiBcnuMGDGCdevWKSFSGzdubDG/szFNPRpWq1UJtRUIhiIt

FcgKFbsKFbqC8OiABQsWsGDBAnJzc5Xjf/nLX5g0aZKSixbKTZs9ezZ2u53169ezcuVKFi1a1

KrX8NFHHw2b09jG9nLoOnMdQe+RmRLNseLqbq3R2obeE088Ebbx2Dj1oTFZWVnU1NTw9ddfk5

KSEtY3a9euXWFrNM21F1x4WOIsxI+O79Sc6LRorvnNtVz7yPl7CnO8hU+f/oRPn/6Eo1uOcvC

dg7y3dCMH3zlI6ZFSDr5zkM0Pf8D/ProtLHR13p9vVlqGhLyWHzz0AdBQ1MccZ2l2/abEj47H

0oFxgqHF4sWLSU1N5aWXXuLgwYP9bY5gALN//35Wr17NiBEjeqxnd4+JSZvNxvvvv89nn30WV

hn1448/DmtifPHFF3PdddcpzY9DOSkPPfQQJSUlSvPjhx9+uMV8ldmzZ1NUVITJZGLhwoX84h

e/UEKc0tPTlWqujVm4cCHZ2dnExsa2uXZjli5dyrp168IaNYucScFQZ9u2baxfv578/Hw2btz

IiRMnwgpdQXh0wL333suGDRvC1ti3bx+7d+9m165dLFq0iBEjRuB0OklPT2fr1q0sXLiQJ554

gn/84x8tfpGtXbuWuXPnKnP+9Kc/Aa0X0rLb7axevVqJbFi8eHGHrnNBIEnQT/3iMlOiOFbcd

c9kaxt6l112Gbt27QorpNNaaHRoo/InP/kJEydOVMJfr7rqKtatW4fL5cJutzN79myx4SAAYP

rSK9CZtB0enzo1ldSpqc2OtdXGI8SY68eEeS51Zh0jrx1F4rhENj/8Adse3UZVUSUfPPRBq21

GGqMzaZm+9IoO2y4YWlxzzTXccccdHDx4kD/84Q8cO3asv00SDCAKCgp47rnnOHz4MHfccQc/

+MEPemxtTY+tRENI6Zo1a1izZk2rYyZOnMjTTz/d4bnZ2dlhws9ms7F169awMXPnzlXGNm4U2

3jeihUrmu08h67ZeO0333xT+bnpdQSCoU52drayaTJmzBglqmDEiBGcOHFCqdy8ePFijEYjky

dPZsmSJWFrhHLRYmNjufXWW5k9e3aL4eatMWvWLLKyspSb/lD4YeNCWjabTSmklZWVFTb/ghW

OAwyNWkVslJGKaiexUaZOz1+6dCkLFy5U8uJ37dql/O5Xrlyp/N5nzZrF+vXrW+0pPGPGDDZu

3BgW4rpw4UJOnDih5OI/8cQTLFy4sMdydQWDF0uchfQrMji2vWM34vWtCLxrH5nBtpVbcVS03

M4jOi2aibdMavHct5829GoNicf2QltDpF+RIbySFzjx8fHcc889FBUV8d5777Fnzx4SExMZP3

48iYntF3ASDC3OnDlDXl4epaWl1NfXc/vtt4dF6PQUPSomBQLB4Ka9wiNOpzOsUElLdDffrHH

BrRChQlqN7QsJXJvNxmOPPcb8+fM5ePAgS5Ys4fnnn29VXAj6Dq1GhcsT6NLcljYOQzTdOAzR

UqhqdnY2Bw4caHFsexuMgguTafdMpzC3EJ+r/WI83336ndIL8uiWo1jizIy8dhSWeAs3PPdjv

nptD9+dE4fQkBc59vqxTJx/Xkh+9dpXxGTEMPKakZzNO9uuB7IltEYt0+6Z3ul5gqFJeno6v/

71r/nuu+84ePAgr7/+Oj6fj0svvZSoqCgiIyOJjIzEarUSGRnZ3+YKukltbS01NTXU1NRQV1d



HZWUl+/btQ6/XM3HiRK677rpeLSzXp2JS5KQIBIMbk8nUL8VJ2iukNXr0aEUwrF+/nmeffVZ8

3wwAjHoNLo+/v80QCDrNxFsnsfe1r9odlzIlhdzVuyg9Uoo51qx4IkdeOwqdWUf2vVeSfe+VV

BZWojPrsMSHew5zV+fy3affnnu8q9n6nbFXIGjKyJEjGTlyJDfddBPl5eXk5eVRXFzMkSNHFP

GRkJDA8ePH+9tUQRfJzMzk7NmzWK1WoqKisFqtpKSk8OCDD/ZZrRfhmRQIBB2mcb7Z5MmT2bd

vH2vXrmXx4sW9fu1QIa3Zs2dTUVHBxo0befnllykoKOCxxx5j9erVneo/K+h9THoNTiEmBYOQ

sdeP5ci/8nDana2OueY315I6NZXKwkpyV+9i1hOzOfj2AXJfziVhXGKYcIxpVLU1xKk9pxQh2

R1MNhNjrx/b7XUEQ5u4uDiuueaa/jZDMATp8z6TAoFgcHPTTTcBDV7KTZs2NcuZ7AgjRozodJ

XV1gppjR49mjlz5hAbG4skSXz22WeKjV25jqDnMOg0uL1CTAoGJ2N/PK7N86V5Z4EGoXjDcz9

GZ9Yx5Y6ppExJCROSoR6RpXmleB1e5XjjSq69aadAIBD0JlJaWlqLpf5OnjzZYk6KoGNIkiRe

v24gXr/u0VevX0FBAffffz8vvvhiWNXmwcy2n96oPJ71zvv9aMl5PFVHcFd+g3XkrfidZyl8f

xIXLWy4ka06uobIjJ+iNjSvNu2trWXXL+9lxqtv9Km9offfxk+/JSZSz7WTU/r0+gOVnM1LWD

FnbbvjxPdf1+npz++/fr2J6lPhLW4SxiYw64nZ1JfV43V4+ervXxGTHsOUO6bw1Wt70Jl0YTm

Rn/x+B8VfFQMw5b+nMGbOeS/itpVbKT1S2mX7olKj+PEf5nZp7raf3tjiayTef91DvH6CoUZ7

6U397pnsSE/JUP+6zngXQnPa61UpEAg6R+Nej1lZWaxcuXLICMmBireuiLP/uYNv/99w6k9tA

aDqyMsU/D2C0t33IwfbLxTSH8RE6JEkqb/NEAi6zLS7mxe1CXkULfEWvnptD6V5Zzm65Qhn88

4y5Y6pjLx2FPVlDUV06svqFSEJcGTLUeXx2byz1Je3XO21O/YJBAJBX9LvOZNvv/22UuK/vd6

PnUFU5RMIeoeWqmAKepeI1P9CG5GB9/9v787j4ioP/fF/zpkFZmBgYCZAIBAgGggaIYa4hNAq

asKt9ta6RFPErremapdY9fe9tkltaL3fb7VN6zU29va2t6WYuqW91xoTbbFtgvYqanAJkBiCE

BKWmcywzQwzZ875/THMCROGZVgyED7v12teMmd5znOmo53PeTZnI7re+DoETQx63vpXKNIAEp

ZtgtY4N6d8b253YN0lk1sShmguSlmRAutyK2xHbOq2zsNdiP/rMWSuyQxdJ9IY+Fsfp8fvP78

bmcPjKUca7BnA/u/th3fQO+klP8aSfkk6UlakTKsMIqLpimrLpN1uR0dHB2677TYcPnxYXYQ6

KNgC8qUvfQm9vb0AzrQ4/uIXv0BRUREEQUBNTY16bHl5Oex2e0jLZF1dHTZt2oRNmzZBEAQUF

RWNuhYR0VyWcsUOiPokKH43ZK8Tsq8fgiYWKZf/JNpVG1N79wAyU7juHc1vn9jySYi6Mz+Xuj

7sxOEXPwQAlNy7DoW3FuKqB69GfEo8Gl9qVJcCaX+zLewyH10fdk47SIo6EVd8ja2SRBR9UQ2

TTU1NyMjIwPLly3HDDTegvr5e3VdTU4O6ujrYbDY8/PDDaGxsDDn3nXfewRtvvIGDBw/ijjvu

QG5uLlwuF7Kzs8OuTfb73/8e9957L1wuF6644go8++yzs35/REQzJX7JhlEtkKbsz87ZVsm+Q

S8URUFifEy0q0I0LfGL4pGyPLQF8ILhpT/0cXosu/oCZF2WBX2cHoeeeRdv/frNWa9TyvIUxC

/igxoiir6ohsna2lqUlZUBAIqLi9HQ0AC32w0gsIZcZWUlLBYL8vLycPPNN4ecW1paCoPBAKv

Vittvvx3l5eVh16IL2rBhA/Lz89WlDYiI5ptg6ySAOd8qeaJnAEsWmaJdDaIZsfbeEugMOvX9

W//1Fo699hHe+vWbeO1HrwEIjI/Ux83+wxOdQYf1398w69chIpqMqIVJu92Ouro6rFu3Tp3I4

5VXXkFbWxvcbjc6OjrGPT/ShdOzs7NhNBqnU2Uioqga2To5l1slAeBEdz+WsIsrnSfiF8Ujpy

QnZFvdzjo0vtQIR+tpvHj/i9hz9wthu7XOtJy1kf3+ISKaTVGbgGffvn3Izs6Gy+WCwWAAEOj

a+uyzz2Lr1q1jtjASReK5Qz1w++RoV2PSDDoRtxYtinY1aA5LK9mF9v3XI+WKn014rCCKiLVG

5/tk7/Ugb2lSVK5NNBuu2HwlPn7zYwz1DY3aN90xkJMVkxCDK7629pxci4hoMqISJt1uNw4cO

KB2VQ3Kzs5GdXU17HY7ysrKUFVVhfLycthsNrzwwgt44IEHolFdmseeP9SD0675s2i6xahlmK

RxGRd/Anlf6J/Usbr4eKz90Y9nuUbh9fS6sWk5l4yh88vKmy9B/a/fiur1iYjmkqiEyba2Nhw

/fhxbtmwJ2Z6fnw8g0GpZUVGBkpISWK1WbNiwAZ///OejUVUioil79Zf/QOt7J6NdjTH5hiQ4

u/rh80q44saV2PDV6bd4uDyBhzffuKVogiNpPlIUZUGvHVpwfQE+/OMHcDvc5/zahiQDCq4vO

OfXJSIaT1TCZF5eHvbv3z9qu8ViCZmJdaz17EauH5mXl4fdu3eHnBPuuJFrWFZUVEy98kREkz

QbQXLRhmcxeKQQruPTa/UbcnvhONUHWVYAAP/44/u4/DMrYU6d3qQ5P3q6fuKDaF5QFAV+vx8

+nw+eIS/6+vvhcbshCCKMRiP0eh20Wu3wSwNRECCKovoSBOG8DJ5rPn8Z/v7Tv0XlukREc03U

xkwSEVHket/+JKT+xGmV4er3wNk1uquss6t/WmHyP178AJ9Zl4vvT6dyFFWKokCSJLjcHniGf

BjySZD8EhS/DECBRh8LEcCQ5MeQT4IyfI4oCBAEQCMK0IgCRFEDURSh1QT+qdNpodMFwmcwbM

5X2euy0fD8IfSe6D1n10xckojsdZx4h4jmHoZJIqJzwGCKAWailca7FJoYAFNcgcDn8cFoioH

RFAPZr6DzuH3aVXqrsQv7/tGKW8ouxIqlydMuj84dRVECLZCyDLfHg4GBQfQPDsHt88Og18Gg

10AnioCoGfX1VRTlTBlQIPkVOAc80IpArF4LUaMBoECRZfi8XsiyH5LPB1GjgVarQ0xMLMyJC

TCbp/dwJBquvGst9m19+ZxcS6PX4Mq7OOkOEc1NDJNEROdAfLIRWr0m2tUI4XX7phwmZVlB7d

vt+Mvb7chfmowvXn8RlwKZJwKtj34MugbR398Pz9AQRI0WWq0OkuRHd1cXBgecSEpKgmhJgcF

ogFarw8gsqYwsUJYhST4MDbnQa++C2+3GsmUXQKvRQhAEuN2D6OrshNvjgajRwGJNgbPXAY/b

hbi4eFx+2ep51x02ZUUKFq9cjFPvn5r9a+WlIGVFyqxfh4hoKhgmacG6c01q6A+iMAaH/Njzn

m3SZd50iRVxMRMHhuq3uiZdJlHQx53H8cGxdzHk8+DCzBVYuWzVObu2y+ODc8CLvkEvPmix4e

8NHShbnYmH7lwDk1F/zupBU6MoCrxeL3p7+zAwOAhR1EDy+yEKIrS6mEA3VQjQ63RYnLYIth5

gyDOEnu5OxMYaYDAaYTDEITY2FjqdDrIiQ5IkeNwuuFwuuAYHMeQJTEqTkZEBg8EAp/M0mg4f

hgwFF1yYh0WxBti6u9B5sh2yLENRFOj0U2xinwOuvHst2t5sm/XrZF2WNevXICKaKoZJWrAq1



6SOu3/QK+Pbf/woojIbTg7gxzdegDj9+OOBGCYpUm81vo6/1J/pVnekvRH1jW/gizfcPaPXaW

5zoPHj03D2D6F3YAjOAS96B4ag1Yowx8cgyRSDFdnJePxbV83odWl2+P1+dHfb0Nc/gKEhL2R

FARQZXm9grURBFCCIIrQaLWJiYhATE4tYgxFZ2bmQh8dPQpEhCBpoNBooAPyKAlkOvLw+CV6v

HwmmZIhmEUOeQTgdp3Hq1EkYDXEouPgS+HwSep2n0XWqQ+1WG5zcR/bPn3WAzxa/KJ6zqxLRg

scwSRRGMEges3kiOu+YzYNv//GjSQVKosnqOn0qJEiq2x2n8Fbj61izYubGUw24fYiP1WHJon

gkxsfAHB+DxHg99Nq51UWXJmdoyIsTJzpwvLUdcXFGGI1xgW6uPgmiRoP4eCPi4mKh0YgY8nj

Q3dUJ1+AgZAUwJZiQlJQMs9mCWKNheAykACgKRAAavR49nScharTQaUUkxpsRa9Ah1miE7Jcw

5HFhoN8Jj8eDIY8nEB5lWW2VVBQFE3YPISKiOY1hkiiMQx0DEQfJoGM2Dxo6BrA2J2GGa0ULV

VvX8TH3HWlrnNEwuTqPY7POJ4oiQ5L8OHDwXQAydHod4uMMSDDFw2iMhV4fA51Wg5jYGJhM8U

hKTkKmdTH0ei0knw99fU70dHdjaMiDxMRkLErJwuDAAARBgEYjQKPV4sIL8+CX/RjyeOAaHIR

f8gJQ4PMOQZIkKLIMDC8bEgySACAIAkRRHwiU82vIJBERDWOYJAqjJCcB95dl4rHa9ojPfaAs

k0GSZlRinBkA8OWvfgn/+YtfjfqbaCyKAvj9Mvx+GRqtFn6/gN4BL3oHT0NQFGgEBTqtFlqdB

hpRhF6vhdFogNmcgOSkJCQkmmCINcEUb0ZMbAwUDMFk0iEuPg5aXQyMfXqcONEOyTcEWZahEQ

VAECDLMiSfD36/HwCg1WqHw6MIr88HvyQBAGS/xCxJRDSPMUwSjWFDfhIARBQoHyjLxPrh84h

mSozeAEVRYGj9E376dQ/eb9Pg0P/+RW3hIRqPz+eH1ytBJwPQagC9CAEiNIofkBXIfglenx+C

KEB0e+HsdeFERzckSYJGFGA2m7DIaoHVmoyEBBP0ej3i443o63dCliVoNBp1NlYBUJfAEQRBf

R9YhzLwT1EU4RUESJIESfJH6VMhIqKZwDBJNI5IAiWDJM2mWwp8KE9+D3JuMnJzFaw83Ij6Qw

a0d7fCM+RGbIwh2lWkOcrnk+DzSoHupIoMrygEJtzxSZBlBaIoQBCHw58gBN4LAnTDs7wODHr

RP3ASx463A1Cw8qLlSM9IhdvdD1EUodFoIIqiej4wsiwxZJ9Gq4UwvM3n80GjMczI8qtERBQd

nCGEFrxB7/izCW7IT5owJBamxzFI0qwZ8rpxsC0wAY7n5BCG3unFi68CMfpYAIGZXYnCURQlE

CaHX16fjNM5q+DSaeDzeOHz+YZnZJXg8/nVl+TzQ/JJ8A23HiqKAgga+P2A2+MGFCXQlVWS4P

X5IElSyHhIZXi/3+9XJ94BAi2XOm1g5liDwQBABhvYiYjmL4ZJWtCCs7Y+Ok7L4ytNDrzS5Bi

3nIaTgxOWsfnZIxMGV6JwDja8hozcy/FcUxKUj1zYdSAOF336/8MX7vgCAKDuvdfgGXJHuZY0

FylKoGXS7w90dTUlZsCeUAzFnAOv1zscHCVIPj98XikQIL1SIGAOB1BJks7s8/nVcZDBVkhlO

FT6JEkNjiNDZTBQ+v1+CKIInU4HvU4P96AX7sFBcEpXIqL5i2GSFqyRy3+80uQIGwbH2h7ORG

UElw1hoKRIvPfRO+h2duJb3/46iu7cie1HynDZpu245toyXH9jOWL1segddGLvG3+IdlVpTho

Oc5IMyeeH3XYKF9kbIHR8DMknw+sNtkoGX/7QgDkcLtXtkgTZL0MQBGi1Wohi4GdEMDRKw4FS

XfpjWLCVEgB8Xj/eP/QRjh75CMlWg1rGfNPc3IyioiK1C+/mzZvhdrvVfZs2bYLdbgcAVFVVq

ceNfNXU1MDtdmPz5s0oKipCc3NzyDVqamrU44iI5qL5+V9wohlw9jqSZ4fBSILkyHOq3+oas4

xgoCSaDM+QG3XvvYasjCwkJiUgd1kOHnnkB7jiisvVYyzJVgCBrq5vNb4+K/X4a/P/4P++/HW

cdLbOSvk0u/x+GX5Zhk+S4PJ50NlYB3f/afik4a6svjOB0uv1DXeH9avh0uvzwydJ8Pl88Hkl

+OVAUBRFEVqt9swEPMOB0jdGt1fvkA+tx07itb+8DqNJwFVlJcjJzY7ypzM1zc3NuO2227Bz5

041OGdkZGDLli1qoDzb9u3b1WODr4qKCnV/fn4+6uvr1fdutxsNDQ1Yv379rN8PEdFUcQIeWr

DCrSMZ7M5amB4fcZAM+u1bXUg16QEgbBlTXb+SFp62ruPoHXRi9WWrxjzm/gfvw5b77gMA1DW

8NqNrTv6t+X9w4KOXISgC4mMTkG6enz/8SRkOlApknwRBdgEIzPIqQoEgnpksJ9BiJquT8oiC

qE7II4gC/JIfiiKrrZAajQZarVbtxhoMST6fL7BUiEYDKAJOtHXD4bBjcXoKrlm/FikpKTCZT

DCZTFH+bKbGZrMhLS0N+fn56raNGzfiG9/4Btra2qZUZllZGRoaGnDTTTfBYDCo5RQWFs5InY

mIZgPDJNFZJjNGciJTDaJEIwUn1vn0pz895jG5y3KwpvByvNXwv/D4PDjSdhjLswqmdd2/H/k

T/n70JYgQoSgyNKIO5RdvmlaZFD2CIEIQNPDLPiieIQiiAAUCoMgQoKhLdgQDJUbM6CoIfjVk

iqIAv+wHFARaOn0+KIoSMpvryMl2JMmPPocbzY3HYE2Lx7pPXAar1Yq4uDgkJCQgLi4uEDbno

WCIvOaaa/DMM88gLy8PeXl52L9/PwCM6q46GampqXjttdfQ1taGvLw81NfXo7CwEC0tLTNady

KimcQwSUQ0B3mG3PiovQmGWANyl+WMe2za4jSgIfB3t6NrymGypecwqv/0fQgQoECBH4FQoCg

yXv7gabz8wdPjFzBiHpUdrz44pTpMqvCz90Q4f4tOo4fP7w28EUL+EfJXOMLoE8IeoYQ5RK+J

wUvv/S5wjDCiNEFQyw3+c/+Hzwz/PcGxanVGH/vJvH8eHo/ox7XXlsDpHED/gBvO3j44HE4MD

gxA9vsDQVINjzICeVIcsV1Ww2QgKAqQ/QokSVJnbdVoNGorpSTJsHX3oaenGzF6EZetvRhZWV

lISEiAyWRCfHw89Hq9OoHPfGSxWLBv3z7U1NSowbKwsFANluFs27YN27ZtU98Hj8/KygIAWK1

WFBQUoL6+HllZWWhoaMCXv/xlhkkimtMYJomI5qAj7Y3w+DxISUqZ8Fit7szw967TJ6d8zURD

MlJ1mbD1d8Kv+NTtfsWPgsWrMWHQGrH74ozLQveN8y64aezShXGvPXYmCb9DFETIigxAAZRA9

Bse2aceo0AJk1+VM0cqZ7apfynqmQgtNVBWXIwJcTEJgS0jjoWihB4LwGywDv89wbHKiPqefS

wAvV4Hq9WE9vbj0Gp8WJxqwrIcC3Q6IyS/gJ4eJz5ubUdnVye8Q0OBECkKEAQl7NqTgTGQCvy

yH16fD9rhcZHBl+wT0Xj4GLxSLy5eeRGysjJhMplgNpuRmJiImJiYeTvhTjgVFRXquMe6ujp8

85vfHHOynO3bt2Pr1q2jto8cY1lWVoba2lq0tbWhvb0dVqt1dipORDRDGCaJiOag5eY+XLVBw

fdrO/E///Mi/vmfx+jqOnAKMR6b+jY1OX3K17TEp+Grl3wXpwe78efGF3C8pxFe/xA0ghY6TQ

yuzv/MpMu6XVRWpgAAIABJREFUruCWKdeDgMtzr5mRcvR6PT7xiVKsXn0penp60NLSgo6Okxg



Y6ILfryAxQYvVq3Og118Mr1dGd89p9HTb0T8wALfLA5fbDUmS1K6wgRAuwO+XMTQ0BFmrhaIA

Xo+C03YH7PYeLM1JxfLlxTCZTEhISIDZbEZ8fPy87dIaTjAwnj2BTlJSEmw221inTSg/Px/V1

dXYu3cvCgoKYLFYpl1XIqLZxDBJRDSHxMKOOLkdWYl/Rxy6cO/VK/D//vNXiDPG4Zpry0YdLx

5/CdfFvIDfIwVxWhlfW/bfeB9XT6sOyXEp2Fj8NTgGe/Bq4/No6WnEwY/2RhQmae7QaDRISEh

AQkICcnNzIUkSPB4Pent74XA4cOpUJzo6OuBw2iAKCi64wIL4+GUQBC18EuB09KOzy4ZTJzvR

29cLUaNRJ9kRFB26T/ZhwGVD1tLFKLi4GGazWQ2RCQkJ0Ol087pLazjFxcX4xje+geLiYrVb6

759++BwOGC1WqccKI1GIwDgvvvuw8GDB2esvkREs4VhkohoDlku/QoJyhH1/drkj7E6Ox2P//

u/IycnZ9T4Sb9PRmq8jH+7+jRyzD7ExyjQwgUJxmnXJSluUSBUumz4S+Me9PSfwiLT4mmXS9E

jCAJ0Oh10Oh1MJhOWLFmClStXwu/3w+Vyobu7G8eOHUNLy3H09w9Cp4tBYmIcFi/OxOWXF8Dr

VWA0iPBJHsi+GLR3nEKyJRarii9TJ9VJSkqC2WxGbGzseRcig/Ly8vD444/jtttuQ0NDYMDyh

g0bUFNTA4vFEjZMnj1mEgh0fb3//vvV9waDAaWlpWhtbQ2ZKZaIaK5imCQimkN6hfyQMKmBCw

+WeLAzrWhUkBwYGMA/3mjFhmRgZapX3b7KV4UWzUbYxbGXFIlEktGKW1Z/dUbKorlJo9GoS3X

k5ubC5/NhcHAQNpsNnZ2dsNlO4+O2o+jvG0BcXDxiYmJhMhlRWLQWZrMZWq0WRqMRiYmJMBqN

0GrP/58XeXl5OHTo0Jj7du/erb7funVr2PGSQbt27VL/HjkOM3guEdFcdf7/154oQnF6EYNeO

epl0MIUg9EtGnH+E7jnknQMDAwgPj4e77//AVpbW/F0zW7cd8XoMrRwwSNw4g6aGkEQoNfrod

frkZSUhAsvvBBerxcvvPAC+vucWJKRguvWr0dcXBxEUYQ8PAmPTqc7rybXISKiiTFMEo0Qpxf

x4xsvwEc2Nx6b4lqRM1EGLVyxSvixVnF9b+KGisowe0K7s54Ur0Wb5tMz0s2VKEgURSxZsgT9

/f3IWLIESUlJ0a4SERHNAQyTtGCtz0/CK00O9X0wBC6zxmKZNRYAIg6Dkynj7OsSjfSe9gFo4

UKi3AyLcggW+RA0cGFAycCm6z6P1KQ0AECXoxO9Aw4kxQcm6fDDiCOaL8xY11aikYJjLTUaDX

Q6XbSrQ0REcwTDJC1YD5RlAgBeaXKEhMCgDfmBJ++TDZSTKWN9fhIeKMtkmKRxSTDCLq6CHau

g1bgQJ7djUMzE0rQzrY1L03IA5MCBfLwvt2NItMIDLiNAs0OdSEfBeTupDhERRY5hkha0B8oy

Ea/XYH1+ckgIDIokUN69LmPcMt47OaAGWKLJkmBEr5g35f1EM+Hvp/6O0wltEHO9+MD3IfJ9+

TDpTNGuFhERRRnDJC14X1s3/iLvG/KT8GrTaTScHBzzmML0OKzPH3sM0Yb8JDVU0sI0cNoFDL

foKIqCoUEvFDm6kzTJfiWq16f5QZIl1La9Am/qYTihoPWUiE8MlsJkZpgkIlroGCaJJvBobfu

4QRIAGk4O4tHadrY80pjc/UMAAN+QBHuHE7LMIEfzg6RIyE3KRKfxFDwxbsiiBFkOhEytyJ8R

REQLGf9fgGgcj9a2T3p8Y/A4Bkoai2dwCM6u/jkbJK2Z5mhXgWbZwMAANBrNpI9/11GP/Z0vY

XFSHEQI0Ov9MKeexm9bfoHEWBM2534LGmHy5Wm1Wk7gQ0R0HmGYJBpDJEEyiIGSRrrwsiwcfb

MNAODq98DZ1R/lGoUXY9Sj/K61iE/iciLnu6NHjyImJmbSx3cbmnFJxhIYdSYc9zoxlCjhnxJ

LYdFkwCUN4PjHLdAok/spoSgKDAYDcnNzp1p9IiKaYxgmicJ4pckx5RlXX2lyoDA9ftwxlLQw

XHVHMa66o3ja5dQ89Ecc/P1bYfeVblqDz/3wxmlfgxaGxsZGDAwMTPr4Y9Z30eh/Bx7fIBRBh

iwDIt4B4MeK7IvgOBw76TApCAIKCgqQk5PDGWGJiM4TDJNEYazPT0LDyYEpBcr1+UkMkkQ0Jx

UWFqK9vR2SJE3q+B53D2IFGxJMeggCoAz30FYUGSeaXPikNRUxusm3dCYmJk6l2kRENEcxTBK

NYeQ6lJMVXEeSiGguWrFiBbKysiBPcibhy6XL0WE7AZ/kg6KMGOurAJocDTIWLYHBYJj09fV6

PVsliYjOIwyTtGDd/8djM15mV593VsolIpoJoijCZIpsSY9FlkWzVBsiIprvGCZpwZpouY+5U

iYtHJ3H7Ojt7kdniz1ku85owKXXrwp7js5gwN9q3g7ZlpZrQWKKCWnLLLNWVyIiIiKGSSKiOe

CZqv1oeqM14vNOHrPj8Ovhzyu6Ng+fue+q6VaNiIiIKCwx2hUgIlroDr3aPKUgOWG5f27GoVe

bZ7xcIiIiIoBhkogo6lrfOzlrZZ/dZZaIiIhoprCbKxFRlH3q7nUov6tkVsoWNZw5k4iIiGYH

wyQRUZTpDbpoV4GIiIgoYgyTdF7bVp4Nya9MfOAcoWMrEhERERHNEwyTdF67KM0Y7SoQEREBA

NxuNwDAYDBEuSZERDODYZKIiIhoFkmShFOnTqG7uxsAkJqaiiVLlkS5VkRE08cwSURERDRL7H

Y7jh07BkVREB8fD1mW0dbWhqGhISxatAgJCQnRriIR0ZQxTBIRERHNMFmWcfLkSbS0tAAAli1

bhvT0dCiKghMnTqCnpwcdHR1Yvnw50tLSolxbIqKpYZgkIiIimkEOhwNdXV1wOp1ISkpCbm4u

4uLioCgKBEFAVlYWEhIScPToUTQ3N8Pn8yEtLQ06HWd2JqL5hWGSiIiIaAJtbW3o6emZ1LGDg

4OIi4vDkiVLkJ6eDgBQlDMziyuKgsTERBQWFuL48eM4deoUOjo6Jh0mFy1ahKysrMhvgohoho

nRrgAR0fmkrq4OgiCor5qampD9VVVVIfsFQUBRURGam5sBAM3NzSgqKhp1THl5Oex2ezRuiRa

AmpqakO8hEBjrt2nTJnXbRN/dmpqacb/7893bb7+tzsY6kaSkJCxfvhzp6emQZRmyLENRFCh+

PxS/H0AgUGq1WixfvhyZmZmTDpIejwdvv/32lO+DiGgmsWWSiGiG1NTUoLq6GjabDRaLBW63G

1u2bEFLSwu2bt2qHrd9+/aQ9zU1NdixYwd27NgBIDDTY1NTE/Ly8s75PdDC1dDQgGeffTbku3

m2s7+7QWd/9+12OyoqKgBA/ed819PTg8LCQhiNRgiCAFEU1X+GewmCAJ/PBwDQaDTob2rA6Tf

+DACwrNuAuAsuUlsrrVYrkpOToSiKGj7PfgX3ud1ufPjhh1H7HIiIRmLLJC0Yzc3N2LBhQ8iT

dyDw9L28vHzUE/eqqqqw5Uz09H28/TU1Ndi8efOkn27T/GG32/GnP/0JP/vZz2CxWAAE1pL74

Q9/iMOHD4/63o1UXFyM3t5euFyuKV135Pc3+L2tq6vD5s2b8eCDD45q2ayqqsKOHTvU80Z+10

e2rLI1dGG56667UFdXh7q6uojPbWlpQUlJifrdt1gsqKysxIEDB86r/9719vaiq6sL3d3d6On

pgd1uh8PhgNPpRF9fHwYGBuByueDxeOD1egNBcMgDx5t/xclnH4f03q/ha/gVOn7/UzjqDwAA

/H4/fD4fvF4vPB4PXC4XBgYG0NfXB6fTidOnT8Nut6Onpwfd3d3o7e2N8qdARHQGwyQteBaLB



fv27Qt0QVIUNDU1Yf369di4ceOoY0c+fVcUBTabDdXV1WpgnGg/nb+ampqQmJg4ahyT0WhEYm

Ii6uvrxzy3vr4eiYmJMBqNEV3T7XbjO9/5DiorK9Xv7sGDB9Xg+tRTT6GwsBCKoqCkpARPPvm

keu5vfvMb/OxnP4PNZlMDhN1uxxNPPIGmpiYoioLKykrs27cvojrR/JWRkYGtW7eiuro64gBY

VlaGbdu2hTwsq6iowK5du2AwGGajuvPC4LHDaP/dz9D755/DNPQWll4cj6UXmxA3+L+wv7QTt

r/txVDXiWhXk4hoytjNlegszz77LO68886wXQzHe/p+0003TbifFh6DwYCMjIyQbdu2bcO2bd

vU9xs2bEBNTY36o7urqwv5+fkh54TrXmgwGLBr1y71fbCr3Mhyy8vLAQAbN27Eww8/rLY03nz

zzep3vLKyErW1taOueb50T6TJu/TSS1FdXY09e/ao352Rzv7uHjx4ECUlJSgpKYHL5cKWLVvU

hyJ33XUXduzYcV6HyaHGt+FqOwr4pbBdXaXOo9CeqoMlKxamrBj4BgPdXjOyDTjd04yBg0/h9
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w4SpIkSZIkSZIkSWclK46SJEmSJEmSJEnSWcmKoyRJkiRJkiRJknRWsuIoSZIkSZIkSZIkndV

p8zhKkiQ1V0IIPB4P9fX1CCH090NCQrBYLN/7fb/fj8fjwWKxYDD8sOdmQghcLhder1ffpqIo

BAUFERwcjNvtxmQyYTKdm+JUVVXq6+uxWCwYjUb9fa/Xi6qqBAUFoSjKL75d7VgLIbBYLOdkG

5IkSZIkXTxki6MkSRcNl8vFvHnzaNu2LSkpKfpr3rx5uFyus35XVVUOHDjA9OnTKSoq+sHbLC

0tZfTo0aSlpZGcnExycjItW7bkscceo7y8nCeeeIJt27bh8/l+7u41qbCwkPHjx7N582Z9G0I

I1qxZw0svvfS9+/1TuVwuFixYwMyZM6mqqjon25AkSZIk6eIhK46SJF00hBAYjUYeeeQRioqK

qKmpoaioiFOnTrFgwQLq6uoaLKu9NKqq4vP5GrzX1HKBVFXFaDSydu1aKisrqa2tpaKiggULF

mC1WvH5fKiqetb1NV73mbZ1pn3WWhcD+f1+/H7/D9qPM6XpbMsfO3aMkydP4na7KSgoOG37Z/

r+uX5fkiRJkqQLQ1YcJUm66GjdJhVFwWaz8dBDD5GVlcWRI0fw+Xx88cUXxMfHExERQXh4OBs



3bqSoqIinn36aZcuWMWnSJAoLC9m4cSN2u52wsDASEhL44osvmmw5VBQFo9GIwWBAURT91dg3

33zDwIEDiYyMZPjw4RQXF1NYWMjEiRPJzs7G4/Hw3nvv8ac//QmXy0VtbS2PPvooX3zxBfPnz

2fVqlV4PJ4ffTzKy8uZMmUK0dHR2O12li9fjs/nw+fz8fnnn5OSkkJ0dDQTJ06ktrYWp9PJn/

/8Z+644w5SUlLIyMhoUAn1+/3s3buX3r17c8UVV/Dpp59SX1+vf15YWMiIESOIiYlh5MiRnDp

1CiEExcXF3HLLLdjtdkaOHMnJkydRVZU9e/YwYMAAIiIiuPnmm/XltXTb7XaioqL0dFdWVjJl

yhRiY2OJi4vjn//852kVV0mSJEmSzi9ZcZQk6aLTuBUqLS2NpKQkKisrOXDgAO+++y4fffQRe

Xl5LFy4kHXr1hESEsJjjz3GqFGjmD17NtXV1bzyyitkZGSQl5fHc889x3/+8x9qamqa3J7D4a

C0tJTi4mKqqqoaVGQURaGgoIAXXniB+++/n9zcXHr16sVzzz2HyWQiLS2NiooKVFWltLQUn8+

Hw+HA4XDg9/vp0KEDDz30EMOHDycoKOgHHwdFURBCsH79ehISEjhw4ABZWVlkZWVRVVXF/v37

WbZsGWvWrGH37t1YLBZefvllVFXF6/XSrVs3srKyGDBgQIPxky6Xi0OHDtGjRw8GDRpEWVkZ1

dXVADidTubNm8fEiRPZv38/I0aM0Ftjn3vuOSZPnsyhQ4e45ZZb+OCDDzh69Chz5szh6aef5t

ixY/Tq1YuFCxdSVlamp/vgwYPs2rWLXbt2UVZWxn//+1+SkpLYt28fX331Ffv375fdZSVJkiT

pApMVR0mSLnqBrX/t27dn7ty5pKSk4Ha7iY+Px+fzoSgKwcHBBAUFYbVaadu2LS+//DLx8fF4

vV5atGiBqqqnVUoVRcHtdnP//fdzxRVXkJ6ezpQpU6isrNSXVVWV8vJyQkJCuOqqq2jRogU33

3wzeXl5FBUVkZyczI4dO6ipqcFqtdKtWzdyc3M5fPgw8fHxREZG6mn7qfuvKAoul4vg4GD+8p

e/EBERQXZ2NjabjcjISEwmEwMHDuTo0aO4XC6MRiOtWrXSPwt08uRJHA4HZrMZVVUJCQkhNzc

XVVU5efIkZWVldOjQgbi4OEaMGMF9991HUVERJSUldOrUiRYtWjBy5Ejuvvtu8vPzqampITEx

kfr6egYMGEBpaSkOh0NPe319PcHBwTz11FPY7Xb9fLrdbqxWK0888QSRkZE/6dhIkiRJkvTLk

FFVJUm66NXV1ZGfnw+Az+djyZIlvPLKK3p3zZtvvllvndMqh36/n6VLl+otcKqqMnz48NOirW

pRRV999VUuu+wyvQIaFRWld98UQlBVVYXT6dQrYXFxcYSFhaEoCp07d+bw4cPk5eXh8Xjo1Kk

TeXl5AKSmpmI2m8+6f427xmr7IoRAURSuvfZaXn31Va666iqEELz99tv07NkTj8fD2rVr+eij

j/T9Sk9Px+VyoSgKSUlJp3W5VVWVr7/+mmXLlvHuu++iKAqqqmIwGOjduzcVFRUNWmUtFgtBQ

UH6+E8tbRaLBbPZjM/nY8uWLVxzzTUYDAaEEHTo0IH6+nquu+46Fi9ezO9+9zs93enp6Vx33X

X6/iiKwtKlS+nXr98PjoQrSZIkSdIvT1YcJUm66DSuSGlRUiMiIti5cyc7d+7kgw8+ICoqih0

7drB+/foGU2kIIcjKyuLLL7/kv//9L1arlR07drB58+Ymg7EoikJkZCSJiYkNunQ2/txms+lj

BUtLS6mtrcVoNJKUlERISAjHjx8nKiqK2NhYNm/ejNPp5M477zzrVB5Wq5XExMQGYxBVVSUvL

4/g4GAAzGYzDz30EKNGjcLpdPLss89it9sxm808+OCD3H333VgsFn3aEK1lUxuzqRFCUFlZyf

vvv88bb7xB165dURSFyspKXnzxRQ4fPkxUVBShoaH6dzweDx6PR99/rTKrvW8ymbj11luZOnW

qPqWIyWQiMjISn8/Hww8/zOjRo6mrq+PZZ58lNjaW1NRUHnroIUaPHk1VVRULFy4kMTGRtm3b

ymlBJEmSJOkCkY9vJUm6qAgh8Pl81NfX43Q6KS8v54033qBnz560a9dOb1W0Wq2EhIScFvhFm

59Qi65qs9mwWCxs3rwZr9d7xu021Y1VW5+iKNjtdpxOJxs2bKCqqoq1a9eSlpZGQkICwcHBmM

1mVq1aRUJCAikpKfoYyaSkJIxGI16vt8nAPBaLhRYtWvDJJ5/oXTyzs7P573//S+/evQFYsmQ

JH374IWFhYdhsNqxWK3a7nc6dO3PkyBGqqqqw2Wy8/fbbPP/88w0C3TTelwMHDuDz+ejevTvJ

yckkJSWRnJxMaGgoO3fuJDo6Wh8DWVlZyZo1a3juuecICgqivr6eAwcOUF1dzerVq5k9ezZRU

VHU1NSQn59PVFQUGRkZTJ8+nfz8fJYsWcJHH31EWFgYVqsVq9WKzWbjtdde4+OPPyY0NFT/LD

IyUlYaJUmSJOkCkhVHSZIuGoqi4PV6mTNnDklJScTExJCcnExMTAyTJk3CarXStWtXYmNjufT

SS7n++usZOHAgdXV11NfXExUVRUlJCdOmTSM+Pp60tDTat2/P8OHD6d69O16vt8l5Ec8URRW+

a7VLSkpi2rRpvPLKKyQmJpKZmcnMmTOJjIzEbDbTrVs3TCYTbdu2JSQkBEVR6NKlCzabDYfDw

aJFi1izZs1pUVVtNhsPP/wwERERdOrUiZiYGHr16sUzzzxDv379sFqtDB8+nBUrVpCYmMgll1

zCqFGjiI2NpXPnztx9990MGTKE5ORkNmzYwCOPPKJvvzFVVdm4cSPp6enY7Xb9/ZCQEHr06MH

q1asxGAw8+eSTzJgxg5SUFFasWMFDDz1E27ZtmTVrFtOmTSMxMZGVK1cybtw4OnfuzKOPPsr0

6dOJiYnhxRdfZMqUKaSmpnLTTTfx7rvv6um+4447SExMZOTIkbz77rskJydz+eWXc+ONNxITE

/Mzc48kSZIkST+HkpaW1uAR+tdff01sbOyFSo8kSdJZaeMRA1v/DAZDgy6kqqri9/v1aTS0MX

qKouitjwaDQV+Xoij6+LumuqJq62pqjJ3f79fXrY2d1FohA7ugai2h2vq1FkdtnY3//337bTK

ZGlT+/H6/vo7AzwLTFHicAtPdeDtNpUPbvslkOuM6f8j72jnRtnumdJ/pfUmSJEmSzq3S0lKu

uOKK096XYxwlSbqoGAyG7w2S0niZwMpg47+bqig2drZlAj9rXFkMpFWYAtPYOM1n8337faZ9O

VOazrRPZ9pG4PbPtM4f+/7Z0v1Dz40kSZIkSeeH7KoqSZIkSZIkSZIknZWsOEqSJEmSJEmSJE

lnJSuOkiRJkiRJkiRJ0lnJiqMkSZIkSZIkSZJ0VrLiKEmSJEmSJEmSJJ2VrDhKkiRJkiRJkiR

JZyUrjpIkSZIkSZIkSdJZyXkcJUmShMDrdAICkBPNS9LFzGyzgSKvY0mSpF+arDhKkvSb53U6

2TJ1Cr46F4pB3nBK0kVLUbjy1aUYg4IudEokSZJ+dWTFUZIkCYHX4cDrdKIYDAghQIgLnShJk

n4gxWD437+KvHYlSZLOEVlxlCRJ4tsbT8VgQDEaMcnWCkm6qPjd7m//MMjQDZIkSeeKrDhKki

RphMAUHEyf2S9gsoXy7ZhHSZKaLwW/y0XmI5Px19df6MRIkiT9qsmKoyRJUiMmWyhB4eEXOhm

SJP0AHkVBBrWSJEk692SfDkmSJEmSLl5yTKMkSdJ5ISuOkiRJkiRJkiRJ0lnJiqMkSZIkSZIk

SZJ0VrLiKEmSJEmSJEmSJJ2VrDhKkiQ1CKyhoMg4G5J00TAYDKBo4xwFiryAJUmSzonToqp6P



B5qampQVfVCpOeipyjKt5OHSz+JPH4/jzx+P43qrtePm0BQ46zD6Jdl4I8l89/PI4/fT6AoqO

56feYcRUB1bS2K0XiGxRtWKs/X8Q48txfqPH/fdmX++3kMBgPhzSQat8/nQ1VVhBDyfv43Qoh

vH5oFvoxGIwaD4Rd9mHZaxbF79+4yk/0MsuD96bRML/10Mv/9eEIIrEYjiwb0IdRswlHr4LJu

3XD4fDI//kgy//18shz8cVQhCDObWdQvnWCjEVUIOl1yCW6/v8lKonZDBaCq6nk51tp2G18b5

/M8B277bNuV+e+nUVUVs9lMcXHxBTt+qqri9/uprKzk4MGD5OfnU1JSQk1NDQ6HA6/XK8vnXz

FFUTCbzYSFhREeHk5sbCxJSUlccsklREVF6ZXIn+u0iqPJZGLbtm3Exsb+7JX/1vh8PqKjoyk

sLMRqtV7o5Fx0CgsLufLKK/nyyy9JSEi40Mm56LjdbqKioqiqqiIoKOhCJ+ei4nM62fanific

TsLCQtmXvQ9zaNiFTtZFxel0kpCQQEVFBSaTnCL4xyouLmbAgAFs2LCBxMTEC52ci4rP4WDbn

ybhr3ehGI0cPnwYQxNlYG5uLmPGjGHfvn0EBQVx991385e//IWIiIhzmr6cnBxmzZrFCy+8QE

lJCYsXL+bxxx8/b+dZVVVWrVpFVlYWjz76KHa7/bRlSktL6du3Lxs3bpS/vz9BdXU17dq1u2D

bV1WVjIwMtm7disfjoX379rRp04bOnTtjs9kIDw8nKChIPtz7ldLOq8fjoba2FofDQV1dHbm5

uXz22WeEhITQu3dvrrrqqp+9rdN+3Q0GAxaLhZCQkJ+98t8ar9cLQHBwsDx+P4HFYsFgMMjj9

zNZLBaCg4MvdDIuKt7A1gkFgi3BBMk8+KNoPVUsFot8cPETWCwWFEWR5d9PoP32aoKDgzFaLP

r/hRAcOHCABx54gIULF5Keno7X62XRokXMmTOH//f//h8RERH6jReA0Whs8ADE7/fj8/kA9Bt

wn8+HwWDAYDAghMDv92P8XxdZbVmAbt268c4772AwGKiqqsJkMhEUFITZbNa/D99dQ021Cni9

Xv1zk8mE0WjUt6mlD9DXqe23x+PRWyJMJtMZ85f2+yvv/36a+vr6897SKITA6/WyefNm3n//f

W644QZuv/124uLi9HwI57dlW7qwzGYzNptNfzjQtWtX/H4/RUVF5OXlMXnyZG666Sb69++P2W

z+SduQwXEkSZIQTf4pSVLz932XrKqqVFZWEhkZSZs2bbBYLNhsNq6//npKSko4deoUfr+fzMx

MUlNTSU5OZvr06ZSVlQHf9uZ44YUXSEpKIi0tjQ0bNlBeXs5TTz3Fli1b8Pv9VFRU8PDDD3Pw

4EGys7MZM2YMt956K/fccw9fffUV48eP5+DBg/z1r3/lnXfeYdKkScyaNYvVq1fj9/tRVZXVq

1ezbt066uvrv9s3ISguLuaOO+4gKSmJ1NRU5s6dS11dHTk5OYwbN45HHnmE5ORkPW0+nw+fz8

eXX35JUlIS1157Lbt27ZItTb8ifr+fo0eP8uqrr1JaWsrMmTPp27cviYmJmM3mBuPcpN+ewPN

vNptJSkqiX79+zJw5k6KiIhYvXsyxY8f0B04/hqw4SpIkSZL0q2U0GmndujVWq5V77rmHnTt3

UlpaSsuWLfn73/9O+/btyc3NZd68eXz44Yds2bIFg8HAsmXLcDqdfPjhh/j9fvbs2cPatWv56

KOPKCoqor6+Xr/xEkLgcrlQVRWv10tJSQkPPPAAL730EhEREdTV1WG325k6dSojR45k1qxZDB

w4kG3btlFfX4/L5SI7O5t27do1aAlwOp3Mnz+fW265hW+++YY1a9awd+9ejhw5gtfrZf/+/fT

o0YOdO3cybtw4Pv30U2pra/XuscuWLePtt9/WWyxlReLi53a72b59Ox9//DFDhgzhuuuuIzQ0

FJPJJLuiSqfRxi2bTCZCQ0O54YYbGDp0KO+//z47duzA7Xb/qPXJiqMkSZIkSb9qcXFxvP766

4wePZqRI0fSq1cv7rrrLo4dOwbAN998Q1hYGElJSYSFhdG/f389uMjWrVvp06cPiYmJpKenM3

PmTFq0aNGgRafx37GxsaSkpGC32/WohoqiYLPZCA4OJjIykg4dOqCqKk6nk5MnTyKEIDk5uUE

3Q5vNxmOPPca1116LyWQiKioKq9Wqd1uNiYmhZ8+eJCcnM2jQIFRVxefzUV5eTtu2bRkwYABJ

SUkMHToUk8kkKxUXObfbzdatWzl69CgjRowgISGBoKAghBDy3EpnpeWRoKAg4uLiuO222zh8+

DDbt2//UZVHGcFAkiRJkqRfLW0sWEREBHfeeSe///3vUVWVvXv3Mn/+fJ5++mm8Xi/r1q0jIy

ND/17//v2prKzk5MmTmM1mhBAYDAaioqIoLy8/bRsaRVGIiooiKiqqybRo0yRERUWRkJDAoUO

HOHXqFB07djwtsJ6qqhw4cIBRo0bh9/sRQtCqVasG22nRogWAHjVRVVUKCwsJCgrCaDSiKAoh

ISGytfEi5/P52Lp1K8XFxVxzzTWEhYXJWRCkH00rq6KiorjmmmvIyMhg27Zt9O3b9wcFtpMVR

+lXSVVVvRtR4NxZMnCHdC6oqorH4yEoKOi0wBb19fWYTKZzHmlUuznWnihejDeJqqridrv1QB

0aIQRutxuz2dygNeZcbL9xuWE0GrFarfrx9Hg8uN3uBuVKSEhIs4okK4Sgvr4eo9HYoLzT5nY

7Wxmo5SODwfCL75N2nWiBgM4Xr9fLxx9/jNvt5tZbbyUlJUX/7P3339cjAT/88MNMmjQJIQQm

kwmLxYLP5yMhIQH//wJoaXlRe3qvdf8sKyujsrKyQb74vtD3FouF3r1788knnyCE4K677mrQT

VUIQXl5ObNnz+bll1+me/fulJeXs3DhQn0ZrSUzsMXJaDQSHx+vvyeEaBCs51zx+/3U1dXpXe

N+6HURWH4CFySPwHcBiJpj+en3+9m5cycnTpxgyJAhDVqdf4vONL2NbHX94VRVJSwsjKuvvpp

///vfBAcHc8UVV3xv3pddVaVfHSEEOTk5DB48mOTkZFJSUkhOTqZdu3b87W9/axB4QJJ+LiEE

+/fvZ9y4cWRnZzf4MXc4HPzlL39h+/bt5/zGzeVysXDhQh577LGLMo8LIcjNzeW+++7jwIEDp

x3Hxx9/nO3bt/+kwfw/dPsHDx7k+uuv1wOkpKamcu2115KTk6OPYfvb3/5Gu3btSE5O1suXVa

tWnZcb8x+qpKSEMWPGMH/+fD1KaH19PWvXruXll18+a/7weDwsXLiQNWvW/KLHWlVVDh06xMS

JE6moqDivN3gmk4l27drx7rvvkpOTg9frxeVysXnzZmpra7Hb7XTt2pV9+/ZRU1NDZGQky5cv

Z+7cuaiqSmJiIpmZmXg8Hvbv368HuvH7/Xz11Ve4XC527dpFSUnJD06TFoG1Xbt27N27l5qaG

pKTkxtUNgMrqhEREdjtdvbt20deXt4ZKw1aq2ibNm0oKChg165d1NTUsG7dOrxe7zmrEGnBeD

p37kxSUhItW7ZkzZo133tdaOXno48+SkFBAYcOHWLKlClUVFSck3SeicfjYe3atTz++OPNrvw

UQlBQUMDnn3/OsGHDsFqtv/kKktZqHyjwgZ/0wwghsNlsDBs2jM8//5zCwsLvPYay4ij9Kgkh

CAsLY/PmzZSWllJRUcHWrVvZtWsX27Ztk4WL9IvSWsoa38yFhoby7LPP/uAuID9n+8eOHePYs

WPU19dz6tSpizKPay1+jY9jWFgYf/vb3+jTp885bXH0+Xy0aNGCzz//nPLycoqLi3nmmWe488

479cojwKRJkzh16hRlZWVs2rSJ5cuXk5OT02xaAIQQ1NXVsXLlSo4cOaKn2+fz6RXJs9FaJn9



JiqLo18n5zpsGg4FOnTrx7LPPctddd2G1WomMjOS9995j7ty5pKSk0LFjR6ZPn0737t2x2+2s

X7+eBx98kBYtWjBu3DhOnDiBzWajT58+jBkzhj59+nDvvfeyZs0aoqOjKSgooE2bNnrFLLAFM

LBl0m63U1BQwOTJkyksLCQ6Opr09HT69OmDzWY7Le3R0dGMGjWKq6++mvj4eAoLC+natSs1NT

VN3jxr78XHx/Pwww9z9dVXExcXR6tWrc7ZfJUej4cVK1bw6quv8uWXX1JZWcnhw4dZv349L7z

wwg8aP6VVarU8ciH4fL4Lkj+/j8fj4b333uP+++/HYrE0u/SdT9oDxqlTp3L06FH9/cOHDzN2

7Fhef/31c/qA5NdICIHFYuGee+5h+fLl3/uwR1YcpV8tRVH0ubJMJhOxsbFcdtll5Ofn6wEJJ

k2ahN1uJzExkfXr1+N2u5k3bx7vvfee3n1mxYoVvPjiizidTvbv30///v0JCwvjlltuoaCgAJ

/Px+bNm7nlllvo27cvkydPprS0lMmTJ2O324mPj+ef//wnHo8HVVXJzMwkMjKSyMhIJk+efNp

YGenXw+Fw8Nhjj7F582b27t3L+PHjefDBB4mIiCA0NJTNmzfj9/vZvHkzM2bMoLKyEp/Px4oV

K5g9ezZffvklM2bMoKysDLfbzcqVK3nhhRdOu3HweDxkZ2eTnp5O3759G4T4z87O5uGHH+b55

58nOjqaPn366K0lmZmZPPLIIzzyyCPExMQwfPhwfQqCC6WpH/yamhr+9Kc/sWXLFrKzsxk/fj

zjxo0jOjqamJgYNm3ahBCCzMxMHn30USoqKnC73axatYo5c+aQmZnJlClTqKmp0Y/jggULqKu

rO23bWvQ5o9GIxWKhb9++DBs2jPfff19vzdE+DwoKok2bNqSkpFBZWdksKo6B41cGDRrEa6+9

RlVVVZPLbdq0idjYWKKiopgyZQrl5eWsXbuWZ555hj/84Q+8+uqrPPjggxw4cEAvC6dOnYrT6

aSuro5p06axZcsWysvLmTJlij6ub/Pmzaiqyv79+xk5ciRDhw5l1KhRlJaWAt8e57q6OubMma

Ofr3PNYDDQsWNHNm3aRGVlJeXl5axatYrk5GT98379+lFWVkZ5eTmrV6/WP4uMjOTFF1+ksrK

SgoICBg0ahNFopGvXrmzcuJGysjImTZrEG2+8QceOHenatSsvvvgiSUlJKIpChw4deOutt4iN

jSUxMZGVK1fy7rvv0qJFC0pLS8nNzaVHjx5Ndm01mUyMHj2a8vJy8vPzmTRpEnPnzqV///507

tyZJUuWYLfbMRqN9O/fn+eee07//+9+9zsqKiooLy9nwoQJzJw5s8lxlz9XeXm5fu2lpqbqQX

z+8pe/cOjQIQ4fPszevXuZPHkyBQUFqKrK1q1bmTJlCnl5efzf//0fb731FhMnTqSkpARVVfn

nP/9JREQEAwYMYN++fXrQny+//JLIyEjCwsKYNGkSVVVVVFRUMGPGDL08LSsr4w9/+AMHDhwg

OzubBx98kHHjxmG324mMjCQzM1OfA3P9+vUkJCQwcOBAsrKyfvFj83N5vV62bNlCcnIy4eHhF

zo5zULg/KUAubm5zJkzh7Fjx3Lffffp45H9fn+DVsimAgj9livhgRRFITIykvj4eLZs2XLWyq

OsOEq/WlrlsLy8nLKyMvLz89m7dy9JSUkALFq0iMTERPbt28fSpUuZN28eBw8epEePHmzatIm

6ujpcLhc7d+6kW7dulJeX8+yzz/LUU0+Rl5fH5ZdfzosvvkhtbS1er5fy8nLmz5/PM888wxdf

fEFcXBz79+8nIyODnJwcysvLOXToEHPnzuWLL75g165dmEwm3nzzTZxO5wU+WtK5orVEejwec

nJySE9P17tj/etf/6K2tlb/XKPNw9azZ0+6detGRkYG+fn5FBQUcM8995xWudLmdLv88sv5/e

9/T35+PhUVFSiKgtfrJTs7G7/fz759+xg/fjyLFy/G4XDgcrl499136RoPLOUAACAASURBVNy

5M3v27OGKK65gyZIlzarbpUZrifR6vRw6dIi+ffvyzTffMHHiRFavXq2PTWx8HP1+Pz169KBn

z558+umnFBYWUlRUxB133PGDJjo3m80MGjSIwsJCffyWx+OhqqqKsrIycnNzcbvdtG7d+py2h

v5YBoOB2267DSEE+/btA76rlCuKQk5ODgsXLuTf//43O3fu1Mui6667jkceeYSFCxdy55130r

JlS8rLy/H7/ZSWluJ2u3E6nTidTn3835tvvonBYGDHjh28++67TJ8+nUOHDunl4oQJE1i8eDE

xMTHAt+fl1VdfJTU1lRkzZpyTysyZjonVaiU0NJTQ0FCCg4MbXEtGo7HJz7Tx8dpn2nk2GAyE

hIQQGhqK2WzWx+YaDIYGY/QC/68oCsHBwVgsFg4dOsQDDzzA1VdfTbt27c44JlILo69tRwt60

3g72sOMwO3abDZ9qoZzMXZPVVUOHz5MSEgIqampDa6BiIgIbDYbe/fuxev16g9Pte+53W6io6

N57LHHuOOOO/SHW7m5uTidTnJycvjDH/7A22+/TVVVFYcOHeKZZ57hnXfe4cCBAwghWLJkCW6

3W7/W4bsx0dq1eujQIfr06cO+ffuYMmUK7733HnV1dRw4cIC5c+eyZMkSVqxY0Sy7OrpcLj7/

/HMGDx58oZPSLJWVlbFkyRLuu+8+evXqRVBQEKqqsmPHDm655RZuueUW5s2bR1VVFXv27GHRo

kXU1tYCcPz4cV5//XUcDscF3ovmQVEUrr32Wj777LOztvrLiqP0q6QFFRgyZAiXX345Xbt25Z

prrmHw4MGkp6dTVVVFZmYmXbt2xWAw0LZtW1JTU6moqKBFixYcO3aM/Px8Tpw4gcPhoHXr1hw

/fpyamhpatmyJqqoMGjSI0tJSamtrURSFuLg4UlNTCQsLA74bnxITE8P06dOJjo5mz549REZG

kpCQQEhICAMHDiQ/P/+Cdc2Rzr3Am7jY2Fguv/xy4uLiuOaaa/RgNoHLacsCBAUFMXjwYLKzs

5k5c6bejS6QqqoUFBRQV1enV4TCw8PJzc3VW8ji4uK47rrriI+P57rrrtNbLwwGA3379mXQoE

EkJiZy4403sm/fviZbqC407ZhoUx10796dpKQkfve73+k3fI0DkmjH1GQyMWzYMPbt28eMGTP

o1q0bMTExP+gmWjuGWldDr9fLwoULSU9P57LLLmPIkCHceuut2O32Ztc9Kjw8nGHDhrF06VIK

CwuB747J7t27CQ8PJyEhAavVqpdFPp9PrwzZbDbS0tL4+uuvqa2txWq10qVLFw4fPkxOTo5ej

hUVFXHDDTeQlpZG37599QcRQghiY2NJSkoiMjISg8GA3+9n1apVuFwuhgwZQkRERLM7bueDoi

i0a9eON998k9tuu61ZBVf6sbRro/F5DA4OJiEhQe8+2/hz7Xq1Wq1YLBZsNhsGg4GYmBhuvPF

G4uLiGDx4MFVVVZw8eZKysjI6dOhA//79SU5O5qabbmLnzp16L4nA9Tcudy+77DISEhK46qqr

9CA45eXltG/fnvT0dJKTkxk6dOj3BjQ6nzweD1lZWfTr1++0aLu/Zdq9VWFhIX/961/p06cPP

Xv2xGw2o6oqeXl5rFy5klmzZrF48WJUVeWDDz4gMjKSqqoqvVU7OzubpKSk0x4g/ZaFhoaSnp

7O7t27z/wg6zynSZLOC0VRiI6OZsGCBaSkpLB7927eeust+vfvj8Vi0VsJx48fj9Fo1H/4rrz

ySi677DJSUlIoLi7m1KlTtGrVipiYGPLy8sjMzGTQoEEYDAaEELRv357q6moURSE5OVkv3IcN

G8aiRYvo168fZrOZ1157jT59+uDxeBqEfBdC0K9fvx807ki6+EVFRemtLtpkzZrAv7Wn8kIII



iIi9IcdnTp1Oq1Vy+v1snPnTt544w2WLVuG0Wikrq6OsLAwevbsqYfsj4uL07thamOuDAYDaW

lphIeH69FYtfFtTd3oNQfaOLGYmBhUVdWnG2ic1sbdksLDw+nbty/V1dV07NjxR92onzx5Ul+

n2Wxm/Pjx3H333frxevXVV3E4HAwfPrxZRW1WFIXevXvz9ddf691HtePk9XpZu3Ytn332mX4j

1q9fP+rr6/VjpygKXbp0IScnh7y8PDweDx06dODYsWMIIUhLS8PtdlNYWKhHA7VaraSkpOit1

lr3VW2dR48epVevXpSVlVFTU0NoaGizzGfng9ls1qfSuJhpv4dn+zyw9RYadhFsHKE2KiqK+P

h4AL288vl8ej7Tbmjj4+PPGigmsNt2dHR0g/JCq3iYTCZ9fcHBwT/zSPyy3G43WVlZ3HDDDb/

Za+RMysrKeP755/F4PAwaNEj/DdBawG02G4mJiZjNZnr16sWOHTsIDg4mNTWVqqoqXC4XOTk5

DBs2DKPR2Oxami+kNm3a8MUXX9ChQ4cmPz/nFUet69D31ei15RqHYT8XtOh4FoulWXUtakzrb

qH9kGtMJpNeWHq93vP2tERLj3bD+0PO64WktbSkpaURExPDwYMHWbp0KY8//rh+8/nOO++Qlp

amdy+y2+0EBQXRr18/Nm7ciKIoDBw4kKCgIEwmEyNHjmTq1Kl6VyGLxUJYWBjbt28/rcvThAk

TGDVqFGVlZbz11lvY7XZMJhPjxo3jj3/8I4Ae8j0yMvKcHQe/34/L5cJoNDY4X1rIfr/fT0hI

SLO+Fn4p57qcaaoCEyjwBupMEeG0QDfa+kpKSti8eTMpKSls3LiR4cOHNwjZX1payueff84rr

7xC9+7dURQFl8vF7NmzOXLkCH6/n+rqaioqKkhKSqKsrEx/2KGqKvn5+bhcLoQQDVrQL+R1/X

3bbmoKAvhu7Iv274kTJ/TPS0tLycjIIC0tjczMTG644YYz3igG7r/f7yc3N1dvXVMUhfDwcJK

SkvQHRR06dODo0aPnLOLrTyWEICQkhOuuu47Zs2cTHx9PfHw8iqJgNBr1Mbfa/0NCQk5r2UhJ

ScFqtXLixAkiIyOJjY1l69atOBwO7rrrLkJDQ4mLi9MfdrhcLgoLC2nXrp3eohR4rbVs2ZKRI

0eyfv16Vq5cybhx45oMCvNLCSz/Arsmy/Lvlyn/DAYDrVu3xuVycfLkSaKiovR1l5aWkpeXx7

BhwxqMSxNCcOLEidPWpV1z1dXVlJeXExsbq5dXBoOB+Ph4VFXV81pZWRlOp1MvC7T3y8vLqay

sbJBGLU1aeWAwGEhISGjwXnPqoi+EoKamhvr6elq0aCGnmggghMBoNDJmzBg6duzIokWLSE5O

pkePHsC3D8W2bdvGN998oy/ftm1bhBB06dKFvXv3EhERoQeRaq73sBdKQkICtbW1VFdXN/n5O

W+Tz8nJ4fHHH9e7yTRFVVUOHjzI448//qPCWf9UFRUVTJ06tVlFwWuKy+XipZdeolOnTrRr14

527drRvn17RowYwf79+9m+fTvPPffceeufXVNTw6xZs/jqq684cOAA06dPv+CBNM4mcO4qm83

G7bffzrFjx9i9ezdRUVF07NiRr7/+Wp/M+Y9//CNZWVkoikKPHj348MMP2bFjB61bt8ZsNtOy

ZUtqamooKSkhNjaWzMxMHnvssdOC26iqyt///nc+/fRToqKisNvteuWwW7duHDp0iLq6OiIjI

1mxYgULFizQ+9z/0rRr66abbmLGjBm4XC79s+rqap588kluvvlmcnJyzsn2mxPtWMyYMYPi4u

JffP3aeBqXy4XL5WrQchO4zJnStnfvXo4dO0ZpaSlff/21vr41a9YwePBgRo8ezcGDB/UuqPD

tjeDhw4fxer1cfvnlpKWlkZqaSsuWLbFarezevRuv10tJSQnffPMNDoeDXbt2kZqaSlJSEqqq

snnzZg4cOIDD4WDLli2kp6eftzFnZzoWXq+X+vp6XC6X3o07MMDB2ezZs4fjx49TWlpKVlYWq

qri9/t58803uf766/XjePjw4dPKf+18adt3Op189dVXfPLJJwwZMkTvsqqN16qvr6eyspI9e/

aQlJTULCsfiqLQsWNHrrrqKpYvX65PNXDppZeSk5ODw+EgPDycVatWMX/+fH28tdfrxe/3Y7F

YMJvNrFq1ivj4eFJSUvSb9+TkZIKDg4mNjeXjjz+mrKyMXbt2kZWVpQ8DaHwNmEwmgoODueqq

qzh06NBZp5b4uVRV5cCBA9xyyy3MmDGjQTAkrfwbMWIEBw8e/NXflGvTzTzxxBMUFRX9ouuOj

Y2lV69ezJ8/n+PHj+NyuaioqODZZ5+ldevWtG/fHkVROHr0KAcPHqSqqopt27adlj6tt0NJSQ

lZWVk4HA792kpJScFut7N371527dpFZWUla9eu5dJLLyUmJgYhBF999ZVexpWUlDToNdHU+W3

Tpg1FRUXs2bOHsrIyPvzww2ZzT+j1esnNzaV169YXdTfmc0Frle7RowddunTh7rvvZvXq1fo5

N5lMDBkyhDfeeIO33nqLN998k6eeeoq4uDhSUlIoKSnhq6++ol27dvrDQOk7JpOJ1q1bk5ub2

+Tn57TiqD1hcjqdp0U10n54Am+AXC5Xg4u28TKNv6/93XidjdPQ+H0tVHlzezrcmHbDM27cOH

Jzczl69Ch5eXmsW7eOzp07k56ezsyZMwkNDT3tuMCZ9/1MEaYaf6Z9N7DbnMvl0geha4Eimqv

G3QATEhK4/vrrWbRoERUVFUyaNInDhw+TlpbG73//e308pNZ977LLLqNHjx76TXRiYiKPPvoo

jzzyCLGxsfztb39jwoQJp3U1MhgMjBo1imXLlpGUlES/fv245pprSEhI4JJLLmHKlCn06tWL5

ORkNmzYwP3333/OwqTDt/nIYrFQVFTEyZMn9XOan59PcXExFoulyevuTDfVTYWAb+qabur9s3

3W1HYCv/d91/f3rQO+m6D6XNwcnDhxgiuvvJLY2FhiY2MZNGhQg4K3qfE92r89e/akT58+XH3

11YwfP55+/foBsG7dOtxuNz179qRFixYMGzaM+fPn61EoPR4P27dv59JLL21Q2QsKCqJXr16s

W7eOqqoq0tLS2LBhAykpKSxfvpyZM2cSFhZGUFAQv/vd73j99ddp2bIlR48eZcqUKRfsRkVRF

AoKCujfvz+xsbG0aNGCwYMHc/DgwdO6uml/B7Y89urViwEDBjB48GAmTpyoX89r167F4/HQp0

8fWrRowfXXX8/ixYtPu4E2GAycOHGCgQMHEhMTQ3x8PNOmTWPx4sV07txZH+M4Z84cEhMTiY6

OJiUlhejoaEaMGNHsuqnCd6HWb7rpJn0snRCCjh078vDDDzNw4EDS0tLIyMhg7NixREREkJyc

zPjx41mzZg0mk4lu3brpcwOGhIRgMBjo0qULVqsVm83G/fffj9PppGPHjgwbNoznnnuOTp06n

XbOAtMUHx/PbbfdxvLly8/pmFptQnet/NPKhfz8fIqKivRxUYHLn+l380zlTeB3fmj5F/i9ps

quxvc5P6f80947V+VfUFAQo0ePZtSoUfTr14+YmBhatWrF5ZdfztSpUwkODqZ9+/bcdttt3H7

77QwZMkTvBqf1/ikuLmbatGmUlpbStm1bioqKSEhIYOXKlUyePJno6Gg6duzI448/zvDhw0lO

TsbtdjNu3Dji4uIYPXo069atIy0tjYKCggbBhpr6vRJCkJCQwD333MOoUaPo2rUrycnJ5/S3+

Mfw+/2UlJTQqlWr7+0K/FujPRDQXr169aJly5a8/fbbOJ1O2rZtS25uLlVVVdhsNv71r3/x2m

uv4XA4iIqKIjw8nE8//VQvo+SxbUjrRXDGB0xpaWki8JWYmCiKiorEL0FVVbFv3z4xbtw4cfL



kSbFv3z4xduxYMW7cOGE2m0VISIjYuHGjOHXqlLjxxhtFUFCQGDp0qCguLhaHDh0SV1xxhbBY

LGL48OGioKBA+Hw+sXnzZjF06FDRs2dPMWHCBPHxxx+LsWPHiltvvVWEhISIXr16iZycHKGqq

qipqRF//OMfhc1mE3a7XWzYsEE4HA7x0EMPCZPJJNLT08WePXuE3+//RfbX4/EIs9ksHA7HL7

K+2tpa8fzzz4tZs2YJr9d72rY2bdokpk2bJvLz88WECRPEHXfcISIjI0VGRoaorKwUEydOFCE

hIcJqtYqtW7eK6upqMXXqVLFp0ybh8XjExo0bxciRI0Vpaanw+Xxi9uzZYsWKFcLlcom3335b

REZGCrPZLHr27CkOHjwoKioqxNSpU8WGDRvE7t27xf333y+Ki4t/kX0VQohTp06J1NRUkZ+f/

7PXpaqq8Hg8QlXVBu/7fD7h8Xj0/3u9XlFfXy/cbrfw+XwNlvV6vae9p6qqcLvd+ne09fv9/i

bPUX19vaivr2+Qx1RV1d8PTMvPVVdXJwDhcrn09/x+v9i7d6+45557xNy5c8U777wjfD6fqK+

vFytXrhSzZ88W9957r9i3b59QVVVs2rRJhIeHC6PRKGJjY0VGRobw+/0iMzNTjBkzRtxxxx0i

JCRE9OnTR+zdu1eoqiqKiorE0KFDhclkElarVTz77LPC6XQKn88nNmzYIMLCwoTZbBZPP/20+

POf/ywqKir0z6KiooTFYhETJkwQtbW1oqqqSkyfPl0sXLhQXHHFFcJms4nly5eLp59+WlitVj

F8+HA9f1RXV4s//vGPwmQyCZvNJjZu3Cj8fr9ezowdO1ZYLBZhsVjEpk2b9HLGYrGIoUOHNij

nPLU14vMxo8QnNw8Tn48ZJdzV1T/q2Gv5TTuvgfnD6/UKv9+v/x14brxer56HfD6fcLvdwuPx

CJ/P1+ClLdNUvtaWaczv9wuPxyO++eYbMX78eHHs2DF9/dr3NmzYIB555BFRXFws3G73aXn4x

3A4HMJkMgm32/2T19HUcdT29/uOo0bL300dx8DtBB77s20/8DrX1q+VAdqrqeP/YxUUFIiUlB

Rx6tSpn72uM+1fU8eh8XHWlgvcr6byauPfTa0sra+vb5BfA89N43Q1VW7+FO7qavHZnXeIT0c

MF5/edovw1dfr69+zZ4+49957xZw5c8Q777wj/H6/cLvdYsWKFeL5558X9913n17+bdmyRdhs

NmE0GkVMTIzIyMgQPp9PZGZminvuuUeMHj1aWCyWBuVfYWGhuPHGG4XJZBIWi0XMmjVLuFwu4

fP5REZGhoiKihLBwcFi1qxZYvLkyaKyslL4fD6xfv16ERMTI4KDg8XDDz8s6urqRHV1tZg2bZ

pe/oWFhYlly5aJWbNmNbgXEkLov/FBQUHCbDaLTZs2Cb/fL7Kzs8UDDzwg7r//fmG1WoXFYhG

ZmZmioKBADBs2TAQFBYlhw4bp69EUFRX97PynHdumfvcCP9d+b7Vzr+ULj8ej5wktDzbOx36/

X19/47ylXbvaulVV/d48F7i+wDT9WBUVFSIsLOy0a+6nqq2tFS+//LLYtWuXcDgcwul0ypfTK

RwOh9i1a5cYO3as2LNnj3A6naKurk4cOXJEjB07Vjz55JOioKBAbNiwQaSnp4tevXqJ++67Tx

w5ckTU1dUJh8MhNm7cKJ544glRVlZ2wfenOb4cDofYs2ePmD17tmhcR0xLSxPnNXyUz+fTwyI

XFxczdepU1q1bR0hICE8++SR33nknL774IgDTp0/n+eef5/jx4/Tq1YsFCxZQXV2NqqoUFhby

2muvMXv2bEwmEx9//DH33nsvhw4domfPnqxevVoPWJCSksLhw4dZvnw5f/3rXzlx4gRPPPEEt

99+O4sWLaJjx47NKopWU/x+PzU1NVRXV1NdXa13v1T/N6+R+F8Xj44dO3LkyBF69uzJ0qVLSU

xM5OjRo7z//vv8+c9/5uTJk1x66aUUFhbi9XrJz88nLi6OsrIyXC4XDoeDSy65hO3bt/Pf//6

XrVu3UlhYyJAhQ3j//febVf//76MoCmaz+bRWHqPR2GB8mDbGUBuzGEibq63xeoOCgvTvBEZu

a9xKo4VnbzyeRAvtrnUBOx8MBgOtWrUiMzNTn2YkJyeHLl266Ok+fPgwL774Il988QWFhYXMn

j2bjz/+WM9zK1asYOzYsezfv5+ePXvyySefUFZWxoIFC7jtttsoLi4mIyODb775hry8PP06Xb

lyJcePH6e4uFgPAnTgwAFef/11PvnkE72r2uLFi/Xuf3l5eaxZs4ZVq1bx4IMP0qpVK/bv309

aWhqbN2/G6XSyZMkSEhISKCkp4V//+hdPP/002dnZehefvn37kp+fz7Rp01izZg1Wq1UvZ+bP

n/+LBqXQ8pt2XgPzhxZ8Qfs78JwEBsjRQumbzWaMRmODV2CLTeN8rS3T1DnXvqvle239gek2m

Ux6qP4L3SWqqeOo7e/3HUeNNva4qeMYuJ3GwYnOtP3GUxho5ylwmebWRfVM+9fUcWh8nLXlAv

erqbza+HdTK0sDp4dofK4ap6upcvNcMBgMpKamkpmZqXcjz8nJoWvXrnqLY05ODnPmzOHLL7+

kqKiI2bNn88knn1BdXY3H42HVqlWMHTtWn/bm008/paSkhJdeeomRI0dSUlJCZmYmWVlZHDly

hIKCApYuXcry5cs5cuSIHrFWURT279/PG2+8wYcffkhubi4Gg4GXXnoJn8+nl3+rV6/mvffeY

/LkyaSkpJCbm0tKSgqbNm3C4XDwj3/8g4SEBPLz8/n444958skn9fk2c3Nz6devH8eOHWP69O

msWLECq9XK//3f/zFmzBjmzZunB5/5pY9z4LXROI9on2u/t9q51/KFFvgmcB7VxvlYm4JE+0w

TeO1q69ZapM6W5wLXF5imC00IgcPhwGq1yq6UARRFoW3btsyZM4dWrVoB3x6ruLg4Zs+ezZ//

/GfCw8P14UYfffQRL7zwAnFxccC30zrt2bOHbt26/aDpmH6LFEUhNDT0jMPgzmuNSVEUPRx9V

FQUV111lR5FS5vXKDg4mCNHjuBwOEhNTdWDk1RUVOg7ofVTDg4Oxmw207dvX7p27UpCQgJ9+v

TR547avn07nTp1wmAw0KFDB9q0aUNpaal+M2C1Wpt1pdFgMOD1epk/fz5dunShY8eOdO/eXQ/

EEhjAQetGFBERQU1NDTt37qRLly4oikLnzp1p27Yt5eXlJCUlkZWVRU1NDR6PhyuvvJLdu3eT

n58PQHJyMr1792bBggXExMTg9/sbRMiTLk6KougRYPPz8zl16pQ+Rkm7Blq1asVrr71Gy5YtE

UKQmJiod4EyGAwMGDCAzp07k5CQQK9evQAICQnhiSee4IYbbsDv92O32wkNDcXn85GXl0dsbC

y9e/cmISGBm2++GbPZjM/nIzs7m/DwcFq0aIHZbGbo0KEcP34cp9OJyWTi8ssvp0WLFrRs2ZJ

rr72Wq6++mri4OBITE/X55LQuml6vl44dO9K6dWsqKioQQujljN1uZ/Dgwfj9fr2c0a7938KP

sTbp+fPPP3/ajaLRaKR3797MnDnznAZnkqQLzWg0Nij/tC77geVfmzZtWLp0KWlpaaiq2qD8M

xqN9O/fXy//0tPTEUJgs9mYMWMGN9xwA16vl+joaL38O3r0KLGxsaSnp5OYmMiIESMwGo34/X

6ys7MJCwsjNjaWoKAgrr/+eo4ePUpdXR1Go1Gfskcr/wYPHkx8fHyD8m/Hjh107doVVVXp0qU

Lbdq0oby8XC//LrvsMmJiYhg8eLBeYf2tlX8XM1VVqa2t/U1HHT4Tg8FAcHDwaQ/kQ0JC9AdX

gXOyat3ra2pqWLp0KeXl5QwYMOAC7kHzpigKNpvtjPOLn7dHK9rNp91uJzY29tuNBzwFEgH9+



r1eL1999VWDaQ86dOigRwJMSUnRnxRo49G0KKPaOsX/xjFq0y3Atxfi1VdfTceOHZscb9DcCP

Ft6PcHH3yQcePG6RdJXFxck+nXKtoADodD33ctyuLQoUP1H7z8/HzKy8vp168fW7dupaioiLC

wMEJCQqitrWXu3Ln6hLj19fVMnjz5vO+/9MtRFIWYmBg6dOigTzNis9mw2WwNrsGlS5fy97//

Ha/XC8Dw4cP1BxRt2rTRox8GtoLt3r2bu+66S7/JatWqlT63oNbqBd+FOlcUhfr6etasWcMHH

3yg30xpUwEYDAZSUlIafM9sNutliLbduro6HnjgAf0JsRCCQYMGER4e/oPKmd8Kk8mkzy3amP

b0X5J+zQLLP22sY2hoaIMIsqqq8o9//IOXX35Z78lz0003NVn+BZYpWVlZ3HvvvfqcrGlpafj

9fvLz8/XWLiFEg9YNt9vNmjVreP/99/XpoHr37q2Xf6mpqfoUAVplDxpGZXY6nQ1+430+H9dc

cw1hYWFER0frAWMCW9B+i+XfxUrrSSbL56Y1lYcD32vq89DQUO677z4MBoNsbfweQUFBZ5wm7

ry2yYuAAa1nohW0N998M08++aTefcpkMhEVFcXXX3/d4KYVaPDUITCzxMXF8c9//pPWrVvrYc

HtdrseWbK5P8XR9iU8PJzk5OQGPwBNtQAGHoeEhASWLVtGmzZt9GOuzR+XkpLCkSNHCAoKIik

pCafTyWeffcbvf/97jEYj69evp76+no8++gibzcYHH3xwxicP0sVBq3T179+f//znPzidTr0F

UPwviEJWVhabNm1i7dq1hIeHk5WVxZYtW/R82FTrfFlZGa+88goLFy6kW7duVFZWsnDhQj10e

uBNilYIaTdDDzzwgD4XnhZpUXvoE3iD1Hg/NHFxcSxfvpxWrVrp13dUVBR5eXlA0/OFae8392

tfkqRfjtZqOGDAAD755BOcTicjRozQu21r5V9GRgYffvghNpuNnTt3sm3bNr38CCw3tPdKSkp

4/fXXmTdvHt27d6e6upp58+ZhNBr1Fn6tt0Ng+WexWHjggQcYM2aM3n08cLhE4201VYbFx8c3

eX9z5MgRfZnAtDb+vtT8BeY9Wdn/+RRF0R+iNpfouc3ZgkY8WwAAIABJREFUmfLcOe+nebanW

42ffmmtja1bt6a2tpaysjIiIiLYsmULTz31lD71Q+OnCk09ZbDb7bRr1449e/YQFhZGVVUVEy

dOZN++ffp33G73RZF5zpbGwGOnvcLDw2nTpg179uwhPDwcp9PJ2LFj2bdvn14B/89//kNkZCQ

xMTGEhIRQUVFBhw4d9HOghTsODg5m48aNDSLQXuwFmKqq1NXVUVNTo79qa2t/E91x4+PjycjI

4MSJE7Rt27bBxLdatNyoqCisVitff/213vIIZ45M53a7CQsLIyoqitzcXI4fPw5A69atKS4uZ

ufOnVRUVPDBBx/g8/kwmUxccsklnDhxosG0JAsXLmwwJ1fgNhqnITo6mnbt2pGVlYXdbqempo

ZJkyaxZ8+e772mVVXF7XZfkHzs8Xiora3V893FUP40J4HHr7a2ttlHxm6uhPh2DsPfSv7THlr

Hx8ezfv36M5Z/Pp+PyMhIrFYrO3bsaPDEvanyQitLtF4OOTk5HD9+HEVRaN26NSUlJezatYvy

8nLWrl2L3+9vUP45nU4iIyNZuXIlCxYs0KdKaZz2xn/b7Xbatm3L7t27iYyMpK6ujgkTJjRZ/

jVVbp+v8k9V1dPmoT7TcucrTb+1vC811FR0Yul0Z7sWz3nFUetrrD1Ba9wnWfvMbrdTVlbG9O

nTMRgMPPXUUzz66KO0a9eOl156ifvvv5+4uDj9O4HrCGyd0CZ6NZlMjB07liNHjtC5c2euu+4

6hgwZQvfu3bHZbFitVqZNm8bBgwebbSZqPI4xkPZDGBj8QlvOZrNxzz33kJeXxyWXXMKAAQO4

/fbbufTSSzGZTHTq1Im6ujo6d+6MyWQiLi6OpKQkIiMjsVgs9O/fn2PHjnHppZcyYcIEbr/9d

j2AjnasG5/Li4Wqqhw6dIhrr72Wli1b0rJlS9LS0ujcuTP/n707j4+ivh8//pqZPbKbc3OfhA

QIl1wBOQURpQWk3LUq+i0eICigYFSqSFtEPFAOEWlrfxY8Qa0WFaTWVu6AiiJyy5EAIeQmd7I

7O/P7I8y4CYccgQT4PB+PPJLM7s7Ozn52dt7z+Xze7+XLl5+xa/5KZ3wu4uPj6dSpE126dMHl

cpnvoyzLdOjQgfj4eFJTU7n99ttp1aoVqqpSWVl5Shsz/o+IiOA3v/kNI0aMoFmzZuTm5tKuX

TvKysqIiYnhnnvu4bbbbmPo0KEkJyebJ2pt2rRh9OjR3HrrrTRr1ow1a9Zw//33ExgYWKvNG9

tnHMSMbbBardxzzz0cOnSIpKQk+vbty+DBg+nUqdMpiTt826pxnLlcNWN9lZeXM3/+fFJSUsy

2t2nTpmvigkV9UFWVefPm0bx5cxITE2nfvv0pF7WEX6brOvn5+UycOJH9+/df8RcCz4Vx3IiL

iyM1NZXrr7+e0NBQ89gnyzLt27cnKSmJDh06cPvtt9O6detTjn8G4zHR0dEMGjSI2267jaSkJ

PLz883jX2xsLHfddRejR49m2LBhZnkIXddp27Ytd9xxB0OGDKF58+Z89dVXjB8/Hn9//1rnM6

d7XiOh0e9//3sOHTpEs2bN6NGjB0OHDiU1NbXW+ZbvtkLN8S8vL4+nnnrqktSy9aXrOgcOHGD

KlClnfS5d19m9ezfTpk3j2LFjl3yb8vPzeeihh66Zti8I9U1KTEys9cnxeDx89913Zgaii2WM

0zaGWRp/S5Jk1ik0hssZvRvG8BHjCpSRiavuY4BT/vd6vbXG9Xs8HvPEzHcoiMfjQdM0M4tXf

fB4PPj7+1NUVGTOhbhYxrafLtOX8dotFguqqp5ywnym1+77nkiSdMo+M94Lr9drZuHTNK3W8x

hzKk6Xue9CZWVl0bNnT9LT04mNja2XddalnSwInZaWxnPPPWd+mWdlZTF37lwefPBBs17blaa

yshKn00llZaU5nxBOfb+NHmVj7k3d21RVNS++GO+7rutn/Jx5vV4z4DY+y0Zb9P1cv/TSSwA8

8sgjOJ1O8yoz/JypEmrare/jfbfPSPLg+zmu28Z9Pxe/dJwx3mdPWSnrHnwAT1kZ1oAAer/6F

2xBQfX23pSXl/Paa6+RlZXFtGnTCAoKYt++fUycOJHnnnuOnj17NrrMnOfL6D0pLy+v93k5Ho

+Hl19+mSNHjjBjxgwCAwPZvn0706dPZ8aMGdxwww1X5IUsX9nZ2XTr1o309HTi4uIu6XPl5uY

yZcoUZsyYYRZnv5K5S0pY9+ADeKsqQVG45c13Uex2gFOOB+dy/DMuTtXX8c/r9TJ37lx0XTfr

Gjam4x9ATk4O119/fb21P13X2bdvH8899xzPPfccMTExZ7zfzp07WbRoEdOnT7+kbd8IHB9++

GH++Mc/1mvbLyoqIjEx0czFcbFOnDjB888/T1paGgEBAY22g0O4+hh5KJ5++mk+++yzU26/LD

2OxgHK92+ouRJmHIglSTITNRj39fPzq5Ulqe5jTvd/3XTKVqsVh8OBw+GodWJmpG1u7Ccbxvz

O0zFeu7Ff676WM732uu9D3X1mvBcOh8P8Mqr7PHXXcaUxJkc7nU4cDgculwt/f3/y8/PZuHEj

Q4YMoUePHkydOpUTJ06wZs0aoqOjCQoKYvLkyVRWVrJx40amTZtGYWEh1dXVfPDBB7z44ots3

LiRKVOmmEMRd+3axXPPPUdxcXGDvNa675XVaq2VBr3ubcZnzvd9P9vnTFEUs50ZKdUBduzYwY

033ojL5cLlcpGVlcX48ePNhBTGe2C0M4NvW667fXVLpJyujft+Lnz/N9bne5y5XNxuN8ePHyc



1NZXg4GCcTift27fn17/+Nenp6VRXV1NYWMgjjzxCYGAggYGBbNq0CU3T2LlzJ7fddhuDBw82

534vX74cTdNwu93mMLfy8nL27NlDz549cTqdDB8+nOzsbFRVZcOGDYwYMYIePXowefLkK27Oc

mVlJZmZmXTv3p3Q0FCcTifXXXcdN998M+np6WbP0OTJkwkODiY6Opo1a9bg9XrZs2cPw4YNY8

iQIQwbNoynn36aDz/8kKqqKjweD++//z7PP/+8+Vnt3bs3QUFBjBgxgpycHHRdJz09nWHDhpn

HhKKioobeJedEVVWee+45QkNDCQ0N5bnnnqOgoIBnn32W999/nzFjxrBnzx5OnDjBI488QkhI

CGFhYWzYsAFd19mzZw+jRo1i0KBB3H777Rw9epT169cTGBiI0+nE5XKxdu1aM3h65513CA4Op

lu3bvzhD3/g5ZdfprKykqKiIh555BGCgoIICgoiPT39sp0I1z0enMvxz8/Pr16Pf5GRkWRlZf

HQQw+ZF/WupeMfwK5du8xEf0FBQQQGBpKenk5OTg7Tp09n6dKlTJo0iezsbPbs2UP37t3x9/d

nxIgRHDt2zDyODR8+nO7duzN58mS+/PJLxo4dyx133EFISAg33HADu3btAmqSp9U9HpSUlDBr

1iw++OADxowZw65du0RAJgjnqXFHTYJwiRjzHIqKiigsLOTQoUMcO3aMkJAQNE0jKyuLV199l

ZkzZ3L48GFefPFF/v73v/Pjjz+iaRqvvPIKnTp1okOHDvzvf//j2LFjHDt2jDFjxtCiRQvy8/

M5duwYHo+HnTt30rRpU+wnr4BfC2RZplWrVnzyySdkZmaSmZnJiy++iMvlauhNaxBGoPPUU08

xd+5c8vLyOHHiBGlpaUyePBld11myZAnR0dHs27ePf/7zn0ybNo29e/fidrvN4VVvvPEG/fr1

Y926dVRWVlJZWcm3335Lhw4dKCgoYNasWcycOZPMzEw6d+7M/PnzKSkpMUsUzZ8/n9mzZ9fKJ

nklcDqd9OrViylTpvDSSy9RUFCAx+PhkUceYfLkySiKwoIFC4iJiWHPnj288cYbvPjii+zcuR

NVVcnKymLy5MksWbKEvn378s0331BeXk55eTmbNm2iR48e5Obm8uyzzzJjxgx2797N9ddfz5w

5cygrK8Pr9ZKTk8P8+fOZOXPmFVG+RNd1vvnmG44fP862bdv47rvv0HWd3Nxcpk6dyrBhw1i0

aBFNmzbl73//O7Is8+233/L222/z1FNP8dNPP+HxeMjNzWXSpEn85S9/obi4mL/+9a989dVXZ

GZm8tJLL7Fy5UpKSkrYt28fK1eu5N///jfvv/8+u3fvprq6Go/Hw5IlS4iJiWHv3r18+OGHpK

WlsW/fvqv2pL3u8e/QoUPMmTPnmj3+Qc3Fs71799K9e3f27t3LlClTeO+998ySTnfccQcvvPA

Cmqbxpz/9iWeffZZDhw6RmprKggULKCkpQVVV8vPzWbhwIbNnz0ZRFD755BPuvvtuvvvuOzp1

6sSnn36KqqosXLiQ2NhYdu/ebR4PMjMzefTRRxk6dCivvvoqLVu2bPSdB4LQ2IhPjHBNysvLY

8CAAbRv35527dpx2223cffdd5t1PyMjI2nSpAkOh4OioiJSUlLo3r07CQkJjBgxgg0bNlBRUU

H//v358ccfmT59Ou3btzfToLds2ZKCggLKysrYt28fbdu2vebSalssFjMBU3h4eK3SH9cau93

OHXfcwapVq9i2bRupqal06NCB1157DYDi4mK2bt1K27ZtURTFnG+Vl5cHQEREBHFxcbhcLqKj

o8nIyODo0aMcPnyY0tJSkpOTOXz4MCUlJSQlJaHrOv369SMvL4+ysjIkSTLb9JVYF8xisTBq1

CjWr1/P1q1b6dixI6mpqSxatAhN0ygsLGTDhg107NjRrNnXtGlTCgoKgJr9l5CQQHBwMBERER

w5coSsrCyysrIoKSmhTZs2Zv3guLg4rFYrffr0IT8/3+ydjYyMJCEh4Yraf74Ziv39/Zk8eTL

NmzfH6XRit9sJCAigurqa7OxsBg4cSNOmTenevTutW7fm+++/B2r2XXx8PMHBwbRs2ZJXXnmF

xMREdF0nPj7e7G3ctWsXbdu2pWPHjiQmJjJkyBAsFgv5+fls3bqVNm3aoCgK7dq1M2sqX81zz

E53/LuWSdLPdbyjo6O55ZZbzGHDxigXh8PBoUOHKC0tpVmzZgD07dvX/C6texxTFIUePXrQrl

074uPj6datm3k82LhxI+3bt8disZjHg8LCQrNmuPF4QRDOz2UtxyEIjUV4eDhz584lISHBnJM

SHR1tfpEYQaPX6yU7O7vWEKGYmBicTider5ewsDC6d+9OcXGxeWKk6zq9e/dm8+bNZq2guLg4

cWXzGmbMM2rbti2vvfYa5eXleDweFi1axMqVK+nSpQtlZWVMmDDBnENcVVXFoEGDzIy1Rm9Fb

GwsCQkJZj3O5ORkwsPDOXjwIBs3bqRv377mXKcWLVqYc27i4+Ov2NpVmqahqiqtWrVi8eLFlJ

eXU1ZWxtKlS1m5ciV9+vRBVVWzrqfRk9W7d28iIiLMoZqSJBEbG0tcXBy5ubnk5+fTvHlzQkN

DzaFwRlkiqMkMfLr6wVcCSZLo3Lkz+/fv56abbkKSJJ555hmGDx9uZis2MkxnZ2ebF7YcDgfx

8fHmXDiXy0VISIg5B3DJkiUsXLjQbNPG+o4cOVJrzrvvvqrbto26wpqmiZP3a4SRBNG3vmTdk

iOapuHxeNi0aRN9+vRBlmU0TSMlJeW0xzFJkkhKSjLnzPvmaXC73YwbN65W5tw+ffrQqlUr87

mMJIOCIJw7ETgK1yQjI15iYmKtLw4j0YDvfJGoqCjziwYweyEkSSI3N5cNGzaQkJDAhg0b+M1

vfoPNZqNVq1Z89NFHrFmzhmbNml1xQwOF+pWbm8vf/vY37r33XuLj44mIiEDXddq1a8ehQ4fo

1KkTMTExLF261Ky96luXzTdLor+/Pz179mT9+vVATXBk1IIbOXIkaWlp5txku91OUFAQX3/99

RlrYzZ2uq5TWFjIiy++SFpaGpGRkURERFBVVUXbtm3JyMigT58+uFwu3nnnHfMzbbFYCA4O5v

Dhw7X2X0BAAJ06dWLLli0A3HDDDeactZEjR/Lwww/j7+9vJixxuVzk5+efUj/4SiBJEiNHjuT

GG2+kpKSEt99+m8TERJKSkszbHQ4HUVFR5vGturqanJwcs8dHlmUURcHr9Zq1XY0av1u3biU9

PR1ZlomNjSUjI8MMAnxL+URHR5/StsPCws44f7+xq6ysNEtnSNLP5YOsVut5j6wwpk34zr28G

tXNEn+m+pI2m42RI0fyhz/8wUzOZ7PZCA4O5uuvvz5rHW/f9YSHh/P222/TtGlTM6GQy+UyRx

BcaZ9lQWgsRBeIcM0yMuOdjm/5B5fLxc6dO/nhhx/Iz8/no48+omvXrgQEBPDhhx9yyy23cOe

dd7Jnzx5++ukndF0nLCyMsLAwPv30U1q2bHlNzW8UThUQEIDdbuf999+nuLiYiooKjh8/zr//

/W9iYmKIiIggOTmZH374AZfLRWVlJffffz8//vjjKW1UURS6dOnCp59+ytatW2nWrBlWq5XEx

ERKS0vJy8sjIiKC9PR0nnrqKbP+7ZVKkiQzmcabb75JaWkpFRUVHDt2jP/+97/ExMQQGhpKmz

Zt2Lp1Ky6Xi6KiIh5++GG2bdtWq8atruvYbDZat27NF198wTfffENKSgqAWT+4qKgIl8vF5s2

befLJJ82kVlfasEpN0/j00095/fXXzQQtTqez1lBbj8eDn58fUVFRfP755+Tm5rJt2za2bdtG

hw4dagVF8HOt15CQEIKDg9m8eTMej8cs87R9+3b27dtHXl4eK1aswOv1Eh4ebtYVNtr2vffea
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7VNI3ExERKSkrIzc0lPDyc9PR0nn76afLz809pj3XXZ/ztcrlo1aoV33///WmPB1DT9q+0z7Q

gNAYicBSuOedzpVGSJNq2bcvkyZO56667aNmyJZWVlTz88MN89tlnVFVV0aVLFyIjIxk0aBAL

Fy6koKAARVHo3bs3HTp0ICEhQQxTvcYFBATwwAMPUF5eTosWLYiOjiYlJYWBAwcyYsQIAgMDG

TNmDAcPHiQ5OZmuXbvyu9/9jtTU1Fp1LKGmTSYmJtKhQwdSU1NrDWF97LHHSEtLIyYmhnnz5j

F+/Ph6K63UkGw2G48//jgVFRU0bdqU6OhoevXqxY033sjIkSOx2WxMnjyZn376ieTkZAYMGMC

vf/1rOnfuXKv2LNT0UCQkJNChQwc6d+5MaGgoAFFRUaSlpTFt2jSaNGnCvHnzmDBhgnn76U5a

GzNZlunfvz/79u0jKSmJTp060aRJE1q0aIHT6SQwMJDx48eTkZHBfffdR3l5Oe3bt2fkyJE8/

fTTtGrVytxvxnD+du3aER0dTZs2bRg8eDAdO3Y0e99atWpF//796du3L+PGjaNr165mRs/f//

737N+/n+TkZLp168Ydd9xhzke90thsNh588EF++OEH1qxZQ/fu3fnHP/7Brl27+Nvf/kZ4eLg

5jLduIGiU9fC9aKnrOhUVFaiqal7cqHufq0nd719jCGtOTg6PP/44kiTx5JNPMmXKFGJjY5k/

fz7jxo07r+OYJElMmjSp1vFgwIABpKam4nQ6CQoK4sEHH2Tv3r3XRLAuCPXpktdxvJZcijqO1

5LLUccRfv7yPtPQM03Tas2XMJYZX+zGsDZjjoRvfUyjfpbX6+Xll18mNjaWUaNG1aqreKmcqY

6j8MsudR1HQ90TQt/U+0b7MdqVcZtvu6q7LqDWybdR903TNLMWp1HLzbetXgqXso6jwev1msP

JjeFnvq/J6BEzhqr67r+6n/e6NfHgzPvvl44Z9eFS1XE83T4xlvvONTPuB5jlGuq+bt82auw7

Y56isV+M+oSPP/44Xbt25bbbbsNms522bdeXs9VxvJSOHj3KlClTmDRpEr1790aSJHbv3s099

9zDd999x8CBA3n99deJjIwEYOPGjQwaNAiPx8P999/PrFmzAHjyySe588476dKlCy+99BLPPf

ccANOmTeOxxx67LInV6ruOI9T+rgVO25Z862nCzzWrz+U4Vrd91r39XNt+fRB1HIWrRYPXcRS

Exsb4EjnTwd34oqq7zGazYbfbzduMuT9111tRUUFaWhpZWVkMHDhQBHGCyZivY7fbT6kja7Qf

43bfWm6nm/tUN2gy7mvUqK1by+1K7N2py5i3abfbzXmcviwWi3lb3f1X9/Netyaecd/T7b9fO

mY0ZqfbJ8byujUCjX17ptft20aN4M+4iLZmzRpiY2MJCQkhOjqayMhIRo0aZa7vdG37amFcCM

rLy+NPf/oT48ePJzMzk65du/LCCy9QWlrKvn37ePLJJ1m+fDk7d+5EURT++te/mgGTpmls2bK

FwsJCdu7cya5du1BVlYMHDzbkS7sovu3nTG3J+NtqtZ5S8/uXjmN111n39nNt+4IgnLurdya2

IDQQh8PBn//8ZyRJIiAgoKE3RxAE4ZJSFIWePXuatSIBgoODr6gstPUhPz8fh8NBv379iI6OZ

tCgQcyePZsjR45QWFhI27Zt6dq1K0FBQQwaNIg33niDoUOHApg9ZlATiPr7+5OWlibmxwuC0K

iIwFEQ6pmRzEMQBOFaYbPZiI6ObujNaFAFBQWUl5ebvWCRkZEEBgbi9Xo5evQoVqsVRVHMbN3

+/v61hiBef/31ZGRk0K9fPyRJYtasWQwfPvyqzrYqXH5ny2wrCL/k6hovIgiCIAiC0ABcLpcZ

DOq6TkFBAaWlpWa5Et95nkaQ6Ttc0iif8r///Y8VK1awdetWvv/++wZ8RcLVxiiVY8xTFsN1h

fMlAkdBEARBEITzVLfHJjw8nIqKCtavX09+fj5ffPEFMTExxMfHExkZyY4dO9i2bRvZ2dmsXr

2a6667jrCwMHNdK1eu5B//+AeBgYGEhYWZ2W8Fob4UFBTwzDPPsHHjRiorK80A8kKc7nFXayD

qOzf3bLedz8+ZHuO73jMtb0inDRwbeqMEQRAuL+m0fwqC0Pg11EfWyCxrnDNFRETw+OOPs3jx

Yq677jo2btzI1KlTCQoKokWLFkybNo3Ro0dz/fXXU15eztixY80MtrIsc+ONN7Jnzx6uu+46u

nbtSlJSEi1atGigVydcbSRJwt/fn7Vr13LXXXcxatQoNm3aZGaZPV+ny/RqZGa+2hgjBc70mo

3MwG63u9aPkQnc4/HUWm6sx/cxHo+n1v4zbjN6iH23pSGJHsdLQATeQkM42xUx4dwYX55iF54

/0f4unth3F0iWal/7uUz7MT4+njfffNMsxSHLMl26dOGLL77g0KFDLF++nKZNm5oB5q9//Wv2

79/PgQMHmDdvHpGRkQQFBTF37lx69OhBeHg48+bNY//+/ezZs4f/+7//uyylOHyJNnhhrpT95

ufnx/Tp05EkibVr1zJ69GgGDhzIt99+C5zb65AkCbfbzdKlS9m3b5+5/Pjx4zzzzDMcO3bskm

3/5Wa81rfeeosff/yRJUuWnPKaZ82axbZt27j77ruJj48nJiaGmJgYEhMTmTFjBrfffjsJCQn

m8tjYWObOncuOHTsYMGAAcXFx5v3nzp2Lruvs3buXX/3qV8TGxpKUlMTcuXNRVZWCggLmzZtH

eXl5g+2TU2Zc5+TkkJCQICbNXiCPx0NISEhDb8YVxzhYud1ukpKSADFx+0KJoU3nz99i4R+/v

pkAm5WSklKio2Mo9XgaerOuOKqqihq2F8g4QUlOTgbE8e9c6UCwzcYb/fvhZ6mpKxkcEky1eu

l7PnxPsn++6HTqifcv3eabrKTufS5XOzDan/j+vTBGfdJL7cCBAxw6dOi0beVcSJJERUUFYWF

h5Ofnk5eXR0FBAaNGjaJly5Y8++yzdO7c+RdL5vjOlfRd5na7zefxbdfG9p7LMt9t9X2NxnP5

bpvxGN9ldedv+q73fLfB6/Xy/fffExgYSNOmTfn6669P6fFzu91ERESwdOlSqqurWbFiBXFxc

XTt2hWbzYamaVRVVbFq1Sqio6PN5fv372fUqFF88MEHOBwOiouLWbx4MTt27OCjjz5i3rx5tG

jRArfbzT/+8Q+++eYbunXrxoABA9i4cSP9+vXDarVe9s/qKYFjREQEmzZtIjg4uMG7Q68kRgH

l+Ph4MjIysNvt4sB7HmRZpqCggH79+vHVV18RGhoq2t95ML70Y2NjyczMxGazifZ3riQJrbqK

7U+koZaXExgQyO59e5H9HCD24TmRJInq6moSExM5cuSIWdRbODeyLFNUVMSNN97IV199RVhYm

Dj+nSNJkvBWVfHDE4+iVVUhyzIHDh1CtljF5/ccSZLEiRMnRPu7QLIsU1ZWxnXXXXfJn2vbtm

2sWLECVVUvuJdT07Raj9c0jaKiInbt2sW6devo0KHDOZ3Dnu75ZVmmurqauXPnsnDhQjRNY8q

UKTz00ENs3ryZ+++/H4/Hw6RJk5g4cSIlJSW88MILbN++nUGDBvHAAw/g5+eH2+1m0aJFvPzy

y0iSxOjRo5k2bRrl5eU88cQTrFu3jl69erFgwQK8Xi9paWls2LCB3r178/zzz2OxWHj00UdZv

349ffv25YUXXiA0NJRFixaxYMECAKZMmcKECRN49dVXefXVVwGYPHkyEydONOuBaprGjh076N

Gjh3lepaoq1dXVSJKEx+MxA1e73W7WGvbz88PpdJpBqXG7n58f/v7+5r6VZdm8j/GcNpsNp9N



pJs9yOByMHz/erJ2bmJjIF198QceOHYmMjLygNnAxTgkcZVnG39+f0NDQy74xVzqv14skSbhc

rmuuflV9qDr5pe90OkX7uwDV1dUAhIWFXfbhTVc6T1lZraGWrqAgrIGipMr5qKioAGoShPgW4

RbOTXV1NYqiiO/fC6CWlZnDy3UJIkLDkC5D78/VRFVVcf53ES7XMW/w4MHccsstF/x4WZbJy8

vjlltuwev1YrFYCA4Opnv37jz++OO0adOAlcSRAAAgAElEQVTmnC88n6mHvLi4GEVR+PTTTwk

KCiIkJITCwkJWr17N22+/TWhoKBs2bOCTTz7hhhtuwO12s2DBAuLj47HZbHi9XkpLS7n55psZ

Pnw45eXlLF++nEOHDrFx40Z+9atfMXv2bNauXcuGDRvIyMhgwIABzJ49m02bNpGens7Ro0e5/

fbbmTVrFocPH+bNN99k6NChyLLMZ599Zm5XcXExAJ988glBQUEEBwfXei8LCwspLy8nNjYWRV

EoKipi6NChtXoou3btavZUGnMh6/Zc+i4zekQ1TePDDz/kxRdfRNM0bDYb06dPp3nz5jz44IO

8/vrr3HPPPUiSxIQJExg/fjwWiwWn04nNZqOoqIjw8PBf7B2ub6ctDiSuFF8Y4wqduFJ3YUS7

uzii/V0MvdbfoimeP+Pz6/V6ReB4geqebAjnRtO0mogRgJoTMtECL4xofxfmcn3v+vn5XXDHh

NFDNm/ePKqqqoiIiKB79+6kpaWRkpJCYGAgiqKc02sxAiev11srcDE6TyIjI7nrrrvwer2MHT

uWm266ifT0dD7++GNzhN7YsWPp3bs30dHRxMXFERAQYAZVgYGBlJSUcOedd+L1eomPj2fw4ME

oikKnTp1o2rQpERERVFdX8+abb5rLoqKiyM/PZ86cOSxcuBCHw4GqqnTt2pXf/e53p2zXuHHj

iI6O5u6770bXde69916zdw9qD4/VdZ2QkBCWLl1qDukuKCjgnXfeuaD3Q5ZlBg8ezODBg7Hb7

UDNhX9ZlrFarYwdO5bbbrsNVVVJT0/n888/Z8iQIUBNR0tRUdEFPe/FElVlBUEQBEEQBKGRu5

iLS5IkUVlZyZdffkmfPn2YMmUKbdq0MQNGo87oua4rJCSEL774goSEBKBm/mVERAQRERHceuu

tdOvWjfLycpYtW0ZpaSmpqamMHDmSyMhIZFnG5XLh8XiQZRlN08zn1nWdjIwMfvjhB/71r39R

WVnJsmXLkGUZVVUpKiqioKCAPXv28N133+F2uykqKqKwsNBcFh0dzZw5c+jQoQOSJBEQEIDL5

WLQoEHmdr377rscOXKEQYMG0aNHD06cOMFnn31GRkaGmc3YCIp950hGRUXRpEkTJEnCarVisd

QOpU73/pyuFxLA6XQSHx+P0+lE13W8Xi+FhYUsXLiQ++67z5w2GBsbS25urtnL6+fnR3Bw8Hm

8+/VHBI6CIAiCIAiCcBXTdR2Hw8GSJUuIiIggMDDQDNrOp4yGkQioX79+zJ492wzOevXqxTPP

PENJSQkzZsxgzZo1ANx333106tSJiooKHnjgAUpLS/H392fmzJn07t37lKGWRtmQdevWMXfuX

Fq3bk1qaioej4cBAwaYdSi7du3K888/j67rTJ8+nc2bN9OjRw/+9Kc/YbFYeOqpp3jiiSeQZZ

k77riDO++8kzlz5rB27VoA7r33XpxOJ48++igbNmxAURR+//vf06RJE3NbQkJCcDqdHD9+nMT

ERLNH1thfmqbVKsljzGesO4TXWH6612rMOTWCyuDgYAYPHsz48ePZtWsXFouFESNG8NhjjyHL

MhUVFVRXV+NyuS77MFUQgaMgCIIgCIIgXPVkWSY5ORlJks5Yl/BchYWFMWvWLKZPnw78nNRF1

3Xmzp2Lx+Mxk7vY7Xb69u3L2rVrzQDJ398fq9XKxIkTT8nLEBUVxd///nfcbjeKomCz2czkMI

sWLcLtdmOz2cxEM6+99hqqqmK1WnE6nQAsXrzYzPJqt9ux2+2nbJfVamX+/PnmMj8/P3PYKID

FYqF169bs2bOHpKQk7r777lrBWmRkJE8++aSZTEhRFHMupe88SKvVyuDBg2stb9GiBcnJyadk

RpVlmY4dO/Luu++iqirw8xBlXdfZsWMHcXFxhIWFme/j5SQCR0EQBEEQBEG4RtRXsOFwOE6Zc

2kMDa1LUZTTlqvzDdQMRqKm05V3qrv8TM93usef7n6nW+a7zZ07d+btt9/mwIEDtGrVqlZvoi

zL+Pn51XrMmcqy1F2uKMoZ8wHIsnza0moFBQV89dVX5jzMhpiTLAJHQRAEQRAEQRAEH7qu4+f

nx+9///taQ1IbSlhYGFOnTj1lXuXlJAJHQRAEQRAEQRCE02gstbElSWrwbbn8syoFQRAEQRAE

QRCuAI0haDQ09LaIwFEQBEEQBEEQBEE4KxE4CoIgCIIgCIIgCGclAkdBEARBEARBEAThrETgK

AiCIAiCIAiCIJyVCBwFQRAEQRAEQRCEsxKBoyAIgiAIgiAIgnBWInAUBEEQBEEQhGuEhAQ0bD

F74cokAkdBEASh3kiy+Fq5UI2nUtiVRZIkn3NgHSRxQnwhNF3su6udpmscPXEAt7cKXddOBpA

XT5IkZFk2f6R6aEd11yFJ0i8uO9N9GpPGtj3ny9LQGyAIgiD8Ml3T8FZXoXu1ht6UU0iShOZ2

E2izoVVWoMoyDVGjWJJl0PUGL5B8viRJAo8Huyyjqx68FeVo2pX1GhqMJOF1uzEbnA7eqio0j

4cGaYRnIElSo22XkgR43NhlGTw/tz/ZYkHx82vozRPqiYSEpnv5z94P8Ho9dIzvTYe4HlhkG7

IsX1T7dLvdVFdXm/9bLBbsdvtFBUlerxcA+eTFSFVVzf+N9Xo8HvP5jMfouo6iKADouo6qqii

KUvM9pWnm+hqKqqpnDa6N96GxBpgicBQEQWjsdJ3yo0fZ8bfFVOXlNsIBRhKarvNqvz6kPzql

wTotLIFBuEuKkZCuuI4TTdN5tsN17Js1kwPyFbbxDUzX9ZrgUZJA10l/bEpDb9IpNK8XSbEgN

dJ+ZU3Tmd2xHXtn/Zn9sgySRFDz5nR69HHRC9nIXEwvoSJZ6BDbk40HVpF+aDXfH11PanxvOi

X0qemtu4B1V1VV8cwzz/DPf/7TDIratm3L7Nmzad26dc02n2xDvsGpb2BUd7mqqqxatYqYmBg

6d+5MeXk5b731FgA333wzKSkpVFRU8Oyzz2KxWEhLS8PhcPD5558DcOutt6IoChUVFbz77rsM

GTIEWZY5cOAAXbp0MQPJus/t62zbV3f5me5bd32qqrJ06VJuvPFGkpOTTwliNU1j165dOBwOk

pKSTrm9MVx8EoGjIAhCI6d5vZQfz8bhCqXDpEeQ7baG3qRTVFZWcntKSw5mHMJy8mrvZaXrbJ

j6MLaAQFL/MB2L03H5t+Ei5OXlMXHAAFatfIno6GjEwNVzp5aXk/5EGt6qKpBlus16HsnaeE5

vdE1j7bj7uPEvryNZGs92+crPL+ChX/Vn9ecvExUVhbe6ik2PTkFHzIRrbDRd40LfFUmSaRPd

ha1H1lBcWUC1WsWmQ6v55shXXJ/Qj/ZxPbEq1vNap67rBAYG8vHHHxMREYGmaWzbto0vv/ySl

i1bIssyqqqaw1nN16FpaFrNCBrF5zvD6/WiaRqVlZW43W4AKioqcDqdyLLMzp07SU5OJisri9

LSUmRZJjs7m4SEBDIyMujQoUPNxSSvFz8/P0aPHo3FYuG7774jKyuL1NRULBaL2YOpnOH7yui

9PNN2+/YaapqGfnK0y9nWp2kaFRUV5nMb6zKeQ9M01q1bx0033XTKeutrCPDFapxHMEEQBKEW

XdOQrBZsISEodntDb84pVKuNwqoqbEHBWK3nd+JRL05+wUsWC7agIKwBAZd/Gy6CUllFqUfFE



hiIPSSkoTfniiIpFswTaUnCGhyEYms8nxFN9YAsYwsKRrY1vos+AJZqN6UeFeVk+1MrKtD1xj

cs/lq3JeM/fH34f3g19aJ6Hr2aiiTVBENubzVubxUbDq6koCKHfikjsMpW9PO4eGW1WomMjCQ

yMhJN0wgKCsLtdqPrOl9//TXDhg1DlmWmTp3K5MmTKSws5OGHH+Y///kPFouFhQsXMnz4cNLT

0xkzZgyxsbH07duXhIQEdF3n8OHDtGjRAn9/f7Zu3YrX66WoqIhu3bohSRLFxcU4HA7y8vIID

AzkqaeeYvPmzfzqV78iMDCQvn378vLLL5Oenk5YWBh2u51bb70Vm83GY489xuTJk7FarWaQtn

//fsaOHcvOnTsJCgpi6dKltGvXjjfffJODBw/y1ltv0b9/f+bPn09mZiarV6/myy+/ZP/+/Sx

YsIDf/va3QE0vo9fr5f333+eJJ56gc+fOtG3bFkmS2LNnD5MmTWL79u0EBgayZMkSFEXhySef

pH///sybN4/33nuPBQsW4PV6ueuuu/jTn/6E0+m84Pe9PojAURAE4YrSuHuiGsNQGuEaU7fNN

dIm2Ng/G9LJob5C49WlyU2kxve54CYuSRJubzXvfjuf4qoCJCRkSQJkrm9yE6kJN2KRLecVNB

qBXevWrVFVFavVyk033cScOXMoKiri/fffZ/PmzYSEhPDFF1/wySef0LZtW+bOnUtwcDA//fQ

Tn332GQcOHOC///0vq1evJjAwkDlz5gA1vW779++nb9++2Gw21q9fT0FBARs3bqRr1654vV42

b95Mnz59SExMxOVy4fV6eeutt/D39+fNN9/E5XIxceJEhg8fTlJSEq+99ho//PADISEhrFq1i

s8++8wMJDVNo6qqio8//hibzcaWLVv44YcfaN68OdnZ2QwdOpSZM2eyYsUKNmzYQGhoKNXV1b

z33ntUV1ezePFibr75ZkJDQ9E0jb1795KZmcnGjRvxer0888wzaJqG1+vlgw8+wGq18s033/D

9999z//33M336dPr374/NZmPo0KFMmDCB0tJSXn/9dY4ePUpKSsoFvvv1QwSOgiAIgiAIgtDI

KbIVy3kOJfWl6zo/5f5AtVqJgoKiWOmccCOdE27EqthQ5PMPCyRJIi4ujvXr1+Pv78/bb79Nl

y5diI2N5cCBA6Snp/Phhx+awywfeugh+vfvz9KlS5k3bx6qqjJixAhOnDiB3W4nKiqKwMBAun

TpAkBhYSF5eXk4nU7sdjt+fn7s37+fo0ePMnr0aLxeLytXrmT9+vVER0djsViIjo4mPDzcHAo

rSZL52OLiYtLT01m2bJmZtGrixInmhR1ZlklMTOTFF1/kvffew+v1MmHCBBRFISoqilatWhES

EkJqairr168nPDycjh07npxiAE2aNKGgoIDQ0FB0XaeoqAg/Pz+ioqKQZZl27dohyzJxcXG8/

PLLLFu2DFVVGT9+PBaLBT8/P5xOJ6GhoezevZthw4ZRVlZGs2bNGDVq1AW/9/VFBI6CIAiCIA

iC0OjpF9EpLOHRPGzO+A/o0LXpzXSM64Xd6sSq1AyhvtBecVmWCQsLIyoqinvuuYd3332X2Nh

YwsLC6NSpE6+88gphYWEoioK/vz9r164lJSWFL7/8kszMTNasWUNgYCDV1dUUFhai6zrZ2dkk

JiZSWFhIs2bNzDmOKSkpLFu2jPj4eDM4jI2NZdeuXfTp0weLxWIGhMYP1PRcut1uAgMD6dSpE

wsWLCAkJARZlgkJCTGnWKiqyocffsjgwYO599572b59O5mZmaiqSn5+PgcPHiQgIIBdu3YREh

KCpmns3LmT3r174/F4yMrKIuTkdANJkggKCqKyspL8/HxsNhuFhYV4vV5WrFjBrbfeyj333MO

OHTs4ePAguq6bPZ779+9n3759/Otf/zJ7NBsDETgKgiAIgiAIwlVNR5EU+jT/DdFBCfhZ/LFZ

7OhcfAkji8ViJnqJjIykT58+vPXWW0yZMoVRo0Zx7733oqoqTqeTJ598kuDgYCZNmoSiKPTv3

x+Xy4XL5aJXr14MHToUj8dDnz596NWrF0eOHCE5ORlFUZBlmaSkJEpLS0lKSjKTykRHR5OTk0

N8fDyqqprlOSRJwmq1oigKbrebF154gWnTpjFkyBBGjx5t9kTOmDGDwYMHmwloHA4HY8aMwc/

Pj4EDBxIbG4uqqgQFBbFixQrGjh3Lb37zG6ZOncr+/ftRVZVx48aRmZnJ3LlzCQsLA2oC6hYt

WhAXF8fAgQNp0qQJMTExKIqCxWJh3LhxKIrCwIEDiY6Oprq6GrfbzYwZM3jkkUdYt24dixYtI

jk5mfbt21NaWnrRreBiicBREARBuHo0fNI5QRCERkmWZJqFt0WWLYB+MkPrxfHz82Ps2LE4HA

4zC2nHjh1p1qwZQUFB3HDDDaxatcrMROpyubBYLHzxxRfouo6/vz9WqxWn00l4eDirVq1C13U

CAgLw9/fH6/VitVrNXsS4uDgWLlyIn59fTUI0SWLo0KHceuut+Pv7o+s69913Hw5HTWbte++9

Fz8/P0JDQ1m5ciXBwTUJ3P7973+b2UpdLheKophZUYcPH07v3r0BCAwMxGq1Ul1djc1mY+zYs

UyaNImgoCACAgI4cOAA7dq144EHHkCWZXNIKtT04Nrtdn7729/Sr18/rFYrdrsdf39/EhISuO

mmm8zXauyDBx54gP/7v/8jKCiIdu3aUV5ejs1mw+Fw4NcI6qqKwFEQBEEQBEEQrgGSpNRrxlx

JkggMDDTnE0JND6SRHEZRFJo0aWLeZtzPWOY7lNT3vr7DTH17RGVZNucPGssdDgeSJJmlLXy3

JyAgAE3TsNvtxMfHm8sTExNrbZPvczgcDvN2Y7nH40GWZYKDg4mOjkbXdbPMiN1uJyYmBrvdf

sq6jPXVfV1Wq5WAk9m/ffdBUFAQwcHBaJqGw+EgPDy81uMaOsmWCBwFQRCEq4dICikIgnAW9X

+Q9A0a4dSgz+v1nvKY0y07033P5/nq3m78XXfdZ3ue021HUFAQ48aNw2q1mrfJskyXLl3QdR2

LxXLGdZ7PPvDd9oYOEk9HBI6CIAiCIAiCIAhnYPQs1mXMp7xWyA29AYIgCIIgCIIgCELjJgJH

QRAEQRAEQRAE4axE4CgIgiAIgiAIgiCclQgcBUEQhKuIqMchCIIgCJeCCBwFQRAEQfhljTDDn

yD40jQNr9fbKLNRCsLV4NpKBSQIgiAIwvnRdTRVxV1UgD00HElRQBI9u0LjYJRiqKio4NixYx

QXF9O0aVPCwsLMQuyCDx0xMEO4YCJwFARBEAThtHSvl+PfbGHXe29iP3qIlC7XEzz8Duyt2jb

0pgnXOKMAe05ODnv37uXYsWO43W68Xi/bt2+nSZMmdOzYkdDQUBRFaejNbRTKKj1s/PE4rRND

aBIViIQofSucHxE4CoIgCFcHcSW9/ug6hXt28u1rC8jesR3d4ybR34/KrVuo2v49Af1+RdCIO

7GEhoveR+GyUVWV4uJiCgoKyM3NJScnh7KyMlRVRdM0dF03h6vu37+fI0eOEBsbS3JyMvHx8T

idzoZ+CQ1GAuxWhT1HiknflUtsmJMBXeNpGhN0ste2np5HklAUBU3TahWzt1gspyzzJcsyiqI

gnTyeeL1evF5vrccbPci+txnLzrTexkCWZTRNuyK29ZeIPnxBEARBEEDX8brdlB7JZOMz01k1

eTxZ329FrapC13QkJHRNQ6+uouzLz8meOo7C/7cIT042uupB9F0I9U3XdbxeL6Wlpezdu5cNG

zawadMmvvvuOw4dOkRJSQmqqp52TqMxfPXAgQOsW7eOf//73+zateuKPmk3Sef/o0tgtcj8+v

o4ZEniYHYpb32xn79+spvMnLKf13uRduzYwdChQ1m+fLn5vuTm5nLPPffwwQcfoKpqrSHERqC



4bt06kpOTCQsLIz4+nmXLlpn3ycnJYfTo0URFRRETE8Pjjz9ORUUFAFu2bGHFihV4PB5zXafs

Lkkyf8512S/d13f52Z6rrKyMtWvXUlVVxYoVK9iyZQu6rp/X8zcmosdREARBEK5xuqZRmnmIH

e8uJWPDOtzlZXjdbjBPYnzuLEnoHg+6203Zf1ZSsWkt/jfcSOCgEViiYkQPpHDBjPmKmqahqi

q5ublkZmZSUFCA2+02g8RzTYAjSRK6ruN2u8nLy6OwsJDo6GhCQ0Mvw6upf4Ul1RSUVF1w76A

kgeoFf4eF8iqVkgoPpZUe3vliPxEhfvyqazwJEQEX/BE23r/g4GB27NjBoEGD8Pf358CBA+b7

YPQI+/Ys5ufn8+WXX7J8+XIiIiKorKxk+fLlHDx4EH9/f+bOncuECROYPXs2qqqybNkyZs+ez

ZNPPonH48Htdp+1PRj3sdlsWCwWJEnC7Xbj8XiwWCzYbDZzW1RVRVVV/Pz8kGXZHBLtdruRJA

k/Pz+zXVVUVJjLfO9bXV2NxWLBYrFw5MgR9u7dS5cuXbjllluQZRlJksz7SZKEw+Ewn9/r9eL

xeMxtbWwa3xYJgiAIwgXQRY/XBfOUl/HNq/M4+s0W1OoqkGWksyUWkaSTAaQbb1E+pf9ZhSc/

n4iH/4Bkt1++DReuCkagWF5eTmFhISdOnCAvL4/Kyko8Ho8ZKBo/Z2OcwBsn8QDV1dVUVlWhy

DKFhYW4XK5G26NzNln55ezMKOJCO00lqSY5sqbV9HhpWs0Q1RNlbtweL4eyS4kL98ciSRd8NF

UUhZSUFDNZUfPmzfnxxx/p0qULiqKwdetWduzYwZgxYygtLeWVV17h7rvvxm63Y7fbCQ4OJiQ

khIkTJ+Lv78+nn35Ku3bt6NSpEwEBAWiaxpgxY1i4cCHHjh07+brO3EOXnZ3NH//4R9LT0+nR

owd//vOfsVgsPPHEE2zevJk2bdowc+ZMwsLCWLx4Md9//z0//fQTo0aNIi0tjTVr1vDll1/y3

//+F0VR+Otf/0q3bt1YsWIFf/zjH1EUhaeffpohQ4ZQWVnJnDlz+OCDD2jTpg3Tpk3j448/5u

OPPyYoKAin00lsbCwpKSm8+OKL/POf/8Rms7Fw4UI6dOjAX/7yF3bv3s2WLVvo2bMnzzzzDNH

R0Rf4Tlwaly1wrI+x00ab0PRz6E2XxFQXQRCEa4kkDvwXTNd0qktL8HrcNVlTz5UkgSSjuz3o

5WWI4arCuTJ6DisrK8nJyaGwsJDy8nLKy8vxeDzmvEX4uefwbIx5ZG63m+rq6pr1a5p5SJBlG

YuiUFVVdYlf2aXTskkIybFBF/x4SYLyCg+vrdiNV9OQJQmHTaFJVAD9OsUSHeZEkS88aKx5Do

ng4GDi4uLIz88nLCyMsrIyWrduTVVVFZGRkRw+fJiCggIyMzOx2+3Ex8dzzz33sGjRIj766CM

URWHmzJkMGzYMt9tNcnIyVqsVVVWRJInw8HCio6NrzYE8HU3T+Pjjj+nVqxePPfYYW7ZsIT09

naysLG644Qb++Mc/cuTIEVavXs2AAQMoKCggLS2NqKgolixZwrFjxygvLyc+Pp6PPvqIvXv38

vXXXxMREcG2bdt4++23sdlsrF69mq+//pqcnBwcDgerV69m586dfPvttwwaNIiIiAj69u3L2r

Vrqays5D//+Q8BAQGsWLGCkpISVq5cSWRkJDk5Odx222089dRTvP/++2RmZhIZGYmiKI2mxMw

lDxx1Hco8UO65uK8TWYIwP6j2QFnVz9eVz7ROSYKIAAlFzOIUBEG4JjhjYtBO9jAI50+W5Qsc

ZlrT+4gofSCchXHia/QuFhYWcvjwYYqLi81eRSN5iu8csNOdMBu9S5IkIcsyHo+HkpISqqqq0

AFZkmp+ZBkZCUX1EFxZwfV9byIlJeWK7G0EsFtl7NYLyxArAV5NY+OPx/F4NZw2haYxgfRLjS

MyxA+H3WL2SF4sRVFISEhgy5YtyLJMly5dkGWZ6upqoqKiaNeuHTt27CA9PZ1hw4Zhs9mIjIw

kLS2NBx98kOrqaj766CO+/fZbAI4fP47X60VRFLOd+CbSMV/jyf+NNmO0oy5dupCSkkLTpk2p

qKjgrbfeokePHiQnJ2O321m9ejVVVVU0a9aMDh06EBwcbAamFouFnj170qJFCyRJ4siRI+Tl5

fH666/z3nvvATVtesaMGdjtdnr16kWzZs2Ij4+nvLycrKwsXC4XAQEB5jZXVVXRo0cPWrRoQX

FxMbIsc+LECaKioujcuTMRERE0b97c/Cw0Jpc0cNSBfYU6G7PA48VM+2s0zJrfJyfcc+bboWZ

+RUKQRI/YmuXr96sUlBmPN5LpSeic/F+CJqEKPZvJBDskcRFaEM5BYztAna8r9WTgmqTX59DS

mvfdLzyMqvyCn5+iHtqzaFOCcHGMnsWysjKKi4s5ceIEhYWFZq+i7zDUXyLLsjkHrLy8HLfbT

VlZGZqm1XxWTwaLkqZh8apElxRjPXaM4Ozj+KkqYV2ux2a1XoZXfWnU7KILO67pgNujseNQEc

1iA2t6GEOd2GwK8snz7vo4BdB1HVmWSUpK4tNPP8Xr9XLnnXeSkZGBrutYrVbatm3LokWLcLl

cJCUlsW/fPlatWsW9995LbGwsqqoSFxeH2+2mZ8+evPTSS7Rp04bg4GBeeeUVBg8ejNPpJDk5

mYKCAvN5T5f4qKqqirKyMtxuN9u3b2fTpk1UVFSwa9cuWrZsSXFxMU6nEz8/P3NOoW9gKkkSV

qvVDOJkWSYkJIS77rqLCRMmEBgYiKIoWK1WPv/8c/Ly8vB4PBw6dIhPPvmEXr16nbZ9b9u2je

7du1NRUUFVVRVBQUEoimL2nDfW755LGjimH9X57nhN0FgrcquVMl0yg0TzZuN//eTt1Py/J1/

nWAl0iYFhHa1s3q/yTYZ68v51q9FI7Mv2kl0kc32SQttYi+h9PAdut5v8/HwqKiqIiIggODi4

oTdJuEw8Hg87duwkNy/vEgWQ9V8xSgLKysuxWiw0a9aM1q1biYLPVwDNq5HxQxbHDxWga/VVQ

0OnNFtDL4ctn+5Cstov6ixI12tGuiR2iCUuJbIetk8Qrj2qqnLkyBFOnDhhniCfrmfxXIaher

1e8vLyKC0tNYNOs2fyZCkHm9tNeE42ruxjnLBYSLbIVGUeRnJ7UGx+XPDkwKuEzSozZkAK/n5

WbNafvyvr8yvfCJLCw8MJDw+nurqasLAwMjIyzJIUcXFxOBwOWrdujb+/P82bN6dt27Z07NiR

4uJi7HY7kydPZtSoUciyzPv4q9AAACAASURBVCOPPMITTzzBmjVrqKysZPHixWZSmYiICCZNm

sT999+Poii0b9+eRYsW0apVKxRFYeTIkUydOpX169fTp08fXnrpJSwWCw899BAPPPAA7dq1Y+

7cuQQHB9ca+mpc0PBtq8ZPixYtaNeuHTfccANVVVW4XC7eeOMNbr75Zv785z8zbtw4rrvuOub

Pn48kSSxbtozjx4/TtGlTAAYOHMjTTz9NQkICDoeDv/3tb0RHR9fqYWysF/IvSeBYpcJ/D+ns

LQT1ZArvn7sQqUkL/HOX4ml/S7qO7vPbWF5QofPfDIn9RTo3xFtoES2xZreHw/k1455rehwl8

2BS6PHyv50qB46r9GtrJ8ivTna4a5zxISgsLOTgwYMcP36c0tJS3G43/v7+NG3alLZt2+J0Oh

vt1Q/h4mmaxo6dO8k+fvwSpSrXwfkjkicS3RNJfVQC0jSN0tJSM/nBth9+oNpdTft27RplJjK

hhlfV2Pzxdn76+jBej7feMnDKtioCrEV43YEc23IEpAsv+O2p8lCUU4Kq6liWK/S5rRM9RrZH

voKuPupeLxU52eR+tIzQ+HgcbdpjTW6BJMlmYpvL8WWo12TiqPmt6+Rt20r2d18T6lWJHTUaS



3iEGOJ6FSspKTklaPwlRpAINSfvJ06cICsri8rKypoeRWMIqiwhSTKKqhJcVkxMZgZBuceRvR

qyplEW7EIOCkDS9JMjHARJknAFXrrkVZIk0bJlS1q0aIHVamXq1KkA2Gw2unbtavY4Gj1sqam

pQM3Q1ptvvplt27aZ6/Lz80M5Od+6adOmLFmyBI/HU+u5HA4Hsiyze/duM9BSFKVWvc6EhATe

fPNNPB4PVqvVzGD6zjvvoKqqeX9JkpgwYQJWqxVJkhg/fryZ6MeoMZmSkkJycjIWi4Xbb7+dI

UOGmM/j7++Poii88MILzJw501yvruvmvE2jF9NisTBnzhxmzZqFJEn4+/sjyzKTJ082n3/48O

FmTczGFETW69mVDpRVw6c/6RwpBq+OOQy17hXlustPhpen/F93OUh4NNhXAIeLdbrHydza0c6

PmRLfHHRT4dZP6b30qvBTtsaRAg9dm9npnGTFqlybQZBvcVwj49WBAwc4ceKEOWTEuLpSVVVF

UVERe/fupVWrVrRs2RKn03naceXClU3XdXJzci5hfSsJxZEB2NA8kegX2ftoZN9TfeazeTweM

g5l0KZ1axE4NmKaVyNjexbuKo95lL9oko7iKEJpl03x+o5oqoQknX9b1tGpLKumtKAc1XPyxN

WjsnnFdroNa4d84bHoZaNrGqVHDrPjzb9zaMM6EqwgBwZQYrEiWW3YUlrj16oN1iZJ2FPaIFm

toCgg1c+Jia5paG43uteLWlVJ7tZvyN3+Hbm7d3Hi2FG81W501UN7VyDSNxsJuOH/s/fmUXZc

9b3vZ+8aTp255251a2rNtiyPMtiABzwAgeAYQ3yZL6wsVkJwbghkXS4BXlaGlVzIXTwIgWQR8

8C53JD7khsnAfICBmyMsbHwPMiyJGtoqdWtnocz1bT3+6NOnT7dasmy1JJbUn3W6uGcU3VOVZ

3aVfs3fH+/N5J/W9LG43ylWq020v4cx8HzvIZRuNj9RinF9PQ0MzMzjbRWpRSqHgwwDAOhNQU

U+eGjZGYmaR0bw6pVMZRChgoRZ6HppmwGERmZydzlzGMYBqZporXGcRwgmmPE9+UjR47wh3/4

h6xfv36e3tQwDFpbWxvv05zeKYQgl8sd81nx6y0tLfOebz63Fq4bv5bP5495LpVKNd4z/j/el

3gbY0POtm1STRWk4/fIZDINwzXeh3w+P8/401rPW26xz7csa1kZjDFLNrsKNQyX4N9eVIxWxL

ERxXqoMdY0QvR8Q+MomiKFNEUOF/6N0xrQuIHg/v2aA1OCW/ttBicCXhz0GxHNOP1BCEGgwfP

hwecr7Bu2uPN1WcwLxMkZG4ue5zExMcHY2BgTExNMTExQq9UaF/LFTtAgCJienuaxxx7jxRdf

ZM2aNfT397NixYqGJyjh/CAImjzBpoXnFOoG3hLhvxdME3Knd9lRSlNxPZRVBDT29DBB3Qvpe

u6yvNAmzMer1s+1JsnCaSEEwXQnU4/+Clo7iFO4tguhqUy7zE6UUeF8fUl5qnbOhCu8Uon/+P

hvURkfI/Q8VCGLrtVQRJUkq48/ivvME2CaCMvCWtWPc9FWjJVrUNXKy3/Acb8qjTc7w+Gf3s/

IC88yuusFpgcPE7guoe+hfD8qXBQXPPEdwqlJZn/wXSqPP8qK//5XyEIijTjfEPUIYVzhVNXn

I/GEPO6ZNzs7y+HDhxsFblzXnTMWhcSQAifw6BibpGV8hPSq1RQHXiKcncEIFVJrtJgr7hQpn

aIqywrwDBO/s52wmE8cFGeBxdIt4/+7urr48z//c1Kp1DFO3hM5r0/02svd94/npDjR+5xoH+

L/F/vck/2sk/385caSGI6BgudH4IGDmtFyPU4Y94DRTY/rmsXYaIw1jJGnc8FjPRdhnCt507R

+3fwsBYL9k5rURoHnK4IwXKChrG9D3ZtaCeClIYXWGU57srKMiU/o5jSPWLtYrVYbF+tmb068

XjOx8e37PtPT0+zatYuhoSFuvfXWeZ6hhHOf+JsXAlwnzw8rRbylHCO6pT7kTu1iGG9JXBxAA

1Jr3tbiMzt2FLReUp3GsuQ8nPCkMhbFrvwS7Fqsl9enJKfVQIfSaKVRSjO0Z5TxoeklLuJzFt

CKyuQEoefNVUmVcu6QhAEq8KPbpNaE01N4u58nNEz8oZGT+IDjxIm1ZnzvbnY+89/xPZewHnW

MU2IFzG/zUdelac8jnJ5CX+Das/OVzo4OgheeZcQPCVIO6GieFtQ1ipOTkzz99NORodhUfEQK

gQRSaApuhb7hw+SnJzCCAENr6OnBDPzoHENEkqYmNAIlBCOGwWAxT7sf0jk1jR4eaQpoJLwaG

IZBV1fXcYvZJCxvTttwVBqePQrf260o+VGEsTnSdzwN48m+bghNX2FOl6g1jFYEZW9u+WIqWv

7QiIslobvFpElMyXRFMVWei6Z0tJjnpcnYnIYa90U6dOhQQ0jenIYKxzcWm1+DubQD13UbnsD

JyUmKxWJSiOR8RAs0koqWeHqJ3SsN59HpEjmmDEBI4wyU3VmGnJdWcRR9Mix56rWT6vcBpRVD

Y4dpL3Tg2OlGE/BX+lYIgQoV8hxOSZHSQB1vYtxkyAGgFKpWiybtx2llotEEGqZcnxnbJ29Zj

XvyPB9tEFCbmY7qEwhxcv0g6wZkwvmJKQXOxAgte3aRaumg0tJGmCngE1WOLJXLzM7OEoYKy5

CYUpAPAvIz42RrVTqmx7E8FysMMcJ47mIcI4FSgJaSWcsmAGxpIrwacrjGOtfDCBWGaUHSrmd

ZcDJa14TlyWkbjqGCx4c0U7VmRWIc8jv1vxpBxtK8fbNka107rzVUPJh04Z6noOJppBBYEnwf

WrOCt1xVoLMY3awEkWE7OO7zjw9NM1sNkUKQMs+fCVgcWfR9n4mJiYYmYHJyEtd155W6jjlRB

bO4DHBc7jp+74WfWSqVlm0YPWFpEPXxvJydLBJ9bkWDEubRHEU+1fNMKcWuA8/y0NM/oeKWMa

TFxWu3ce2268k42Vf0XlpHv7TiAvBE1ImNSCnnfQkhGi8MqYSKGS+gFobsFrBjfJKCZbIik6b

XSbEinSJv19sbiMiRc+EcvISTQYcKWa2SqR4iNTpMJpNlutDGSEsnul5lM+W5dE6Nk9YBW1rb

KQ/uRfpRdFFqooBCfK6KuZmiRlA1DEZb2mjJZnHGxzE9j4zvUlQKqSMHIyo5JxMSloIlSVV1A

whVNIBfiUYxfhxrIJsf97fCr2+VWFLz0H6YcTWhFkihuXmD5D9fLrj7MXBDTW9eoLXiAze18t

AB+G8/hFoQaSA18LFrbd75uiL/8OAklVrA6vbMeZGlEIvIBwcHmZycbEQDgyCYV9L3RJHF+PV

YazAzM4Pnecc04JUyEpUXajUuvegi1q5Zg0w0jgmngW76RwOr8jbtaYuVeRulNT86OI2vllRl

mXCeoVTI03sf54EnfoDre/VrXJUn9+zA9Wu8+Zq3YxrLs8DAciJ22VpSUAoCRmoe1TAEovTv+

OhpDR6aaugx6vo8J8BAULQt1ubStFhWXWry6u1LwvJDEGUEoBQyDEh7NZzpCVqHBggqLua+J3

HKs0g0tVwrrYUWar7XyFDRYr4DUwO1UFHK5Bk1TFZo6PQ8Ch0d6GoVQoUEZN31uVC9lJCQcOq

ctuGoiaKOQShQjZtzcwTx2Mex0bjwsUYjBfQX4a7XCg5Map4ciSKLQSjwlSZQ8O+7FG/dIviN

KwX/6xkoOpBxTP7nE5r792pmXagGAteDaqD5s5/Af73R5n03tvAPD0zQkpXLPI5yfIIgoFKpM

DIywuDg4KI9kV6O2JAUQhCGIbVajaP1ipqxkSgNA1lvh5IOfHLDQ6zYvYdMtcLqiy8ml06fo0

cw4UzSPMHUdYtQQ6RXqZ8wRdugM2OxqTVNV9ZiTSHFmnyqXkQhWub58Qo/GZg+Vq+ckFBHCEG



oQp7f9wyu50X3kXo2hRd47D60k9dufQMdxaQH48kgheDiYp4txTy1IGC05jPquoy5PqNVl3HP

A6LjnrVMcoZBypCkDIkpBNVAUQvcxGZMmI+GmuujA9WUHRL9tYIqK44OUqvNoFRA1KYpCvfH7

diARlu2WSeN1FFUu7p/N+2BYoPrIQG3/trCtuExQoAsFLA7OxN9Y0LCabAkEcdQgRfOaQpjzU

kjJfIEWsZmTSNC0JnRfPhKwf4Jzd4xcINjI5ZlT/DdnZpfv1TwmRsESsMjBzS/GNC4Qb1wjtY

IGU1Ep6vwlw8pvnpHik++swfLFOdU26gwDBkfH2d2dpapqSlmZmYaKagnmyfeHHWcnZ2lWq1S

q9Uol8tR5TJASIkpJWYYkJ8YIzc5QVVpLveqVPcdQHg+MuU0LuYJCVBP76sXtGpLm3Q6Jn15m

5xtsjJn45gGz4yV+fHBKWxD8KfXrSFryoYx2WxUQpRRZCQ39oSTQGuYKU2SyaZJZ7OMj47T3t

FOrVrB9wJmytO0FztIvA8nhxQCAzAti4xpsjqXbjiEfa3ZO1NmuOoCUYmcetHKBsmdIWEhWoB

r2wxWXQphQCbtIGVcLBGEitpnRB5GEES6JFGPNtbsFKXOXoq1GlZpBhkGpHyfnA4xtGgsF5+J

zeejAAIpGc0XmLIkGy07qcuQkHCaLJnhGP3EPRTne5Ug7tp27PNQ1+kBRUfzvkslXqjZPxFVa

42rszaMRyHQSuMFYJvw9KDmX57XjJfB9ZuKutTTYeNI59As/Nvzmk/cIM+pNhyxoTc0NESpVK

JWq83rXXcivWLze5TLZYaHhxvrxwanBgwhkQJylRJdQ4Pkx8dIVWuYrstQLo/VkscNApJpQUI

zAlhdSHH7hnY6MyYtKRMpIqPPlFFM35TR+B2YrTXWSUmB8zKDMDnTEk4GIaC12IFwQq67spcn

nh6nrW8TAwODDA0eRWmdBK1fIfHYkw09WXT0LCBvmYy53vlZpynhjCAQZKRBu2Vy0HOxqx4dU

uCYBnHrtMj2i1T1oZTUtGYy38Kshg5pknUyFEKF77mgFCIyL49FaxSgpMQ3LfauWkO2Msvq6R

Ld01VStk1QqSRVVRMSToMla8fhhaB1U+OMWMwcV0+t377j16NxKxoXDceAt26S9BZg59HIEI3

e59iII0Kwpg0mKvDdnZrREngBTaX+RWO9+LFEs75dnHPXCq01tVoN3/cRUuI4TkPHuJDYaA7D

kCAIqNVqjI2NceTIkajgTT0V1aiXurYAx61RmJ2i9+AB7GoJIwgxlUaq+sVcKeY0BgKERMhz7

CAmnBkE5G2DSzszOKY87uQ8XDDLTOacCUuFRmAKzVu6d/P6rl28+cMGY1OP8s9TMHRYUqrMJO

nOp8jCIrdx5FHo2CmbkHBySDQmsCqVoqw1owqcahUj5RCEGtfJUpEmptK4tsP+I4fI+y4Fz0M

YJmFbRxThXsRjoQEtBIGUjHkuZjbHjCHJeT4dlQr9hknoVhFhgFDmyzraLxjijL+EhFfIEkUc

NUFIk8YxZvEIY4wQui7Ih5s3CK5ZBfvHNRWfRpvHeYV0iErvCaXZ1iN5alBT9qJicFISJbfHt

7sFxqptCK5ZIzDOwQmEqlcdE0DY1EpDa41hGA2NY7VaZWxsjFKpxPT0NKVSiaBeUVVKiSEEll

IUKyVylVmKLUVa9+5BT09hBUGU3isE1H15sRcwxpMSt5BDpdOJty4BoJGqdsKzIbk3JZxBgtB

ja+sMaccEM83E0QmCaYcwdDgw9BLb1l+OEEkhr5NBN34LaqGiFoZ4SlMLQypBSMqQbC5mqYQh

tTCkFmpcFeKGirhnczLcE+ajUTr6MQAHMAVgmnhaMyENtJ3BcqvYnku2WkKoKA1Vao3Wgrn8q

KZ3FVHbqMlCkVoY0I7AGDmKEyqyYYAIIcjksA2bWnJSzqE1tbFRUm3tJ9cuJyFhAUsUcRT4YZ

QiIJqlizS1bWsauFKAY8EVKwSXr4BtPQLHhCMzMFOrLx5HDBdEHNGaXErQlYNdI5EeShLrrKA

54hgbjYYUrO+AgrMUe3t2kVLS1tpKbc8LjAUa37RQShEEAUEYosKQmZkZdu7cied5VCqVebpH

KSS2IcnUKvSNHSE7M4VTq2GrEGFvwXFr+L4HQjZSRea+t8gcmDQM9ueztAWaVt9Hz5bqkciEh

ISEV4+aW2W6XOJHQ318qOMw4ZjP/U+2kOt/I2LwUfYd2cNkaZKOQmdi0rwMSsPBcoUx18MNVa

PAVXNV1TW5ND1pp3EsVbwM4IaKsZrHgXIlCWQkzEdrVBCiVXReGYApBCmlUJZNuTxJWC9yI2l

q00MsdKrXaBAiKp1jmAz1riYzPU17tUqb72HoqIiOREQFdIhWa4Qt4v6lF7LTWwiU5/HCV7+C

lc+z6u2/RmHDxjPSR7X5OCdR3vOL06+qqiEI44jj8ZcTAtozcFGn4Ko+uLIvKohR82G2pjlcg

4ofXyhiTSN1Y2Yu8iiFYHULjJc14xU9t3wcaIwvOU0aR1Norl4psc4hbWMzKcskd/QIevdOZl

avZ6atC19IVL3X4tTUFMPDwwCNqqgW4IQeLdUyq4cGsGtlTBViKBBaIQwr6lfW1Bsp/vp8KQm

FZDaVYlqEtB8dob9cQYYK205BrfZqHYqEhIQEhBD4gc+OnT8jmy9w5Tv+C/9472d5aVxwxdt+

i+3XvIHJKZ/Hnn6MHz76Xd59y4fOmwmj1pF8YCn3J44VTnsBM14wz8SO7w2xQkEQ6Zg19chR/

Z5rS4mvFJQWJrkmXMhEfRZNSr6PQxwpnMNAI1RIZBLOOa8bCKjWJU0yk6cqBBmlWFEokh0fR3

u1KGBRX7hhdIq6wak1oZDMFLLYjgOWdRb2epmiNcIwKG7ewtD9P6Z86BCZvpWsueOdFDZsXLL

U1YYMrf5+UsrEeDyPWJKIo9JRxFHDXJ/GRuQxMt5SJvzGdsnlKyAIoexqSr7ACzR+KOaqssYa

yfiRbtI21s3JTZ2SF0c1Sje19IgDjQs0jkprTEPwmtVgnctReaUQbo3CSy+QObSf2ZZ2ZnKtT

KSzUQEIITDDgJbKDA6KDakU4sAuDNfFrIvJo4Bs092/oRkQ+FIymc2TcRxUrUbo+7T5Pl2VKk

Y9qiu0jpZPLgAJCQmvIhqYKk3y4qGd/Pq73sVF2y6lpfWrXK2hb+UqpCF5zTVX8+RzTzJw9AA

PPvVjbrjilld7s0+bQPm8OPwU+8d28cYtt5O180v6/nEkcaFJOj8dvVHJYGHyYCIlTVgEjXY9

xkKFm8nRMT1F2jJRRuTJP1biFKGkwXRrJ8r1yE1PQqWErUIyfhDNMYXAROPPpZvNQ6poXvR8v

oDjuhRqPqbnEc6WzuTOnnmEOK0IoTRNVt92O8MPPoA7PoY3PUXl8CHSK1aw9s53U1i/IVrwNO

Z5Dz30EB/+8IeZnJzEsiy++tWvcvvtty+pATk6Osrf//3f85GPfISBgQFs22bt2rVnrWputVr

l61//Ou95z3swDIM9e/awfft2LOvEfYNLpRJ33303H/jAB2hrazsnHZpLk6oaRv0VwzjiN28c

R0bkijxs7YaqHxmNnhKESqP03IUjTnmJ01vnaRznQoqMVTQXdwkeeElRiT9lXl5s/ET0J9Sa3

aOC160F4xyNOhJ7b4IAMyjRWq2Qs4YpptLUSjUuPrSTtFsl5bt4mQIru/oY9Vy0WqyrUXRwfQ

RjmRyjUrACiSUkudY25L6XEH4wr4FuQsJixMPuxNkGcbuNaPophTjh8hClMSVnXcJixNHGh59

5AM93ae1owTRNVq5ZC0TebaUUK1f34dgpZsuz/PKFn7O+dxMru1e/ylt/ehjCpCXdwa6hJ3lx

+Gm29FzOG7e8g7SdefWv04k/MWExNFieS6+UuJUSA46DKU16axVSptEoeKMRICW+lWaiYwXZc



onizBSG7zXST+MUVIFc1K7RQCgEpWKRw2mHvlCxet9+TN9DKI1p2ejAP6u7v9QM//R+jj70Mw

jDU641obXGsFOERhWUwpuaxJue4vn/8QVW3HQLq2+/HWnZr9h4FEIwODjIfffdx/e+9z16eno

ol8t85StfYevWrWzatAnLshBCNCRXEF2zTTMyR+KaHfF1PK7REQelpJRIKenq6uJjH/sYpmny

yCOP8IY3vCGq5VGv+yGEaPzfHPmUUs4rJGkYRnRP8f3GZ8XbopRqvFe8LkT91NPpNHfddRdCC

J544glGR0cX3ZeF6+fzee666y4Mw8AwjGPeN9530zRRdUlY8z4sB5aoOI7AC1SjhM3cdDKKFF

qm4Kb1AktCxdOopsI1NBmFsVdzXjXVBX9DpXl0AN6yWfO2iwT/8FTdR3ocjaMEqr7g7kcVV/R

Jrl51DlZWBfwwRIUqMiABgUIGAdlqldXDQwSzo1EpWiJDWRznLh4YBmhBOZVmdnCAXt+nv1LB

QFBNOaTEsVUw52GaiFRq6Xcy4ZxDa3h+vMLH79//ssu6YdTU2VWa37t//8uOwUBp3FCfc2M14

eygdMjg6ABtra1cddWVx+hppBRs2Lied97xLr799/+TIAh4bv9T9HauxDCMs34TjrSCJ9KFN2

8/KB2Nl8WWa8t10duylr2jz/P0oUfYM/Ism3su4/UbfmXJI5AJCUuBVhqUwg5D1mpNlYDhVIo

04NppKrlWCEJc08JwMmyzHcaHDiBDPU/zOM8JXp8LBYZJJZUCaUJrO9XpCdp9j4tKJSylkPUK

/Y2KrMtoAn4qtFy0lXRn16nvR13nuO87f483Ndl4H8NOkV+3gfbt25GGeUrvr7XGcRxs20YpR

TqdJpPJ8JnPfAbHcTh69Cif/vSnefDBB7nuuuv4whe+QGdnJ4888gjve9/7UErxu7/7u7z//e

/n3nvv5fbbb6ejo4N/+Zd/YcWKFQRBwLe//W3uv/9+/uIv/oIDBw5w6aWX8rnPfY4bbriB977

3vQwNDfHBD36Q2dlZvvjFL/KJT3yC9vZ2lFL88pe/5Ic//CEPPfQQQgj+6I/+iC9/+cs89thj

fOMb3+Daa6/l4Ycf5oMf/CC+7/O+972PP/iDP2Dnzp383d/9Hd/73vcwTZPPf/7zvPWtb+Vb3

/oWN9xwA1/84hfZsWMHxWIR0zR5//vfTxAEfOADH+BTn/oUu3bt4p577uH+++/nK1/5Crt27e

Ld7343Dz74IPfddx///u//jm3bfOtb3+Kaa67h3nvv5ZOf/CTXXnstl156Ke94xzvYuHHjsol

OLlFxHE2oRCPiOE+jqAWmAVevEkR2T1PDVj0/4UU3/cTaxobGkbnIoxtofrIHbtsquX4d/HC3

xq1vy2IaRyE0U1X43H8ovv0+g87sUuz1WURDVcFYxSUrNCnbnss41RoZhgit5xrqNuX6agSeY

eIW28n4Hm4QIsOQgutSrJaxEEgVGeWNJrxAnGus6wVzZtIZKkLQ29KG3dWVVONKACJfxbQbcu

JwQzQqY3/RjPdyy0eey+VxiUxYbiil2D/4Eq5f49orXksqdWzVM63BcRxufvMb+c4/focgDNh

7aBe3XP1WDM7+tWtk5jBHZwaPa7AKKSmXymx8bR8DpReYPHK44W2ev2A0iLoKfRyafAnXrzJT

neTJgZ+z5+izbOq5jBtX/8qrH31MSGhCaY1SUdaUESoyQEopPCHwapUoqlirYmlFICVWKodon

P/HnssawZiVYjqXJ20YSM9HGwbFVIpiuYIRKoxGS7YF6y+TyfepkurowGlvP+X1tdZMPvcsQa

UMWmNkMhQ2bmb1r91OZkUvxmlWzW9ra+NDH/oQX/va1/inf/onhBB8/vOf5y1veQv33nsv73z

nO/nMZz7D0NAQ3/zmN3nve9/Lt7/9be6++246Ojr4/ve/z759+5idnW1cA2u1Gp7nEYYh/f39

/N7v/R6O4/D888+zdetWfud3focbb7yRzs5OduzYwdjYGIcPHyabzVIsFhsGl+u6lEolvvzlL

7N3716+9KUv8dnPfpbdu3fzzDPP0NfXx7/+67/yt3/7t6xbt46f/vSn/OhHP6JYLJLL5fjud7

/LxMQEP/vZz7jxxhsplUoUi0U+9KEPccstt9Db28vf/M3f8M1vfpO1a9fy4IMP8pOf/ISWlhb

6+/v5xCc+QUtLC4899hhKKWq1GmvXruW+++7jhRde4PHHH6etrY2nn36aH/zgB3iex9e//nVc

1z3RIT/rnH5xHKLJY1RVdS7SF1khAq00RiAYmtGsyC1oldFk3FGPV4pYJxGLnRfp4yiEYLKq+

fkBzXX9gv0T8PRgXP1tvsYxfl9ElK766e9rvnpHpLk8ZxACx0mRMgSDFZe0glYpsE2j7snW85

bVCHxgJp2nl+c89gAAIABJREFUFGpaDBPaOsmUZrFHjiCUitI+6qs0grWiyXgXAs+yOdTdQ6p

WoavmU3BdzOkpwpkZtFLJ1OQCRwDtaZPtPXkMsbgpGOmUYc9UlT2TNQwJb17TgikWj4nHy4/V

fB4fLp84+p1wQaJ0yK6Dz6EFbLnoIgzj+LqZVMppXKfKbhnXq2EZZ784xr1P/j+sbtuIIeTi5

70Q1NwaHasLjJQOMxumj29kAm5QQ9X78mo0QehT9SsMTQ2gVqvF5toJCa8aWuko7TCszxuEwA

BSWpOuVrDccpRCKiQotWh0XgtBKCXVdI6aaVIYeAl7dhorCBE6yqYytUar5sys+rr1z9SGcQ7

rlSKEEPX+c6eG9jwGvvuvhL5H6+VXsuptv0q2byVmNocwZHT8TgOtNV1dXXziE5/gN37jN9Ba

88///M+0traya9cu/vIv/7KRhrlt2zZuv/12uru7ufrqqykWi6xevZparcbDDz/cSPGM91tKS

X9/P+vWrWNiYgJZ723e1tZGe3s7vb29bN26leeee47HH3+ct73tbY0Mk7h93WWXXUZ/fz+Tk5

Ns3LiRTZs2IaVkZGSkse3bt2+nra2NQ4cOsWPHDq666iquvPJKLr74YiYmJvjlL38J0EiNLRa

L1Go1UqkU3d3dbN++nZaWFg4dOsRjjz3G5ZdfTn9/P/39/VSr1cY+mabJtddey4YNG9BaMzg4

yPj4OP39/WzevBnP89i8eTPGMgvULFHEEXwl6h0amoxDXU9A9TXPDAm299VPej1nLEJzqd65y

ONiGsfoL5GgSsCeMU1LGt5xieDQpGZwZsHnx+mydeMxUJof7NL8ryck/3m7OKeuH1JrUkLS6z

jMKsX+QNFV88g4qcibJw1CKfCtNKPFDmpjI7QGIRm3ihASX2tMEXnr0Yo5szEivrD6WlFJZxh

Mpyl6PjmlWZ/O4k0MIsIQiUTV89ITLnAEdGVtblvfin2CwaS15nv7JiPDUQh+tb+N9AlKHGsN

L0xUeGqkTBAmc+CEZupOwdpLOMJl965dXPeG1x+3IIEO5+uZ3MAlS+5sbWy8FUxVxnj3a+7CN

uxFM8CEgLGxcX7/+3/M53/verq6uhbdHyEgCH3uf/HfCFW0b2krQ95p5XXr38zajs0YblLBMG

EZIUCnM5SCECMIsI05jRkQtfZqFr03nIoCZZpUU2lkOosUJpRncXyPbKWCpVVUTVXXazHo6F7

TPLvUAnzLwjUNbC1QxSKirfXcv6mcxvgOPZfWS7ax9l13kl25CiuXQ8jIYFwKo3Hv3r3cd999

3HnnnfT29qK1pqenB601fX19/Mmf/Anbtm3DNE2y2Sj9b2ZmhpmZGcIw5N5772X16tXMzs4yN

jZGPp/n8OHD9Pb2ApGxFmv+4p8wDPE8D8uy2LJlC3fffTeFQoH169cfk96ZSqXQWjdSaePtjn

WUQ0NDHDp0CMuyGBoaoqenByEEtm03Pjc2/OLrrFIKz/MIgoChoSEGBgYwDIPh4WG6u7sbOsa



F2w003jfWNhYKBQYGBpiamqJUKrFv3z6uv/760/pelpolMZ1CDX4QFciJCuUIglAT1h+7oWDX

SNTn0RDzjTrgmC92rpoq87WOjWqtkVWpNIyWNW0Z+MB2gW3Ojzg2ayi1jvo5rihELUDOrdtqf

KIpDKHJCFhhCJRlMB4qZhS4hQ5m8u1IrVk1dIC2qREst4SpAqQOm+z0+cdaAbPZHGNOCt8wGD

06hKEU6ycm6JqdwfQ9UgKEUvUU43PryCWcWQwBjiHJmMf/SZsSq17LXwC2IV52+VRsiCanW8I

8NGmjwqdeP8UnXlfjFw//jJ/97OfHpnUKAUEF67EvsLVDIYVgRdGh2ykfV/99JhFCkLYyZOw8

2dSxPxk7jyVS1Mo+lkiRsXPHXU4D+0afxzYd2rNdvOWS9/L+az7O1t7tFJxWkkGTsKzQgO9jA

L7WTGpBNVCoMPrRDaNxTmY0lU4z2dqBl8mDNKClnYJpkalVsNwahgrnGU/zz3hBaEgm0g4jK1

ehWlowNJheQG5qBllzL+ghYqYzrHrrr9KyeQt2oQBw2gZjjJSSNWvWsG7dOm6++WYuvvhiLrv

sMoaHh3nNa17Du971Lr7//e9z++23c9ttt/HXf/3X5HI53vSmN3HTTTdxzTXXMDw8zBVXXMGa

NWt4+9vfziWXXMLOnTuBuoSlyV6I/5+ZmeGzn/0se/bsoa+vD9u22bx5c8MwXbh8TLMBJ4Sgq

6uLW2+9lTvuuINt27axY8cObr311uM6JuPtqdVq/PEf/zG/+MUvuPXWWxvbvWPHDm666SZs2z

5mncX0ioZhsH79etauXcvVV1/Npz71KRzHOf8ijgJISQiUqFdHnV/4BgQ61DwxKBiYhNWtgmp

wbDopzI3leRrJ5j6OKjICW1Kwvl2wsSOq1rhrRPPIwXqRqQUaR41ACs2btwju2Ca4vFeStsA8

A9HG+EQ4E+WAtdLoUEcXS62xNKSlRAHSSeGUp7A9D6l11Ag32qKGrSga57wGDYFlMtrWiVWt0

hKEWEFIyq+QVwoDgVEvZV1fo8nYP3MsF+FvwtISpZC/wnXOyJYknLtoUkyyLvjf5PQh0qlJch

0GV69ZwTe+8Q2klNxww3VNywu0CjGO/oJNLQpCizsvmiQndzJIHxrzrBuQJxMFfPmiUT77Rnd

imSluufhdbOi6hJTpIMXymlgkJDSjdYipFFJHPRtLUlIxLXK1an1+IQktSbXQQSAtrKFDFMrT

GEEIhkmoNKZWi+t+ie4XSkBZGkwUcrQISaFSpaQhLw0C14MgxBDixCXALwCElFGBwzitdwnRW

mPbNjfffDP33Xdf45qXz+dxHIe1a9fyxS9+saHZi4vn3HjjjTzwwAONZTOZDHfeeSdvfvOb0V

qTTqcb0UGlFJZl0d7ezm//9m83qpt+5CMfoVAoUCqVaG1t5fLLL583pzQMg6uuuqqx/vbt27n

sssswTZONGzeydu3aSBd/8808+OCDaK3JZDLk83laWlpQSmHbNh0dHfzWb/0WjuPw0Y9+FMdx

eP3rX8+Pf/xjcrkcpmny8MMPN9bP5XK0tbU1Ptc0TT72sY/hOA633XZbo4Lqxo0bWbNmDYODg

7z00kv86Ec/olarcc8995DP55fV/Pi0DceUCb9/o+TRQyHj5agQzUJNIkIwXtF8/gHFl26TZG

zBdHVh5LFZkxgxF3mc6+NoCM07LpEMTGh+uAeePqIo1aDsRdGzxvvpuT6OaVPw0WslF3XPNTE

+Hlpr/uzP/ozPf/7zeJ73ir8s3/dpa2t7ResspL29nSeffJLOzs7Gc55S+EEQpZvWr3u6LmWx

tEAEPrKuOzymgS4QovERlNNZxtJZCkB3RxeZg/sJKqV62w1gwbpC1o+l1gSGCakU0raPmeFMT

0+zZcsWJicnT+sEd12XdevWLatBEmOaJrfeeivf+c53SCWVZRMSzioSRat+BkmA0uDIgPdtOM

hTA508+eRTCwxHqNVc0gT8p4vLKCSW1JTVU0zIS6iIla/SXpwehjC5qPcqtvZuxzRspDiH9BY

JFyxa6yi6qEGGilyoIAiomSbVdJZKezeyUiY7O4X0vXphm7rDW0dOkWZzL54bupaFMC2EFgRa

4QwepNfzMZQCDTKu1q+j6g0XtsnYxBlOZbcsi+7u7qaPm4vqtba2HvO8aZr09PTMey7WCzY/1

4yUkkwmA0A2myWbzXL48GE+/elPs3nzZjZv3rzodjX/Hz+OW2PE27Lwc5vXa/7c+K9t2/PkBS

daXwjRWK95HmkYBplMhjVr1mCaJldddRW2bfOnf/qndHd3NzInlwNLonFcWYQvvt3gv9wbMlY

BKRZGEjVaCx4d0Ny9Q/PxNwhma4J4IMcHQzeW54QaR8uAXx4R7BxWVFzwVX2d5lTMuI9j/WnD

eHmjkfrnffzjH+c3f/M3X/FxCIKAVatWsXfvXhzHOeUveeHgAkFg2Rypupj5PNlKmZRp1NuaL

D6oBKCFpJwtoMMQXZrlaLlEUWtWTY4ipIno6jlu9b2GOa/hYNpBFPKEVgrHkPieCws8VYVCgW

efffaU9heiwTg+Ps4b3/hGHnjggYaHZrkgpWRycpI3vOEN+L6fGI4JCWcVQZV2BHGbiihe2GZ

X+B9vNwnf+J55mR579+zne//v3/HRVS4Zo34PAvK8xMXBX/Ok+TkCkam/37mDEALHTJ+x959r

5KTn7qcifi3ehibBQ1NVNSGSrJGExRGqnhYYho1MJgNIKR88l+zkCMr3EbrZ7d2UkgiNEzCUJ

tO5HE5rF/bYUaTnYQYBaR0ZiHJu8hidxo02HDQythLOPMeb/76S5092Dh0vt2LFCr72ta9hmu

a89NBXyqnM3ZvXOdW5v9Yay7L4/d//fT760Y8ihCCXyx03VfbVYkkMR0PAa1bBH79Z8rv/pqj

4AmNBgRqlNcoX7BvXKC0wpcYL5zSICyON87SNC/5CpKlUOsrBbFxUmv9ppM1GqLBZVXliYu/F

KyVu9NnW1tYIqy8JWmOWZmm3LVzfY9i0sIVBt+9iG6LhTaP+O7RSjBfbcVwXJ/CRvos9NoxQI

Yaut98Q6rjXTy0Es9kso2mHVqFJDY1g1WrYsxVMy0JUq8esI4Sgo6PjtHazVqs1vC6nG7U9E8

TNXJfTAH7V0eArjaGicShFU+uNmGQumXCaCDQd6jHmCxqiU6slOMCO7/3f/NC+gtnSNAcPHmT

/wQF6Mwas0mgR38gFs2IDB423Ewr7nDMazyQaMIRgW0ueahjihiFlPyRAU/ZDPKWo1R15vtKU

w5Aw1JTDAF9pKmFANVTUApXEdRKOITAM/FAhQoWWUWVhUY8qylBHjujj3VelIBSCmuMwWSiS0

YK8W0NnMmSAwPeQTfKcGKF140akpEQ5FvLqq8ldccXL54QvM5I5x8kRF5dp1i6ei2QymUZU8t

XalxM5AZesKYVtwE0bBf/1Rsmf3KdwVTxwISruAu1ZzcevM3CDqArrqfZxjPaKxvrzAo0LNI6

xZzqM3/gMXi/iCNkZiZQphaUUZhiSEoIZodjrOHQpjaRKaFi46SzlbBHHtNhgmMxMvQRBgNSi

0URXNB2DerwXLQS+NNDSZKqjk1mvSk+gWD09ixUEDc2kDBWGYZ4xjcByH+hx+fvEq15Hw8EZl

7ufO0qHY9KWtujL2mRtg+6MhSnESUX5ExJeDo1gWm5kQN9GQb9EXh/ApAxotAqpTRzhqYMGrf

l2qpMeWTOPIeaKYGgMBuTbGZbXE4gcS1QX7rzDlgJLmmjToK2eVBFXqgw1DFVrPDo21dAtKz2

XNXQWbrEJ5yh+4FPJZdHlCoZpYtZqDcNRHyOCF2gBgZVCSisyNMeOEng1WnwPI4zaiQU6GsVC

L3bWCfxMhmprG0dSDtMbNuG2trLyoouxVqw4W7t9WgghsCwL3/dffuGEBsspU+1UWQ77EATBc



aO2S9rNMGPBey4XHJmW/NXDCq3rxpsGx4TfvlayugUmKjS0j6fSx7Epj3UuvbUxQZivcQSN0K

LeD+7cvaVpBUpFiUSm1hRRZGqKmpRMGga1TAGnWsYeKxEUO0jlWpEqnKtOu2DfFYKSYeI5aST

gCokwLTpzeToOjmH6PobSkSdPyHP4yCWcKTQw64U8MVxGCjCkwJSRk8KQAkMIVmQtMpakEkQX

wlDDUyNl1hYd2tMmhoicPVJE0UrZ5BdKSGjGo4Uj8k0M4WPg0qqfp109hRaCVO+7uKUzjyFNl

A7RGmymKJsGHmUOGW9lRmwiEE4SaTwBc+moYm5yUB+Uqu4wdEOFiu+vC8ZrMm4TjkFrZKVCam

aWAAhME6+lFWd6CtMPoqqq9TQV5WTwulaSL5dQpWlkGCDdAKnLUe9pXQ8FiEWqbguBMkxKnT2

Ue/qoFYvUWlrBtkkXCly0eTPr1q3DPkdkJkIIstks5XKZYrH4am9OwgWE1ppSqdSIei5kSQ1H

gIIDH79eMDAl+D/PapSKepVetVLwzm2Cqg+hmjMW442sb+7cb9EceZwzHudLGJvSW+eFHutGa

d1YTNtQSIlzLTthHlpHPXYaImMghcIEVGmaUmkSEUQlqqOJ03Gqj0lBNZWhZqdIjY1iVEpYno

+jFEEmh60UOgggVLFoZf76x+QhJlzIaCCoe4x12JTjXx+b41U/atxbP2UCpbln5wimkNgGrMj

ZtDsWfXmbvpzNylyKvG3MzQeSUy2hiVCk0Dj45BkRr2NMXonQEIosOVM2HIfRaZNhj/oQQmgC

skTqp5MwGpNzDmiakzdpHaOxXL8vLPMMkYTlgwoU+AGGUkjfR1WrVAt5tGnhjB0lKLZRzbZge

S6mUhSsLNPucNSjUTeX7BPzfpSUKMsicDLM9K+n1LuaIJ9H2CkMy6Kns5Ntl15KX18fmXQay7

KWXWuD4yGlJJfLUS6XG+3oEhLOBrHhmM/nF319yQ1HgNY0fPE2yXhZcd9uTVta8H/dKsnaMLV

YNdUFrR7i9AWBaIilNRopBHk7Snut+U3pq8xJGhvpqfUnVhQ0n71Fsrr12O08ZxACnStQ9Xws

KTHEfEebDEJEGM4dBGgyoiWhYYBpUyq0InyPfM2ldXYGY3Y6ujCr+pRKN+lTmi5SCtDSQJsGp

ZW99K/oibwBCQk0RRvEsc/G6WzhnM+HsqfQhACM1wKkEJgiilYaAkwpaE+bBCqZw5/LnMxkp1

mdPdeC6cRrxOVbFCaKfD3/XqMbRuGcyk7JXP0N46I6L8+cb+wCNozqGUFGoYjIZDGKrZjtHWx

y0vTOzDA1PMTsxDhTY2NMTc/EiyckLErD8a0UqGjOkp6YIjQMXNME3yczPIBQIaqtG2FkmOvj

dOyJFTgZKu0d1AoFSoUiXqGIzGQotnfQ3tFBX28vK3p7KRYK2LZ9zhiLzRiGQUdHR6N1RULC2

aRWq83r7NDMGTEcITIev3qH5K8f0VzSA5esiFpm6ObCNSfo49iaFhQc0FoQKgh1tOTqVslzw5

qRkibOcNBEkc4r+6JEVz+M+koC3LxRsq4NjHPZztEa3Bq+FHh+AKaBozSmiArZqIWeXyEop1K

Us3kMBZ5lIbv66JqZIRgbQWqFiLNDFlyURaxdEVCxbHShSEpD1XPJeQHtR0exSuXE25xw0hyj

PhFz553WEGpNgIaQxkVgshZcyNP2c57x6Ro/f2aQa7f10tGSPoEtqPEqHiP7JkBA4IVMj5bwv

eAsbu3ihIG64GxHL18kv6Yfq7UNo7OrUZlSSAlSYglBpqOTjjVrI0ej0ijXpTI5wfTQEYb27m

FobPxCO2wJJ0ATRRyV0vPrI6gAww8wVRWjPBNlOkkZrdGcPQagNVoY1Hp6qfWtxm/vwmvrRAl

BOp/nov5+Vq1eTUd7O/l8nlQqdUb6aZ9NDMOgs7OTgwcPsmXLFkzzjE3XExLmoZTiwIEDdHV1

Lfr6GT0TV7XA524RaA1BWL9mNFyTi0Qe638l0J6BvoJgcEbjC6C+/gsjmkcPxpmUcxrHYhruu

FTgmPNtGlOeH55QHYaklUZJQVVrpiRY0iTruZEAUiswDMqFDgLDwZyexPR8TN/DdiVBew+m0p

GRqRXHFoeIDlrFNJnMZ8kpgeUHVDJZunyfzOQEIlAYKQcdhmd9/xPOPnPRoLNIfayejAotKca

xfHFSBj9/fphHdg6zdW07b722n7ZCU88qU+DXHelRhXyN7wVMHJmODLZlRq41c16faIIo5fyF

gcNM7x+go7ub7lWraO9bRXFFL9K25qr7SYlhmkjfJxgfRo+OYE+MURw9SqgChpon/AkXPNI06

br+esb27cMbPBxFHZsnZbruMWw8Vw8uaAVC4udacDdspbZmHUE6gzRMpGmyorubSy+9lNWrV2

PbNlLKc95YbMayLDZt2sS3v/1tbr311mXVxy/h/EYpxYsvvsidd9656Otn3IVhGVD1IWi03xJ

1CzK6ucQV2Wg8ihcT1ALYMwZlL2rdUfOhFoAXzmkY40uNUdfpm+fPdWMecw10NTb1wgXSY9ZO

URNFZlZtxizPkq6UMGYmMbRCxJVt533N86fakWZRUrUdSpZJfniQrkoNIwgQQuCFIQZRBbNkO

nBhoIUG32WNowkQCKFBC7xlUOlrIVIrqqXyBXBDbTaTl7cFI4QgZRncun0VP9hxkF/uOsruQ5

NsWtXKW1/XTy5lsu6Klex6+AAqjPKRqyWX6dFSpIV6RR/GCdNh9RJUgBaG5Lr/dAXSXN7H/bT

RoLTC9zyGBwcZGR5GPv440jBo7+qiq7eXzs5O7HKJYOwoanoqciJqHRkDWtXTiM/3sZjwShBS

0nL55bR84AOMP/sswe7d6EOHoFSaq0VRDyoIBFg2M519lHq7CTp7CYutmOkMbe3ttHd20tPdT

U9PDy0tLViWdV4Zi80IISgWi5imycjICCtXrny1NynhAmFoaIhsNrugn/wcS244BqFqVF8DMA

yJZQj8oKkgznE0jvMrs2kUgiDUBErghRpfCQIVaR2p62fmaRzPZ3RUdl4TVUQFjRFCWtWQgUt

+5BD4HlJFaagRC9JQRXSUlZR4qTRWNoeoVEBrUq5Ph+8hlI7ab9RTRWK9adw49zyfOl3QiKab

uO2VuJKoX6dGU6lUcGsey25SKCBQQfPD85TlvWeqHo0yrVRU/Exrtq3r4CePHaIaBkzMujz+4

gh7Dk+xeVULb7xhPbnWNDPjFbTSeG6ADl+5Y8Kr+ux/8mBkuDQfI62RpqT/8jVYaeuU90sIQd

+WLjZevfrcmqCezA2xeRkxVyE1nswHTW0AhgYGGD1yhLWFLKvTTtQYudmRJJocGgJQczpT0Xj

9NLc34Zwlnc3Sv20bRi7HVH8/4dGj+Lt3Ezz/PLpWQxuSoKOHcMUaghWrqRbbUIZBOl9gbf86

+lb20d7eTi6bbWgWL4RiMalUissuu4xDhw7R19d3QexzwqvPgQMHuOyyy457vi2p4eh6Id/9+

UEGjs42govXbO3hqi2dUe66gqZyqU2GyFyksdlfGd9wYi2eoNn4nKvceCHcckIp8UONQT0ipG

PTW2P6IdJ36ymkx0YkNAItJa5tM5XNkRICUylEawfZ6mGCagmpwdDxEa3rWkRT+ogQKNOAiy4

ivWED4hwUmyccHyEEmXSacqUSPdYaGx+lFKVSCe0HmK9gcncqt7dTHcc6zj4Qgrb29nNrgn8e

4PkhA0dLHBie5Oq3fJh7/r9dTJU8tI4MSlHvxesFIVOlGk/tHePqi7u5+PoN9UgVjfZMr5SxQ

xM88M2f4da8BdlvGifvcMd/exPtfa2nfG4JwEwZGOa5db0Tsl5CqNGnSs8/BoJ6mw2JMCSpDV

tIr1mHef9PYOBA/frfVCBNawLfI3BNtFWftC/4voQQtPSv4+LXrWHkxRcY278PwrgSuEZrFbk



i531R9Tu+lMvdN5JwGhiGQXtbG4VCganVqzk0MEB5zRqC7duZ3b2LaugTpLPIlINhp+js6mLz

li2sWrmSVCqFaZoXjLHYTCqV4uqrr+ZLX/oSV1xxBY7jvNqblHCeU61WeeSRR/jkJz953MJMS

2o4Hp2s8um/epjRmVrUKF0KfvP2rVy2oR3R6LszX+N43D6O0RJINJ05yeC0WrSwjr4gzEbwpG

CmvQ376CimaUZGdN3ju8C320AJiZASP53Fm57EqpTIuzWMMEBIA4VAohFKzVU0ZO6tlGEQ2ja

lTIbhnl5mu3vou2Qr1rp1ieF4niGEYNOmTTz73HOEYdT/0w9CyuUyQRBpWsVJGmTRED0F9WF9

bJ/q3CCfz3Pptm3HbVp7TrMMIzJKaapuwI8eOxRFHFXAzOhhrrmkh/ZihpGJCv94/x60BtMQS

Cm5anMXN125ivaig22d/jXETlt4ro9Xb/syt20KwzKwHItU9jw8H06A6aS57H0f4oV/+Ucq4+

NAdHeVsTFpGKTWbcLefBHOpoux+jcgHYfADzAef3xRD05UaVa8zMRdkG7r5PLfvIsgVISuy9g

zTzHy7BOM7HyeiQP7G/r4RhaLlBhdKyj8yu3I9OI9wxLOD6SUpGybzs5OisUik5OTjI+PowoF

2mdmKLa20tXZRU93N4VCvmEwXujkcjle+9rX8sADD/CWt7zl1d6chPMYrTU//vGPufbaa8lkM

mfecKy6Af/7x3sZGi9T9hSxY/FnTx9BqSto2BkLNI7xxtY3u+m3qC8u6Mlr8inB00ciTV7knW

aexvG8Rmvk1AyZ8UnctENg2witSZUryDCYp+PRVoqgpZ2U6xH4HlII7FoVp1pGKoXR0D3KRSe

jWkiqxVZqrW3UWluZ7ellyEljZrN0r1zFmg3rsROv13mHEIIVK3pwnBQTE5NUqhWCIESpV1oI

SeD7HkePHkW9Ek2kEHR2dpI+xXOrpdhCd3cXuVzugvNKvxqEoeKpPaP8x46DXH9ZH5dt6MT3q

ux+4kdsWdUC0uDfH95P1QuwTclVWzq55ao15LMWGefUU0ePQetGu9nmr71h5CxDg/tMY9g2F7

/nA6x/26/x0vfuxXvkZ6Q6O0hvuojU5q3Y6zYgHAdhpxCpFMKIpgHBzPRpjx0hBXYuTyoVjeN

cTw8rr7+R0HUJXI+xp5/g6NOPMbLzeUwDWu54N9lrr4/afpyPDp+EY5BS4jgO3d3dtLS20tXV

hdaafD6PbduJsbgAy7K47rrr+PrXv065XCabzb7am5RwnjIzM8PBgwf52Mc+dsJxuGQjtFwL+

Icf76US6qhSDZEB+OyecR58cohbXrMKz5D46vgax5i5taPn2zOS9e1weFpTmaIxIWjWOJ73BA

rh+6R8H1VzCW2LSjYLUpCaHEPlilTzbViej0hnyBkh5dGo/KwR98QEGhY91K3wyJAMLZvZNf2

Ue/rwiq34jkNoWbS0tXHR1q309fXR1tpKut5EN+H8Q0pJW1sbLS0tp1Vsplwu89MHHqBWq50u

ZQv/AAAgAElEQVT8RFQIPvrRj9Le1nZKn3m+VdRbzmit+T8/fYlQKz7y9ktozTtYpqSMj+/Vk

FIwPutyeLTE9s1d3Hr1Goq5FI59mhHGhadkFAZbvPxvfP42rnWLrHu+IgRmOoOZzrD1/R9G/f

p7MKSBsCyEacHxskXOgI0tLRvbsqHeRzrb3c2qG28i9H0MwMhkEFZiMF6ISClJOw5OKqq2nDj

8jk8ul+O2227jG9/4BnfddReGYVwABeESzhZCCIIg4J577uHOO+8knU6fcPklMRy9QPGDRw+x

b2DqGK3KTC3g41/5Of/0J29i24YOxrUgcOenm86PNDbdvzRkUoLWdMiO549yaV83g9MySs1si

jheCMNHoVD1CnYCMD0Po1IhsFOU8gVUdZLMyCD/P3v3HR9HdS7+/3NmZnuRtNKq2lazLVsucm

8YsEMLhgRCDSWk3NC+Dj8HSGLg5hvicM3rkh+YEi74GgglJMBNTC4QmxbAdGwMGHAD9ybLktV

3tW1mzvePtRYrtsFykYvO+/VyiFe7s6P1zOw85zznebBM7NwidM2D2FXpbo+7JGmDJjDdLiJ9

SmkqKCIazgeHE93hwOnxMKCigurBgykoKEDX9V65vqA3EkIcdLNkp9NJfn4+69ev368m8J2vy

cnOVqPNRzlbSp755xqCfidTRvbB597z30tKSX62hxsvGYXHaRx0Sqpl2Sx9YQUbP9/Ojo2NxK

OJzLiitCQ5fQv2+h0ghOCPNz6H0L8KHj1+J+HSXCpqShj17UEYruP7eNNdbnTX0ZMhohnpVgr

H96e+i5QkWltxZWXxVeGg9HrsVGsrjmBwv9P/j2fqvuKbCSGoqKhg0qRJzJ8/n/PPP18Fj8oh

0Rk0Pvvss0yePJmysrJvPCcPyfW7I27yyD9W0Z4w9yxwIGDttjZOvf4f3HT5SP7P94bgdRjUR

9NVUv91jePu1VUNHYYV2Dz6j9X893MrWXDnNIYVeVm8ueuMI+wWdEqobYNsN3hdx8/Asm1ae1

YdtCWGFcMdaSbW2gCWnU7RSpfD2fWk3YN0SAVzSOaGSYYL6ehXia3rODxuSgqLKMjPp6SkhHA

4jM/nS6+lVBd15QB0Z6AhnSZbdNABq3J42VKyZUc7dY1Rzj25Ao9z318fmibI8rn2+fP9lYyl

eOOJD/nopVVYpp1pSfQVgdC1fV7nY5GuazRi7Qma6yJs+HQb0bYYky8aieM4Dx6Vnicti8bPP

mXlw/PIGVxN5YXpfmiJxkbWPftXmleuZPC/XUVeTY2qF6DsF13XmTRpEolEggULFjBt2jQMw1

DBo3LANE0jlUqxcOFCSkpKmDBhwn5lbh30N6YtJcvW7OTTLxrSZdj3cbO4sznGrD9+yLNvrue

OaycyuiqPuK3THBO0xDqDP7mr3UT6xsPvkny+pom7nl7Glh0RfvPQh/z//99kVu/QqDe79nHs

/K8l4YH3bBwa3HyKxvFwTyA0jZwRI6lfvhyzuXm3AkO7WOYea3kyFxMpsDxekn0rSBb3JRXIw

nZ7kU4Xofx8+g8YQElxMcFgELfbjcPhUDfwykFJJpPs3LkT27b3K3iUUqYrt6ovwKOaado8/+

4GzppUhtvRMxfWVMLk09e/JNGRQmh7rxn9dSknexx9UmJLSTySYOnCVYz/7jAVOO7moIvNqXM

YAKHrBMor0J0Otr/7Nk0rVqA7nXz4u1tJtjTjKSgkWFGugkalWwzD4MQTT+Ttt9/mhRdeYNq0

abhcLvXdqXRLZw2AeDzOggULKCoqYtKkSfud8XXQ35gp0+Z/Xl9HNNHZCmIfNEF7R4oPltdz4

b+/REWfLK67YDjfGlVCONegNa7R0CFoi0OWG/oGLF75YCu/euB9NtS2Y9uSv7+5nnNOLOeUqn

48/cnuVVm/0hyDx5ZIYikY01fy7UEC41jPBtF1wpMnU+cwaHr3PazPP4dYDMx0/7qvgsT0skU

0HdPtJdGvkkSfcsyCEnB7cHg8+Nwe+vTtS//KynQz512L0dX6MOVAdB57Ukps2yaZTPLOO+/Q

1tbWre00NzezcuVKBg0ahK7rmeNRzXgfHSzLZsWGRrK8TipLsg+48m13SCmJdyQZcmIllmkf2

vQRCbpDz1QMVvjq8/3X9aH7o7OthjpfMxx+P2XnnscXjz9KrH4Hmq4Rq6/HmZVF+Tnfw+HzH+

ldVI5BbrebE044gaVLl/Lkk09y7rnnEgqFvurDrCjfwLZtmpqa+Pvf/86oUaMYPXp0t1q9HHT

guK0+yl9fX0vCtL75S0MIbCmpa4yxoyXOmk1vke11cOKYEk4f24+po/swKOxCWib3P7uSO5/8

hO3NHXQWdGmJJJn5wHu89UAB1YUuPt4q06XeNaguFFgSbllos70dsOGmf9jUFOv0zT7Y3/LIE



kLg8vspHjQY4fURqa4mtWED5rp12Nu2IVMJ0AR2IBsrJx+zpJy6/D5YTgfOQICigkLyw2EKCg

rIDYXwer24XC4VLCrdYpomlvXVjbaUkoaGBmzbpq2tjfr6elasWEFTUxOWZXUr6LMsixdeeIG

VK1dSWVlJfn4+Ho+HrKysLs9zOBzquD0C4imLxavquWBKJbreM8GBEILssJ9v/XDcYbkhEkLg

8qpCX510h4OikWNoWr+ORCSyZ2bLXu2a8dU09IJCfCedCob6TCG9njM8chQbn/9fUm1tu9Z7g

ysnh/Co0WiqyJxygLxeL+PGjSMvL48XXniB/Px8pkyZgtvtzswmqSBS6dR5PEgpicfjvPHGG+

zcuZPTTz+d8vJyXK7uLSs56MDxr4vW0x5N7iWFaB8Emaqrja1xmlpi1L0Wx2XojBkUJtqR4N8

fWsKC9zYRiSTRtK+2KqVk7bY2Zj/+Ef/3ykl80SDQNMmkMsG4voLbXpH85eNd6asarGmA2/5p

c+fZGsGjpz7AAXEYRrqyaW4ujX37UltSQryqCrOujtjGdcRSMaxANtLjQ7i95OTnU15RQUlJC

cFgEK/Hk2miqyjdJaVk8eLFvP/++11SUE3TzMw2mqZJMpkEuj9TKIQgEomwYsUK1qxZk5l17D

xepZQYhsH3vvc9SktLVfDYg6SU7GyJkUikDsm6xe7QHTqeQ9DvUflmhttD9aU/pN+UU/ny2Wd

Y88+XScVi6R/uM4gUaMEggTPPwX/yaeg5uSr9cjeG10f5d89l9WN/JBWJ4AgGKfvOORiqpYJy

kNxuN1VVVRQUFPDRRx9x7733MmXKFEpLSykoKNjrd6TK4Dn+7W3AwLIs6urq2LRpE4sWLeKkk

05i6tSp5OTkHNC91EEFjhL4+It6Rg4KH9DSBgGUFQWYft5QBvTNZvXGZh578Qu21EeoKs1B/5

dWg50VVD9b10i0PcolI/14HAIp4cH3bD7aKhlW1PU9NjVJ1jVCTTFox/g5YxgGAb8fr8dDOD+

f7bW11OfnkyouRt9eh9fjpqRvXwb0709eXl4mDVVdLJSDJaUkFovR1NS017WLnX8/mGNN0zRs

2yYWi+314qfrOqlU6oC3rxwYy5Y0t8fJ9rtUJuLxTAicgSChqiCjr7uRQRddzqr/eZK1r71Cq

iP61VrSznPd48V/6pn4TzkTR7gA4f76Eu69kWYYhEePZf2z80lFIjgDQfLHjEFT1aOVQ0DXdX

JzcznppJMYNWoUn3zyCX//+99JJpMMGDCA8vJyfD4ffr8/0ydTOb4lk0na29tpb28nFouxbt0

61qxZg9vtZvjw4cyYMYNAINDtWcbdHdTVSwD//auTD7wfhgBdE/g9DoQQ5ARc1PTPzdRZ3ddr

pISgz4m2q1iCLWHGiRo/O2HPQVEJ+J3HftC4O13X8Xm9lJeXU1BQQGNTE1VDU5n0PhUsKj1t9

7WOh3P7Ss+zbWhuT5ITdGW6wSrHN4c/QLY/wNifz2TwxZez6pk/sf6fLyNtC+H2EDhtGsEzvo

MeCiMO4gakNzC8XirOv5AVc/+LivMuwPB4j/QuKccZt9uN2+3m5JNPZuLEiTQ2NrJmzRq++OI

L6uvriUQitLe3q4HXXsDhcOD3+wkGg4TDYQoLC5kwYQKhUAiXy3VI+rAf9LBXtv/QfWk4DQ1n

oPvb0wTHfCrqgdB1nUAggN+fXmSvgkXlcNE0jSlTpjBp0qQjtg9CCLU29wiwpU1LJEFelkfNO

PYyhsdDdkV/xt5wM0Mu/RHtyz4kf9xkjNw8hJq92C9C0yiaPAl/nyICpaqSqnL4OJ1OnE4nfr

+f4uJibNvGtu3M+jaldxBCoGlapi/3oe7DrvIljgMqYFR6gmEY+12uWTl+2LakpT3BgD49U01

VOfoYLjfB0nL8xX16fVEXK2Wx8h8r2fT+JmxLfmNxh8yPbQnii3TW1Dc9X4LQBQNPH0j/qf3R

dDVYpnTPoZhZUpS9UXeBiqIoyj5ZtqQ5Eicn4FKDVL1cbw8aAcy4yZevfkmkPtK9xG0hut3nc

sXzKyibWIbTp2Z3FUU5OqhhLEVRFGWfNCEIeJzkBHrhegBF2Y20Jcv+8jEdjVFEdzP/uhk0Si

mJ7oiw/NnPVJqhoihHDTXjqCiKouyTJSU7W2OYln1Y3yeRSGTauRiGkelJBum2L/F4vEsRJiE

EXq8307IlmUySSCT22K7b7f7atC0pJclkMrMWJJlMqtZFyl5FG6NsfH8T0rL3o8flwRFCYFs2

69/ewMAzB+HP8x/W91MURdkfasZRURRF+VqaEMST5mHbfnt7O7/73e8YNmwYw4YNY/r06Wzfv

h0pJaZp8vzzz1NTU8PQoUMzfyZOnMgHH3yAbdtYlsXcuXO7PGfIkCGMHTuW559/Htved9AbjU

aZNWsWCxYsoKWlhTvvvJOlS5dimofv91WOPdKWfPTYUpLRJPvZtfqQiDXHWProUuzDPHCjKIq

yP9SMo6IoirJPmhC4nQaJpPX1rZIO0Pbt27nllluYNGkSixYtQkrJsmXLmD59OrNnz2bgwIHE

YjEmTJjAr3/9azweD5ZlsXTpUh5++GEqKysJh8M0Nzdz/vnnc+WVV2b6lQkhyM3N3Wsl3t0rD

TY2NhKJRLBtm6amJuLxOECmZ6la29m7SSlpXNfItk9rezxtVEpJ7afb6GjqSM86qkNRUZQjSM

04KoqiKPskAKdTI560Drxn7z4kEgnee+89ysrKuPzyyykrK6O8vJzTTz+ds846i3/+85+kUik

0TSMrK4vS0lLKysqorKzkhBNOwOFw0NjYCKRbxuTm5maeU1ZWRmlpaaZd0e5isRh33303JSUl

TJ8+nUgkkgkOhRAsX76cU045haKiIubPn39of2nlmGOnbD58bAlm/Mj0wTPjJu/c+zZmSs2CK

4pyZKnAUVGUo5rqQXVkCQFuh04iZXGoI8doNMqSJUs48cQTce3WSN7lclFeXs7ixYupr69HSo

mu6zidzszxsHXrVpqamggGg5nX6bqOw+HIPGdvx00ymeSFF17g/fff55VXXuFnP/sZK1euzKy

bTCQSvP766zz44IPMnz+fJ598knXr1vXKY/DrPsfecl5KS1L7SS2NaxuP6H7sXLuTlo0tSPv4

/8wVRTl6qcBRUZRvJKVk7dq1zJgxgx07dgDQ0dHBfffdxw9/+MPMrE88Huf+++/n3nvvZdGiR

dx66620t7fv1/a//PJLfvnLX7J9+/bMY2vWrOHUU0+lqKiIu+++e6/FT5TDTAhcToN40jzUE4

6ZNYz/WrxG0zTy8vIys4W2bfPII49QWFhIfn4+RUVF3HLLLdxwww0UFxdnApjbbruNgoIC8vP

zKSws5IwzzmD16tVdtp1KpdiyZQvTpk1jwIABDB8+nLPOOiuTzupwOJg2bRrl5eWMGTOGESNG

8NFHH33tOsnjTSqV4u6776a4uJi8vDzKy8t59913sSwrcy3onJG9/PLLqaurO26DyFQixcfPf

IxtHtl/f9u0WfLYElJHaNZTURQF1BpHRVH2UzAYpKmpicbGRsLhMIlEgu3bt1NfX8+aNWsIhU

KkUik2btzIaaedxtixY6mpqcHn85FMJpFSkkqlsG0bp9OJy5XuC2iaJhs2bGD69Ol4vd7MDfq

OHTuYPXs21113HRUVFTzyyCMsXLiQadOmdZmdUg4vXRPkBt3EEyaHY5GjEGKvQYemaZlgTtM0

zjvvPG6++WaEEDz66KO43W6GDh2KruuZQjbXXHMNP/7xjzOzjm63m4KCgi7bTaVS1NXVUVxcj

BACwzDweDwAmZnNyspKDMPAtm1cLlem2mtvkEwmmTt3LmvXruXVV1/F5XKxZs0a7rjjDmbOnM

nw4cN5+umnmTVrFuFwmDfffJMHH3yQ66+/nuzs7CO9+4eUlbLY+N5G2mvbunfc7+s8OZjzR0L



ThkY2vreRypMr0R2q6q+iKD3viMw4JhIJ2traaG1tJRqNdhnJtW2baDRKW1tb5jltbW2ZG09I

f/F3/nz356jZCEU5PDqLjAwYMIBVq1Zhmib19fXous5pp53GO++8k+47Fo0ihKCqqoqVK1cyd

+5c2tvbmTdvHnfeeScXX3wx48aN4z/+4z9oa2vDtm0++eQTfvazn3H++eeTm5ubLkO/q0iJbd

tMmDCBoUOHUlNTwwcffEA0Gj3SH0evYmiColwv62rbsA/xrJLX62XYsGEsXbqUVOqrmZRUKsW

qVasoLS0lFAohhCArK4vKykqqq6u56qqr2LRpU2YNZKe8vDwGDBhA//79GTBgAH379s0Uysn8

PoZBbm5ul9Yend9Bncfejh07sG07MzjSm4rjxGIx1q5dS01NDQMGDGDAgAGceOKJjBo1isWLF

+NwOLj66quZNGkSVVVVjBs3jh07dhyX52UqZrJqwSrs1P7PNkop9x0c7npcHsjcvQA7afPlK1

9ixtSso6IoR0aPB46xWIx58+YxcuRIRo0axWWXXcYXX3yBZVnYts3atWv5/ve/z8iRIzN/xo0

bx9y5c4nH41iWxYIFCxg1ahQjRozo8px58+Z1uYlQFOXQ0XWdE044gU2bNmGaJk1NTQQCAU46

6aRMJcoNGzYA4PP5iMVi7NixA8uyaGxsZMmSJfz2t7/l97//PR988AGff/45AEOGDOGBBx5g0

qRJGIaRWTvV3NxMdnY2gUAAIQTl5eVs3ryZjo6OI/kx9Dq6rlGSH2DD9lbsQ7y+yu12c+KJJ7

JkyRIWLFhANBolGo2ydOlS/vznPzN16lTcbncmuOucWSwtLeX888/nueeeo6GhIRPYpVIpOjo

6MtuJRqN7fCe4XC5GjhzJP//5T+rq6li3bh0vvfRSJng0TZOPPvqI1tZWtm7dypYtWxg2bNhe

K7MejzweDzU1Ndx6663893//N+3t7ei6zg033MAPf/hDnE4n4XAYTdOIxWKsWbMGr9eL2+0+0

rt+SJlxk1UvrEjPNnaDP+yn6owqioYXIfTdIkgBlVMrqZxSict/4BkTrZtbWPnCSsyEKpSjKE

rP69FU1ZaWFu655x40TWPhwoUIIdi8eTM333wzv/rVr5gwYQLJZDKTKlNaWgpAQ0MDDzzwAGP

HjmXs2LFEIhHGjRvHzJkzMylGQghCoRCGobJvFeVwKSgoYO3atdTX1/Pxxx8zZswYKioqkFKy

bds2Nm/eTE1NDX6/HyFEpom6ruvU1NRQU1NDRUUFr732GqZpYts2Xq+XyspKVq5cCZBJX926d

WuX99Z1PbPGSulZHqdOls9JfXOMPvmHrhG5EILS0lJuv/127rnnHq6//noAJk6cyG9/+1uGDh

3aZWawk9PpZOLEibz66qv8z//8D9OnTwfgrrvuYu7cuZn0V7fbzfTp07nuuusyx6LD4WDChAm

8/fbbTJkyhbFjx3LGGWdkXmMYBuFwmB/84Ad88cUX/OEPf2Dw4MG9ZtbR4XBkBm9/+9vfMmfO

HJxOJ9dddx1XXnllJoBubm5mxowZvPnmmzzwwANdihQdD6JNUda/swHLtNnff/riEcVMuGoiT

p+T6M4or972CrHmWHrGvDiL0ZePQdMFg84czPtz36NpQ1P3dkqAmTLZ8N4GBn+nGsOl7ncURe

lZPXbVMU2TVatW0dLSwsyZMykqKgKgrKyMjo4OXnzxRaqrqxFC4HQ6KSsro3///gghKCoqYsi

QIWzatInRo0ejaRqhUIjKysq9llpXFOXw6NOnD7m5uWzfvp1EIsGgQYPw+/34fD4aGhrYuHEj

EydO3OsAzsCBAzM98TrXN+5u9wBB13Xy8/N7zSzP0U7XNcoKg2zc3npIA8f0tnUqKir43e9+x

y9/+UsgPesVCoXQNA0pJd/73vc466yz8Pl8mdfl5eVx++23Z9YpXn/99fzkJz/psvRBCEEwGM

wEjZ2CwSA33XQT11xzDS6XC5/Plzkub731VnRd54orrsA0TfLz8/co3nM8E0Lg8/kYNWoUjz7

6KLFYjJaWFv74xz+ycOFCvvOd7+BwOMjOzubuu+9m48aNPPjgg4RCIcaPH7/HZ30sSsVSLHvq

Ezoao/sdNCIgqyQLb8iLZmggoGhoEevfWo+UkqpvV+EKuBCawC9Bdx7Y7ZdAEG2I8uHDi5nwf

ybhcPeeY1NRlCOvxwLHeDzOBx98wKhRo8jLy/tqBwyDfv368dRTT7Fly5bMjaXD4cjcWMZiMV

asWMHYsWO7FEtQs4uK0rN8Ph+DBg1i+fLltLa24vV60XWdyZMns3r1amzbzgz47D5DtPvsI/C

Ns4adVTUjkQjxeByPx0NtbS2FhYWZLIPe6EhNerkcOpOHl3D/s58yuabksLxHdnb2XourCCHw

eDx7/LtrmtZllsvv9+/3QKIQYp/P79zm7kFqbyGlpKGhgTlz5nDzzTeTm5sLpIP0MWPGsG7du

kwV3M5z1DAMgsEgGzZsYPTo0cdF4JhoT1C3cgfS+pr1iv9KQu1n2xlp2WiGhtPjZMI1Exn7b+

MQEhweJ0JLbyzeFqd1a7q1Rudj+02AbdnULq8j0ZZQgaOiKD2qR4fz91V2PTc3l6ysrMxI8fb

t2xk6dCjBYJBgMEhNTQ0nnXQSkydPztyQPvTQQ4TDYbKysvD7/RQVFfHWW2/1qpLpitLTNE2j

uLiYJUuWUFFRgcfjQQiRSWHNy8sjFArtkV64vz3fOp+jaRrZ2dk0NDSwfv16EokES5YsYeTIk

b3yhh4OdQfF7ssJujh5RAnPvrl2r0VyVAbxsU8IQSAQwOVyZWoGpFIpmpubWbBgAbm5ubS0tH

D11VezceNGUqkU9fX11NbWUlVVdVzMzFpJk8UPf0CyPfGNQaOUssuJ2bEzSkdTR6Z6qsPtwOV

34Qq40Rzp2y1pSyINkS5rFKXdvZ6YAkEykmDp40uxUlZ3fj1FUZSD0uN5YHu7OOq63iVtLRwO

849//INly5Yxb948Ro8ezWmnnYbH48m8/qKLLuKDDz5g2bJlfPbZZ7z//vtdZiQVRTn0OtMKW

1tbKSkpwTAMNE2jpKSE5uZmvF5v5hzc/Vzv/P+d5/m+GorvrqioiJtuuokbb7yRyspKAoEA55

9/fq+ecTySDF3jhGHFdCRMXnh3AztbYqRMGytTMEdFjscDj8fD9ddfT0dHB+Xl5fTp04fx48c

zefJkLrzwQsLhMD/+8Y/50Y9+RL9+/TjllFO47LLLGD58+HHx/du8sZkdK3dgW18/CC2EIFic

hScnfV9iuA1OvnEKvrAPicRMmrRuaWH9ovVs/mATHY0dWCkrPdA2qIBRl45Kt9SQkNUnneIKp

E+jXafSPgfcOmcdP91G84bmQ/sBKIqifI0ey/V0Op2MGDGC1157jWnTpmVSkizLYv369fh8Po

qKimhoaMAwDPr27UtFRQX5+fmsWbOGxx9/nBtuuCGzFiUYDFJeXo7X6+2pX0FRFNLrHO+9916

ys7Mz6eKBQIBZs2bh8Xgysw7jxo1jyJAhZGdnM336dBwOB7quk5WVxU033YTP5+uSbj5w4EBm

z55NKBQC0mnsY8eO5YknniAej5Ofn3/cFeA41ricOudMruCNT7by5CurKQx56VcQpLoshNE7a

sf0CtnZ2Vx33XVcdNFFwFeZBoFAAIAxY8bw2GOPEYvF0DSN0tLSPdqeHItsy2bxH5dgxs2vLY

YkpcSd7eakn5+IK+Bm57qdONwOCocWIjRB88Zmlj6+lNZtLVhJC6EJdIdOfnUBIy8ZhT/fR/9

TBuAKuvEX+PGH/bRsaeGNO17HcBsUDy9m60dbye2fS6SunWjjnpWkhRCYcZOlf/qQ0289I72u

UlEU5TDr0cCxpqaGBQsW8Pjjj/PjH/84U1X1rrvu4sorryQUCtHQ0JApuy6lxOfzceGFFzJr1



iw+//xzJkyYAKTTXmOxGJb1VZqGw+HYa9ENRVEOHV3XM8WtOgkhyM/P7/LY7uvSOoPBztfvvs

65k9Pp3GMbhmFQVlZ2qHZdOQQCXienjO7LxCFF7GyJ8cXmZj5cvYPyAg+afuynKippoVCoy3m

7u+PxvJRSsu7NdelKp7tSTff+RNB0jX7j+hEszsLhceANedP1GTTBjlU7ePf+d4jsiGDbdpcs

i9j7cdq2tTF15lR8eT7KJpWlZx0FuLPclIwsYfgFNbiCLhw+B4OnVSNtm7fmvEXrtta97s7OL

3ey7q119J/Sv/vrJRVFUbqpR6vL5OXlMXPmTB566CFGjBgBQFVVFb/85S+ZNGlSpoLe7ukune

Xap06dyiOPPEJlZSVSSp566ilefPHFzGucTicXXXRRZiZDURRFOTx8bgc+t4NQwE3fggAdcZP

3P9/CyCkXoWkHXxwllUplejY6nc5MwRXbtkkkEkA6eHE4HEgpM32ALcvKzGIbhpFZE59KpTIF

10zTzPR27Ny2lDIzWGlZFi6X67hIu1T2n23arHhuBdKyv3ZtoyRd9TlUFkLTdxXr2zXbl4wkW

fqnj2ivawdB5ueQXpdopyyaNjTy8Z8/ZvyV43F607O0UqaL8ASLgti2jSfbQ1U4hBEAACAASU

RBVPVZQwgUBkjFUiTaE/veb8tmxfMrqJhcge489gsTKYpydOvRwFHTNIqKipgxYwaXXnopkG4

AXVhYmPmyHzhwIA8//DA5OTmZkTq3283ll1/OOeecQ25uLueeey6TJk3Ctu0ua6eCwaBa/6Qo

itJDdF3g9zjwexxMGdmPJ/rXsKmunYqSrAPO/IhEItx+++08/fTTOBwOZs+ezbnnnouu6yxdu

pTLLrsMy7K45JJLmDlzJm63m3nz5rFq1SpefPFFrrvuOurq6rj++uspLCyksbGR2267jeuuu4

5+/frx4IMP8oc//AFd17n99ts599xzSSaTzJ49m/r6et5++23mzZvHpEmTjosKoco3s0yLVQt

W0V7b9o3PFUJgmRbLn1tBvDVB5dRKfLnpweraZdtItMQIFgeJt8VxuB14c7ygQcvWFjzZHiJ1

EWJNHcTb4jg9TiSStm1t7FzTwNDvDQUhWP6/y9nw1nrKTyyn6tuDGHfleFa+sIKda3budSlx+

7Y2Vi1cRfVZ1ZkiPIqiKIfDEbnCZGVl0b9/f/r370+fPn26rHPqTFfbvTqbEAKv10tBQQGGYe

Dz+SgvL6eysjKzncrKSsLhsBolVhRFOQIMzeKfT93Bax9t4hvqiuyTbdu8/PLL+P1+Xn31VZ5

66ikWL15MY2Mj69ev584772TevHm88MILtLW18dhjj2FZFq2trSSTSV5++WUuuOACkskk69ev

xzRN1q1bRzwezxRd27hxI8899xz3338/c+fOZcmSJQA0NjZSXFzMwoULGTdunAoaexFpSVYtX

LX/lU0lRHa0s/x/P+fDR5dgJtOz402bmhjzo7H0/9YA+ozuS8XJlYy4ZCSGy4EmNE77zenkDc

xj4rWTaNvSipWysBImL//2ZTa8uwGHx4m0JWtfX0PLlhbWvLYG3aFTOq4Uo7Pv4152UUrJ6hd

Xd1m6oyiKcjioKEtRlB6RSqW47777ePbZZzPphpAOFhYvXswtt9xCa+ve1/F0RzQa5f7772f+

/PnqRqpHSWLtjTS1JahrinarvcDuIpEIDoeDvn37MmrUKG677TZCoRBLly6loKCACRMmUF1dz

UUXXURtbS0dHR2Zyr4VFRWEQiFyc3NZvHgx8Xic999/n/Hjx2MYBu+88w7jx49n8ODBnHTSSZ

x66qls2rQJKdPph5WVlZSUlOByuQ7xZ6Mcrcy4ybI/f0y8Odb91yZNkh0pkOkU1p1rd9LwZQM

5pTk43AYOp44v7CM8KB/D6yC6M8rwi2pIRpO0bW/DtmykhERbnLbt7ax+aTXJaJLB0waTW5FL

9dnVJCIJmjc2k4qZCMQ+02hjzR0s+8vHmPHUQX4iiqIo+6YCR0XpxTrXdFmWRTKZJB6PZ/4ej

8dJJpNdAgDTNInH45k1aJ19U03TxLIsEokE8Xg8U+Cq87mQrqAci8VIpVJ7BBWpVIpIJIKUss

trOnXuT+e2d9//zsc7t7v7NlRf156UvqMtLwqyobYN0+5+4KhpGueddx4dHR306dOHvn37smz

ZMnRdJ5VK8eijj1JSUkJeXh7f/e53WblyJR0d6YqTFRUVQDprZfz48dTV1bFt2zZWrlzJmDFj

AOjo6ODaa68lHA5TVFTE7bffzpo1a9J7LwT9+vVTWSu9jO7UKZ9S2e31gVJKpC1xuAzS8Zygp

KaE3P656cc9DtAEmq5hGBqBsJ+GVfV4sjxYKQt/YSC9NlKA7tKJ1LWz9rU1uINuBp05mG//x5

lUnTEIaUpeve0Vmjc2fe1gjO7UqTi5P7qzR1cgKYrSy/ToFca2bZLJJE6ns8uXczKZRNO0Lim

riqIcfrFYjCeeeAIhBG+//TbvvPMOP//5z8nPz2fWrFn079+fOXPmMHDgQBKJBLNmzeKvf/0r

U6dOJRAI8P3vf5/Bgwdzxx13MGjQIP70pz+xceNGbr31VrZv387cuXOZOHEi99xzD2+88QZ33

nknDocDTdM455xzMiX8hRDYts1dd93F008/zQknnMAdd9xBQUEBpmnyX//1X8yZMwfDMLjjjj

v47ne/i2EYfPjhh1x44YUAnHLKKcyePZt3332X3//+9wghcDgcnHfeearScg+REvr3yWb5hmb

GDi7AcQDZni6Xi+uvv57LLruMhoYGnnrqKbKy0msmr732Wq688ko0TcPhcODz+fD7/QCZ7w+H

w8HAgQOZP38+n3/+OXl5eZkKoE6nk3nz5lFTU4OmaTidTrKysnbtu1Tpqb2Q0ARZxUHyKvOoW

1H3tYVxvnoR5PQLMejMQfQd2zedRirAX+BnyR+XYKfsdB9IQTqFNGlhpSyaNjax8h8rMdwGp/

3mdHSHjmZonHX7WWz9eCvbPqkl2hBFd+l8Nv8zxlwxhlQ8hebUsSP7LpAjgbzKPIJFQVVZVVG

Uw6rHhlZt2+bLL7/kxhtvZO3atZnHY7EYjz76KAsXLuySvqYoyuEnpWTnzp288sorzJw5kwce

eID//d//ZdOmTTzzzDOMHDmSF198EdM0efHFF2lra+OZZ57h9NNP529/+xutra2ZbSxZsoQ5c

+Zwyy238Jvf/Aa/389TTz2F2+1m0aJFnHzyyfzoRz/iV7/6FVOnTu2yjllKyd/+9jfGjRvHk0

8+idfr5ZlnniGZTLJgwQIWLVrEX/7yF+6++24ef/xxli5dSkNDA0888QQPPfQQCxYsYOLEiSx

dupTJkyfzb//2b8ycOZNvfetbKmjsYf37ZLG+thXrABY62rbNI488wltvvUVeXh7FxcVomkYg

EGDYsGFs3rwZgNzcXF5++WUeeuihzIzj7rMxubm55Ofn84tf/ILKykr8fj9ut5sRI0awfPlyc

nJycLvd3Hnnnbz55ptdWiYovY/hcjDqitE4PPsxeC3TM+N9RpZQdkIZnmxPJtgsGl6My+8i3h

YnGU2SjCTpaOwgEU2k01qjSWKtMQqHFuIOuoH0oFlW32wGnl5FXv9cXr/jdd6a8xab3t/E2/e

8zev/+RqJ1vjX7pLTYzDyB6Mw9mf/FUVRDkKPXmUSiQS1tbVdAkQpJc3NzQQCAaSUmXLrtm2j

aVqmLHpnufRkMgmkK612llHvTEmzLCvzuKIo+8cwDKqrqxkyZAiFhYX06dOHU045hSFDhrBy5

Uo2bdpELBZj0aJFfPe732XUqFH06dOHadOm4XQ6MzM1NTU1VFdXI6Vk/PjxnHrqqfTr14/S0l

I6OjrIysoiPz8/00j8XwO6YcOGMWLECPLz81m9ejXbt2/HsixWrVrFt7/9bSZMmEBHRwdLly5



l8eLFlJSUEI1GqayspKioiMrKSizLQtM0wuEwJSUlBIPBI/Sp9l5up4HP4yASS+J1O+hO3K5p

Gt/61rf4zW9+w4wZM3C5XPz+97+nsLCQgoICLrvsMs4880wARowYwaxZs/B6vXvug9vNxIkTe

fnllxkxYgRCCDRN49xzz+Xee+/lhBNOwLZtLrzwQiZNmgSkb+DVIEMvJSBUFqLv2H5seGfDNw

4gSClJxpKZ48W2bIQAp9fJhKsn8s59bxOpT6fei87heSlAS7/PkO8OxeFx7Hpduv+j7tCp/Ww

7kR3tRBsiANR9vh3btNOziF9zaPYb049QaUgdv4qiHHY9Pjyl6/oeFzdd19E0DSEEa9eu5YYb

bmDFihUMHTqUO++8kwEDBpBIJHj44Ye57777sCyLOXPmcPbZZ9PR0cE999zD1q1beffdd3nkk

UeYMGFCT/9ainLM0jSNgQMHZnreud1u/H4/tm1nzs2Ojg7WrVuXedzhcGTSBzsNGDAgs8YwKy

sLr9eLZVldznnbtru00ekkhKCqqgq/34+UMjNgFI/Hqa2tpaysDCllJg2xtraWUCjENddcw7X

XXsv69eu5/PLL+cUvftFl3aZyZLicOrGEiUSmC3p0w4ABA5gzZw5tbW1omkZpaWkmDfWMM85g

4cKF2LZNVlYWBQUFaJrGNddcg2EYmUFDwzCYOnUqw4cPJxwOZ46/nJwcZsyYwSWXXAJAQUEB2

dnZAJlZcrVkonfSDI2xPx7H1o+3kowm9/1EkQ4UtyzewuBp1biz3Wx4ewOeHDf9xpUSHhhm6s

xv8dnfPmXz4s27+kIKDI/BgFMGMPjsany5PsyEyRcvf0GgIEDJ6BKa1jfRurWF3UdapC0R+te

fPw6vg9E/Hot+IHnhiqIo3XRUfUO2t7fzpz/9iZ/+9KeMGDGCZcuW8fLLL9O3b19effVV1q9f

z/z586mvr2fWrFkUFxfTv39/GhsbKSws5Nlnn6W0tPRI/xqKcszpvOHuDOg6i8p0/t3lclFQU

PC129j9hrsze2D3bezPPuyeMiiEwOVykZeXl9mGZVnU19dnMhLGjx/PE088QUdHB4sWLeLPf/

4zl1xyiRp5P4IE4HLoxJN2evFVN/8pOiuklpSU7PEzl8tFVVXVHo/n5OTs8Zjb7d5jG0IIQqE

QoVBoj+eHw+Hu7ahy3HEFXQw6azCfz/8Madrsa7pcaIJgSZCPnlhK86ZmNEMjEUkgEPQd14+c

fjlMvGYSY64YS+u2VhweB76wD6fXgeF2YMZNPv3rp3z56pcIAYbbkW7NkbS6vuXXnTsyHewOP

rsad8B9SD8HRVGUfTmqysd19uMqLCykrKyMc845h5/+9KckEgnee+89xowZw+DBgzn11FM55Z

RT2LRpE5Zl4XA4qKyspKysDLdbXUAV5VDz+XxMmjSJ5557jlQqxfLly/nLX/5CMpns1vowKSW

GYey1cuW/vl5KiaZp9OvXj7/+9a9EIhG2bdvGSy+9xPDhw9m0aRMzZswgGAxSVlZGIBDIpMB2

vo9yZHicBvGkia3WDCrHmOqzqvGGvPsMGjVdY9K1J3DyL6dQdeYgXEEXU345hb7j+vL+g+/Tv

qMdAKfPiS/so7immHBVGG/Ii+FOp6fWflbLmn9+STKaIBlJEt0ZId7azXYgAjw5bqrPru724I

yiKMqB6vHAsXMmYXedN3pZWVn8/Oc/Z/bs2fh8Pi666CJisRhCCNrb27nqqqvIzs7G5/Nx++2

3s2rVqi43l2pto3Io2bbNSy+9xMiRI5k/fz5utzsT8Dz77LMMGTKEl156CdM0j/CeHrjOtcOm

aWYCt0Qikfn/pmlmWmOcf/75NDQ0UFJSwvz58zn77LNxOp2ZasmdM4yd65R330bn2sPO9NKnn

346s14ZyLQD2X1msbO9xve//32qqqro27cv48aN45xzzmHKlClUVFQwZMgQwuEw2dnZLFq0iN

NPPx2Xy0V2djZXXnklzzzzjCp4cgS4nQbJlIX66JVjjeEy6P+tAelr/b8cv9KWpOIpWrY0Yzg

NSkaU8O3ZZ5JTFmLi1ZMIDwrjyUkXy5G2JNYSo2lDE00bmjAT6e8JTdfI6ZeDbX41I9/d9bVS

SjRdo/8pAzFcaoBMUZSe02NXHE3TyMnJIScnp8sF0jRNduzYQVFREVJK+vTpwx//+Eei0SgrV

qzgvvvu40c/+hFer5fHH3+c0aNHZ0qxB4PBzM2m6r2lHGqapjF69Gi2bdvG9OnTyc3NZefOnU

ycOJGmpiZisRijRo06pme2vF4vP/vZzzJrGcPhMPfeey+BQADDMDjvvPMwTTPT+uC+++5j9uz

ZbNq0ifvuu49AIEAwGOT3v/89Xq8XTdOorq7mrrvuIhgMomkaM2bMyKw/u+yyy/j2t79NTk5O

pqpqZ8rpsGHDMusmO9/X7XYjhODmm2/m6quvRghBOBzOFET5wQ9+wBlnnAFAMBgkOzsbIQSXX

nopZ5xxBqGQKhjR40R6jWM8mV7jqCjHEs3QqDqjis0fbKJ5U/NXPxCQPyifyTNOxEpatG1rY+

XClWQVZ1H9nWqW//1zQmUhdCM9gG0mTJY99QlbPtwCAkZeMpL+pwxACIHT7yRvwK72Hwdwigg

hyOqTxaAzBqHp6t5HUZSe06NXHJ/Ph9fr5aWXXqK1tZW2tjY+++wzPv30UwYOHEhrayu/+c1v

aGtrIxQKkZ2djdvtJhQKMWzYMD777LNM365bb72VN954QxXAUA4rv9/PT37yEyKRCCtXrsQ0T

ZYvX059fT1XXXXVMV+1U9M0gsEgPp8v8/dQKITD4UAIgdfrJRgMYlkWc+fOZdSoUUyePJkrrr

iCiy++mOrq6sygkMvlAtJ99HJycjJrFoPBYCbQ8/l89OvXb4+qqi6Xi5ycnEyRrM737XxOZzp

qaWlplyqaXq+XsrIyysrKCIVCmdd3vk9njz+l5wgk2T5n+t9OxY3KMcjlczL8ghp0p5HJWBAI

CocU4svz4c318vnfP2Pj2xtY8fwKdq7dycDTqyibXE68NY6VtOhojLJ5yWY6mjqINcdYtTDdz

9FMmLRsaSHeGj+g80NKie7UGX5BDU6f8xD/5oqiKF+vR6dKcnJyuP7665kzZw5jxoxBSkn//v

256aabGD58OAATJ07ktNNOQ9d1xo8fz6233kowGOQ73/kO9913HyeccAKWZXHxxRczefJkADW

joBw2Ho+Ha6+9lj/96U9Eo9HM406nkxtvvDETLB3vdF3n4osvZsqUKZn1g+Xl5b3m91f2n5SC

rQ0RhlXkoalm5MoxSOgaBUMKCJXn0PBFAwASSePGJrYu3Uq4Koy0JLZlY8ZT6dZhARdCE7z8f

18ib2CYtm2tJCJJNCM9Pt+ytYX3HniPVCxF88YmYt/Qm3Gf+6YJCqoKKBxa+I0VVxVFUQ61Hg

0cNU2jrKyMf//3f+eqq64CvpqB2L3c+gsvvJApt15SUpKphHfddddxwQUXAFBcXExOTg6WZfG

LX/wCv9+v1jgqh0VeXh5XXHEFf/jDH4hGo7hcLqZPn96r0iCFEOTn55Ofn3+kd0U5yklga0OE

U8f0xVBpdMoxyuV3Mery0bz+n6+RjCQRCOqW12GnLMIDw4y8dBTBoiD+wgD+fD8b3t6AnbJpq

22jva4d27K7btCWbP5gU7ridGdvxm6SUuLyuRh+sZptVBTlyOjxxVlCCAoLCyksLNzrz91uN0

OGDNnrz3Jzc8nNze3ymK7r6mZWOax8Ph9XX301jz/+ONFoFIfDwa9//Ws1UKEoexHtSGFaNn6

vurFVjl1CE2T3zSa3LDe9FhGwUxaFQwpx+py4s9wMOG0gnhwPQgiWPf0JqY7UV4HhXgYVbdPO

bPuA9kkIQmUhsvpkHfA2FEVRDoYaDlaU/RAOh7niiivw+Xxce+21x/zaRkU5XGqbouRne9HVj



a1yjHP6nIy8fBRO/1eDIKtfWs3mxZv47G+f8vGTH2FbkkR7Agkkognga5bPCA68dYYEV8DFxG

sn4fKpJQKKohwZx245SEXpQT6fjxt+/nPq67Zzy00zj/TuKMpRSQDbGiIU5flU4Lg7VSTomCS

EILtPNn1G9mH92+sBiLfE+eC/P8C2baSUxP/zdVq3tpCIJA7v0gUBJTUleLI9qm+joihHjAoc

leNOypa89kUzHSn7m5/cDVLqnHzlb3l9q4StOw/hhsHn0pk6IBunKnag7IsELJujNwqRIASNr

XEG9MtVhXGU44LD42DMD8ew9ZOtJCNJEJCMpdc8IqB+9Y4DXrPYHa6Ai9E/GoPhVrdtiqIcOe

oKpBx3TEvyt2UNNERTh3jLAqEJpB395qfuL5kOA4qDTk4oD+JU6yaPC5ZpI+1DGeAJssrLcfq

82FJDJg+2DZFkV5cBNF1DNw5+1YIQOvn9BtPYFuN75SFVGEc5bjgDLgadNZjPnvkU6JqKKi15

+NcbSqiaNghXQKWoKopyZKnAUTnuSAkdSZtowjpq52a62LW/x8S+Kt/ITFosfu5ztqzccehSy

iQgrfRNqlF/UNsVElJJk7adUWzbpubUgUw4ZziOg5zJSNkap37/V1x6ejUel/pqOV509jHM9D

P8l3TM3lBZWtM1qqdV8+VLX6T7L+6uB359V7aLwWcORlODMYqiHGHq2105LgmRvqE5Jm5pBGh

CLVs5XliWzdqlW4hHEodoiwJhpMga8ybJ2nJiWyoOKls1EU/RWt+OmbKRls2S51dQfUIFuX2y

D3ybKYtHF3zOG3+7h+zfXnzgO6ccFaSUWLaNmUqRSKaIRKMk43HQNDxuNw6HA13XMQwDXdfQh

EDT0v8VmrZbMCk4XuJKp89JzQUjWPLY4n1WTT3kJAhdUHPBCFx+NduoKMqRpwJHRVGUQ0lKrJ

R1aGcHhEFiWxVmWzaaduDbjUUStDZEsE2JpgkkGomOJK0NEULF3S/xL4FE0uTFxZupLs2mdt2

nWLaNSrg+9kgpMU2LeCJBIpkikTIxLRPbtLBtC1sKNAui8SQinqQzItQEuwJHga4JNE1H0zQM

XUdoAodhYOz6I4ToEnAda7OVFSdXsPqlVbRua+2ZNxQQLAzSf2r/nnk/RVGUb6ACR0VRlENs9

xtil895aG6Q2ytxIHD4D6BxOBIzYeLyOsjrk4W0JA3bWgGJEGBbEkn3Zr0tW/L5up28v3w744

YU0r/Qw9FbuEf5V1LKdM9BKYkn4kSjMaIdCWIpC4eu43ZoCEDXdIx/WXu9e/qqRJI0beKJJLo

Ap1PP9LiVto1t7Qo8LQuhaRiGA5fLRTAQwO/3HVPBo8PjYOT3R/LWvW9hpazDuu9SSpxeJyMu

HakK4iiKctRQVyOl17Gl/MbbW4GgO5Mv+7fN9Mi80nsIBP4cD4bLOJj2benjRggEAintzI37f

m9Dprckd0WHyY4UjbWtZErsdGPnpIR3Pt3GO5/XUhIOMGVkH/r3ySaZiHVrn5QjwzQtOmIdRC

IR4okEmmag6TqpZIq6HQ1Eo23kZGehh8K4PW50w7Hb4bH7dU6AbWOaJslkBy2NDcQTcUr7leJ

0GGiaRiwWpa62llg8jqYb5IRCJOOtxOMxAoEgNcOHYhjH0Py0gKKaYsIDw9Qtr8O2bQ7HggiJ

RAhBqDxEcU3xId++oijKgVKBo9JrSAkOXXBWdS66Lr420DNNyT9WNn3jDXrnNk+rCuFxavvcp

iBd7XXBysZ0RwWl1xCadlCtKXQh2LZzK6s3LieRjFPRZyBDyoeTMve/arDY7X8B9L2k0e5rD0

3LpjWSpDWSYPn6nbz1aS0ThxVxxZmDyQ16cBrp3y8RV7ONR6tUKkVbWzvRjg6E0EiZJgKB0NL

po0hwOBzkhrIR0qQj2kEqtR2Px4vH68Pj8eJyuXA4nNgyHSwm4h3EYjE6olHisQ5s2yY/HMbr

9dLW1sKXq1djSZvSsgpy8vJp2rmT+rpaLMtCSonhcHIszlAbHoOxPxnHlqVbsK3DFzhqukbfM

X3VbKOiKEcVdUVSeg2JxKFrXDamALdDY29zhBqCjpTNrJc37vXnexDplL3atgS/OrWUoFNjb/

VRNQSxlM2Lq5o4Rmq9KkcDKflk7Ue8vew1YokYIFm9eTnLvvyQi065AiFEt2cf95TexvraNtb

WNtPSlqQtmqQ1mqQtmkDXBX6Pk6DPSVlxkFuuGIvHZeB26sf0erXjnWVZNDY2E412EE8ksSwL

2zZJpVJIKdNFbDSBoRu4XC6cThf+QAB/IJgujGOaCCSaSK9ZlIAlJbad/pNMmSQSJl5PEJ83S

DIZI9LeRmPjTlxON+WVAzBTJrGOKM1NOzFTqV37YGNZ1q4A8kh/St0nhCCnNIdgUfCwv5fu0N

V5pSjKUUUFjkqvIgBDE3gcey8w0ha3uGfRFr7cEduvwXBB+mkr6zq4/62t/PJbfQm49p56ZXX

mCarAUdlP9c07eGvZa7RHWxAifcymrBQbt6/js3UfM6xiBELoHOwxJSW0dSRACkry/Qz0OPB7

HHjdBg5dR9cEui5wOXTVauMYkUgk2bq1li1bt+FyufB4vCAlKTOFpul4fR68Xg+GrhGPxdjZ0

EA8FkMKgc/nIxjMIhjMxuVxo+k67Jpb0wDNYdBYXwdCxxHUCASCeKQLl8eNmUphppKkknES8T

jxWAeJRALbTqdYd/5XHMOXQSEEhjoPFEXphdSVT+lVvu5exbIlq3Z08NGWKClLdquMfMKUfLI

lwsq6Dsb1C+z1tcfi6LpyZG1t2EQsEUVouwYjJGiawJY2qzeuYEhZDYZxsMdWusLqoH4hqvpJ

9F2ptYauHTetFHqbdOEbm0Qiznvvf4qUNi6XE6/Xjc/rxeNx4Xa5cTgMXG4nHq+HgN9PKK8Ah

0NH2jaR9naamhoxzRSBQDY5OQXE4wmQEk0XgKBfaT+EEOm2HfEYdiqJkBLbMkkmE5hmKp12qW

nYto1tp/P009VVHUf2Q1IURVG6TQWOirKLpgmqC71cPraAP36wfb9fJyW4DMGlo/OpLvSqm23

l0JDgcrhwOV1MPW0qr770KrZt851zzua5vz+PaaY4lLPXLqd+UGsxlaOLlGBZkmg0jgTiCZP2

jiSaFkEXoGukW2U4DByGjtvtwu/3EgwGyAoG8HjdOAwHHpcTQzcwrQROB3i8HgyHE8MBLc3Np

FIJbMtKv6FIV1JN7UpLBdANB+l+juljq/Nxadsq+UJRFOUYowJHRdlFAAGXzrlDc9EEPPz+9m

9sUdBZHOeKsYWcPSSEfx9pqorSbULidvmRtkWf1Of86vsdrKnT2LJtNVLa6T56apRC+RqplEU

qZaEJgRRaOlCzJbpto0ubBGZ6sEAT6FoUUd+EELtaQTh0gsEAebk5hEI5BAJ+nM7/x96dx8lV

1Ynf/5x7b21d1Wv1lt47KyEL2YAgsokRwiI6DD4wgoCKgPxkRAQVZ0AfRwdxFBiBCQyyyMODi

mxh9xmGNSDBAAlbyEp3tt7X6trucp4/qqvSne5sEOwk/X2/KLq77q1Ttyq3q8/3nnO+Xz/hcJ

CBRAzHHn7hIlujUWs9mHBHg1KYSqEsa7DWo0E6nVlv6TiOxI1CCHGAkcBRiB2E/AZfmhVFa7j

79RZcb/RpqxqwTMUFR1Zy6owSIn4JGsW+o7XCMhQnT0xxfMHbSqVuYQAAIABJREFUhGdHOGwm

fPjeO7z6Vx8tnVtIpZOYwfBYH6rY72Q+sGzbwbGdTFCHh63ANC38jov2PAxD4WpQrsIzto8KK

qXwXE0q3UtXVz9KNWFZJlOn1FNZWUYiGcus87MyZTeyj8l+VYNBomEYw743zEyiHdu2Mc2gXP

cQQogDzOgZQoQYB2x359e7A5bBl2dHOWFqEaYxeukOA5g9IY9TpkvQKD4daTvN6nZNUNl4HWm



MNX389bUkpmFiu2k+2rZhH2RVFQefTOZT23aw0w627ZB0oKdqCnGfhZ1Mk07bpNKZ7Y7jYtse

juPiuR6u6+G4mZ9txyFluwzEkwwMxPE8N7PdcUin0ziOk6ljO3geZhPgZDOn5tY1kpkam0vUo

2TdtxBCHGgkcBTjihr8X9rR/OtTG/nv17bheCN7Lxp4o7mfv27sw9V61OmqGvigNcEf3moj5Y

wszuh6mpfX9/KzZ5voSThydV3sFcNQrPjwdaziQ3h2bYT4h/3c/0qAqqMv5ex/PAeA5e+/TCq

V+FRqyYkDm9aDI46ug2O7hAqq6So+EqeoAdu2cRwX13FxbJd02sFO29hpl/Tg9FbHyQR+ju1k

9nM8nMH1idnPMm9wPaNj27lsqUMDyGzw6LouyjDw+XwEg0HSSYfEQBw4cIvaDi8rMvxvyNCfd

wyks8H0joH2joZmoBVCiP2FBI5ifFEK29X89NmPeHvzAEvf7eSe5S0k7e1/uD2tWbahl5te2E

ws7e6yS56wPR5/t5Pfv9FKYkgbrqdZtrGP3760lWUb+7jxhc0k0nuXqVWMbx9sfIfWnm1cePG

3qD3t59y+5UTqFn2PExefxhlnnkbQH6Stu5UX3/4fHM/5VOq9edrFcW3pvB6QBgM3xyOddhjo

6aCxZy1m27ZMgJgeDBjtTPCYGXUcHIG03SGjldlA0skkwcHAsqzc+aa1xnHdwWDUGRY8Arlsq

kpl1lx+8O5G1q3dQEGBhWEceDM1PM9jzZo1fPGLX6Suro7GxkauueYakskkWms+/PBDfvzjH9

PS0kIqleKWW26hsbGR2tpaamtrqampYfLkyfz5z3+mp6eH6667jtNOO40NG7bPHkin0zz00EP

MmjWLhx56SH7/hBD7DVnjKMYNQylSjscv/6eZlVsHcLTGTmcCP4Xin+aX4TcNXt3Yx80vbqE7

4WDspjOuFAykXZ56v4vSsI9TZ0QxFby2sZ9bX95CZ9xBAX9r7udX/9uMs4vpsUJkJdMJXnv3J

cpKS6mpr8FnTaSqcSqRcKaUgtZQVFTM1pYtvN/0DpWl1cyaNBdTmeh9kHLE81xsL81bzcv4YN

sKTprxFSYUNkgx8gOKxnU9XM/DcTzSiT7UuuWodBKf46A0KENhGGrIWkSVuY9Mwhxj8JZpTuN

6GgbLa1iWlRtty44uZr83B9cyKqXQaFKpNG0t3Wzb2kp5ZTHzD59NTU31AZnFd+3atVxzzTWc

e+65/Pu//zue5/HQQw/xs5/9jB//+Mek02na2tpyI4t9fX2cccYZXHTRRbk2DMOguroarTUdH

R34fD7efPNN6uvrMU2TeDzOqlWriEajxOPxMXy1QggxnASOYlxxPc3bWwbwBqefKqWIpVwef6

8TT2sml4a4/dVtdMftPe7UGErRl3T5f99soyRkYRoG//nSZjrjdi7wTLvbn1ccuLTW2IPT8vx

+fy4xyL5+jq3tm2jvbeWYWcdgGgY+n0l5WXRw9CZzDn3zm1/n3395PYlknL+9/yrTG2Zh+sxP

VOLA0y6u5/JW88usaHqZWLKXoD+PglDJHgeNMm12Z8bifdE4joftuHhpG9XXk5lmZHsYeCgjU

4/RNI3BpDYGhjEYUCqV+zqYanX7lEvPHRY8ZqdUDp2uahgmWkPbtk76+nopKi5k9mHTmFBVST

QaJT8//4C7EKG1prW1FcdxOPLII2loyFxMsW2ba6+9li1btgBgWdu7VpZlUVVVxaxZs0a0193

djc/n44QTTmDlypWcfPLJ5OXl5Z5j/vz5w9oSQoixJp9IYtzZcc2iMRg8PvZOJwFL0ZNw9vpK

uKGge8Dhty9vBQXd8ZGjlTtbKykOHOl0mscee4wHH3yQa6+9lkMOOWTYtL1PSimF53ms2/whA

Cee+DlM0xx1HdRhc2czc9os3n7vbbpj3TS3bGBy9bSPUaJDoVC4ns3Kza+y/KPnSaRi9Kd7CV

l5HD3pZAJWCNdzdnXgaMD0mWjl4WpXMp8MocnUOPS0x/DIfrR0zXpwv4/PGFyFosgEg67noJM

plGmgUSjPBXQu46nnZoLITOCoBiu97Phz5tDdwXWN2Yyq2dHFoQGk4zjEYwmaNm4ivzDI9BlT

qKgop6ioiMLCQsLh8D79vfl7UUrR0NCA53lceeWV/OIXv6CxsZHDDjuM22+/nbKyMtauXTvsM

dnR2GQymStXYgyu98y2WVNTw1tvvcW2bduoq6tj9erVTJw4kZaWlrF4mUIIsVMSOIpxZ7Suig

KStkfC1rudnrrTdhV0J2yAUds4sLpIYjQ+n48pU6bw3HPPsXLlSubOnct1113HIYccsk9GH7X

WJNMJ1m36kGAgyLRDpuYCxx2ZlkV1dQ2rPliFpz3auluZWD01M81wjyk87bGx4wOeffkOBlJ9

xO0BFApTmXja5Y2m53l787JdHPRgO57HBT9bzO//+hsMtS9ru++8pb2NTS3Th+M6mTYH36bt7

9ZupqUP3T7qrjsfa1UYvLL2KUxlgcqG6uSCfKUUyXiSuYsn827na3yUjGRmRagh7aps+zs+T2

bUMPuRYxk+5tQdnTkfleaoo+bT2xcjNpCkrz9GX28f8YEBPNfFNAwMIxs0qtx0VUMZKAOUyo5

EQq4MpKtzaxmzQaNpmliWheN4dHfG6OzswDJhyrQ6autqKC0tpaCggHA4TCAQwDQPvLWNWTU1

Ndx22238+c9/5tRTT8V1XWbNmsWtt95KIBDIBYeQ+Xd1HIebbrqJO+64I3ff7NmzueGGG6isr

EQpRWlpKXV1dbzzzjuUlJSwevVqjj32WDo7O8fypQohxAgSOAoxSKlPPs3u4waduXSvn0B2Sp

NMbfo4BhN9kClavrOREMMwmDx5MscddxxLly5l48aN/O1vf+Pwww/n2muvZfr06Z/gCBSedtm

wdT098X4qK8vw+307f4AGf9CHIpOwo727JdNhzQ4N7ZHMqFPACgGKhJ0YHKXKtKGByvxalDJ3

2Wamg2zTtqmbss9NwDCM3N4jg5wRL3y3IdvO9tj944YzDAPPc4fdp4f8P/OdHuWl6u1rR/X2+

3Lf6dwjGfruZ9uqLmok7C/IzvjM7YsefIxSmKaN53oYysycg1oP7uuhAe2NfoyZFvTgfxrT8K

G1xuezKCoKYZn95AXTFBVECDaWYZpBbEfT2dnLpuattHe0kUqlUSgsy8gEi4a7PYgcvCBimsb

gOkeXtG1jDY4umqYJCtyUYv26JuLJHqZMmUR1TTXFxUWUlJRQUFBAMBjENM0DbpRxR4ZhUFtb

y8UXX8yZZ56JbdusWrWKH/zgB9xyyy3A9pqWWmssy+KCCy7gsssuy20LBAKUlpYSi8Vy7+Fxx

x3HypUrmTx5Mps3b6a0tPRTmQovhBCfhPQwhRhjSimSiST/cs0PUZ79sdtwB1PlX3nllTsdpR

pLSimi0ShdXV2DWRa3j7bszdc93Td7G3r1f+jXXKdMKQzXZV4qhWWYpFIp/uPGG/EsKxd6DH1

urTUTJkzA7/eTTCbZsGEDzc3NvPrqqxx++ALuvuuej9U5Hlx1S32kjx8fr7n5tVaef/5FTjzx

c8NeR06iAzPZSybLiSISKR+88LF3/+4KqCyoYf7sq+gcaOH5NUtp7lyD63n4MCjKK+OIxs9hG

jtPvGMog4FYjPPu+g73/fsT+P3+3Drig8UnSTpkKDXiotSw1pSivbWN919s4pCfLGBC1QT0kO

mqoz7zzg5Hgc/0YRnw2c9+hlmzZtDe3k5zczPbtrUxMNCF50G0xKCstBHLOpR02qOzq5v2ti5

iAzES8SSJZBLbdnIjkJ5lAArX9UinU7hGZj2tndJ0dXbT3d1FRWURcyctpLi4mMLCQoqKisjP

zz8gp6WOxvM8HnnkEYLBIIsWLaKurg6A/Px8/vSnP9He3j7i91QpRUlJCY2Njbtse8aMGTzxx



BO8/PLLVFVVUVZWNvrvvRBCjCEJHIUYY3owu2F9fR0mLh935NFxMmvQ6uvr98tRR6014XCY/P

z8EXXORvs6dPvO6qSN1s7utu/Ylje45mgo13PJzGgcvZ0dE+O4rkt7ezvt7R3oUWqy7Qk/PYT

1ZmYWvUa+buP8hZO55557CASCfObohZnALXccGl/zMxxtPsHDXpCw6fHV+hdpM47GI8DeBo+G

YRLyhakpnshZ8y+mo28bL659go8617Ci+UUWNBxHyMrbZRs+K0AqYeM3A/jMXYyUilEpDOyUi

6FMLOOTv39KQSgUIhQKUVZWxpQpk0ml0iQSCfr6+unt7aGtrYOWlhZ6e7vxWS6TJ5cSDk8ELN

K2R29PjNb2Tlq3tZJIxlFGJpBJp238lsWW1j4G4t1UTogyd/50otGSXNBYUFBAIBA4qEbNsms

c/+M//oMpU6bQ0NAAwLJly+js7KSwsJCOjo4RnxeGYZBOp4e1tePFvfz8fOLxOP/2b//GXXfd

RSAQkKBRCLHf2f96l0KMOxq/z8+5555H0PfxO1npdJorr7ySCy64IJd44UCwu87R3nSe9mTf0

UYE3GSSt666Amcght+fxyUXX4IZDI54rFKKZDLJlVdeSTKZxDAMwuEw8+bN4/vf/z5z584lFA

zv3TGjMEkx0fkjhXo1PjWAUi7HV27jpUgxd991N5UVFUyeMmn7caDwknEa8mP84Kgk1RGb6nw

/naQGA8e9MzjZEUMZmQAyOokvRb5OW/8W3mx6mYFUH3n+yB6NGu2LciBi3zJNE9MMEQyGKCgo

oKysDG8wyU06nWZgYICOjg42b97M5s1bicUSWJaf0tIQE6rqMeZOxbY1hYUBXNfBTfvYsq2Vg

oIAc+ZOp6SkmMLCAoqKiikqKiIUCuXKcRxMsusTL774Yi6//HI++OADlFLMmzePm266ifLy8l

zgmP0MsG2b3/zmN9x2221A5vMnEAhw+eWXc8455+TaDoVCLFiwgKamJg499NBhWWqFEGJ/IYG

jEIOy65PGog1lKELhCJHAx08akUqlAIhEIvj9/o/dznhkx2KDndzMlMLCSBhffsGI/bJ1155/

/nkikQhz5szh6quvZvbs2UyYMAHLskjF0yOfYBcGJ86SUsX4dD+ZNW2KiNnPt48s5I9bKqmcU

JlZNzjYiRwYGGDV21s5KqBZWJvCUhpNiunOEjYZp9BtzPhE74dCEQkUEPZHKM+vJmiFDrogYL

zKrKc0MU0Tn89HXl4eRUVFVFRUMHnyJOLxBAMDA/T09NDZ2UVPbx8tLW0MxOKkUkF8lp+8sJ/

JUw6juDiTITU7kyAcDuP3+w/qc8Xn83H00Udzyy23MDAwAEBhYWFu9HHq1Kn89Kc/pbS0FMuy

uPTSS/nyl7+cW0oAmX+DiooKiouL+dGPfkR+fj6maXL22Wdz6qmnUlFRgWEYfPOb3zxopvkKI

Q4OEjgKMShkKZLOJ7u6G7IMEo6398HjPrionC3XsGPZBrEn9LDvd3aRP51O88Ybb9DY2Mg111

wzLGD8pM9vksyUSsjeoz3qgy2cP7sRExvHdVm/bj3Nzc08vvQJ/q+GDqjQWAaDSUI98vRWXDV

ypPTjUsogEhgZQIuDj2VZWFaEcDhCaWkp1dXVOI7DwMAAzz77LD3d7dRUl/OZoz9Dfn4BoVAA

ULmp29kMq+OBz+dj8uTJo24LBAJMmDAh93NpaSmlpaU7bauioiL3fUFBAQUF23/fotHoPjhaI

YTYdyRwFONOLvFk9megKGjynWNr2NKX4t7XW/D2MpDTGgpDJt89voYtPWl+99dtI/dBSnIc6H

w+H1/4whc45phjmDBhwj4pK5DN6hnUnSjcIeltFIo0hf1v8P2rryLuWNjpFGk7TayvD7MhPJh

AVeNh0m4sZKvxOeKq+hMfkxjflFL4fD58Ph+maVJdXc3AwAA1tTXU1NTsl2uohRBCfPrk01+M

GxrwGYp5tRGWN/Xn7ssPmHzvhFoOr8sn7WpMFHe8tg1jD6M8raEgaHLlCbUcUZ+P42a6/Xf9d

VsmAFVgqczzrtjUv9dBqdh/GIaxz0cBFBoPH2vMC/DTS77eQLF+n2LvPQydJO0VMLfhaMKRSk

wFHX0dDCT6KAr/DaU9HBWmyTyDduNIbCKDrcpJJvYNpRTBYJBAIJCrUyiEEGJ8ksBRjBtaa/y

WweXH1rBk2VZeXN9LxK/44efrmF8TwTIVPlPxxVlRlILbX902WNtxV21mgsarTswEnpahsAzF

l2aXooA7/7oNreGzkwv4xsIJfPOBNaRdmUoqdqRIqyLSFBJXVbRzBH6zlzxvCwO+WqY2lKKMz

OhmRbQKT7v0q+mspomUEWWA6o+VTVWI3VFKobQBnsI0PvkIuxBCiAOXBI5ifNGQ5zf4/gk1hP

0Gn5tSzOyqMJa5PTwM+Qy+NKsUjeKuv27F9YZPbR3SFKahOGd+BXOrI1hDhiiDluKM2VEMA9Z

1JLj06Cp8ppJu/TikVPb8GTw/djlgo9D4cPGTIEzSqEBjMnTpmGWYgIlNOV1EAWPI2sg9Gw1S

ezqcLsY1V7u81fkWrfkfoWrTbPA2Ms2dRr6ZP9aHJoQQYgxI4CjGFT34v3DQ5JKjqwj5DMxRO

tF+S3HGzBKWN/XyzrYBPD2yS24As6vyOOmQ4lHLaAQtg9NnRrFdTSRgMpByR+wjDm5aaeI9CT

AGo0dPk07ae5jAKJcmZzfbd7XP6Dxb0vyL3XM8h+e3PEtf5H16TYfOtjzmDswl3y+BoxBCjEc

SOIpxa1elL2xXc/+KVta1JzLJdEbZRwNr2hM8tLKds+eVE9pJ8BiU37JxRw/5Jt6XAgV2yqG3

rR/H2Q+mKmtymWN1toijxJFiCE972J5NNK+IdJ6Pbl+afi+F47qkvTR+Q0r+CCHEeCNdWiF2k

HY1973RwmPvdhJPe6NOU80aSLk89k4nGjhnJ8GjGIcGC4ArpfA8TSqRor9jgHTK2W/S6yoyU6

eVoSisiGCY+8FBiU+F1ppkMplZr7gHyW00mg963+WVjhfxB5METB+hIISjPSzd8iBl3VHOrj0

fU+35mkfTNCUbqxBCHODkU1yIIdKu5v/5WyuPvtNJYjdBI2QSR/SnXJa+0wnAuQsq8EsHfFwz

TJPaGZVsfHtrpsM+kKK3fQDXdjMB416cHrvr5OvR5lDvIa01ofwAn/3HORSWydTDg5nrujQ1N

WEYxu5rLWrwlMdm6z1KCgwiwTIcp5PCgjQNlRMpNQuwvRjNm5swtW+3n5HZKdGhUIiqqqpxU+

tRCCEORhI4CjHI8TSvbezlsXc69ihozDIU9Kcclr7bycRoiOMmFe7xY8XBx+c3+exX5nLE6TM

B8DwPz/H2MsBTeK7HU//5v6x4+t3Bxw82oEEpzeGnz+bky07A9Jl83HmmhmEQLgrhl/nUBzXX

dfnggw/o6+sDdnNBQmfW5m6IvskG/T4pJ0GaJK7r4jPWYCmDxqpJ2B8WY3n+3Z7XWmsMw2Dq1

KlUVlZK4CiEEAcw6S0IMcg0FIdVR5hbE+Hl9X173M/XgKkUc6vDzKkOS9A43ikI5QcI5Qc+UT

Oe6+ELWrhpB9d2h3f2FfiCFiXVhVg+KZEgds00TRoaGti8eTO2be9m70xlUWKFxFQI0xfGrxR

6MN7zPJd1H/QwJxQmYO3+HNdaY5omoVBIakAKIcQBTgJHMa4MrYow2raikMXVn6vFMrbw0voe

dpd4MluS4/hJhXz7mCoKdzFyY8kUVrGXcomZdpzimh189DxAAkexa5Zlceihh1JXV4fr7ll25

3n2PJq7mnEcGz10RFuDchWTy6cQCoX2+BhCoZCMNgohxAFOAkcxbigUaVdz4/ObMHfTgRlIOX

s8+U8BPQmHW1/agt5JVKoAx/NwPUldKXZOZ+vFDPnecz081xs2WqNQoDWGaQx5jJLRbrFTgUA



Av3/PM6GWUUZtRe2oZVsUmbW8ezuCKCOOQghxYJPAUYwbSoHraV77qH+3+xqKPVo2pgDP07yz

bWC3o5MAntTOEztwHY/e1hi97TE6N/fg6Wy5DoU/L8TME2eO2nm3giFWPPUBSqnMOjJTUVpdR

EFZPoUVEUxLRnfEcHsbuEkWVCGEEEPJXwUxrmgyNRr3xJ72sTSQdvZtm2J8cFIO/3P363z4eh

NO2sWx3WEXLDzPy2ROHUVf9xY2rNq2fX8Fls/E8pvMPG4yx5+7QIJHIYQQQuwzEjiKcefTCN4

kIBQfx5rlzbz9P2uI9yUy0093OI+UGnlfVm6K6pDAMTswuXzpO1RNKWXawgYMU4JHIYQQQnxy

0qMQQoixoGH9W5tJxdOZwuyGyhVoH1aoXY9+y+TLGbI/CmPw++RAmk2r2/Bcb2fPLoQQQgixV

2TEUQghxoKCz541h8NPmTE8a+U+klcQwLQk46oQQggh9g0JHMVByfb0Hq9l3B/Y3qcROoj9Xf

GEgrE+BCGEEEKIPSKBozjoBCzFFcfXkLIPnFAs5DcI+WTmuBBCCCGE2D9J4CgOOqahOLwuf4/

KY+wvlALLkAw7QghxsNFaY9s2AD6fT+pZCiEOWBI4ioOSBGFCCCHGktYa13Xp6Oigvb0dgPLy

csrKyjAMmWEihDjwSOAohBBCCLEPaa3p7e1l06ZNpFIp/H4/Wmuam5tJpVKUlJQQDodl9FEIc

UCRwFEIIYQQYh9xXZf29naamppIp9PU1NQwYcIEPM9j27ZtdHR00NraSkNDA6WlpRI8CiEOGB

I4CiGEEELsgt7DRfP9/f10dHTQ1dVFIBBg0qRJFBUVYZqZ0jh1dXV0dXXx0UcfsW7dOhzHoay

sLLd9dyTIFEKMJQkchRBCCCFG4XkebW1tdHZ27lHwGIvF8Pl8RKNRKisrCQQCw4I9y7IoLS0l

Ly+P5uZmtmzZQktLCz6fb7dtK6WIRqOUl5fLGkkhxJiQTx4hhPiEtNa8/vrrTJ48mWg0SnV1N

UuXLs1tTyQS3HzzzTQ0NFBWVkZZWRnl5eWcfPLJbNiwAYDVq1dz+umnU1FRMWyfr371q7S0tI

zVSxMHMdd1eeihhzj77LP58MMP0Vqjtaazs5PLL7+cdevWkUqlRj13P/e5z/Hhhx/iui6PPPI

IjY2NuXP/8ccfH+uXts84jsPKlSvp6uoimUyOuCUSiWG3YDBIQ0MDNTU1+P1+PM/LpM0evCml

UMogHA4zZcoUKioqsG17RDuJRGLE83R3d7Nq1apchlYhhPh7kxFHMe7teBV5V1OBhu472n672

y4OPo7j8Pjjj/Pggw9y//33U1VVRSwW4+abb6a5uZlLLrkE13WJx+OcffbZXHTRRblEGUuXLu

Wuu+7iqquuIp1OY5om9913H9OnT0drjVKKUChEcXHxTp8/e87t7Hzc2Xk42rZdtSUOTn19fTz

55JPMnz+f73znOwQCATzPo729Hdu2c+fuOeecwze+8Q0CgQBaa/x+P8XFxTz66KM89NBD/OEP

f6Cqqor29nauu+46PM/j1FNPxbIO7G6G53m0traycOFCIpEISikMwxjxdej3Pp8vl1HVsCwGN

n5I9xsvg1KUHH4cwbqJaK0xTZPy8nJKSkrQWuN5Xu5r9pYN5j3Po7+/nzfeeAPXdcf6bRFCjF

My4igOalprVq9ezXe+8x0++OCDzNXfQV1dXXzta1+jvr6e2tpa6urqmDZtGjfffPOIYNK2bR5

99FEmT55MTU0N9fX1PP7447k/4I7j8OijjzJp0iRqa2tpaGhg6dKluK5LKpVi6dKl/OxnPyMW

i/1dX7/49PX09PDcc8/xrW99i/nz51NbW8v06dP53ve+x4oVK2hqasp1KKPRKFVVVbnz7dhjj

6W1tTV3Xvj9fmpra3Pba2trKS0tHXX9U09PDxdeeCF1dXVMmjSJW265hVQqxZtvvslPfvITfv

aznzF58mS+/vWv09bWRjKZZMmSJdx9992ce+65ucckk0k8z+ONN97Inb8XXHABHR0df++3Uow

Bv9/P6aefzmuvvcaqVauGXTzIXkAwDIOSkpJh525lZSVaa9auXcuhhx7KjBkzqK2t5bDDDmPx

4sU899xzxOPxsXxp+4znecTjcbq6uuju7qa3t5e+vj5isRjxeJxEMkk6ncZxHDzPw3YcPK3x0

mn6Vv6VrQ8tIfHX24m/djtbH/4vet/5G3gezmBwmH0Ox3FIpVIkk0ni8TixWIy+vj56enro7u

4mHo9L0CiEGFMH9qVAIfZAKpVi69atpFKpYfcXFBRw3XXX8b3vfQ+tNRs2bODWW29l/vz5w0Z

c0uk0Tz/9NI888gi333470WiUWCzGrbfeCsBJJ53EM888w8MPP8x///d/U1JSQl9fH0uWLEEp

xaJFi+jr66OtrW2PEyyIA4PWmnXr1mFZFjNnzhw2ulJbW4vf72flypVUVlailEJrnQvUlFKsW

7eOUChEIBDIPc7zPAYGBnI/+/1+LMsadk4mEgl+/etfs2DBAi677DKam5t56KGHOPHEE+nv7+

c3v/kNv/rVr3jggQdYunQpDz/8MOeddx7t7e385S9/4Sc/+QkXXnghv/vd7zjiiCOoq6vjgQc

e4MYbb6Suro5XXnmFZcuWsXjxYvx+/9/nzRRjQinFjBkzmDRpEk899RTTpk0bdT+tNalUKvcZ

FgwG8fl8zJgxg8svv5x0Os0///M/EwwGueCCC+jp6SEcDv89X8qnKhvYZdcWmqYFRmYaqvI8X

M9DGSYeoDzNwEdr6VvxIt6WFQS63qa0ETwNnVtUX502AAAgAElEQVReoOvZGG7sLIITp2EWle

Jpht3cwfZcz8N13VxA6rquzAYQQowpCRzFQU8pNaLjDZkkBZMmTQIgmUyyYsUKzj77bObPnz9

sP9u2WbNmDQ0NDbnpSlprVq5cybJlyzjyyCOHbQ+Hw7iuy7vvvsuyZcs46qijME1zj7PmiQNL

dorpjskqAoEA1dXVuQsW6XSa//qv/+LOO+/EMAxM02TWrFn8y7/8C8XFxWzdupUtW7Zw2mmn5

QJJ0zS57LLLuPDCCwmFQsPavvjiiykqKsIwDMrLy3n66adzxzJr1iy+8IUv0NDQgOd53H///X

R2dmJZFkceeSTHHnssnuexdu1aXn/9daLRKH19fUyfPp2amhqmTp1KOp3eo4Qd4sAXCAQ46qi

jWL58OS+88AJHHXVUbpthGNi2zZIlS3LnrmEY3HfffcybN48TTzyR+++/n7vvvpujjz4awzA4

++yzueqqqw66z7zs+kS0R3rj+3jbmsF1ME0D0zBQpolpmBgK7K1rUJuWURK1yZ+gAYWloHKCR

0/PCgZe6adn5TTM6AS0Bs9z8dxMsOi5Lp7WGBPq8U08NPe3S4JGIcRYk8BRjHtaa5qamnjrrb

e44oorCAaDw7b7/X6mTZvGd7/7XQC+//3vEwgEuPDCC+nt7aWwsJBp06Zx+eWXo5Tiqquuwu/

3c8EFF9DX10deXp6MNI4Do62VHXrBwufz8ZWvfIWvfOUraK351a9+xXHHHcfUqVNzo5FlZWV8

73vfo6GhIdfGhAkTho1IZu/v6Ojg9NNPZ2BgAM/zqKqqyj3XjBkzKC0tBSASieA4Tm605LDDD

sOyLGzbpri4mObmZkpLSzn//PO54oorWLduHeeeey5XXnmldFTHkWg0yplnnskDDzwwbNRRa4

1lWZx11lmcddZZuSyhU6dOBbYHnQ0NDbS0tKC15uGHH+bee+/l61//+sE3Yq1AOw6JFx6lKLU

aw+duT3yT3UdrQjiUVDr4/AZeSpNyPEAR9BkUFTik0h/StfFDvCYTlMIgs3bIRIMGnfToeqeR

wm/9JPOkQgixH5DAUYx7iUSC5557jrlz51JdXT2is+zz+Vi0aBF//OMfuf3225kzZw4A559/P



ldeeSWBQIDPf/7zPPjggyxZsoTZs2djGAZf+9rXuPLKKzEMQwLHg5RSivr6emKxGB0dHRQXF+

f+vfv7+1m/fj2LFy/OrRerqqpizpw5BINBfvjDH3Lddddx+OGHM2/ePJRS+P1+Dj30UKZPn77

L5+3p6eHXv/41V1xxBXPmzKGrq4t77rkHyHT029raSKVS5OXl0d3dTV9fX+6x2c6953ls3rwZ

z/MwTZOjjz6a3/72t8TjcZYtW8bvf/97zj///GEjneLglP18mj17Nn/5y1+45557cp+D2SRK2

XM3Ly8v97j+/n7uueceTjnlFBobG6mqqkJrTW9vL48++ijJZPLgCxxRaNfF3vgu0UMS+It9jP

h016AcjakNkgkP1/XIvMWauO3hswwsn6a0ErQ5cs2iUuD02bS8/g54HhgH18itEOLAJclxxLj

X19fH+++/z5w5c3bayQmFQhx++OFcf/31PPPMMzz99NPYts3vf/97EokEoVCIBQsWcP311/Ps

s8/y5JNP4jgO9913XyazntTcOmhVVlYyZ84cbrjhBrq6uoDMtNRf/OIXVFZWMnXq1GHZErMd8

fnz53PKKafw6KOP5tY0KqX2aHqf4zh0dHTkkpJ0d3ezadOmXAbGZ599lo0bN+I4Dm+++SZTpk

whGo3iui6vvPIKAwMDxONxVqxYwaxZs2hqauLHP/4xpaWlzJw5k6KiIoLBoIw4jjORSIRzzz2

XVatWsXbt2lxAOfTcHcrv9xMMBrn33ntzCZ5s2+bpp5+mqKjoIAwaszQ4DqmUR6rPId3nkBp6

63dIxl0GBmzSKRfX0Xhu5uY6mmTSJR5zSMbc4Y/L3nod0ikP7Tpj/UKFEGIY6c2Kcc11XTZu3

Ijf76e+vn6n2StvuukmNmzYQDQaZcqUKUydOpUTTzyR9evX09rays033zxi+wknnMD69euHJT

oRB59AIMB5553H4sWLmTNnDsXFxdTV1VFfX8/VV1+dSxCSTqdJp9O5x1mWxRe/+EVWrVrFk08

+STqdZu3atSxYsIDS0tLcbdGiRbz//vvDMgKXlJRw6qmnctJJJ1FXV8eaNWuYOHEi3d3dKKX4

/Oc/z0033URjYyPvvfceF110UW6KYV1dHYsXL2b69Ol85jOf4dhjj83VnZs0aRKlpaW8+OKLL

F68eMS0bXFw0VrjOA62becuaDQ2NnLJJZfQ29ubO+ds2yadTo8IHAOBAGeffTaVlZUccsghuc

yrlmWNOu3/4KHQgOe4uKnMzdvxlnbxHA/tjn7zHC+zzyiPddMunu3t9iiEEOLvTaaqinEhWw8

vWxsrWx7B8zw2bdpEeXn5Tjs5gUCASCTC7373u1wg4HkeTz31FJFIhOLiYvLz8/nd737HD3/4

Q0KhEI7j8PTTTxOJRHLtZte7OU7mKnI2yYQ48EUiEU4//XTmz5+fG2GuqKjIBY3hcJjLL78cY

NjUz7q6Ou68885cZtUnn3ySRCIxrIMeCAQoLy8fdq6YpsmFF17IKaecAmTWp3meRyAQ4M0336

S6upqrr74ayGQPLikpIZlM5kY6r776amzbpqKiIjf18IILLmDx4sVorSksLCQajX66b5oYc5Z

lceaZZ+I4DpFIJHffySefzIIFCygrK8OyrNy5O3SaalZ+fj5f+9rXOPnkk/E8L1d2prCw8O/6

WsaC9jSeN8oyBM8DnVnTiGGOXKKoyWzXHigDRvk74LkSOAoh9j8SOIpxYcOGDRx//PH4/X6UU

hx66KH853/+J9XV1TQ1NeWuko8mFApx5pln8oc//IF58+bhui5aa8477zy+/e1vU1hYyD/8wz

/wwAMPMGfOnFydrXPPPZdLL72UQCBAKpXi7rvv5o9//GMuA+dXv/pVrrrqKgoKCv6eb4X4lAQ

CARobG0fdppQatSOdzYiaNWHChD1+vnA4zMSJE4fdN3RK7NDAdeh2y7Kora3do/bEwW+0khl+

v5+qqqrcz7sLAiORSC7wHE88R6NNb4c1jgqrfBK+iknoRD+pjW+inSGloLRGmRZW5SFY0Tqcz

mbsLatHBJeek0mSI4QQ+xMJHMVBLZv97/7776e/vz83kpOXl0d1dTV+v5/zzz+fQCCwy2lVxc

XFnHPOOSxcuDA3fau2tjbX6S8qKuKcc87hyCOPzE35qqmpoby8HK01Z5xxBvPmzcO27VybZWV

lB1WdMzH2lFLMmzePiRMnjkhqEwwGueiii6TEhhD7gs6MCnquygV4GrAKy4gccz7++jl4sW7U

3x4h/uZTaCeVmeBq+glMP4G82Sfjq5yC3bKG3qdvxu3cBNmZBgo8V2ey5AghxH5EAkdx0AsGg

0yZMmWn24eO+OxKUVERc+fO3eX2efPmjbhfKUVxcTHFxcV79DxCfFxKKcLh8KgXJAzDoKysbA

yOSoiDk3Y0njk4JXWQVTGV0KwvYOQVo10HI1yCdiG+4nE8zyNv1ucoOP6b+KqmoXxBzJIaEu+

9xEBrUyZwVCpT8sP1QEs2VSHE/kUCRyGEEEKIvaQdD29IbKdQeMkUeJkAUFk+fJWTKTjxIrTn

4aWTFHzuIvy1M8C0Bh9j4CYG8ByP7NClgsGf913gqLXOTJOVdfVCiE9AAkchhBBCiL3kuhrlD

ElioyHZ9D79rz9G/tFnYYTywTDxVUyicNGleE4SX9W0XNCo00liK54kufZveLabG7jcHjjum0

WO2vPY9OwzdL3/HtO/cRGBoqJ90q4QYvyRwFEIIYQQYi9pV+M5DIvvvL5uep79HVorCo45CyM

YAcPAV9mY2W9wxE+nE/Qvf4Kep5eQ7mzbvr6RzGxVvY+S4zQ99QRNTz+JHRug5JDpGDtJAieE

EHtC5iwIIcTfSSwW45prriEajRKNRnnsscdwHAfP81i+fDm1tbWUlpZyzTXX4DgOqVSK2267j

Ysuuoj6+npuuOEGrrjiCnp7ewFob2/nRz/6ER988AGO43DLLbfk6j8+8cQTaK3p7e3lpz/9Kd

/85jeprq7mtddeG1GPTwixdzJ1HAfrMbpDbo5LqrWZ7qdup/fFP6LtwYyqQ8puaDtN/xtP0fX

EbSQ3r8Wz3WFtuINt6o+ZG0d7Hh89+TgvXXYJ6x78E/GtW8F1mHLOP+HbRfZb2/NyxygBphBi

NPLJIMalbMkCIFd3L1uOI1tuI1u6wDAMXNfNldnI3pctfWCaJlrr3E0plbt/6HNlfxbjUyqV4

rnnniMUCvHiiy8Si8X4wx/+wFFHHUV3dzd33HEHt956K9XV1dx+++3cfvvtfOMb36C7uxvLsn

jooYcoLS3lhhtuYO3atcyfP5/169eTSCQoLCzkmWeeYe3atTz77LO0trby61//mvLyciZNmkR

XVxcVFRX85S9/obGxESXZGoX42BRksqo63qi/S1prvI5t2G3NaM8dWcZRu9id20i1bsJLpUdd

d+i5ez/i6Nk2215+iY2PPUKqtxe7vw+lFMo08JeU0PrGctrfemv7lNjBY1dKkUgkWTyhgt5XX

sKJRPBSKbx0eu8OQAhx0JMRRzHueJ7HW2+9xc9//nN++ctfMmfOHC677DLa2tpIp9PceeedXH

XVVcyePZulS5eSTCa54447mD17NrNnz+bJJ5/E8zxWrFjBr371K3p7e7Ftm2eeeYY77riDN99

8k1/84hfEYjE8z2P9+vUsWbKEvr6+sX7pYgx5nkd/fz9+v5+6ujpmz57NNddcQ35+PqtWrSIc

DnPkkUcyffp0zjzzTFavXk0ikcA0TWpqapg+fTqVlZVUVlby0ksv4TgOy5cvZ86cOViWxauvv

sphhx3GtGnTOO644zjiiCNoamrCdV0sy2Lq1KlMnTp11CLuQoi9pQdHGD08R+duru2hMYnMXU

T+UV/C8AVGPNKwAkTmLSJyxOlgBnHt4W1kRzJHFHfcHaVQlkWyuxMnEd8e1GowTAvPtnHTKdx



EAjeRwB4YyN2c+AB5Ph9uLIbT14eTTDLr/1y+t0cghDjIyYijGJdisRg33ngjv/jFL7jzzjt5

8skneeSRRzjvvPNob2+nt7eXu+++m4kTJ/Lss8/y8ssvc+ONNxKLxfjtb39LbW0tU6ZM4e233

+aVV15h/vz5rFmzhtNOO41AIMDq1atpaWmhrq6Od999l7y8PKmfN84Fg0FOOukklixZwsKFCw

F44IEHKCoqIh6P8+c//5mnnnoK0zRJp9PMmDGDeDyOYRhUV1fnRsUXLlzI0qVLaW1t5f333+d

b3/oWlmXR29vLT37yE2644QaUUvT09FBUVMQxxxyTCz5lpFGIfcdzPJRWbA/wNBgm+XO/QMlp

3ybYOAuMwZkn6RTaczECITAM/FWTiZ7yLbTr0fPig2jH3T7CqDI1Ivd2yNEwTcoXHE5BQwOtr

/+Vjx5fimfbeHaadG8v5QuOIFReNqTZbN1IRXd3N//70/+bHx57PBVlpWitsfLypJakEGIYCR

zFuGQYBjNnzuSkk06isbERwzC4//776ezsxDRNamtrWbhwIclkknXr1nHsscdy/PHHo7Vm+fL

lPPfcc1xxxRWceuqpLFmyhKVLl/KlL32JhoYGACZOnEhnZyelpaV8+OGHfP7zn8fv94/xqxZj

raSkhEsvvZSTTz6ZWCzGXXfdxSWXXIJpmpxzzjl8+ctfxu/34/f7KS4upmgw+6HP50MphWmaz

Jgxg3vvvZd33nmHoqIi6urq0FoTCAT46U9/yowZM1BKkZeXR0VFRW7qdLYNIcS+4bkahSYXOG

pNoGYSpadfTGjSbNRg9lQvlaT75UfQqSTFx5+JGc5HGSaB2qlET7uYxMYPiK99a9jonud6e58

cRymsvDwidfUES0upOPIoWv76Gh899gjOwABbXnyeaV89DzMYHPnYRJI+20GFQvgKCj/O2yGE

GAdkqqoYl5RSzJgxg9LSzJXVSCSC4zg4joNSisbGRrTW2LZNS0sLhYWFKKXw+XzMnj2beDyO6

7qUlZWxcOFCLMti/vz5WJaFaZocc8wxLF++nE2bNpFOp6mrq5M1juNcPB7n7rvvZsWKFcybN4

8FCxaQTqcJh8NMmTKFzs5OKisrmTt3Lm+++Sb33nsvtm3nAj/InLelpaU0NDRw6aWXMnnyZPL

z8wmFQsyYMYOmpiZmzpzJtGnTuOOOO3j99ddxXXdYG0KIfWBwjaPraFwnm9AGfNVTCdRNHxI0

Juh+8VHaHvxP2v78W7qe+yPuQD9AJnisnkSgYWZmmutgO5m2Ptnvq5UXJlJXR8Ppp3PUL/+Dh

jO+xMCWzTiJxE4fYyg1LLurEELsSAJHMW61tbWRSqXQWtPT00Nvb2+uc50dHTRNk+LiYoxsNj

ytaW9vzyXB6evr49VXX6W6upo33ngj19GfOXMm69evZ9myZTQ0NBAOh8fsdYr9QygU4qijjuL

2229n4sSJTJ8+nVNPPZXKykoOO+wwTjnlFE4++WQmT57Mgw8+yJlnnonf78e27VxiJsiMPh57

7LH4/X7mzJmDz+cjFArxpS99Cdu2OfTQQ5k+fTp+v58jjzwSwzCwbTuXDEoIsQ8oI1OOw/ZyN

9dxSbVuId2+FQA31kvn//6Zlj/eRPyjNSS2fETrn2+l89kHSLduAjR2ZwvJ5nWZdY1D2vKcwQ

ynn3CWgBXKI1xTQ+MZX2b2/7kcf0HBPnjxQojxSqaqinHJ8zyeeeYZmpqaKCwsZMWKFUyePJl

oNAqQCyAty6K8vJynnnqKRYsWEYvFePjhh7n22mvRWvOnP/2Jz3zmM0yfPp377ruPQw89lMbG

RsrLy4lEIjz44INcf/31BAIjEySI8cUwDA455BBuu+02YrEYALW1tbmLFKeffjrz5s3D8zzy8

/OpqKgA4LLLLsM0zdw5ZBgGxx9/PC+88AJlZWW5ixolJSVcddVVXHjhhQCUlZVRWFiI53n867

/+K3l5eTLqLcQnpkEpjPxi3J4mDNxhW+Nr36Hlj78lb+phOD3tdP/vIyS2bgAvs19iSxMtf7q

FRPMagnXTSDZ/SP+7b+DZw9vxMDCKikc/go8xKmiFQlih0F4/TgghhpLAUYxLhmGwaNEifv3r

X/PCCy9w2mmncd111xEIBEin0ziOk1s39o//+I+sWbOGKVOmoLXm2muv5bjjjuPRRx+lo6ODf

/qnfyISibBo0SJ++ctf8vOf/5ySkhJOOOEEOjs7qa+vlw67ADIj2JWVlaNuCwaDTJo0acT9hY

Uj1xsFAgGqqqqG3aeUoqioKLcuMsswDEpKSj7BUQsxvmXLL+U+x00TX8MhOJveQzn2sOSn7kC

czv/vT3Q9/wja8/BSCfC87fs4HsltTaSfuA9lWWjHyewzdGBRg2v68DVMzdR/zN49ONNFCCHG

igSOYlzSWlNVVcV3v/tdHMchGo1SXl6OUorLLrsst1YRMh33H/zgB3zta18DoL6+nkAgwKJFi

zjxxBMpKChAKcX8+fOpq6ujsLCQdDrNu+++y+GHH05kFwWXhRBC7L+UUgSDQRzHyWXGVqZFYP

ZRJF95HOXEMAw1LI+NF49vXyuojJFVNVyNlx6AbGIdY/sOCvA8jesLEJl3bKbG4+A0c8/z8Pl

8uVkGQgjx9yaBoxjXqqurRwR22emqWUopotHoiPt3HNnx+/1UV1eTSCS4/vrr6e7u5uqrryYk

04OEEOKApJSioKCAZDKZ+SzXOjPi2HgI1qRZuO+9hrZTqBHR4ZASHTtvPfNlSCIcD41n+TEbD

iUwbc7giGMmcEwmk0QiERl1FEKMGQkcxbhjGAZz586loaHhUwnqAoEAF154IaZpUlVVJX/khR

DiAGWaJhMmTKC5uZni4u1rDs28CPmLzqI/0Y+7diWGa3/i59IasCyMhhkULDoLI7+IoSmt4vE

45eXlsvRBCDFmJHAU41I4HP7UMp0ahpGr5yiEEOLAZRgGNTU1rF+/Htu2M0mqtAbTIjTzCEgn

iHkae+3KzHrHT1DOQls+fI0zKTzlqwTnHYNnmOA6ANi2TV9fH7NmzZLAUQgxZmSivBBCCCHEK

JRSFBYWUlpaSmdn55CyNhoVDBFZcAJFXzwf/7Q5uKYPT4Pn6r27aYVr+vBPmU3xGRcQWfh5jG

AeQ6e59vT0EA6HiUajssZRCDFm5NNHCCGEEGInTNNk6tSpOI5Df3//9g1ao0J5hA8/gZJ/+Cb

hz3wBq6oBbZhoDdrTu75p0MrAMy3y5n2W6D9+i4KjvoARCg8buUwkEqTTaWbOnJlL0COEEGNB

pqoKIYQQQuyEUory8nKmTJlCc3MzAwMDFBQUZDZqjREMkX/4CQQrakmuXUXP848zsOp1tJ1Gu

d6obWrTAJ+P8MwFhKfNoeAznyd0yDxcw8RznNzzJpNJmpubmTRpElVVVTLaKIQYUxI4CiGEEE

LsgmEYNDY2kk6n6erqwjAMioqKMsnPtEb5A4SmzCQy8RBC1Q30/W0O8bXvkFj7Hk5XB3pwiqs

yDcziKJGpMwlNmUXB/GMIT58LwTCeUrj29iQ7sViM5uZmIpEI9fX1WJZ02YQQY0s+hYQQQggh

dsPn81FXV4dpmrS3t+N5HtFoNJOsRmuUaWEEAxQuOJbCmfOJr32PgQ9XElu9ksRHawAI1U0iP

H0u+dPnkjd1JkYwjGf5cB0Hbdu5LNz9/f309vYSiUSYNWvW9hFOIYQYQxI4CiGEEELsgfz8fO

rq6rAsi82bN5NMJqmsrBwM7DR4GsPnxwyFKZxfTNHsw0ltaSK+cTVaa/IaphKqnYQKhtCmhes

44Di5NY3pdJrW1lZSqRQlJSVUVlYSjUalrJMQYr8ggaMQQgghxB5QShEOh6mvr8cwDDZv3kx7

ezupVIrS0lIsy0JnMuNkAshgHr5pBUQmTkMDhi8AponnebiumwsYtdZ0d3fT0tKC67pUV1czY



cIEwuGwBI1CiP2GBI5CCCGEEHvB7/dTV1dHOBymu7ubrq4uent7qaioyAWQg6lVUaaFMrd3tz

zPG9ym0VrT09NDW1sbtm1jmib19fVUVlbi9/vH8BUKIcRIEjgKIYQQQuwln89HRUUFJSUl5OX

l0dLSQnt7Oz09PZSUlBCNRolEIuw4XqiUIpVK0dnZSVdXF+l0Gtd1KS8vp7S0lHA4nFk3KYQQ

+xkJHIUQQgghPgalFH6/n5qaGioqKmhtbaW1tZXOzk56e3vJy8ujuLg4l4G1t7eX3t5eYrEYt

m2jtaa0tJRoNEpeXp5kThVC7NfkE0oIIYQQ4hMwTRPTNKmpqaG8vJyenh46Ozvp7+8nFouxbd

s2lFI4joPrugQCASorKykuLiYYDMoIoxDigCCBoxBCCCHEPmCaJqFQCL/fTzQaJR6P50YZPc+

jpKSE/Px8IpEIlmVJwCiEOKBI4CiEEEIIsQ9lRyB9Ph+RSISKioph9xuGMcZHKIQQe08CRyGE

EEKIT4FSCsuyZO2iEOKgIJe8hBBCCCGEEELskgSOQgghhBBCCCF2SQJHIYQQQgghhBC7JIGjE

EIIIYQQQohdksBRCCGEEEIIIcQuSeAohBBCCCGEEGKXJD+0EEIIIcRu2Pb/396dx1dVHvgf/z

zn3JvlZockEJYkhD1sIgRFQXSc6hSqbZ3WsTqj1OlCZ+q0aqu21Vprx2rHau3PtoqC1i7jqF3

tglq1VVEoWBTZIZAdQlbIcm9y7znP7497ExKWK1I1tXzfr5cvvMs5z3NOTu7N9zxbFN/3SUlJ

wRjT/7znefT29pKSkoLrugBYa4lGo3ieB0AgECAYDB51n31LdgxkraW3txff95NuLyLyblKLo

4iIiEgS4XCYO+64gyuvvJLKykqstQDEYjFWrVrFggULWLVqFbFYDICmpiauvfZaKioqmDdvHr

fffjvhcHjQPjs6Orjrrrt46KGH+vcH4Ps+u3fvZunSpcydO5eKigruuOMOuru7370DFhE5CgV

HERERkSR836e6upqOjg42btxINBoF4oFy7dq1GGNobW0FYP/+/XzjG9+gtLSU5cuXs2LFCoYN

G8Zdd91FR0cHEG+l3LFjB5WVlbz22mscPHgQiLc07ty5k5tuuonzzz+flStXsnLlSrq7u7nnn

nv63yciMhQUHEVERETeRCAQ4KyzzmLr1q2Ew2F836exsZGenh7OPPNMXNfFWssrr7xCLBbj4o

sv5owzzmDevHl89KMfpaamhi1bthCLxYhEIqxdu5bFixczbNgwXnjhBTzPw/M89u7dSzgc5rz

zzuO0005j3rx5XHjhhaxZs4a6urr+7qsiIu82BUcRERGRN2GMYfTo0VRXV9PY2IjneWzZsoUJ

EyYwfPhwjDF0dnayZs0a5syZQ35+fv+2hYWF3HrrrcyYMYNAIEBnZyfV1dXMnj2bCy+8kHXr1

hGJRAgEAhQXFxOJRPj0pz9NXV0dAPPmzeO+++5j/PjxOI7+dBORoaFPHxEREZE3YYyhoKCAoq

IitmzZQkdHB1u3bmX27Nk4joO1tn9Sm/Hjxx8x4U1hYSGhUIhYLEZNTQ1FRUWMHDmSOXPmYIy

hsbERay2lpaU88MADLFq0iFmzZlFYWMjixYvxPI/U1NQhOnoREQVHERERkeOSkpLC/Pnzqamp

oa6ujurqagoKCvpft9bieR7Nzc1HdCn1fb9/ttUXX3yRW265hXHjxjFmzBjuvPNONmzYgOd5/

S2by5Yt48UXX+S5555j6dKl3HLLLTQ2Nr7bhywi0k/LcYiIiIi8CWstjuMwefJknn/+eVavXk

1RUVF/l1RjDBkZGUybNo0NGzZw7rnn9rcQep7Hww8/zOzZs0lPT2fDhg0sX76c0tJSAOrr63n

22Wc544wzeO2113Bdl7PPPpvy8nrjzK0AABYjSURBVHIA8vPz+d3vfkdzczMFBQXqrioiQ0Kf

PCIiIiLHKScnhwMHDnDnnXcye/bs/nBorSUQCLBo0SIqKyt54YUXCIfDhMNhnn76aX7/+9+Tl

ZXF5s2bycnJ4dxzz6WiooKKigoWLFhAfX09VVVVZGdn8+ijj1JTU0MkEiESibBu3Tq6urrIzM

wctIakiMi7SS2OIiIiIkn0dUEFCIVCzJw5kx07djBt2jQg3g21rytqWVkZV199NXfffTc33ng

j1lqmTJnCddddx/Dhw1m/fj2zZs0iPT29f//Z2dlMmjSJ3/72t1x11VVccsklXHPNNezevRuA

qVOncsMNNzBq1CgFRxEZMgqOIiIiIkmEQiG++tWvkpubS2pqKpdddhkXXHABRUVFuK7LsmXLS

ElJIRAIYIxh7ty53HbbbbS1tWGtJS8vj7KyMnzf56qrriIzM5O0tLT+/QeDQa699lp6enrIz8

/nnHPOobi4mM7OTgDy8vIYN26cuqiKyJBScBQRERFJwnEcRo8e3f84JyeHnJyc/seFhYWD3u+

6LmVlZUfsx3XdQfvp0zdj68D3TZky5e2ouojI20a3rkRERERERCQpBUcRERERERFJSsFRRERE

REREklJwFBERERERkaQUHEVERERERCQpBUcRERERERFJSsFRREREREREklJwFBERERERkaQUH

EVERERERCQpBUcRERERERFJSsFRREREREREklJwFBERERERkaQUHEVERERERCQpBUcRERERER

FJSsFRREREREREklJwFBERERERkaQUHEVERERERCQpBUcRERERERFJSsFRREREREREklJwFBE

RERERkaQUHEVERERERCQpBUcRERERERFJSsFRREREREREklJwFBERERERkaQUHEVERERERCQp

BUcRERERERFJSsFRREREREREklJwFBERERERkaQUHEVERERERCQpBUcRERERERFJSsFRRERER

EREklJwFBERERERkaQUHEVERERERCQpBUcRERERERFJSsFRREREREREklJwFBERERERkaSOGh

wdR3nyRPSdt2AwOMQ1eW9yHAdjjK6/ExQIBAb9K8fPGAOAtRaMwXHMENfovafvunNdd4hr8t6

kz78T5wYD0Pcray2OrsG3rO8zUL+/J0Z/98nJ4oi/MPfv38/8+fP14XECrLVEo1GmT5/e/yEs

x8/zPKqrq1mwYIGuvxNgrQWgvLxc199blOY4fL18EhnBIJ2dncytmEe376OzePystcRiMaZOn

arr7wR4nkdtbS0LFizQzZ+3wFrICLh8fepEUh0H31pmTJ9Or+/rOnwLfN+nrq5O378nKBaL0d

XVNdTVEHnHHfHttHr1atLT0/E8byjq854XDAaJRqNDXY33LNd1de39FXT9nQBjsL29NH3nTmL

hMOnpIR764Q8xqanxv0rluAUCAWKx2FBX4z1L5+8EGIPtidD0nbuwvT04jsOPfvxjTDCo39+3

SNffXyclJUU3K+Tv3hHBsaysjPz8/KGoi4jIkIh2dvKC6+ITv3kxfepUgllZQ10tETkOXlcXz

7sGD7AGZp9yCqjVVkTkbXfEYAqrO3QictKxg/5fn4Mi7x2e58UTIwBGvVZERN4hGoUvIiIiIi

IiSSk4ioiIiIiISFIKjiIiIiIiIpKUgqOIiIiIiIgkpeAoIjKQMRhHU6qLvFc4wSBadFVE5J2

n+apFRPoYQywSYe1NX8YYh8GzrYrI3x6DtT5+Tw9oDT0RkXeUgqOICIciYiwcpn379kOz+4sc

zoLBEEhLHeqaSIJx3aGugojI3z0FRxERC14kghtM4dQrluKmpoLWcpRjMQavt5fXf/oTol1dQ

10bAYjFABI9BURE5J2g4CgiJ71ARgZzb7yZN757N5kjiwiGQlgFRzkGYwyxcBgnGGT+t76NcR

RW/lYYkxjzKCIibzsFRxE56RnHIbO4BOO6+NEYNhZTcJRjMwbf8zDGkDN+goKKiIicFHSbVEQ



EwPrqnioiIiJyDAqOIiIiIiIikpSCo4iIiIiIiCSl4CgiIiIiIiJJKTiKiIiIiIhIUppVVUTk

rTIGx3UxWLyYd1ybuK4LWDzPx3EccBx8zzvhCXkcY8B14zPAnsD2bmLBdM/zDtUnsRbeX8MYA

4EA1nH66+X4PrxLM9U6jnPovGiyIxERkbeNWhxFRN4CYwzd4TB3rljJyp//Et/342Epyft7o1

F+/ORveOqll4nFYry+bRvfenAF3eHwCdejsraWW7/3fRpbW5OWfzS+tfzwV7/i6dUv0xuN8pc

tW/j2Qw/R9VfUp0/bgQN84Zt3cMZHLmbehy/i9Is+wsev/xI1DQ3xRfbeYa9u3sxN37mHxubm

t3xeRERE5NjU4igicpyMMXi+z46qKrZXVZHW0MAHzzmb3KwsINEK2NeSSLz1yzgO1hj2NjcTc

F0whgOdneyqqcEATkoK+D7W8/pbyJxEi50BiMX6w6lJtBICFBUUcOkHlpCblYVxHIzrDmp5NN

EovrXxFriAi8VgrMXGYjgY9jY1k5qSius4TCguZlhOLmkpKfFyHAfrukcpP36v0TqDXxuoJxp

lZ00Nly5ZzMzJk/Gtz9qNb/DIk0/yhaVLSe0rw3Xjxzjg2A9vRXWdeHm+tRjXxViL31cvz+s/

z8YYTCCADxzs6mL7nioivb2Q2IcfiH/V9R2/tRYn8bOwjoPjeVhj+ltcjTE4joPnHV9rsoiIy

MlAwVFE5C2IeR5rN77B+xcu4C9btrLm9dd53xln4BjDX7Zt48VX/8KVF32IjPQQq156iX0trW

SkpfHgz36G67ikpATJz42HtB88+hhPPPMMZ84+hS998hPk5+YS7unhuw89zGOrniI9NZV7b/w

yMydNorKmlvufeCLeSmnhkx+5iGdeWcOlS5bw2xee5KFf/pJITy+OMQQDLt+78SvMmjKFp158

iduWP0B3T4Rp4ydw61X/ycbtO7j/8ccJpaWREghQXDSSNa9v5PIPXkgqcPcjj/DE038gIz2Nu

67/IqdMnsKeujp+9ORvCAYD/PyZZ8kMhfj2F69l9tSpg86PMYbUYJBTy8tZMHcOBsjLzOS7P/

kpXeEwaampVNc3cPP3v8+Wyt0sPPVUblr2KXKysnht2zaeX7eef7/ow6SnpvLMK2vY39rChYs

Wcf/jTzAsJ4cHnvgZgYDLJz/yz1z2gQ8QcF1q9+3jS3ffw86aGi5637m4joPrOFhrWfXyy9z4

3XvxPI8Zkybxtf9YRlFBAY/95rdsrdzNs2vXsvSDF9IdibDsXz5KKC2dPXV1PLf2z1x8/nlkZ

mQMyXUmIiLyt0ZdVUVEjpe1HOzoYE99PXPKy1l81kI2bN1OJBLBAgc7u6hqaMCLxVvQmlrb2N

fUxKnlU1m8cCGXLVnMaTNmYK3lsaeepqx4DLde9VkOdnXx8z88S1c4wv/+7vfsqq7m21+4lo8

tWcztD65gV3U1Hd1drHtjE/NnzeKzl30Mg2F7VRWeF2PxwoXcc8MN3PfVG/nKpz5BKC2dvOxs

1m/axP/9fhXXXflx7rnhegqG5fHkH/9ExYzpfOCss7h0yRIqpk+jo7ubytpaotEoP/zVr9ldW

8dtn/8vPnr+efzPyofZWV1NVzjMM6+sITsjk7tvuI4pZeN48o9/4mBn51G7hLqu099yWt/UzK

gRI8jOzKSlvZ07H/4h5ePH8z/XXkMwGOC+xx4jHIlwsKuLqro6vEQLZHNbG/WN+4l5Hrvr63l

t+3b++3P/xccWL+ZnzzzLrpoamtva+OYDK5gxaSJ3X/9FwuEePN/H933Wb9rMI79+kq//53/w

vRu/zPDcHJ5a/TI9vb007N9P64F2br/6cyyccypv7NzJ3v1NxDyPzbsqMcaQkpLy7l9jIiIif

6PU4igicpw836dm3z4Khw+npLiY0YWFPLfmzzS2tlJSVIRxTHzSGWOAeHfHgOtSkJdHcVERow

oKyM/Lo7K2lgljxzJ32jSKCgqo3bePlvZ2Oru72FZVxYXnnMOieRWUTxjPxu3b2bhzJ+NGj2Z

Ybg4zJ02kvKyMTbt24TgOjuMwduQIikcXUbd3Hyt/8Qtu/synGTNiBPl5edz2+c9RXDwWTLx7

6vaqKvJzcykuKqJk1CgK8vLYU1+P47pEenvZtHMnF5x9NueefjrTJ0xg085dbNyxg0klJWRnZ

HDmKbM4ZepUusJh/vDKGmJH6c7ZG41y6RevJxAI4DoOsyZP5ptXf46UYJCWtjbCkQgfPvcfmF

hSQjDgcs9Pfkp9YyPGmP5Je4D+44N4l9MZEydyzrwKJhSPZcPWrfT09NCcOG+XvP+fKB0zGms

t+5qbMMZh6vgyvnXN1ZSUlmJdl9p9jdTs3YtvLa7rMmbkSM6aOxeA4qIi2joOkt+dx7Y9VZxd

MYdgQF+RIiIiffStKCJyHBxjiAGrN7zGNx94kHt/8lMsloOdXUybMJ7ikUWJlrfESEMTDz4W8

H0fL/Ff33jBaRPGk5OZCdYSSk+n7eBBOsNhahv2knf2Inxryc3KYvzYsfT2RgHIz8khLzsbz/

cZOKDRWktLaxtfvfd7/OP805l/yikEg8HEJDiPJrqx9uB5Pp+55F+w1uLZRH0S4yqttXRHIlT

VN5Cbkw2J8ssGlF+Ql0tRYSGe75Oemop7jMlngoEANy77FKdMmYJjHPa3tHDnQw9z3ceX0tjW

RndPD6G0NLCW4qIiskMheo+Y0dXgGENfCcYYJpWWAhBw3fj2QHNrK93hCJnp6fieT25mJgHXT

XTZDfCjJ3/D8id+hu95RGMxPnvpx/rHMBYXFWGtxXUczjxlFus3byUjPUSkp4fioqL4z08zs4

qIiAAKjiIix8W3luq6Ol7dvJn/9+UvMW70aACq9zawesMGTp85A7A4xsEx8dCzt6lpUPAYGLO

CgUB8Mhjof09qMMjw3Jx4S5sxhKNR2js7KSosAOJLaATcwR/bjjF0RiI88MQT/MNpp/GBRWcT

DAbxfJ9nXn6FxpYW7v3KV8hIT+fFV1+Nh07g8DU8DJASDDI8L5dAol7RWIwDHR2MGD48Xn5i7

GC8zsc+V8YYppSOY+706QQch8aWFn7+7LM0NDeTlZ5OZig9vh9j6I5E6OjuPjQxUKKV0cfS2N

raH2wBgsFA//my1oIxZIRChNLT+ie7cRwHYwxRL8YfXllDXWMjK265mdS0NP7053UEAwGstfH

jDQT6fybl48fzzJq1pAbjYz6zMzOPfYAiIiInIY1xFBF5E8YYPM9j065KskIh/mnBmSyYO4cF

c+dw1pw51DfuZ09DAz29UTbt2kVL+wE6u7tY8/rG/hZGm+ge2dcV07f2UHbrC0HpIQqGD2fVS

y8R9X121NSwYctWxo0ajeu68cDE4CB6oLOT5Y89Tn5uHh9+3z+SnpuDHwyCY2g9cICUYJDT5s

5l2uRJ7K6t41CRloDrJiaRiT8XSktjVEEBq1a/HJ8dtbqaDVu3UTZ6VLz8QWfFJl8/0kDMGCI

GDnR00NLeTmZ6OsNz8zhwsIO/bN1G1Pf40/r1ZGdmUpSfj+/7vLFjJy3t7Rzo6ODVTZsTXWET

Ads/VGLfLKxjCgvJDIVYu3EjUcfhj+vW03rwIL61tB48SDAQ4PTTTmP2lKlU1tbhJUJj/AgOG

ZGfTygtjV889zyTS0tJCQbV2igiIjKAWhxFRI5DZ3c36zZtZsakSWSkpxNNLPeQm5VFyehRPL

V6NZdfcAFTxo3jQ5/7PPNnzWJiaXE84DgOWaEQ/33/cgKuy7Cc7P6xgZb42MlYLEZqagqXLn4

/d6xYyfyPXUpPby9fWLqUWVMms7uulmhimYr4dpaY59HZHeaF9a+yubKS+x9/PJFBDTd/Zhlz

ysv59R//yPsuv5xTp05lxqSJ7Kyupqe3l7zsbG69734cx5CTmYXneQQcl6Uf+iC3P7iChf92O



dGYx+cv/1dmTZlCdUMDscRSFoZ4cIt53hEtlwBdkQifuPlrZKalx7vqWp9rr7iCCSUluI7DFR

/6IPf+76N87fs/oHTUKK7/9yvJy8lh1pQpTC4bxz9ffQ1zp01jzMgRiVZZmyj70NIfUc+Ld+f

NyeHi88/jmw+s4Jbv38f7F55JblYWwUCAimnl/OIPz7Lw4kuomDaNmZMmUtfYSDjSQ8zz8Hy/

PxwGXZfTZ81kf0sLJaPUTVVERORwpqSkZNA347p16ygoKBiq+oiIDImetlbWXP8F5lxxJSkZo

SNCQ8zzqG9sJCsjg2E5OYNe29vcTE9PL2NGjqC5rY3ddXXkZGZRkJeL5/uMGD6c1gMH2V1XS8

moUYTS0mg5cICxI0fiOA6t7e1EozFG5A/HGENVQwN1+/bhOi4zJ08iMxSiOxxmX0sLY0aMIBg

IEI5EaGxpoSBvGHX799PS3o7n901UY5hcWkJedjZ76upoamsnNzuL0YWFtHd0MHbECNo6Oqis

raW0qIj0tDTaOzsZXVBAIBBgT309dfsacV2XmZMmkhlKpzvSw96mJopHjiQQCNDR1UV7RwdFB

QXx9SkTorEYe+rqaW5rw7PxsZgB12XW5ElkhOLntTcaZfueKg50dVKQm8fEkuL+ltiG/fupqm

8gOzOT/NwcrIX8YXnUNzYyLCeHrIwMeqNRGpqaKBw2jFBaGr3RKFt376Gzu4txY8bgeR4j8vN

xjKGytpam1jbycrIZXVhIR2cnI/LzaW0/QDAYYFhOTnxsquOw/P8eIxBwuWzJEtJSU48ZHI0x

RCMR1v7ge5z94MM4weDbdyGKiIgMsaamJioqKo54XsFRRIQ3D45Af3fRwxe97xuv19ct1bhuv

Pup7/dPjuM4TnzR+77F7gcsMO84Dgb6xx86rotJjCX0+1r5EuP3/EQr2cDHjuOAM3jkwcBycJ

x4XRLbeZ43qD5YixlQH9d1+/d3ePl97zn88eHnaXB9LH5iiZL+bftmn01MGNT3mus44LpgfUh

0TfV8H9d1Dx174hwNOhd9+/M8SBzjoLpYi/U8jOPgJ/4l8bOJ9PRw1yM/oqmlhauvuJzioqKk

14qCo4iI/D07VnBUV1URkeN0tJAEhwIfJCa6OSxYQjygDHx+4L4OD6K+58UD0ADW2kHbDHzsH

eX9g8o5ymuH12fge462TbLyj7fMQdseMYtqYtvD6zVwn33bH/442f4Or0tfF+EBZaQEg1y6ZD

EBx2XUCN04FRERORoFRxEROak5jkPZ2LFwlNZkERERiVNwFBGRk56fpIVUREREtByHiIiIiIi

IvAkFRxEREREREUlKwVFERERERESSUnAUERERERGRpBQcRUREREREJCnNqioi0scY3NQU3JRU

rNWyDHJ0xnG0bIeIiJx0jgiOwWBwKOohIjKkgikppFvY9shDGFf31CQ56/uEHAdjzFBXRURE5

G11rDxoSkpK7MAnysvLdSdVRE461vfpqq/Dj8UAhQF5c8Z1yBw9BuO6Q10VERGRt43jOGzZsu

WI548IjiIiIiIiIiIDaXIcERERERERSUrBUURERERERJJScBQREREREZGkFBxFREREREQkqf8

PPtlOmH0LbcwAAAAASUVORK5CYII=\" alt=\"\"></p>" 

            }, 

            "status": { 

                "state": "under-development" 

            } 

        }, 

        "system-implementation": { 

            "props": [ 

                { 

                    "name": "users-internal", 

                    "ns": "https://fedramp.gov/ns/oscal", 

                    "value": 0 

                }, 

                { 

                    "name": "users-external", 

                    "ns": "https://fedramp.gov/ns/oscal", 

                    "value": 0 

                }, 

                { 

                    "name": "users-internal-future", 

                    "ns": "https://fedramp.gov/ns/oscal", 

                    "value": 0 

                }, 

                { 

                    "name": "users-external-future", 

                    "ns": "https://fedramp.gov/ns/oscal", 

                    "value": 0 

                } 

            ], 

            "leveraged-authorizations": [], 

            "users": [ 

                { 



                    "uuid": "1c533668-6a32-4394-9f66-c4269a0ae141", 

                    "title": "Tong, Thanh", 

                    "description": "Created By" 

                }, 

                { 

                    "uuid": "39907347-568d-44a5-aa10-0419a752bfc2", 

                    "title": "Osafo, Lloyd", 

                    "description": "Authorizing official (AO)" 

                }, 

                { 

                    "uuid": "1c533668-6a32-4394-9f66-c4269a0ae141", 

                    "title": "Tong, Thanh", 

                    "description": "Information System Security Officer 

(ISSO)" 

                } 

            ], 

            "components": [ 

                { 

                    "uuid": "5f6234d6-6c18-49e3-8176-a38ac9a91b86", 

                    "type": "default", 

                    "title": "THE SYSTEM", 

                    "description": "Default component for the System 

Security Plan (SSP)", 

                    "status": "" 

                }, 

                { 

                    "uuid": "4313bd76-11ef-4a1d-90b9-80f19539490f", 

                    "type": "the-system", 

                    "title": "Orchestrated Repository for the 

Enterprise", 

                    "description": "<p><span style=\"font-family:'Times 

New Roman';font-size:12pt;background-color:#ffffff;color:#000000;mso-

style-textfill-fill-color:#000000\" 

class=\"docData;DOCY;v5;1966;BQiAAgAAEYQCAAAGiAIAAAMVBwAABSMHAAAAAAAAAAAA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAiQQAAACEBAAAARgAAAABBgAAAAAJBgAAAAAaBgAAAAAbBgAAAAACYgQA

AAX6AAAAAQUAAAALA////wjrAAAAAOYAAABzAHQAcgBhAHQAZQBnAGkAYwAgAHAAbABhAHQAZ

gBvAHIAbQAgAGQAZQBzAGkAZwBuAGUAZAAgAHQAbwAgAHAAcgBvAHYAaQBkAGUAIABnAG8Adg

BlAHIAbgBhAG4AYwBlACwAIAByAGkAcwBrACAAYQBuAGQAIABjAG8AbQBwAGwAaQBhAG4AYwB

lACAAdABoAHIAbwB1AGcAaAAgAGEAbgAgAG8AcgBjAGgAZQBzAHQAcgBhAHQAZQBkACAAcgBl

AHAAbwBzAGkAdABvAHIAeQAgAGUAYwBvAHMAeQBzAHQAZQBtAAUzAAAAAQAAAAAIKQAAAAAkA

AAALgAgAFQAaABlACAATQBPAEUAIABwAHIAbwB2AGkAZABlAHMABRQAAAABAwAAACsBBwgHAA

AAAAIAAAAgAAUeAAAAAQMAAAArAQcIEQAAAAAMAAAAaABpAGcAaABsAHkABUYAAAABAwAAACs

BBwg5AAAAADQAAAAgAHMAZQBjAHUAcgBlACAAYwBvAG4AdABlAG4AdAAgAG0AYQBuAGEAZwBl



AG0AZQBuAHQABToAAAABAwAAACsBBwgtAAAAACgAAAAsACAAYQByAGMAaABpAHYAYQBsACAAc

ABsAGEAdABmAG8AcgBtACwABYwBAAABAwAAACsBBwh/AQAAAHoBAAAgAGEAbgBkACAAZABhAH

QAYQAgAG8AcgBjAGgAZQBzAHQAcgBhAHQAaQBvAG4AIABzAHkAcwB0AGUAbQAgAGcAYQB0AGU

AdwBhAHkAIAB0AG8AIAB0AGgAZQAgAG0AbwBkAGUAcgBuACAAZABhAHQAYQAgAHIAZQBwAG8A

cwBpAHQAbwByAHkAIABlAGMAbwBzAHkAcwB0AGUAbQAuACAAVABoAGUAIAB6AGUAcgBvACAAd

AByAHUAcwB0ACAAZABlAHMAaQBnAG4AIABlAG4AcwB1AHIAZQBzACAAYgBvAHQAaAAgAHQAaA

BlACAAaQBuAHMAaQBkAGUAcgAgAGEAbgBkACAAZQB4AHQAZQByAG4AYQBsACAAdABoAHIAZQB

hAHQAcwAgAGMAYQBuAG4AbwB0ACAAdgBpAGUAdwAsACAAbQBhAG4AaQBwAHUAbABhAHQAZQAs

ACAAbwByACAAZABvAHcAbgBsAG8AYQBkACAAYQBuAHkAIAAFjAAAAAEDAAAAKwEHCH8AAAAAe

gAAAHUAbgBhAHUAdABoAG8AcgBpAHoAZQBkACAAZABhAHQAYQA6ACAAYQAgAHQAcgB1AGUAIA

AcIGkAbgBzAGkAZABlAHIAIAB0AGgAcgBlAGEAdAAdICAAcAByAGUAdgBlAG4AdABpAG8AbgA

gAHMAeQBzAHQAZQBtAC4ABREAAAABAAAAAAgHAAAAAAIAAAAuAAUKAAAAAQAAAAAIAAAAAAUK

AAAAAQAAAAAIAAAAAAUKAAAACAUAAAANAAAAAAoAAAAAAAAAABEAAAAAhwAAAAAtAAAAAQYAA

AAACQYbAAAAJwQDAQAACwEBHAEAKAQAAAAAHQEAKQSgAAAAGwYAAAAAAUsAAAAoAQcpAQcqAQ

YrAQUTAQEIBBYAAAAWBBYAAAAZBgoAAABlAG4ALQBVAFMAGgYKAAAAYQByAC0AUwBBABsGCgA

AAHoAaAAtAFQAVwACAAAAAA==\">Naval Digital Platform Orchestrated 

Repository for the Enterprise (NDP ORE) is a strategic platform designed 

to provide governance, risk and compliance through an orchestrated 

repository ecosystem</span><span style=\"font-family:'Times New 

Roman';font-size:12pt;color:#000000;mso-style-textfill-fill-

color:#000000\">. The NDP ORE provides&nbsp;highly secure content 

management, archival platform, and data orchestration system gateway to 

the modern data repository ecosystem. The zero trust design ensures both 

the insider and external threats cannot view, manipulate, or download any 

unauthorized data: a true â€œinsider threatâ€� prevention 

system.</span></p>", 

                    "status": { 

                        "state": "under-development" 

                    }, 

                    "protocols": [ 

                        { 

                            "uuid": "3e77064a-252b-4887-9e4f-

3fcf210a53b0", 

                            "name": "Oracle MySQL", 

                            "title": "Database Communications", 

                            "port-ranges": [ 

                                { 

                                    "start": 3306, 

                                    "end": 3306, 

                                    "transport": "TCP" 

                                } 

                            ] 

                        }, 

                        { 

                            "uuid": "36291341-c1b8-42d5-84fc-

db5226dfc1a8", 

                            "name": "Orchestrated Repository Enterprise", 

                            "title": "Secure Web Services", 

                            "port-ranges": [ 

                                { 

                                    "start": 443, 

                                    "end": 443, 

                                    "transport": "TCP" 

                                } 



                            ] 

                        }, 

                        { 

                            "uuid": "6b717d6e-96fe-44ac-adc1-

f70c15de3c3c", 

                            "name": "S3 Object Storage", 

                            "title": "Store video files", 

                            "port-ranges": [ 

                                { 

                                    "start": 443, 

                                    "end": 443, 

                                    "transport": "TCP" 

                                } 

                            ] 

                        } 

                    ] 

                } 

            ], 

            "inventory-items": [ 

                { 

                    "uuid": "19e1dff8-2d7d-4d75-aec3-ebe4c61e7f17", 

                    "description": "Orchestrated Repository Enterprise", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "19e1dff8-2d7d-4d75-aec3-

ebe4c61e7f17" 

                        }, 

                        { 

                            "name": "name", 

                            "value": "Orchestrated Repository Enterprise" 

                        }, 

                        { 

                            "name": "assetOwner", 

                            "value": "Osafo, Lloyd" 

                        }, 

                        { 

                            "name": "assetOwnerId", 

                            "value": "39907347-568d-44a5-aa10-

0419a752bfc2" 

                        }, 

                        { 

                            "name": "description", 

                            "value": "<p>Governance Risk Compliance</p>" 

                        }, 

                        { 



                            "name": "status", 

                            "value": "Active (On Network)" 

                        }, 

                        { 

                            "name": "assetCategory", 

                            "value": "Software" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-02-03T15:38:22.1222243" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-02-03T15:46:49.9608148" 

                        } 

                    ] 

                }, 

                { 

                    "uuid": "ecfbaef4-47b0-4384-8d15-c0a063665160", 

                    "description": "Oracle MySQL", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "2" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "ecfbaef4-47b0-4384-8d15-

c0a063665160" 

                        }, 

                        { 

                            "name": "name", 



                            "value": "Oracle MySQL" 

                        }, 

                        { 

                            "name": "assetOwner", 

                            "value": "Osafo, Lloyd" 

                        }, 

                        { 

                            "name": "assetOwnerId", 

                            "value": "39907347-568d-44a5-aa10-

0419a752bfc2" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Active (On Network)" 

                        }, 

                        { 

                            "name": "softwareVendor", 

                            "value": "Oracle" 

                        }, 

                        { 

                            "name": "softwareName", 

                            "value": "MySQL" 

                        }, 

                        { 

                            "name": "softwareVersion", 

                            "value": "8.x" 

                        }, 

                        { 

                            "name": "assetCategory", 

                            "value": "Software" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-02-03T15:39:58.4435334" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 



                            "name": "dateLastUpdated", 

                            "value": "2023-02-03T15:39:58.4435341" 

                        } 

                    ] 

                }, 

                { 

                    "uuid": "83eb1fe4-aacc-4009-bce9-049b04544946", 

                    "description": "MinIO", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "3" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "83eb1fe4-aacc-4009-bce9-

049b04544946" 

                        }, 

                        { 

                            "name": "name", 

                            "value": "MinIO" 

                        }, 

                        { 

                            "name": "assetOwner", 

                            "value": "Osafo, Lloyd" 

                        }, 

                        { 

                            "name": "assetOwnerId", 

                            "value": "39907347-568d-44a5-aa10-

0419a752bfc2" 

                        }, 

                        { 

                            "name": "description", 

                            "value": "<p>Object Storage</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Active (On Network)" 

                        }, 

                        { 

                            "name": "softwareVendor", 

                            "value": "MinIO" 

                        }, 

                        { 

                            "name": "softwareName", 

                            "value": "MinIO" 

                        }, 

                        { 

                            "name": "softwareVersion", 

                            "value": "2022-x" 



                        }, 

                        { 

                            "name": "assetCategory", 

                            "value": "Software" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-02-03T15:41:48.551162" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-02-03T15:41:48.5511627" 

                        } 

                    ] 

                }, 

                { 

                    "uuid": "541365c9-65cf-4a1f-a2f7-f201705da18a", 

                    "description": "Docker Engine", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "5" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "541365c9-65cf-4a1f-a2f7-

f201705da18a" 

                        }, 

                        { 

                            "name": "name", 

                            "value": "Docker Engine" 

                        }, 



                        { 

                            "name": "assetOwner", 

                            "value": "Osafo, Lloyd" 

                        }, 

                        { 

                            "name": "assetOwnerId", 

                            "value": "39907347-568d-44a5-aa10-

0419a752bfc2" 

                        }, 

                        { 

                            "name": "description", 

                            "value": "<p>Container runtime</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Active (On Network)" 

                        }, 

                        { 

                            "name": "softwareVendor", 

                            "value": "Docker" 

                        }, 

                        { 

                            "name": "softwareName", 

                            "value": "Docker Engine" 

                        }, 

                        { 

                            "name": "softwareVersion", 

                            "value": "20.10.x" 

                        }, 

                        { 

                            "name": "assetCategory", 

                            "value": "Software" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-02-03T15:43:56.8943" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 



                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-02-03T15:43:56.8943006" 

                        } 

                    ] 

                }, 

                { 

                    "uuid": "e4596c89-379e-4e5c-a93a-09dcc5c2bd72", 

                    "description": "Keycloak", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "6" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "e4596c89-379e-4e5c-a93a-

09dcc5c2bd72" 

                        }, 

                        { 

                            "name": "name", 

                            "value": "Keycloak" 

                        }, 

                        { 

                            "name": "assetOwner", 

                            "value": "Osafo, Lloyd" 

                        }, 

                        { 

                            "name": "assetOwnerId", 

                            "value": "39907347-568d-44a5-aa10-

0419a752bfc2" 

                        }, 

                        { 

                            "name": "description", 

                            "value": "<p>Application SSO</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Active (On Network)" 

                        }, 

                        { 

                            "name": "softwareVendor", 

                            "value": "Red Hat" 

                        }, 

                        { 

                            "name": "softwareName", 

                            "value": "Keycloak" 

                        }, 

                        { 



                            "name": "softwareVersion", 

                            "value": "16.x" 

                        }, 

                        { 

                            "name": "assetCategory", 

                            "value": "Software" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-02-03T15:44:44.1144521" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-02-03T15:44:44.1144527" 

                        } 

                    ] 

                } 

            ] 

        }, 

        "control-implementation": { 

            "description": "Implemented Requirements for Orchestrated 

Repository for the Enterprise", 

            "implemented-requirements": [ 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "e24184eb-959d-4ba0-bc4b-

6cb61d00dabe", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 156, 

                    "uuid": "bb7f2c3c-04e6-4ec5-af83-35dddc004563", 

                    "set-parameters": [ 



                        { 

                            "param-id": "at-03_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "at-03_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "at-03_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "at-03_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "at-03_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "at-3_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "44" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "bb7f2c3c-04e6-4ec5-af83-

35dddc004563" 

                        }, 

                        { 

                            "name": "controlOwnerId", 



                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "156" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "722" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6702864" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9851194" 

                        }, 

                        { 



                            "name": "control-id", 

                            "value": "at-3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "at-3 - Role-based Training" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Awareness and Training" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "c6007428-065b-449f-8d1b-

fde07c4b9502" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "93c576aa-0640-4a44-b8ed-

606a3b02d3c7", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 162, 

                    "uuid": "3e162602-b131-4dcd-897b-e7dda8d760d8", 

                    "set-parameters": [ 

                        { 

                            "param-id": "at-04_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "45" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "3e162602-b131-4dcd-897b-

e7dda8d760d8" 

                        }, 

                        { 

                            "name": "controlOwnerId", 



                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "162" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "723" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6704123" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9851584" 

                        }, 

                        { 



                            "name": "control-id", 

                            "value": "at-4" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "at-4 - Training Records" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Awareness and Training" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "a045ccfb-8835-4c00-a2e8-

f3ab733d4bea" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "94ce847f-b0d9-4446-9369-

4e6d40235751", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 332, 

                    "uuid": "44526c75-c73c-4760-8311-170625e584a5", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cp-01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-01_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-01_odp.04", 

                            "values": [ 

                                "" 

                            ] 



                        }, 

                        { 

                            "param-id": "cp-01_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-01_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-01_odp.07", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-01_odp.08", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-1_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "96" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "44526c75-c73c-4760-8311-

170625e584a5" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 



                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "332" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "774" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6740032" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9851923" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cp-1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cp-1 - Policy and Procedures" 



                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Contingency Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "e6eb174a-d6a5-4321-9834-

3fee44d1a5cc" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "45175140-d806-4d5e-8b88-

8beb0d9176b5", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 333, 

                    "uuid": "d1ea8c83-b187-42c7-a686-879bd2e5c07c", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cp-02_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-02_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-02_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-02_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-02_odp.05", 

                            "values": [ 

                                "" 

                            ] 



                        }, 

                        { 

                            "param-id": "cp-02_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-02_odp.07", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-2_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-2_prm_2", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-2_prm_4", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "99" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "d1ea8c83-b187-42c7-a686-

879bd2e5c07c" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 



                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "333" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "777" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6741818" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9852265" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cp-2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cp-2 - Contingency Plan" 



                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Contingency Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "383ba9c0-7a78-47b7-931f-

64a0e0b962ac" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "a15dea4e-97e8-4d87-b021-

930f6da00e05", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 334, 

                    "uuid": "7c0d3dfb-32bb-4de4-9c5b-9e593d484bad", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "100" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "7c0d3dfb-32bb-4de4-9c5b-

9e593d484bad" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "334" 



                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "778" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6742657" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.98526" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cp-2.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cp-2.1 - Coordinate with Related 

Plans" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Contingency Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 



                            "value": "b6adc63d-a9e8-44e3-840a-

aa17fc770ac6" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "1f079afe-9a56-4d60-b327-

b1c2e0f1b3bc", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 336, 

                    "uuid": "9d9e595c-56f5-419c-bf87-6b90fa4124ad", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cp-02.03_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-02.03_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "101" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "9d9e595c-56f5-419c-bf87-

6b90fa4124ad" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 



                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "336" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "779" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6743866" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9852955" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cp-2.3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cp-2.3 - Resume Mission and 

Business Functions" 



                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Contingency Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "a1a9cd03-fea7-40c7-8829-

c38174dd2d00" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "6acc6073-154e-460c-8228-

d66cf301b3ca", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 341, 

                    "uuid": "1c77a84e-773e-4b1a-8910-b3da5f4e162f", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cp-02.08_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "102" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "1c77a84e-773e-4b1a-8910-

b3da5f4e162f" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 



                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "341" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "780" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6744562" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.985399" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cp-2.8" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cp-2.8 - Identify Critical Assets" 



                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Contingency Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "7d0669eb-8b9d-4587-a435-

656172ea261b" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "a37f8f96-0303-4c27-a455-

350cd840b67e", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 342, 

                    "uuid": "2f439c80-bec3-4c8b-90f3-b65025a15bb7", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cp-03_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-03_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-03_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-03_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "103" 



                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "2f439c80-bec3-4c8b-90f3-

b65025a15bb7" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "342" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "781" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 



                            "value": "2023-01-27T17:59:11.6745427" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9854616" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cp-3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cp-3 - Contingency Training" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Contingency Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "88f19c5d-8421-4fc0-a89d-

9d4e4dc43ed7" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "01ab30f7-5ffa-4a4e-be96-

6c9937a93d4c", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 343, 

                    "uuid": "a5e19e7f-5f33-4e64-bb2d-11045bbfa713", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "1049" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 



                            "value": "a5e19e7f-5f33-4e64-bb2d-

11045bbfa713" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "343" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "997" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-04-20T16:18:30.837146" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 



                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.8371462" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cp-3.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cp-3.1 - Simulated Events" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Contingency Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "6c077307-dbe8-4246-811b-

132a60d88a86" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "fa63cf5a-9015-488e-9e01-

3b0a5b1d5e78", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 345, 

                    "uuid": "45b1c2dd-1572-4dd9-908b-1a3930a64363", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cp-04_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-04_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-04_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 



                        { 

                            "param-id": "cp-4_prm_2", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "104" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "45b1c2dd-1572-4dd9-908b-

1a3930a64363" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "345" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "782" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 



                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6746029" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9855166" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cp-4" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cp-4 - Contingency Plan Testing" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Contingency Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "bf582dbf-172a-4e64-9227-

62a3a9b7ecc7" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "39225fd7-dc15-4d68-af90-

fa3c21b14ccb", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 346, 

                    "uuid": "865b4683-a4d2-4701-9581-900c28d6a662", 

                    "props": [ 



                        { 

                            "name": "id", 

                            "value": "105" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "865b4683-a4d2-4701-9581-

900c28d6a662" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "346" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "783" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 



                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6746644" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9855744" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cp-4.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cp-4.1 - Coordinate with Related 

Plans" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Contingency Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "5e3f53b0-bed4-4404-bf0d-

97d544308d02" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "e590132d-d60b-4cda-8909-

2c0887778646", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 489, 

                    "uuid": "8dd1cf44-2b87-4d63-a5ef-a083495dc79a", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "153" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 



                        }, 

                        { 

                            "name": "uuid", 

                            "value": "8dd1cf44-2b87-4d63-a5ef-

a083495dc79a" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "489" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "831" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6779058" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 



                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9859396" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ir-7" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ir-7 - Incident Response 

Assistance" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Incident Response" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "fafcedfe-e9fa-4e97-adec-

583aa86a6e61" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "188622d2-f97a-400e-94de-

05c3161e11a8", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 490, 

                    "uuid": "de83c5b6-aa49-4285-b4ae-ce3d367dfc5d", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ir-07.01_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "154" 

                        }, 

                        { 

                            "name": "isPublic", 



                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "de83c5b6-aa49-4285-b4ae-

ce3d367dfc5d" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "490" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "832" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6779638" 

                        }, 

                        { 



                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9859729" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ir-7.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ir-7.1 - Automation Support for 

Availability of Information and Support" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Incident Response" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "4de7d03a-b546-4534-acc0-

10c105f4523b" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "d1ee94f5-212f-4e08-883d-

f63daa85dafb", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 492, 

                    "uuid": "bde0d58d-2b7b-482f-9dd7-ce461273dcde", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ir-08_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ir-08_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 



                            "param-id": "ir-08_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ir-08_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ir-08_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ir-08_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ir-08_odp.07", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ir-8_prm_5", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "155" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "bde0d58d-2b7b-482f-9dd7-

ce461273dcde" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 



                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "492" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "833" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6780243" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9860237" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ir-8" 



                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ir-8 - Incident Response Plan" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Incident Response" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "28cecfe1-199a-4240-bf79-

92676a3c3d9b" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "aed59f87-9309-47f4-a87c-

744cb97ac098", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 560, 

                    "uuid": "76eddc62-0222-4dcc-b076-82e311c847c6", 

                    "set-parameters": [ 

                        { 

                            "param-id": "pe-01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-01_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-01_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 



                            "param-id": "pe-01_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-01_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-01_odp.07", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-01_odp.08", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-1_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "172" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "76eddc62-0222-4dcc-b076-

82e311c847c6" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 



                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "560" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "850" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6791544" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9860759" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pe-1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pe-1 - Policy and Procedures" 

                        }, 

                        { 



                            "name": "control-family", 

                            "value": "Physical and Environmental 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "e9f37a47-f4fa-4981-bb03-

4d81759c7c3d" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "1f94b562-217d-40bf-857f-

167ae80561c3", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 561, 

                    "uuid": "261198a9-5e4b-4a1b-ba22-23b121bd9578", 

                    "set-parameters": [ 

                        { 

                            "param-id": "pe-02_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "182" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "261198a9-5e4b-4a1b-ba22-

23b121bd9578" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 



                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "561" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "860" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6798259" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9864197" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pe-2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pe-2 - Physical Access 

Authorizations" 



                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Physical and Environmental 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "88df9a6a-9d20-4f21-b2dd-

6c9850bca47f" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "b9f5c571-b9a3-434d-9e15-

0b3d15d02287", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 565, 

                    "uuid": "d5b10dd2-3862-444e-af08-f98fb5079771", 

                    "set-parameters": [ 

                        { 

                            "param-id": "pe-03_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-03_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-03_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-03_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-03_odp.05", 

                            "values": [ 

                                "" 



                            ] 

                        }, 

                        { 

                            "param-id": "pe-03_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-03_odp.07", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-03_odp.08", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-03_odp.09", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-03_odp.10", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-3_prm_9", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "183" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "d5b10dd2-3862-444e-af08-

f98fb5079771" 

                        }, 

                        { 



                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "565" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "861" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6798855" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9864547" 

                        }, 



                        { 

                            "name": "control-id", 

                            "value": "pe-3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pe-3 - Physical Access Control" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Physical and Environmental 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "06f342a5-6f58-4d9c-b205-

e3ad53b9b6fb" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "08bbd220-be2d-4dd4-8dee-

d9ba43e6cedd", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 566, 

                    "uuid": "8a122ca2-1ed3-4f2c-8275-ffa275dc7b43", 

                    "set-parameters": [ 

                        { 

                            "param-id": "pe-03.01_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "1057" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "8a122ca2-1ed3-4f2c-8275-

ffa275dc7b43" 

                        }, 



                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "566" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "1023" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-04-20T16:18:30.8379704" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.8379706" 



                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pe-3.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pe-3.1 - System Access" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Physical and Environmental 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "8d15d6a8-6647-4cf8-a4ce-

22296c6655bb" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "ebdc782e-349b-49e8-8b20-

be242909ffba", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 574, 

                    "uuid": "a6a5830a-5a7f-40cf-8267-746f613f348a", 

                    "set-parameters": [ 

                        { 

                            "param-id": "pe-04_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-04_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "184" 

                        }, 

                        { 

                            "name": "isPublic", 



                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "a6a5830a-5a7f-40cf-8267-

746f613f348a" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "574" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "862" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6799433" 

                        }, 

                        { 



                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9864865" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pe-4" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pe-4 - Access Control for 

Transmission" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Physical and Environmental 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "820d8b00-95fa-4b98-b7d8-

ceb7a4d0673b" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "f172a7c8-76e7-4eb1-8756-

ba6f9bee8b68", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 575, 

                    "uuid": "f653603b-5a83-4fbf-9bcd-0c2c2c2d5382", 

                    "set-parameters": [ 

                        { 

                            "param-id": "pe-05_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "185" 

                        }, 



                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "f653603b-5a83-4fbf-9bcd-

0c2c2c2d5382" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "575" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "863" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.680003" 



                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9865198" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pe-5" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pe-5 - Access Control for Output 

Devices" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Physical and Environmental 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "22bdc920-1cec-4449-97a3-

6103758acad3" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "cf897af6-7ac3-47c8-90fc-

f9cd04b3aa73", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 579, 

                    "uuid": "b6326f16-a654-41ec-a0f2-0c497898de09", 

                    "set-parameters": [ 

                        { 

                            "param-id": "pe-06_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-06_odp.02", 

                            "values": [ 

                                "" 



                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "186" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "b6326f16-a654-41ec-a0f2-

0c497898de09" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "579" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "864" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 



                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6800619" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9865552" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pe-6" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pe-6 - Monitoring Physical Access" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Physical and Environmental 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "f909c8ea-9315-416b-9323-

654f7c26a8f6" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "44495619-980a-4136-9271-

d0f04c1ade1a", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 580, 

                    "uuid": "595b2b70-b924-4f97-bd89-586ed0573db1", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "187" 



                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "595b2b70-b924-4f97-bd89-

586ed0573db1" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "580" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "865" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 



                            "value": "2023-01-27T17:59:11.6801196" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9865888" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pe-6.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pe-6.1 - Intrusion Alarms and 

Surveillance Equipment" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Physical and Environmental 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "28bc4144-637c-4710-8162-

a3835618734e" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "4144d9b7-81c1-4af4-8c05-

0beaf9fbc196", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 585, 

                    "uuid": "0fead76a-aff6-43cf-9da0-1691407b905d", 

                    "set-parameters": [ 

                        { 

                            "param-id": "pe-08_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-08_odp.02", 

                            "values": [ 



                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-08_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "188" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "0fead76a-aff6-43cf-9da0-

1691407b905d" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "585" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "866" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 



                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.680179" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9866205" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pe-8" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pe-8 - Visitor Access Records" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Physical and Environmental 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "29fb4d1e-a2bb-49a9-bdcf-

7e784781a79f" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "d54aeb82-1706-4e42-9c23-

ccdbff1eb7cd", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 



                    ], 

                    "control-id": 586, 

                    "uuid": "477d69e6-b85c-47b1-8977-3cd289011ab1", 

                    "set-parameters": [ 

                        { 

                            "param-id": "pe-08.01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-08.01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-8.1_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "1058" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "477d69e6-b85c-47b1-8977-

3cd289011ab1" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "586" 

                        }, 



                        { 

                            "name": "inheritedControlId", 

                            "value": "1025" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-04-20T16:18:30.8380649" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.8380652" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pe-8.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pe-8.1 - Automated Records 

Maintenance and Review" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Physical and Environmental 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 



                            "value": "b588436e-909b-49be-b7e4-

e3f592c67a9b" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "206c3eaf-b6c4-4695-89d0-

a68be4a50f41", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 589, 

                    "uuid": "5e8ca9d1-99d0-4f88-a6b4-6680a4705ab0", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "189" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "5e8ca9d1-99d0-4f88-a6b4-

6680a4705ab0" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "589" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "867" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 



                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.680237" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9866524" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pe-9" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pe-9 - Power Equipment and Cabling" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Physical and Environmental 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "dfce642f-0734-4aae-bb9d-

c212d6218fba" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 



                        { 

                            "uuid": "2b5934ca-5b5e-4fe6-8d90-

4982d6d4667e", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 592, 

                    "uuid": "b430b441-0422-4f2e-a372-238680296fd8", 

                    "set-parameters": [ 

                        { 

                            "param-id": "pe-10_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-10_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "173" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "b430b441-0422-4f2e-a372-

238680296fd8" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "592" 



                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "851" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.679213" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9861106" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pe-10" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pe-10 - Emergency Shutoff" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Physical and Environmental 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 



                            "value": "fb22d438-5bdb-4835-9e4b-

b0e46bd814fa" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "ac6f79e9-13bd-4c23-9587-

47ec1a041f40", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 594, 

                    "uuid": "28d4e80a-b998-4b9c-a125-e849443f2c88", 

                    "set-parameters": [ 

                        { 

                            "param-id": "pe-11_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "174" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "28d4e80a-b998-4b9c-a125-

e849443f2c88" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 



                            "value": "594" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "852" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6792727" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.986145" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pe-11" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pe-11 - Emergency Power" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Physical and Environmental 

Protection" 

                        }, 

                        { 



                            "name": "parent-control-uuid", 

                            "value": "38641dc2-818f-4cdd-9795-

ee421618eedf" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "73784ab4-0df6-44e9-93d6-

e8404652f966", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 595, 

                    "uuid": "0dedd86a-e32c-45f8-907a-072530faa901", 

                    "set-parameters": [ 

                        { 

                            "param-id": "pe-11.01_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "1053" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "0dedd86a-e32c-45f8-907a-

072530faa901" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 



                            "name": "controlID", 

                            "value": "595" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "1019" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-04-20T16:18:30.8376644" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.8376647" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pe-11.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pe-11.1 - Alternate Power Supply 

â€” Minimal Operational Capability" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Physical and Environmental 

Protection" 



                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "0047a3c7-9ce4-46b3-94cd-

b0469c94d018" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "ea565c5e-82fa-4a2b-886b-

f24996c4586e", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 597, 

                    "uuid": "46b5123d-4c45-4f3a-a8fb-1a01cac4c3fd", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "175" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "46b5123d-4c45-4f3a-a8fb-

1a01cac4c3fd" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "597" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "853" 



                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6793858" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9861769" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pe-12" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pe-12 - Emergency Lighting" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Physical and Environmental 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "a5774378-faa6-466a-8ad6-

676f67132b80" 

                        } 

                    ] 



                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "d3ea3a3e-2291-4b1a-95bd-

2dbc1aeb0f94", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 599, 

                    "uuid": "afac3381-f87f-437a-aaa4-c582d9c28ae3", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "176" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "afac3381-f87f-437a-aaa4-

c582d9c28ae3" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "599" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "854" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 



                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6794636" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9862094" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pe-13" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pe-13 - Fire Protection" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Physical and Environmental 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "007d1f7f-c87e-4503-8ebd-

6e42bec82096" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "4021acf3-4e6d-45b2-ab76-

eba0e696fa70", 



                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 600, 

                    "uuid": "e9264ad5-c03b-431b-a287-eee75a100f00", 

                    "set-parameters": [ 

                        { 

                            "param-id": "pe-13.01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-13.01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "177" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "e9264ad5-c03b-431b-a287-

eee75a100f00" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "600" 

                        }, 

                        { 

                            "name": "inheritedControlId", 



                            "value": "855" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6795275" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9862414" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pe-13.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pe-13.1 - Detection Systems â€” 

Automatic Activation and Notification" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Physical and Environmental 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "2d1b4d9b-d16c-4426-96b1-

39373be02a11" 



                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "437ed5ea-dcab-459e-9667-

8ddf59c84c10", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 601, 

                    "uuid": "4346d734-308f-409f-97e0-497ca5e85827", 

                    "set-parameters": [ 

                        { 

                            "param-id": "pe-13.02_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-13.02_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "1054" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "4346d734-308f-409f-97e0-

497ca5e85827" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 



                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "601" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "1020" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-04-20T16:18:30.8377537" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.837754" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pe-13.2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pe-13.2 - Suppression Systems â€” 

Automatic Activation and Notification" 

                        }, 

                        { 



                            "name": "control-family", 

                            "value": "Physical and Environmental 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "a70a26ef-cb08-4cb1-a7e5-

7ca1669229bf" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "cb64c985-075a-48a5-a466-

0d272a74a1a3", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 604, 

                    "uuid": "4b40afea-24d4-4a7a-aa28-03c2539ef0e2", 

                    "set-parameters": [ 

                        { 

                            "param-id": "pe-14_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-14_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-14_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-14_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "178" 

                        }, 



                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "4b40afea-24d4-4a7a-aa28-

03c2539ef0e2" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "604" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "856" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.67959" 



                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9862771" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pe-14" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pe-14 - Environmental Controls" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Physical and Environmental 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "d86e69fc-4cfe-43ac-833c-

b14b8b6097e1" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "7693a064-4378-41c8-bd9b-

d26a6079012c", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 607, 

                    "uuid": "cd0d6bca-ac01-49ad-a1ca-2f052202bc80", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "179" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 



                            "value": "cd0d6bca-ac01-49ad-a1ca-

2f052202bc80" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "607" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "857" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6796499" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 



                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.986309" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pe-15" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pe-15 - Water Damage Protection" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Physical and Environmental 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "11b28315-07a3-4640-81c3-

460d9ae6d388" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "ce4c54b8-31d0-4460-a254-

0638879bb9ea", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 608, 

                    "uuid": "b301b509-854f-415d-aa0b-8566eda71993", 

                    "set-parameters": [ 

                        { 

                            "param-id": "pe-15.01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-15.01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "1055" 



                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "b301b509-854f-415d-aa0b-

8566eda71993" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "608" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "1021" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 



                            "value": "2023-04-20T16:18:30.8378449" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.8378452" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pe-15.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pe-15.1 - Automation Support" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Physical and Environmental 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "95cc8c36-c56c-4086-a3d3-

bddc2c9b8c9a" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "18d86d48-43b6-45db-91d5-

5076b63eeefc", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 609, 

                    "uuid": "fcfa05f6-ee2b-47fc-9a21-fe172e274625", 

                    "set-parameters": [ 

                        { 

                            "param-id": "pe-16_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-16_odp.02", 

                            "values": [ 

                                "" 



                            ] 

                        }, 

                        { 

                            "param-id": "pe-16_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "180" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "fcfa05f6-ee2b-47fc-9a21-

fe172e274625" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "609" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "858" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 



                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6797075" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.986386" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pe-16" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pe-16 - Delivery and Removal" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Physical and Environmental 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "c9c9204a-5116-4142-802e-

f20d148579c3" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "584092cc-c724-488e-ab87-

4a61cb64c273", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 



                    "control-id": 715, 

                    "uuid": "73acc6a6-06f8-4fe9-84bb-68bc9947e8f6", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ra-03_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ra-03_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ra-03_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ra-03_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ra-03_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "208" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "73acc6a6-06f8-4fe9-84bb-

68bc9947e8f6" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 



                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "715" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "886" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6814878" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9870348" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ra-3" 

                        }, 

                        { 



                            "name": "control-title", 

                            "value": "ra-3 - Risk Assessment" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Risk Assessment" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "e46995ab-d6d1-4f19-a4a4-

92368a38edd8" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "74e60647-65fc-4c50-8368-

6e3ac1aee89f", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 458, 

                    "uuid": "0bda635b-8391-42bd-828b-466067d082ed", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ir-01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ir-01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ir-01_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ir-01_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ir-01_odp.05", 

                            "values": [ 



                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ir-01_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ir-01_odp.07", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ir-01_odp.08", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ir-1_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "143" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "0bda635b-8391-42bd-828b-

466067d082ed" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 



                        }, 

                        { 

                            "name": "controlID", 

                            "value": "458" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "821" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.677223" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9856288" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ir-1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ir-1 - Policy and Procedures" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Incident Response" 



                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "2f3bd0bd-3e12-4c4d-95a8-

04f2a4492290" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "c4238e56-465a-44f1-8838-

66c66c345117", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 459, 

                    "uuid": "1cad7003-69bb-4f71-bf1f-f4a434410a76", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ir-02_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ir-02_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ir-02_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ir-02_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "144" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 



                        }, 

                        { 

                            "name": "uuid", 

                            "value": "1cad7003-69bb-4f71-bf1f-

f4a434410a76" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "459" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "822" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6772826" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 



                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.985671" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ir-2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ir-2 - Incident Response Training" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Incident Response" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "6959120c-67a1-4389-b165-

89e5d7d76c36" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "4ecf1c92-0df3-46d3-a7fc-

62e520fdbac8", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 460, 

                    "uuid": "ee285609-5f42-4ae9-985a-369347dd7307", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "1050" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "ee285609-5f42-4ae9-985a-

369347dd7307" 

                        }, 

                        { 

                            "name": "controlOwnerId", 



                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "460" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "1008" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-04-20T16:18:30.8373795" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.8373798" 

                        }, 

                        { 



                            "name": "control-id", 

                            "value": "ir-2.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ir-2.1 - Simulated Events" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Incident Response" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "8b55dccb-7ff9-409f-a526-

e4c41f2ab9d7" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "fdd96e8a-96e1-4a8e-868d-

2a3e3b4ddbe7", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 463, 

                    "uuid": "8f10bdaa-f480-460e-aab7-9e7a8e9b7092", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ir-03_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ir-03_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "145" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 



                            "name": "uuid", 

                            "value": "8f10bdaa-f480-460e-aab7-

9e7a8e9b7092" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "463" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "823" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6774024" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 



                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9857073" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ir-3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ir-3 - Incident Response Testing" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Incident Response" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "0d9542cb-2a66-4cf1-9166-

bf0a077d1797" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "e099825a-f0d3-40c2-9073-

81193bb0baef", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 465, 

                    "uuid": "d5aa7452-6770-4b5c-9ec2-028ab436a72d", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "146" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "d5aa7452-6770-4b5c-9ec2-

028ab436a72d" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 



                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "465" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "824" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6774743" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.98574" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ir-3.2" 



                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ir-3.2 - Coordination with Related 

Plans" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Incident Response" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "d011137c-61a2-4861-a965-

66e8076ab67d" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "be91082c-3081-4a34-bfee-

6af0dd969822", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 467, 

                    "uuid": "aaba5b18-8cb1-4a53-bc36-11b47c96b478", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "147" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "aaba5b18-8cb1-4a53-bc36-

11b47c96b478" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 



                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "467" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "825" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.677539" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9857738" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ir-4" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ir-4 - Incident Handling" 

                        }, 

                        { 

                            "name": "control-family", 



                            "value": "Incident Response" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "6439e63b-3b80-4920-a0d5-

fd0c79e2e5e7" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "04de1f69-1b06-4620-b4ef-

d04bc99ab13f", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 468, 

                    "uuid": "ff2f9f80-3fd9-44f4-a9da-d3f80110acb8", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ir-04.01_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "148" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "ff2f9f80-3fd9-44f4-a9da-

d3f80110acb8" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 



                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "468" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "826" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6776008" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9858099" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ir-4.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ir-4.1 - Automated Incident 

Handling Processes" 

                        }, 

                        { 



                            "name": "control-family", 

                            "value": "Incident Response" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "b4835a3d-0b6f-4192-9d1d-

6a2ed797a3dd" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "585ee7ef-4fc6-4109-b470-

a32728d08bf4", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 471, 

                    "uuid": "b453276c-6881-4cdc-bc6b-8407f517e0b1", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "1051" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "b453276c-6881-4cdc-bc6b-

8407f517e0b1" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "471" 

                        }, 

                        { 



                            "name": "inheritedControlId", 

                            "value": "1011" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-04-20T16:18:30.8374672" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.8374675" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ir-4.4" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ir-4.4 - Information Correlation" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Incident Response" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "bf3e0c94-418a-4a81-8ed1-

8d98aa8e5104" 

                        } 



                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "3a9509fb-ad8c-46cc-85a4-

1f5bde3a6100", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 483, 

                    "uuid": "707b494d-304d-4d25-a511-b2e8a527cb23", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "149" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "707b494d-304d-4d25-a511-

b2e8a527cb23" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "483" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "827" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 



                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6776633" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.985842" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ir-5" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ir-5 - Incident Monitoring" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Incident Response" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "0679a690-bd30-4cc9-915d-

8fecc459807b" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "7d6772f2-bad3-4eb0-97d1-

8b2cc7e15881", 



                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 484, 

                    "uuid": "76eea196-6c9c-43d5-a622-281c163313a6", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ir-05.01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ir-05.01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ir-05.01_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ir-5.1_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "1052" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "76eea196-6c9c-43d5-a622-

281c163313a6" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 



                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "484" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "1012" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-04-20T16:18:30.8375801" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.8375804" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ir-5.1" 

                        }, 

                        { 

                            "name": "control-title", 



                            "value": "ir-5.1 - Automated Tracking, Data 

Collection, and Analysis" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Incident Response" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "45fa99df-313a-400b-b771-

d4b59d8a612b" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "c5b4978c-2ab1-4099-86cb-

5c608b04e08d", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 485, 

                    "uuid": "2dc30e15-69ee-4b00-9ef0-ca6b5cde10e5", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ir-06_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ir-06_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "150" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "2dc30e15-69ee-4b00-9ef0-

ca6b5cde10e5" 

                        }, 



                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "485" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "828" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.677727" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9858757" 



                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ir-6" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ir-6 - Incident Reporting" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Incident Response" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "3a746864-99de-48f4-8a7d-

7a5a23e82086" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "093984a7-3bf9-415f-a510-

25d911b7bc2b", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 486, 

                    "uuid": "352a3d0f-d445-41f9-b468-4a11e14ad18b", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ir-06.01_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "151" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "352a3d0f-d445-41f9-b468-

4a11e14ad18b" 

                        }, 



                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "486" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "829" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6777853" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9859076" 



                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ir-6.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ir-6.1 - Automated Reporting" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Incident Response" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "7a535c53-8893-4233-bfe4-

9569da101fdb" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "519eece9-e546-4d87-9925-

846a8b516b6b", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 611, 

                    "uuid": "40c805f6-407f-4c81-aaaf-eddca4c6a451", 

                    "set-parameters": [ 

                        { 

                            "param-id": "pe-18_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "1056" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "40c805f6-407f-4c81-aaaf-

eddca4c6a451" 

                        }, 



                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "611" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "1022" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-04-20T16:18:30.8379089" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.8379091" 



                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pe-18" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pe-18 - Location of System 

Components" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Physical and Environmental 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "e331fe15-fbba-4860-b00d-

cbbb410d698c" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "7a854d70-e34a-4a94-a502-

2d6a91f1bd5f", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 673, 

                    "uuid": "beb9e0fc-74b4-4bc9-b168-801fbcadfeb9", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ps-01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ps-01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ps-01_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 



                            "param-id": "ps-01_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ps-01_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ps-01_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ps-01_odp.07", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ps-01_odp.08", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ps-1_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "197" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "beb9e0fc-74b4-4bc9-b168-

801fbcadfeb9" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 



                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "673" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "875" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6807969" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9866892" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ps-1" 



                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ps-1 - Policy and Procedures" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Personnel Security" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "67eb3625-9f6f-41a1-8f41-

406e78a8697e" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "c8f49083-66e6-4c50-a261-

db1f3dffced4", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 674, 

                    "uuid": "2ef23627-a563-4c3e-9005-787b5f9d37eb", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ps-02_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "198" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "2ef23627-a563-4c3e-9005-

787b5f9d37eb" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 



                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "674" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "876" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6808568" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9867413" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ps-2" 



                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ps-2 - Position Risk Designation" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Personnel Security" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "f8616721-e4da-4994-9806-

a2fef90960f2" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "ad224f61-cf0e-45eb-863a-

86adb0639e19", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 675, 

                    "uuid": "c0074ff1-cccf-4dc8-b54d-e79fa584dde8", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ps-03_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ps-03_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ps-3_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "199" 

                        }, 

                        { 



                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "c0074ff1-cccf-4dc8-b54d-

e79fa584dde8" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "675" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "877" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6809241" 

                        }, 



                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9867815" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ps-3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ps-3 - Personnel Screening" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Personnel Security" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "97be20e3-59ee-47fc-8e9c-

83bd1df6586a" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "ecae21e1-e970-4504-a30c-

7c50115d692f", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 680, 

                    "uuid": "598dbc1c-da43-4591-98af-4c880a4c8449", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ps-04_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ps-04_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 



                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "200" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "598dbc1c-da43-4591-98af-

4c880a4c8449" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "680" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "878" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 



                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6809835" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9868134" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ps-4" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ps-4 - Personnel Termination" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Personnel Security" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "38e5adcb-c471-4acb-9869-

28fbb696d5b8" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "cdea0f72-878c-40bf-9df9-

0a605c3ddc02", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 682, 

                    "uuid": "656962ee-3014-4bbe-979c-53e8aa27899f", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ps-04.02_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 



                        { 

                            "param-id": "ps-04.02_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ps-04.02_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "1059" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "656962ee-3014-4bbe-979c-

53e8aa27899f" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "682" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "1026" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 



                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-04-20T16:18:30.8381292" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.8381294" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ps-4.2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ps-4.2 - Automated Actions" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Personnel Security" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "61286198-9d7b-419d-8d67-

597ac4640f78" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "f065ba6d-0faf-4ad8-ad97-

2fc0aced5c9b", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 



                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 683, 

                    "uuid": "be1ed6a1-9991-40f5-8ed0-d8fc8150495f", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ps-05_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ps-05_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ps-05_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ps-05_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "201" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "be1ed6a1-9991-40f5-8ed0-

d8fc8150495f" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 



                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "683" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "879" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6810437" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9868463" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ps-5" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ps-5 - Personnel Transfer" 

                        }, 



                        { 

                            "name": "control-family", 

                            "value": "Personnel Security" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "bd135c41-4fa4-4af6-9bfd-

f5282725f3cc" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "33dee104-e996-4033-9465-

610b93e11346", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 684, 

                    "uuid": "a4bff625-d58c-4d9b-b735-e2c7672351a6", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ps-06_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ps-06_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "202" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "a4bff625-d58c-4d9b-b735-

e2c7672351a6" 

                        }, 

                        { 

                            "name": "controlOwnerId", 



                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "684" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "880" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6811017" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9868777" 

                        }, 

                        { 



                            "name": "control-id", 

                            "value": "ps-6" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ps-6 - Access Agreements" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Personnel Security" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "8cb0162d-34a2-40ba-b577-

f9a048029aa3" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "1d5d81ee-e33e-408b-a1d7-

d1689b22f94a", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 688, 

                    "uuid": "6c6ebeb5-f539-4365-9fbd-36749663a14c", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ps-07_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ps-07_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "203" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 



                            "name": "uuid", 

                            "value": "6c6ebeb5-f539-4365-9fbd-

36749663a14c" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "688" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "881" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6811614" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 



                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9869358" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ps-7" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ps-7 - External Personnel Security" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Personnel Security" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "eedfbdca-cb84-425d-a274-

7e154c1d65e3" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "1d2537aa-95a1-4b07-9e49-

fbdb60018a66", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 689, 

                    "uuid": "fcbf2b1b-4184-4cef-a4e5-46ac282d9a83", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ps-08_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ps-08_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "204" 



                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "fcbf2b1b-4184-4cef-a4e5-

46ac282d9a83" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "689" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "882" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 



                            "value": "2023-01-27T17:59:11.6812188" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9869697" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ps-8" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ps-8 - Personnel Sanctions" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Personnel Security" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "f9d76f3c-9f74-4128-8e53-

7eb9dfcaad74" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "26bd7704-95c7-4bbc-927d-

c65f68ef1ad9", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 148, 

                    "uuid": "7b2018b7-7a74-4121-92f2-877aef20d865", 

                    "set-parameters": [ 

                        { 

                            "param-id": "at-01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "at-01_odp.02", 

                            "values": [ 

                                "" 

                            ] 



                        }, 

                        { 

                            "param-id": "at-01_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "at-01_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "at-01_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "at-01_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "at-01_odp.07", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "at-01_odp.08", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "at-1_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "40" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 



                            "name": "uuid", 

                            "value": "7b2018b7-7a74-4121-92f2-

877aef20d865" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "148" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "718" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6700493" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 



                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.98439" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "at-1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "at-1 - Policy and Procedures" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Awareness and Training" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "5e6d5659-cc5b-4337-a312-

1bfcc380b3f9" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "24e929b5-4c53-43f6-aaf8-

8a8550e1b83e", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 149, 

                    "uuid": "ebeac436-c270-479f-9ba8-8cd2cd30a366", 

                    "set-parameters": [ 

                        { 

                            "param-id": "at-02_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "at-02_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "at-02_odp.03", 

                            "values": [ 

                                "" 

                            ] 



                        }, 

                        { 

                            "param-id": "at-02_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "at-02_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "at-02_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "at-02_odp.07", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "at-2_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "at-2_prm_2", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "41" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "ebeac436-c270-479f-9ba8-

8cd2cd30a366" 

                        }, 

                        { 

                            "name": "controlOwnerId", 



                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "149" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "719" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6701099" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9850389" 

                        }, 

                        { 



                            "name": "control-id", 

                            "value": "at-2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "at-2 - Literacy Training and 

Awareness" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Awareness and Training" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "0bd6fa3a-9cb7-4655-9e01-

23c6d68c081d" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "ebd52fc4-943a-4665-b77b-

6a71d563fa7e", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 151, 

                    "uuid": "dc25f2af-2226-4c0e-9dd5-0c153a080bdb", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "42" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "dc25f2af-2226-4c0e-9dd5-

0c153a080bdb" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 



                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "151" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "720" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6701684" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9850839" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "at-2.2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "at-2.2 - Insider Threat" 

                        }, 



                        { 

                            "name": "control-family", 

                            "value": "Awareness and Training" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "4d31271d-f535-40d2-b992-

bcde2cf35dc6" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "d6f36b8d-c0f9-4e1e-ac20-

b6100ee04ece", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 712, 

                    "uuid": "a78cf50e-abf7-47d8-9866-9a804f5cbf33", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ra-01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ra-01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ra-01_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ra-01_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ra-01_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 



                        { 

                            "param-id": "ra-01_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ra-01_odp.07", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ra-01_odp.08", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ra-1_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "206" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "a78cf50e-abf7-47d8-9866-

9a804f5cbf33" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 



                            "value": "712" 

                        }, 

                        { 

                            "name": "inheritedControlId", 

                            "value": "884" 

                        }, 

                        { 

                            "name": "inheritedSecurityPlanId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6813649" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-04-20T16:18:30.9870031" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ra-1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ra-1 - Policy and Procedures" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Risk Assessment" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 



                            "value": "9bf0a3e0-d996-45d5-9cc0-

0d195d0708c5" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "8ad7173f-a4a7-4eae-bb3f-

403efa429269", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 713, 

                    "uuid": "b26bec74-cdfc-4ef5-b670-3b770dd2f03b", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "207" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "b26bec74-cdfc-4ef5-b670-

3b770dd2f03b" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed annually by the ISSO and 

SO.</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

a:</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-



bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions information system is categorized as a Moderate system. 2 

Twelve Solutions categorizes information and the information system to 

protect the confidentiality, integrity, and availability of the 

information. Categorization of information and information system is 

outlined within 2 Twelve Solutions SSP and it is based on guidance 

provided in FIPS 199, and NIST SP 800-60 Rev1. The FIPS 199 worksheet is 

reviewed at least annually.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part b:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The FIPS 

199 Security Categorization for the ORE has been conducted and 

categorized the system as â€œModerateâ€�, using the methodology described 

in NIST 800-60 Rev1 to determine the appropriate confidentiality, 

integrity, and availability impact levels outlined in section 2 of this 

SSP. The FIPS 199 worksheet is reviewed at least 

annually.</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

c:</span></p><p><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions ensures the â€M̃oderateâ€™ security 

categorization result decision is approved by the Authorizing Official 

designated representative annually or when significant changes are made 

to the ORE system. The FIPS 199 worksheet is reviewed at least 

annually.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "713" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 



                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6814272" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-23T21:51:45.6228659" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ra-2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ra-2 - Security Categorization" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Risk Assessment" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "b2b18b89-c7a2-4eda-ae78-

69c3d387bc74" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "8dfb6168-2edb-4f17-bc4c-

6ce4b77c9e7e", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 



                    "control-id": 152, 

                    "uuid": "b851811c-ace2-4e05-a8fe-b74ab03bc19c", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "43" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "b851811c-ace2-4e05-a8fe-

b74ab03bc19c" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "152" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6702285" 

                        }, 



                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T14:28:53.5961976" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "at-2.3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "at-2.3 - Social Engineering and 

Mining" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Awareness and Training" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "2eb80fc6-4add-4720-891f-

c4b4e806f74a" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "fc50c002-138f-444a-aa0b-

b44876a4775d", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 690, 

                    "uuid": "c269abab-6c6f-442a-ae60-e95080875dd9", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "205" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "c269abab-6c6f-442a-ae60-

e95080875dd9" 



                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "690" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6812791" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-02-13T15:39:15.9591959" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ps-9" 

                        }, 

                        { 

                            "name": "control-title", 



                            "value": "ps-9 - Position Descriptions" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Personnel Security" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "bdce0e43-d486-4739-99b0-

c8acdfb4334d" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "507b2f2e-7643-4fb1-8c60-

8e845d685e7a", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 619, 

                    "uuid": "a14aebc2-c129-4d51-9272-fe0cb2e95063", 

                    "set-parameters": [ 

                        { 

                            "param-id": "pl-01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pl-01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pl-01_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pl-01_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pl-01_odp.05", 

                            "values": [ 

                                "" 



                            ] 

                        }, 

                        { 

                            "param-id": "pl-01_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pl-01_odp.07", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pl-01_odp.08", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pl-1_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "190" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "a14aebc2-c129-4d51-9272-

fe0cb2e95063" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed annually by the ISSO and 

SO.</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

a:</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-



top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Security Planning Policies and Procedures have been developed 

to establish security planning within the ORE environment. 2 Twelve 

Solutionsâ€™s security policies and procedures are derived by the 

requirements set forth initially by NIST 800-53 control tailored to the 

ORE defined parameters. The plan addresses purpose, scope, 

responsibilities (including management commitment), coordination among 

organizational entities, and compliance requirements to meet the control 

implementation requirements for the security planning control family of a 

moderate baseline. The plan specifically addresses policies and 

procedures related to:</span></p><ul style=\"padding-left:40px\"><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

System Security Plan</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Rules of 

Behavior</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Information Security Architecture</span></p></li></ul><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions security planning policies and procedures applies to all 

systems and devices within the Orchestrated Repository for the Enterprise 

(ORE) information system boundary including system users, groups, 

services, protocols and functions.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-



bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">All ORE 

procedures that are captured in Thanos document management system, 2 

Twelve Solutionsâ€™s document repository management system, are reviewed 

on an annual basis by the document owner and the ORE&nbsp;Architecture 

Review Board (ARB). The ARB consists of the Engineering, ORE Leadership 

and Operations team. This may require the creation of new documentation 

or reviewing and updating current procedures, annually or as needed; and 

policies every 3 years or as Needed. The Operations and Engineering team 

are responsible for reading the document on an annual basis. The team 

composition includes the following:</span></p><ul style=\"padding-

left:40px\"><li style=\"list-style-type: disc\"><p style=\"margin-

left:38.050000000000004pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Engineering;</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:38.050000000000004pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operations; and</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:38.050000000000004pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE 

Leadership;</span></p></li></ul><p>Part b:</p><p><b><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">2 Twelve Solutions 

Responsibility:</span></u></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE Security Planning policies are reviewed and updated 

at least every three years by the Engineering team. The Engineering team 

updates the procedure at least annually&nbsp; or when there is a 

significant change to the system. The ORE Leadership team reviews and 

approves all changes.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 



                        }, 

                        { 

                            "name": "controlID", 

                            "value": "619" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6802971" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-24T21:53:43.3624574" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pl-1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pl-1 - Policy and Procedures" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "1183ce5f-dff1-4a18-9104-

81cc2e55c540" 

                        } 

                    ] 

                }, 



                { 

                    "by-components": [ 

                        { 

                            "uuid": "598549b1-dc02-4e5c-a653-

befabb8f5967", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 620, 

                    "uuid": "dd69351f-d5ec-44bf-a119-aa47d4fc0706", 

                    "set-parameters": [ 

                        { 

                            "param-id": "pl-02_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pl-02_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pl-02_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "193" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "dd69351f-d5ec-44bf-a119-

aa47d4fc0706" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 



                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed annually by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">Part a:</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE 

System Security Plan (SSP) has been developed and is maintained in 

accordance with NIST SP 800-53 Rev 5 to ensure moderate controls are 

implemented and documented to protect the confidentiality, integrity and 

availability of the ORE system and its data. 2 Twelve Solutions has 

developed the SSP in accordance with NIST 800-18 rev1 Guide for 

developing Federal Information System Security Plans. 2 Twelve Solutions 

ORE SSP encompasses the applicable management, operational, and technical 

security controls which commensurate with FIPS 199 security 

categorization.</span></p><p></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions ORE SSP aligns with enterprise 

architecture of the application. It defines the authorization boundary of 

the system in a diagram shown in Fig 9-1 of the SSP. 2 Twelve Solutions 

has created an operational system for information system where customers 

can store, track data, create reports, and use workflows to validate 

data. Customers within the ORE platform can build a data governance 

management system that includes but is not limited to: user management, 

privilege management, workflows, and data stewardship. ORE has been 

designed with controls in place to meet the requirements mandated by NIST 

SP 800-53 Rev5 controls.&nbsp; Proper updates to 2 Twelve Solutions SSP 

fall under a strict command structure to ensure that governance remains 

accurate and so does the disposition of ORE. ORE SSP is reviewed by the 

authorizing official prior to plan implementation.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-



family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customers 

are responsible for developing a security plan for the information system 

that:</span></p><ul style=\"padding-left:40px\"><li style=\"list-style-

type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Is 

consistent with the organizationâ€™s architecture:</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Explicitly defines the authorization boundary for the 

system;</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Describes the operational context of the information 

system in terms of mission and business processes;</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Provides 

the security categorization of the information system including 

supporting rationale;</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Describe 

the operational environment for the information system and its 

relationship with or connections to other information;</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Provides 

an overview of the security requirements for the 



system;</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Identifies any relevant overlays, if 

applicable;</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Describes the security controls in place or planned for 

meeting those requirements including a rationale for the tailoring 

decisions; and</span></p></li></ul><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Is reviewed and approved by the authorizing official or 

designated representative prior to plan 

implementation.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part b:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Copies of 

ORE SSP are distributed by the Engineering team to personnel who are 

responsible for the operations, maintenance, and security of the ORE 

system. Roles of personnel include:</span></p><ul style=\"padding-

left:40px\"><li style=\"list-style-type: disc\"><p style=\"margin-

left:36pt;text-indent:-18pt;mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operations</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE 

Leadership ( SVP, System Owner, VP, CISO, and VP)</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-



size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Legal/CPO</span></p></li></ul><p style=\"margin-

left:36pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customers 

are responsible to distribute copies of the security plan and communicate 

subsequent changes to the plan The Authorizing Official is responsible 

for reviewing and approving the SSP within the ORE 

environment.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part c:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE SSP 

for the information system is reviewed at least annually or whenever 

there is a significant change to the system.</span></p><p></p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Part d:</span></p><p><b><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">2 Twelve Solutions 

Responsibility:</span></u></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Updates to 2 Twelve Solutions SSP address service 

changes, (e.g. New software rollouts) follow Change Management Procedure 

to ensure continued availability and integrity. 2 Twelve Solutions SSP 

updates are documented in the revision history of the document and 

applicable personnel are notified through email whenever the SSP has been 

revised.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The SSP is reviewed and updated at least annually to 

address significant problems and risks reported as part of the security 

controls assessments or whenever major changes take place in the 

system.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-



top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customers 

Responsibility:</span></u></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers are responsible to update the plan to address 

changes to the information system/environment of operation or problems 

identified during implementation or security control 

assessments.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part e:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The ORE 

SSP is posted on the 2 Twelve Solutions Thanos document management system 

repository and is only accessible to authorized personnel within. Default 

access to the repository is read-only to prevent unauthorized disclosure 

and modification. Updates made to the SSP are recorded in the document 

revision history within the SSP that includes date, description, version, 

and author to keep track of changes made to the system.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customers 

are responsible to protect the security plan from unauthorized disclosure 

and modification.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 



                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "620" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6805493" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-24T21:52:07.8737838" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pl-2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pl-2 - System Security and Privacy 

Plans" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "9b1d9e89-8c39-443f-ac59-

cb8c98ea4558" 



                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "61e39ac5-1540-48d3-bdfd-

f0c63c487d90", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 625, 

                    "uuid": "a636db2b-e073-4d2f-baf4-c10795e90c1b", 

                    "set-parameters": [ 

                        { 

                            "param-id": "pl-04_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pl-04_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pl-04_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "194" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "a636db2b-e073-4d2f-baf4-

c10795e90c1b" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 



                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed annually by the ISSO and 

SO.</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

a:</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions has established Rules of Behavior for personnel who have access 

to the ORE environment. ORE Rules of Behavior dictate the acceptable 

behavior of both internal and external users while utilizing the ORE 

environment. It describes security controls associated with personnel 

responsibilities and certain behavior for following security policies, 

standards, and procedures.&nbsp;</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customers 

are responsible to establish and making readily available to individuals 

requiring access to the ORE application rules that describe their 

responsibilities and expected behavior with regard to information and 

information system usage.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part b:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-



size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions does not authorize personnel access to information and 

information systems until the Rules of Behavior have been read and signed 

by the user. Rules of Behavior signed by personnel may be on paper or 

electronically. Signed Rules of Behavior are retained for record purposes 

by the Engineering team.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customers 

Responsibility:</span></u></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers are responsible to receive a signed 

acknowledgment from individuals, indicating that they have read, 

understand, and agreed to abide by the rules of behavior, before 

authorizing access to information and the ORE 

application.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part c:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">All ORE procedures that are captured in Thanos document 

management system, 2 Twelve Solutionsâ€™ document repository management 

system, are reviewed annually or after any updates by the document owner 

and the ORE&nbsp;Architecture Review Board (ARB). The ARB consists of the 

Engineering and Operations teams. &nbsp;</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-



size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customers 

are responsible to review and update the rules of behavior at least every 

three (3) years.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part d:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Personnel 

within the ORE environment who have already signed a previous version of 

the Rules of Behavior, are required to read and re-sign following updates 

and changes. ORE personnel receive an email notification requesting to 

read and re-sign, acknowledging they have read and understood the 

requirements. A physical signature or electronic signature is used to 

capture user acknowledgment.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customers 

are responsible to require individuals who have signed a previous version 

of the rules of behavior to read and resign when the rules of behavior 

are revised or updated.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "625" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 



                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6806109" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-24T21:25:04.7618948" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pl-4" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pl-4 - Rules of Behavior" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "1e666654-1bda-4f97-a642-

a4998a03ace5" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "15568c1b-1464-4fe7-a6ab-

b22d4bb3d765", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 



                        } 

                    ], 

                    "control-id": 626, 

                    "uuid": "1ecdcc2c-e4fb-47b3-9993-faaf12fe40a8", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "195" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "1ecdcc2c-e4fb-47b3-9993-

faaf12fe40a8" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed annually by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Rules of 

Behavior within 2 Twelve Solutions ORE environment includes explicit 

restrictions on the use of social media/media networking sites and 

posting of 2 Twelve Solutions information on public websites. The Rules 

of Behavior provides guidance on how:</span></p><ul style=\"padding-

left:40px\"><li style=\"list-style-type: disc\"><p style=\"margin-

left:36pt;text-indent:-18pt;mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Personnel should participate on social media sites using 



their own personal social media accounts and be transparent if discussing 

official 2 Twelve Solutions business.</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Personnel 

should not post any business-related confidential or internal-use-only 

information obtained as part of your duties within the ORE 

environment.</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Posting of maliciously false, abusive, threatening, or 

defamatory content is a violation of 2 Twelve Solutionsâ€™ policies 

against discrimination, harassment, or hostility on account of age and 

race.</span></p></li></ul><p style=\"margin-left:36pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customers 

are responsible to include rules of behavior, explicit restrictions on 

the use of social media/networking sites and posting organizational 

information on public websites.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "626" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 



                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6806743" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-24T21:20:10.9097543" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pl-4.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pl-4.1 - Social Media and External 

Site/application Usage Restrictions" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "03b0fe3c-c45b-4daa-9632-

aec51e340b2f" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "a7686094-9c5c-4c66-9645-

2988b50f6930", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 



                        } 

                    ], 

                    "control-id": 630, 

                    "uuid": "d3ee3d4b-133a-4b5b-906e-4a8ef306a7c6", 

                    "set-parameters": [ 

                        { 

                            "param-id": "pl-08_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "196" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "d3ee3d4b-133a-4b5b-906e-

4a8ef306a7c6" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed annually by the ISSO and 

SO.</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

a:</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions ORE SSP describes the overall philosophy, requirements, and 



approach with regard to protecting the confidentiality, integrity, and 

availability of ORE information at the Moderate level, as determined by 

the FIPS 199 categorization.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customers 

Responsibility:</span></u></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers are responsible to develop an information 

security architecture for the information system that:</span></p><ul 

style=\"padding-left:40px\"><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Describes the overall philosophy, requirements, and 

approach to be taken with regard to protecting the confidentiality, 

integrity, and availability of organizational 

information;</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Describes how the information security architecture is 

integrated into and supports the organization and;</span></p></li></ul><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Describes 

any information security assumptions about and dependencies on, external 

services.</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

b:</span></p><p><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-



size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions ORE Leadership Team is responsible for all reviews and updates 

to ensure updates are documented as part of the continuous monitoring 

program.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE SSP through its control implementation captures the 

security posture and solution in place for ORE. 2 Twelve Solutions SSP 

serves as the Information Security Architecture which is updated 

continuously to accurately reflect the environment.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customers 

are responsible to review and update the information security 

architecture at least annually or when a significant change occurs to 

reflect updates in the enterprise architecture.</span></p><p></p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Part c:</span></p><p><b><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">2 Twelve Solutions 

Responsibility:</span></u></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions ensures that System Security Plan 

(SSP) changes are reflected in the security plan and organizational 

procurements/acquisitions. 2 Twelve Solutions follows NIST 800-37 Rev. 1 

â€œGuide for Applying the Risk Management Framework to Federal 

Information Systemsâ€� which includes conducting annual risk assessments 

for its information systems and infrastructure. Any changes are then 

updated into the SSP, Plan of Actions and Milestones (POA&amp;Ms), and 

Security Assessment Reports (SAR).</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">Customers Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customers 

are responsible to ensure that planned information security architecture 

changes are reflected in the security plan, the security Concept of 

Operations (CONOPS), and organizational procurements/ 

acquisitions.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "630" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6807361" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-24T20:59:05.4627983" 

                        }, 

                        { 



                            "name": "control-id", 

                            "value": "pl-8" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pl-8 - Security and Privacy 

Architectures" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "d267b86c-08bc-4432-8890-

ce1a6f7f412f" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "534b3fdb-96a3-4596-8c2d-

065a060e73f1", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 634, 

                    "uuid": "fb407f50-e59a-470f-831f-e6952ee28bd2", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "191" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "fb407f50-e59a-470f-831f-

e6952ee28bd2" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">This control is reviewed annually by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions information system is categorized as a Moderate system. 2 

Twelve Solutions categorizes information and the information system to 

protect the confidentiality, integrity, and availability of the 

information. Categorization of information and information system is 

outlined within 2 Twelve Solutions SSP and it is based on guidance 

provided in FIPS 199, and NIST SP 800-60 Rev1. The FIPS 199 worksheet is 

reviewed at least annually.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "634" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 



                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.680417" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-24T21:14:13.2998426" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pl-10" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pl-10 - Baseline Selection" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "3de5d79a-2acf-40bb-bf2c-

7966642dc800" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "e07825d1-e8b6-4e15-b9ea-

cbe0a752b093", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 635, 

                    "uuid": "ff5a1ac8-02b6-4b2c-a8d4-0b5bbd360bfc", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "192" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 



                            "value": "ff5a1ac8-02b6-4b2c-a8d4-

0b5bbd360bfc" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed annually by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions information system is categorized as a Moderate system. 2 

Twelve Solutions categorizes information and the information system to 

protect the confidentiality, integrity, and availability of the 

information. Categorization of information and information system is 

outlined within 2 Twelve Solutions SSP and it is based on guidance 

provided in FIPS 199, and NIST SP 800-60 Rev1. The FIPS 199 worksheet is 

reviewed at least annually.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "635" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 



                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6804856" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-24T21:14:03.8770068" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pl-11" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pl-11 - Baseline Tailoring" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "89f9330f-8dce-4b28-9d28-

27b919ac9788" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "3341115d-79a2-4d61-9e69-

4c5479e28b8f", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 488, 



                    "uuid": "84fb3a5a-cf34-47ae-929e-ef975e889ff3", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "152" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "84fb3a5a-cf34-47ae-929e-

ef975e889ff3" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed annually by the ISSO and 

SO.</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">As per 

the Incident Response SOP/Workflow, all actions taken in the response, 

reporting, investigation, remediation, and/or escalation of an incident 

must be recorded and tracked in the Agile system. In addition, all 

potential incidents must be reported to the SO, ISSO, and if applicable, 

to the vendor or integrated systems by the ORE leadership team. 

</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "488" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 



                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6778457" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-01T20:39:25.5043746" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ir-6.3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ir-6.3 - Supply Chain Coordination" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Incident Response" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "bb030a90-5987-4b62-8ec1-

284f4be66417" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "95a8007c-7967-4787-8411-

8de7b64b8f17", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 716, 

                    "uuid": "07540190-4dea-4ebc-878f-05b1f8786ad5", 

                    "set-parameters": [ 



                        { 

                            "param-id": "ra-03.01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ra-03.01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "209" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "07540190-4dea-4ebc-878f-

05b1f8786ad5" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed annually by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions 

Responsibility:</span></u></b></p><p>The ORE adheres to a well-defined 

System Development Life Cycle that is tightly tied to the system 

Configuration Management Plan in order to ensure a repeatable process 

from development through deployment. </p><p>Artifacts are captured at 

each stage of the supply chain and the team leverages many known best 

practice tools that capture much of the relevant information to make 

decisions at a business and technical level.</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 



                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "716" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6815444" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-23T21:49:17.9320151" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ra-3.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ra-3.1 - Supply Chain Risk 

Assessment" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Risk Assessment" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 



                            "value": "8fd8dcee-37bf-4cd8-a34c-

3ee59e226f8f" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "3f1900d2-73be-45c7-9147-

e0deb7b56300", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 721, 

                    "uuid": "8055203b-b27a-4332-a590-100c04570e1f", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ra-05_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ra-05_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ra-05_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ra-05_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ra-5_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "210" 

                        }, 



                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "8055203b-b27a-4332-a590-

100c04570e1f" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed annually by the ISSO and 

SO.</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

a:</span>&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions performs vulnerability scanning of the ORE Information System 

using Semgrep and Trivy. 2 Twelve Solutions follows guidance from NIST SP 

800-115 Technical Guide and Information Security Testing and Assessment 

as the basis for its vulnerability management process.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Operating System: </span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">2 Twelve Solutions&nbsp;utilizes Semgrep 

and Trivy to conduct vulnerability scans for the ORE application. Web 

application vulnerability scans are conducted on a weekly basis to 

identify flaws and validate fixes. Identified weaknesses will be manually 

verified and mitigated within a defined time period.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-



between:none\"></p><p>Part b:</p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE 

configuration settings for all system components within the ORE boundary 

are all configured through automation.&nbsp;Gitlab is being leveraged to 

track all changes to automation and the Agile system ticketing system is 

employed to ensure they have gone through the necessary process of peer 

review, security impact analysis, and approval before they have been 

implemented in ORE. If during operation a scan fails, new vulnerabilities 

are revealed, and/or if unapproved changes to the automation are 

discovered they are flagged and reviewed by both the Engineering team and 

Operations team.</span></p><p></p><p>Part c:</p><p><b><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">2 Twelve Solutions 

Responsibility:</span></u></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the responsibility of the Engineering team to 

review and analyze findings from vulnerability scan report and results 

from security control assessment within the ORE environment. This 

includes:</span></p><ul style=\"padding-left:40px\"><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Existing 

Vulnerabilities â€“ findings from the SAR are documented and tracked 

through to POA&amp;M to ensure all items are address. Vulnerability Scan 

findings from the continuous monitoring process are patched within the 

same month. Vulnerabilities not patched in the same month are documented 

and tracked in the POA&amp;M.</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">False 

positive- Any findings by the vulnerability scanner that does not 

actually exist on the asset or application. False positive findings are 

normally submitted for approval via the deviation request form and 

shifted to a â€C̃losedâ€™ tab of the POA&amp;M once approved by the 

AO.</span></p></li><li style=\"list-style-type: disc\"><p style=\"margin-

left:36pt;text-indent:-18pt;mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-



family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operational Requirement- This requirement is submitted 

when a weakness is identified in a system that cannot be remediated 

without breaking the current and intended functionality of the system. 

Operational requirement is submitted for approval via the deviation 

request form which always remains on the â€Õpenâ€™ tab of the POA&amp;M 

until remediation, even once approved by the AO.</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Risk 

Adjustment- Some weaknesses identified by the vulnerability scanners do 

not have a score that reflects the current environment. 2 Twelve 

Solutions uses a CVSS calculator to identify the correct risk rating and 

request a risk adjustment deviation.</span></p></li></ul><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Risk 

adjustment can be combined with an operational requirement to show 

mitigating factors around weaknesses that cannot be currently fixed or 

grant larger development windows for remediation on vulnerabilities that 

are difficult to patch.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part d:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Vulnerabilities are classified by risk and applicability 

to the ORE authorization boundary. All high-risk vulnerabilities are to 

be remediated within thirty (30) days, medium-risk vulnerabilities are to 

be remediated within ninety (90) days, and low-risk vulnerabilities are 

to be remediated within 180 days. In addition, all verified security 

flaws will be managed and mitigated via the POA&amp;M process. 

Remediation is applied and validated within a testing environment before 

promotion to production instances. All remediated vulnerabilities within 

the ORE environment shall be validated within the production environment 

to ensure no unexpected changes or results have occurred during the 

promotion as well as ensure the vulnerabilities have been fully 

remediated.</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

e:</span></p><p><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-



between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">When 

appropriate, vulnerability scan results are shared with System owner, 

Engineering, and Operations through the Agile system ticket to prevent 

similar vulnerabilities in future versions of the ORE 

application.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "721" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6816038" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-23T21:25:53.5286283" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ra-5" 

                        }, 

                        { 



                            "name": "control-title", 

                            "value": "ra-5 - Vulnerability Monitoring and 

Scanning" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Risk Assessment" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "6ede85d5-21a0-4f12-862b-

525d10be5d5f" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "9cbd1882-3bfe-495c-b13f-

b142b1dc5b7e", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 723, 

                    "uuid": "70df36cd-ae9e-4eed-baa2-8404d50b504b", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ra-05.02_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ra-05.02_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "212" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "70df36cd-ae9e-4eed-baa2-

8404d50b504b" 



                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Twelve Solutions follows guidance from NIST SP 800-115 

Technical Guide and Information Security Testing and Assessment as the 

basis for its vulnerability management process.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application: </span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions&nbsp;utilizes Semgrep and Trivy to 

conduct vulnerability scans for the ORE application. Any vulnerabilities 

that are found will be remediated in a timely manner. Web application 

vulnerability scans are conducted on a weekly basis to identify flaws and 

validate fixes. Identified weaknesses will be manually verified and 

mitigated within a defined time period. </span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "723" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 



                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6817203" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-23T21:06:36.9792068" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ra-5.2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ra-5.2 - Update Vulnerabilities to 

Be Scanned" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Risk Assessment" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "526f3538-c7df-4a69-a1ce-

96f9c28e037b" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "4151198b-2a9e-48eb-a2c3-

d7c13ce955b5", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 726, 

                    "uuid": "acc9217f-c9de-4523-9148-30d26cae8082", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ra-05.05_odp.01", 

                            "values": [ 



                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ra-05.05_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "213" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "acc9217f-c9de-4523-9148-

30d26cae8082" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed annually by the ISSO and 

SO</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Frequent 

scanning of the ORE components is critical to ensure the overall risk 

level of the environment is maintained at an acceptable 

level.&nbsp;</span></p><p style=\"text-align:center;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-



alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: Semgrep and Trivy are utilized to conduct vulnerability 

scans for the ORE application. Any vulnerabilities that are found will be 

remediated in a timely manner.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "726" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.681782" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-23T20:49:49.4561792" 

                        }, 



                        { 

                            "name": "control-id", 

                            "value": "ra-5.5" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ra-5.5 - Privileged Access" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Risk Assessment" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "4bda8582-4f15-4fbf-898b-

6f2c863ca667" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "2f5c8135-cb13-4063-a728-

8d47f5277687", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 732, 

                    "uuid": "70a6c6c0-695f-4572-8119-91fc7e49f0b6", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "211" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "70a6c6c0-695f-4572-8119-

91fc7e49f0b6" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 



                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "732" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6816632" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-06T20:28:31.9123079" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ra-5.11" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ra-5.11 - Public Disclosure 

Program" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Risk Assessment" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 



                            "value": "d2b06af3-79d2-4e23-a51e-

043855c000e3" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "3ff76af4-3e46-4d7b-a6e6-

200cebef59d0", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 734, 

                    "uuid": "16b7a748-ac66-49fc-8ed1-28f77220bf40", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "214" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "16b7a748-ac66-49fc-8ed1-

28f77220bf40" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><b><u><span style=\"scroll-

behavior: auto !important; box-sizing: border-box; font-family: Calibri; 

font-size: 10pt; color: rgb(0, 0, 0);\">2 Twelve Solutions 

Responsibility:</span></u></b></p><p><span style=\"color: rgb(0, 0, 0); 

font-family: Calibri; font-size: 13.3333px; font-style: normal; font-

variant-ligatures: normal; font-variant-caps: normal; font-weight: 400; 

letter-spacing: normal; orphans: 2; text-align: left; text-indent: 0px; 

text-transform: none; widows: 2; word-spacing: 0px; -webkit-text-stroke-

width: 0px; white-space: normal; background-color: rgb(255, 255, 255); 

text-decoration-thickness: initial; text-decoration-style: initial; text-

decoration-color: initial; display: inline !important; float: none;\">2 

Twelve Solutions performs vulnerability scanning of the ORE Information 

System using Semgrep and Trivy. Gitlab is being leveraged to track all 

changes to automation and the Agile system ticketing system is employed 

to ensure they have gone through the necessary process of peer review, 

security impact analysis, and approval before they have been implemented 



in ORE. If during operation a scan fails, new vulnerabilities are 

revealed, and/or if unapproved changes to the automation are discovered 

they are flagged and reviewed by both the Engineering team and Operations 

team.</span></p><p style=\"scroll-behavior: auto !important; box-sizing: 

border-box; margin-top: 0pt; margin-bottom: 0pt; color: rgb(64, 78, 103); 

font-family: Roboto, sans-serif; font-size: 12px; font-style: normal; 

font-variant-ligatures: normal; font-variant-caps: normal; font-weight: 

400; letter-spacing: normal; orphans: 2; text-align: left; text-indent: 

0px; text-transform: none; widows: 2; word-spacing: 0px; -webkit-text-

stroke-width: 0px; white-space: normal; background-color: rgb(255, 255, 

255); text-decoration-thickness: initial; text-decoration-style: initial; 

text-decoration-color: initial; line-height: 10pt; border: none;\"><span 

style=\"scroll-behavior: auto !important; box-sizing: border-box; font-

family: Calibri; font-size: 10pt; color: rgb(0, 0, 0);\">It is the 

responsibility of the Engineering team to review and analyze findings 

from vulnerability scan report and results from security control 

assessment within the ORE environment. This includes:</span></p><ul 

style=\"scroll-behavior: auto !important; box-sizing: border-box; margin-

top: 0px; margin-bottom: 1rem; color: rgb(64, 78, 103); font-family: 

Roboto, sans-serif; font-size: 12px; font-style: normal; font-variant-

ligatures: normal; font-variant-caps: normal; font-weight: 400; letter-

spacing: normal; orphans: 2; text-align: left; text-indent: 0px; text-

transform: none; widows: 2; word-spacing: 0px; -webkit-text-stroke-width: 

0px; white-space: normal; background-color: rgb(255, 255, 255); text-

decoration-thickness: initial; text-decoration-style: initial; text-

decoration-color: initial; padding-left: 40px;\"><li style=\"scroll-

behavior: auto !important; box-sizing: border-box; line-height: 1.8; 

list-style-type: disc;\"><p style=\"scroll-behavior: auto !important; 

box-sizing: border-box; margin-top: 0pt; margin-bottom: 0pt; margin-left: 

36pt; text-indent: -18pt; line-height: 10pt; border: none;\"><span 

style=\"scroll-behavior: auto !important; box-sizing: border-box; font-

family: Calibri; font-size: 10pt; color: rgb(0, 0, 0);\">Existing 

Vulnerabilities â€“ findings from the SAR are documented and tracked 

through to POA&amp;M to ensure all items are address. Vulnerability Scan 

findings from the continuous monitoring process are patched within the 

same month. Vulnerabilities not patched in the same month are documented 

and tracked in the POA&amp;M.</span></p></li><li style=\"scroll-behavior: 

auto !important; box-sizing: border-box; line-height: 1.8; list-style-

type: disc;\"><p style=\"scroll-behavior: auto !important; box-sizing: 

border-box; margin-top: 0pt; margin-bottom: 0pt; margin-left: 36pt; text-

indent: -18pt; line-height: 10pt; border: none;\"><span style=\"scroll-

behavior: auto !important; box-sizing: border-box; font-family: Calibri; 

font-size: 10pt; color: rgb(0, 0, 0);\">False positive- Any findings by 

the vulnerability scanner that does not actually exist on the asset or 

application. False positive findings are normally submitted for approval 

via the deviation request form and shifted to a â€C̃losedâ€™ tab of the 

POA&amp;M once approved by the AO.</span></p></li><li style=\"scroll-

behavior: auto !important; box-sizing: border-box; line-height: 1.8; 

list-style-type: disc;\"><p style=\"scroll-behavior: auto !important; 

box-sizing: border-box; margin-top: 0pt; margin-bottom: 0pt; margin-left: 

36pt; text-indent: -18pt; line-height: 10pt; border: none;\"><span 

style=\"scroll-behavior: auto !important; box-sizing: border-box; font-

family: Calibri; font-size: 10pt; color: rgb(0, 0, 0);\">Operational 

Requirement- This requirement is submitted when a weakness is identified 



in a system that cannot be remediated without breaking the current and 

intended functionality of the system. Operational requirement is 

submitted for approval via the deviation request form which always 

remains on the â€Õpenâ€™ tab of the POA&amp;M until remediation, even 

once approved by the AO.</span></p></li><li style=\"scroll-behavior: auto 

!important; box-sizing: border-box; line-height: 1.8; list-style-type: 

disc;\"><p style=\"scroll-behavior: auto !important; box-sizing: border-

box; margin-top: 0pt; margin-bottom: 0pt; margin-left: 36pt; text-indent: 

-18pt; line-height: 10pt; border: none;\"><span style=\"scroll-behavior: 

auto !important; box-sizing: border-box; font-family: Calibri; font-size: 

10pt; color: rgb(0, 0, 0);\">Risk Adjustment- Some weaknesses identified 

by the vulnerability scanners do not have a score that reflects the 

current environment. 2 Twelve Solutions uses a CVSS calculator to 

identify the correct risk rating and request a risk adjustment 

deviation.</span></p></li></ul><p style=\"scroll-behavior: auto 

!important; box-sizing: border-box; margin-top: 0pt; margin-bottom: 0pt; 

color: rgb(64, 78, 103); font-family: Roboto, sans-serif; font-size: 

12px; font-style: normal; font-variant-ligatures: normal; font-variant-

caps: normal; font-weight: 400; letter-spacing: normal; orphans: 2; text-

align: left; text-indent: 0px; text-transform: none; widows: 2; word-

spacing: 0px; -webkit-text-stroke-width: 0px; white-space: normal; 

background-color: rgb(255, 255, 255); text-decoration-thickness: initial; 

text-decoration-style: initial; text-decoration-color: initial; line-

height: 10pt; border: none;\"><span style=\"scroll-behavior: auto 

!important; box-sizing: border-box; font-family: Calibri; font-size: 

10pt; color: rgb(0, 0, 0);\">Risk adjustment can be combined with an 

operational requirement to show mitigating factors around weaknesses that 

cannot be currently fixed or grant larger development windows for 

remediation on vulnerabilities that are difficult to 

patch.<br><br></span><span style=\"color: rgb(0, 0, 0); font-family: 

Calibri; font-size: 13.3333px; font-style: normal; font-variant-

ligatures: normal; font-variant-caps: normal; font-weight: 400; letter-

spacing: normal; orphans: 2; text-align: left; text-indent: 0px; text-

transform: none; widows: 2; word-spacing: 0px; -webkit-text-stroke-width: 

0px; white-space: normal; background-color: rgb(255, 255, 255); text-

decoration-thickness: initial; text-decoration-style: initial; text-

decoration-color: initial; display: inline !important; float: 

none;\">Vulnerabilities are classified by risk and applicability to the 

ORE authorization boundary. All high-risk vulnerabilities are to be 

remediated within thirty (30) days, medium-risk vulnerabilities are to be 

remediated within ninety (90) days, and low-risk vulnerabilities are to 

be remediated within 180 days. In addition, all verified security flaws 

will be managed and mitigated via the POA&amp;M process. Remediation is 

applied and validated within a testing environment before promotion to 

production instances. All remediated vulnerabilities within the ORE 

environment shall be validated within the production environment to 

ensure no unexpected changes or results have occurred during the 

promotion as well as ensure the vulnerabilities have been fully 

remediated.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 



                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "734" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6818398" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-06T20:34:11.2416224" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ra-7" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ra-7 - Risk Response" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Risk Assessment" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "7469efb7-77ad-4bc4-8724-

3d7cd2e4ccd2" 



                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "e58f5cdc-465e-45c0-9d81-

10745ea31148", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 736, 

                    "uuid": "d9e0e6bf-5a0d-43ac-9c11-3563351a1291", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ra-09_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ra-09_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "215" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "d9e0e6bf-5a0d-43ac-9c11-

3563351a1291" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none;line-



height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions 

Responsibility</span></u></b></p><p>The organization has identified 

specific decision points within the system development life cycle (SDLC) 

where criticality analysis is required. These decision points are 

determined based on the organization's SDLC framework and the criticality 

considerations relevant to the system, system component, or system 

service. The criticality analysis is conducted by the developer or 

development team in collaboration with the organization's 

stakeholders.</p><p>The development team performs the 

following:</p><ul><li><p>During the early stages of the SDLC, the 

developer performs a criticality analysis to determine the impact of the 

system, system component, or system service on the organization's mission 

or business processes.</p></li><li><p>Before proceeding with the design 

and development activities, the developer conducts a criticality analysis 

to assess the potential risks, vulnerabilities, and dependencies 

associated with the system, system component, or system 

service.</p></li><li><p>Prior to the integration and testing phase, the 

developer reviews and updates the criticality analysis to address any 

changes or updates in the system, system component, or system service. 

This analysis helps identify potential risks or issues that may arise 

during the integration and testing process.</p></li></ul>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "736" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 



                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6819" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-06T20:30:14.6138929" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ra-9" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ra-9 - Criticality Analysis" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Risk Assessment" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "f453d677-0296-423b-9db2-

2cccb758f6f9" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "f334cbc2-fc2d-4eb0-a6e7-

2b1a13f7870a", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 738, 

                    "uuid": "301b37e6-10e2-473e-8505-90835b9b1ee6", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sa-01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-01_odp.02", 



                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-01_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-01_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-01_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-01_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-01_odp.07", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-01_odp.08", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-1_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "216" 

                        }, 

                        { 

                            "name": "isPublic", 



                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "301b37e6-10e2-473e-8505-

90835b9b1ee6" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:widow-orphan 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions ORE Global Information Security Policy directs the activities 

within the ORE Life-Cycle Management Plan. The plan addresses purpose, 

scope, responsibilities (including management commitment), coordination 

among organizational entities, and compliance requirements to meet the 

control implementation requirements for the System and Services 

Acquisition control family of a moderate baseline. The ORE Life-Cycle 

Management Plan also contains the system and services acquisitions 

procedures or processes related to:</span></p><ul style=\"padding-

left:40px\"><li style=\"list-style-type: disc\"><p style=\"margin-

left:38.050000000000004pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Life-Cycle Management</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:38.050000000000004pt;text-

indent:-18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE 

Knowledge Management</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:38.050000000000004pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-



size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Initiation Phase</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:38.050000000000004pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Development Phase</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:38.050000000000004pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Implementation Phase</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:38.050000000000004pt;text-

indent:-18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operations/Maintenance Phase</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-

left:38.050000000000004pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Role-Based Security Personnel 

Requirements</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:38.050000000000004pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Disposal 

Phase</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:38.050000000000004pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility Matrix</span></p></li></ul><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">All ORE procedures that are captured in Thanos document 



management system, 2 Twelve Solutionsâ€™s document repository management 

system, are reviewed on an annual basis by the document owner and the ORE 

Architecture Review Board (ARB). The ARB consists of the Engineering, 

Operations, and Leadership teams. The ARB is responsible for notifying 

stakeholders when changes are made and approved by the ARB. This may 

require the creation of new documentation or reviewing and updating 

current procedures, annually or as needed; and policies every 3 years or 

as needed.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

Operations and Engineering team are responsible for reading the document 

on an annual basis. The team composition includes the 

following:</span></p><ul><li><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Engineering (Product development and engineering, Product 

management);</span></p></li><li><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operations (Operations for Applications, Databases, 

Services); and</span></p></li><li><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE Leadership (System Owner; Product 

Owner;);</span></p></li></ul><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 2 

Twelve Solutions ORE ARB and the ISSO is responsible for reviewing and 

approving the policies and procedures for the ORE environment.&nbsp; Once 

approved, the ISSO will sign the policy and 

procedure.</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

b:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE 

policies are reviewed and updated every three years by the ARB. The 

Engineering team updates the procedure annually. The Engineering team is 

responsible for reviewing and making updates to the System and Services 

Acquisition procedure annually.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 



                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "738" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6819565" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-16T21:31:23.8507348" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sa-1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sa-1 - Policy and Procedures" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Services Acquisition" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "97bb6b1e-707c-432e-904d-

eb5d59b090d8" 

                        } 

                    ] 



                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "578dc436-9b15-4dea-a056-

14e05a80f798", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 739, 

                    "uuid": "7eb38c7b-b565-42b9-bf12-deae8a43e143", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "221" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "7eb38c7b-b565-42b9-bf12-

deae8a43e143" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part a:</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-



between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

Engineering team&nbsp;has meetings with the ORE leadership team for 2 

Twelve Solutions to discuss new services, features, requirements and 

determine the needs for these functions in regard to security for the 

next two releases of ORE. The information security requirements are based 

on the moderate security impact categorization of the information system 

for the application, database and operating system.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to determines 

information security requirements for the information system or 

information system service in mission/business process planning for the 

ORE application.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part b:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">On an 

annual basis a roadmap is created for security by the Engineering team 

and Opertaions team for the application, database and operating system. 

During this process the Engineering team and Operations team determines, 

documents, and allocates the resources required to protect ORE as part of 

its capital planning and investment control process for the application, 

database and operating system.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">&nbsp;</span></b></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to determine, document, 

and allocate the resources required to protect the information system or 

information system service as part of its capital planning and investment 

control process for the ORE application.</span></p><p></p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Part c:</span></p><p><b><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">2 Twelve Solutions 

Responsibility</span></u></b><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">On an annual basis a roadmap is created for security by 

the Engineering team and Operations team.&nbsp; Through this process the 

ORE Leadership team establishes a discrete line item for information 

security in organizational programming and budgeting 

documentation.&nbsp;2 Twelve Solutions has established separate line 

items for security software licenses, security tools, security 

certifications, and security consulting.&nbsp;</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to establish a discrete 

line item for information security in organizational programming and 

budgeting documentation for the ORE application.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 



                        { 

                            "name": "controlID", 

                            "value": "739" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6822508" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-16T21:04:21.5325111" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sa-2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sa-2 - Allocation of Resources" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Services Acquisition" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "55c273e8-90b5-46c0-9e2e-

fef41685de06" 

                        } 

                    ] 

                }, 

                { 



                    "by-components": [ 

                        { 

                            "uuid": "13212d8e-fb77-4e95-a433-

c891712ee998", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 740, 

                    "uuid": "6d6aa269-f268-4b17-85fb-ee852afe51fb", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sa-03_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "223" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "6d6aa269-f268-4b17-85fb-

ee852afe51fb" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part a:</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Engineering team follows the 2 Twelve 

Solutions&nbsp;System Development Lifecycle Plan (SDLC) for all 

development and acquisitions. The 2 Twelve Solutions ORE Lifecycle 

Management Plan is developed in accordance to NIST Special Publication 

800-37: Initiation, Development/Acquisition, Implementations, 

Operation/Maintenance, and Disposal. ORE has incorporated these five 

phases into a governance process to ensure all ORE systems deliver high-

quality cloud products and services that meet the expectations of the ORE 

and its customers and the Federal cloud community.&nbsp;</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">All proposed changes to ORE must go through the change 

management process. The Engineering team is responsible for reviewing 

proposed changes to ORE. They will either approve or disapprove the 

changes through the Agile system ticketing procedure with explicit 

consideration for the security impact analysis during the change 

management process.</span><span style=\"font-family:'Calibri';font-

size:11pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:11pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part b:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The ORE 

Global Information Security Policy and the 2 Twelve Solutions System 

Development Life Cycle Plan document the security roles and 

responsibilities throughout the ORE development. All personnel have their 

status categorized with a sensitivity level in accordance with PS-

2.&nbsp; Personnel (employees or contractors) of service providers are 

considered Internal Users.&nbsp; All other users are considered External 

Users.&nbsp; User privileges (authorization permission after 

authentication takes place) are described in Table 9 1 Personnel Roles 

and Privileges.&nbsp;</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part c:</span></p><p><b><u><span style=\"font-



family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The ORE 

Global Information Security Policy and the 2 Twelve Solutions System 

Development Life Cycle Plan document the security roles and 

responsibilities throughout the ORE development lifecycle. The 

Engineering team is identified as individuals having information system 

security roles.&nbsp;</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part d:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Engineering and Operations teams follow the 2 Twelve 

Solutions System Development Lifecycle Plan (SDLC) for all development 

and acquisitions. The 2 Twelve Solutions ORE Lifecycle Management Plan is 

developed in accordance to NIST Special Publication 800-37: Initiation, 

Development/Acquisition, Implementations, Operation/Maintenance, and 

Disposal. ORE has incorporated these five phases into a governance 

process to ensure all ORE systems deliver high quality cloud products and 

services that meet the expectations of the FedRAMP Program Management 

Office (PMO), ORE and its customers, and the Federal cloud 

community.&nbsp;</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">All 

proposed changes to ORE must go through the change management process. 

The Engineering team is responsible for reviewing proposed changes to 

ORE. They will either approve or disapprove the changes through the Agile 

system ticketing procedure with explicit consideration for the security 

impact analysis during the change management process.</span><span 

style=\"font-family:'Calibri';font-size:11pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;</span><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">In addition, ORE has implemented a continuous monitoring 

plan to ensure the total risk level of ORE is at an acceptable 

level.</span><span style=\"font-family:'Calibri';font-



size:11pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "740" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.682421" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-16T20:48:24.8224446" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sa-3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sa-3 - System Development Life 

Cycle" 

                        }, 



                        { 

                            "name": "control-family", 

                            "value": "System and Services Acquisition" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "f1b935b1-4ab4-453f-8061-

4f669f452f72" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "089171ca-7646-41a2-8b22-

8fd48acd772b", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 744, 

                    "uuid": "0ed17bb8-5561-40fb-bf63-75677d02fd42", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sa-04_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-04_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "224" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "0ed17bb8-5561-40fb-bf63-

75677d02fd42" 

                        }, 

                        { 

                            "name": "controlOwnerId", 



                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part a:</span>&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE leverages the following in their standard contract 

language for all ORE acquisitions. The Engineering team is responsible 

for reviewing all contract clauses prior to any acquisitions for the ORE 

information system.&nbsp;</span></p><ul style=\"padding-left:40px\"><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">FedRAMP 

Standard Contract Clauses - The clauses cover FedRAMP requirements for 

areas like the security assessment process and related ongoing assessment 

and authorization. The template also provides basic security requirements 

identifying Cloud Service Provider responsibilities for privacy and 

security, protection of government data, personnel background screening 

and security deliverables with associated frequencies (</span><a 

href=\"https://s3.amazonaws.com/sitesusa/wp-

content/uploads/sites/482/2015/03/FedRAMP_Standard_Contractual_Clauses_06

2712_0.pdf\" title=\"https://s3.amazonaws.com/sitesusa/wp-

content/uploads/sites/482/2015/03/FedRAMP_Standard_Contractual_Clauses_06

2712_0.pdf\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#0000ff;mso-style-textfill-fill-

color:#0000ff\">https://s3.amazonaws.com/sitesusa/wp-

content/uploads/sites/482/2015/03/FedRAMP_Standard_Contractual_Clauses_06

2712_0.pdf</span></u></a><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">)</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-



family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">FedRAMP Control Specific Contract Clauses â€“ The clauses 

cover </span><span style=\"font-family:'Calibri';font-

size:10pt;background-color:#ffffff;color:#000000;mso-style-textfill-fill-

color:#000000\">FedRAMP security control baselines specify control 

parameter requirements and organizational parameters specific OREâ€™ 

control implementation</span><span style=\"font-family:'Calibri';font-

size:10pt;background-color:#ffffff;color:#555555;mso-style-textfill-fill-

color:#555555\"> (</span><a href=\"https://s3.amazonaws.com/sitesusa/wp-

content/uploads/sites/482/2015/03/FedRAMP-Control-Specific-Contract-

Clauses-v2.1.docx\" title=\"https://s3.amazonaws.com/sitesusa/wp-

content/uploads/sites/482/2015/03/FedRAMP-Control-Specific-Contract-

Clauses-v2.1.docx\"><u><span style=\"font-family:'Calibri';font-

size:10pt;background-color:#ffffff;color:#0000ff;mso-style-textfill-fill-

color:#0000ff\">https://s3.amazonaws.com/sitesusa/wp-

content/uploads/sites/482/2015/03/FedRAMP-Control-Specific-Contract-

Clauses-v2.1.docx</span></u></a><span style=\"font-family:'Calibri';font-

size:10pt;background-color:#ffffff;color:#555555;mso-style-textfill-fill-

color:#555555\">)</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;background-

color:#ffffff;color:#000000;mso-style-textfill-fill-

color:#000000\">FedRAMP Cloud Procurement Best Practices â€“ leverages 

guidance in effectively implementing the â€œCloud Firstâ€� policy and 

adopting the â€œFederal Cloud Computing Strategyâ€� into OREâ€™ operating 

model by focusing on ways to more effectively promote cloud services 

within existing regulations and laws</span><span style=\"font-

family:'Calibri';font-size:10pt;background-

color:#ffffff;color:#555555;mso-style-textfill-fill-color:#555555\"> 

(</span><a href=\"https://s3.amazonaws.com/sitesusa/wp-

content/uploads/sites/482/2015/03/Cloud-Best-Practices.pdf\" 

title=\"https://s3.amazonaws.com/sitesusa/wp-

content/uploads/sites/482/2015/03/Cloud-Best-Practices.pdf\"><u><span 

style=\"font-family:'Calibri';font-size:10pt;background-

color:#ffffff;color:#0000ff;mso-style-textfill-fill-

color:#0000ff\">https://s3.amazonaws.com/sitesusa/wp-

content/uploads/sites/482/2015/03/Cloud-Best-

Practices.pdf</span></u></a><span style=\"font-family:'Calibri';font-

size:10pt;background-color:#ffffff;color:#555555;mso-style-textfill-fill-

color:#555555\">)</span><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">FedRAMP 

Package Validation Process - </span><span style=\"font-

family:'Calibri';font-size:10pt;background-

color:#ffffff;color:#000000;mso-style-textfill-fill-



color:#000000\">outlines the process for 2 Twelve Solutions to enable 

Federal agencies to validate FedRAMP compliance of for ORE </span><span 

style=\"font-family:'Calibri';font-size:10pt;background-

color:#ffffff;color:#555555;mso-style-textfill-fill-

color:#555555\">(</span><a href=\"https://s3.amazonaws.com/sitesusa/wp-

content/uploads/sites/482/2015/01/FedRAMP-Package-Validation-Process-

FINAL.pdf\" title=\"https://s3.amazonaws.com/sitesusa/wp-

content/uploads/sites/482/2015/01/FedRAMP-Package-Validation-Process-

FINAL.pdf\"><u><span style=\"font-family:'Calibri';font-

size:10pt;background-color:#ffffff;color:#0000ff;mso-style-textfill-fill-

color:#0000ff\">https://s3.amazonaws.com/sitesusa/wp-

content/uploads/sites/482/2015/01/FedRAMP-Package-Validation-Process-

FINAL.pdf</span></u></a><span style=\"font-family:'Calibri';font-

size:10pt;background-color:#ffffff;color:#555555;mso-style-textfill-fill-

color:#555555\">)</span></p></li></ul><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">It is the 

customer responsibility to ensure that all acquisition contracts for the 

ORE application include security functional 

requirements.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part b:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Security 

strength requirements for ORE&nbsp;components are detailed by 2 Twelve 

Solutions in vendor agreements and the Siglite questionnaire either 

explicitly or by reference to other documentation to assure that ORE 

security policies are being followed for all ORE acquisitions. The 

Engineering team is responsible for reviewing all responses to the 

Siglite questionnaire and contract clauses prior to any acquisitions for 

the ORE information system.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-



between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Major or minor acquisitions are subject to obtain 

approval through the established change management process. Engineering 

personnel will review the security requirement of the acquisition and 

evaluate its bearing during the security impact analysis. The final 

approval of all acquisitions will come from ARB and the Authorized 

Officer.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">It is the 

customer responsibility to ensure that all acquisition contracts for the 

ORE application include security strength 

requirements.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part c:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Security 

assurance requirements for ORE&nbsp;components are detailed by 2 Twelve 

Solutions in vendor agreements, the Siglite questionnaire, and NIST 

Special Publication 800-53 (Rev. 4) requirements either explicitly or by 

reference to other documentation to assure that ORE security policies are 

being followed for all ORE acquisitions. The Engineering team is 

responsible for reviewing all contract clauses prior to any acquisitions 

for the ORE information system.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">Major or minor acquisitions are subject to obtain 

approval through the established change management process. Engineering 

personnel will review the security requirement of the acquisition and 

evaluate its bearing during the security impact analysis. The final 

approval of all acquisitions will come from ARB and the Authorized 

Officer.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">It is the 

customer responsibility to ensure that all acquisition contracts for the 

ORE application include security assurance 

requirements.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part d:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Security-related documentation requirements for 

ORE&nbsp;components are detailed by 2 Twelve Solutions in vendor 

agreements and the Siglite questionnaire either explicitly or by 

reference to other documentation to assure that 2 Twelve 

Solutions&nbsp;security policies are being followed for all ORE 

acquisitions. The Engineering team is responsible for reviewing all 

contract clauses prior to any acquisitions for the ORE information 

system.</span></p><p style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Major or minor acquisitions are subject to obtain 

approval through the established change management process. Engineering 

personnel will review the security requirement of the acquisition and 

evaluate its bearing during the security impact analysis. The final 

approval of all acquisitions will come from ARB and the Authorized 

Officer.</span></p><p style=\"mso-pagination:none;margin-top:0pt;margin-



bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">It is the 

customer responsibility to ensure that all acquisition contracts for the 

ORE application include security-related documentation 

requirements.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part e:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Requirements for protecting security-related 

documentation for 2 Twelve Solutions ORE&nbsp;components are detailed by 

2 Twelve Solutions in vendor agreements either explicitly or by reference 

to other documentation to assure that 2 Twelve Solutions security 

policies are being followed for all ORE acquisitions. The Engineering 

team is responsible for reviewing all contract clauses prior to any 

acquisitions for the ORE information system.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Major or minor acquisitions are subject to obtain 



approval through the established change management process. Engineering 

personnel will review the security requirement of the acquisition and 

evaluate its bearing during the security impact analysis. The final 

approval of all acquisitions will come from ARB and the Authorized 

Officer.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">It is the 

customer responsibility to ensure that all acquisition contracts for the 

ORE application include requirements for protecting security-related 

documentation for the ORE application.</span></p><p></p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Part f:</span></p><p><b><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">2 Twelve Solutions 

Responsibility</span></u></b><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Description of the system development environment and the 

operating system environment in which the software, hardware or firmware 

is intended to operate is included in the FedRAMP Standard Contract 

Clauses, FedRAMP Control Specific Contract Clauses, and the FedRAMP Cloud 

Procurement Best Practices&nbsp;clauses as documented in â€œpart aâ€� 

above. They are documented explicitly or by reference to other 

documentation to assure that 2 Twelve Solutions&nbsp;security policies 

are being followed for all ORE acquisitions. The Engineering team is 

responsible for reviewing all contract clauses prior to any acquisitions 

for the ORE information system.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Major or minor acquisitions are subject to obtain 

approval through the established change management process. Engineering 

personnel will review the security requirement of the acquisition and 



evaluate its bearing during the security impact analysis. The final 

approval of all acquisitions will come from ARB and the Authorized 

Officer.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">It is the 

customer responsibility to ensure that all acquisition contracts for the 

ORE application include a description of the information system 

development environment and environment in which the system is intended 

to operate.</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

g:</span></p><p><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Acceptance criteria requirements for ORE&nbsp;components 

are detailed by 2 Twelve Solutions in vendor agreements and the Siglite 

questionnaire either explicitly or by reference to other documentation to 

assure that&nbsp;2 Twelve Solutions security policies are being followed 

for all ORE acquisitions. The Engineering team is responsible for 

reviewing all contract clauses prior to any acquisitions for the ORE 

information system.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Major or 

minor acquisitions are subject to obtain approval through the established 

change management process. Engineering personnel will review the security 

requirement of the acquisition and evaluate its bearing during the 

security impact analysis. The final approval of all acquisitions will 

come from ARB and the Authorized Officer.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-



between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to ensure that all 

acquisition contracts for the ORE application include some acceptance 

criteria, such as </span><span style=\"font-family:'Calibri';font-

size:11pt;color:#000000;mso-style-textfill-fill-color:#000000\">Common 

Criteria (ISO/IEC 15408),</span><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\"> for the 

vendor.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "744" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6825053" 

                        }, 

                        { 



                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-16T20:25:18.4053015" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sa-4" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sa-4 - Acquisition Process" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Services Acquisition" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "6f2ff547-c32e-40e1-924b-

d55194deecf4" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "c0974a90-680c-435a-8c8b-

6e7f60cad124", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 745, 

                    "uuid": "638ab353-e063-412d-9c06-e361fb6bfcef", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "225" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "638ab353-e063-412d-9c06-

e361fb6bfcef" 

                        }, 

                        { 



                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions, using acquisition documents, requires that vendors/contractors 

provide information describing the functional properties of the security 

controls to be employed within the information system, information system 

components, or information system services. The Siglite questionnaire 

provided to vendors/contractors is used as the foundational resource for 

this information for the ORE acquisitions. The Engineering team is 

responsible for reviewing all contract clauses prior to any acquisitions 

for the ORE information system.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "745" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 



                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6825695" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-16T19:59:03.7048909" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sa-4.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sa-4.1 - Functional Properties of 

Controls" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Services Acquisition" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "ae6bc01a-a79b-4315-bbff-

30337d2b9e04" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "2faf9a84-4bc6-4c8c-a1a1-

374bcdb77454", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 746, 



                    "uuid": "2e5197d9-40ac-49a3-9052-4c33c4e5fbad", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sa-04.02_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-04.02_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-04.02_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "227" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "2e5197d9-40ac-49a3-9052-

4c33c4e5fbad" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions requires all vendors/contractors to provide a design and 

implementation plan for all components and services that are going to be 

implemented into the ORE environment for the application, database and 

operating system. The vendor documentation includes security-relevant 

external system interfaces and high-level design of the proposed 

component, design drawings or documentation at a high level of detail. 2 

Twelve Solutions utilizes their SDLC to determine what the requirements 

are for acceptance criteria to integrate vendor components into the ORE 

system. The Siglite questionnaire provided to vendors/contractors is used 

as the foundational resource for this information.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "746" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6826936" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 



                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-16T19:53:31.3804021" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sa-4.2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sa-4.2 - Design and Implementation 

Information for Controls" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Services Acquisition" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "f01e143b-75e6-4490-8c91-

02a0cee1a30d" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "9f0a273a-b499-46df-9a0c-

8b5aefdd3c49", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 753, 

                    "uuid": "48273d09-c024-4190-be5b-b12eb26859f1", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "228" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "48273d09-c024-4190-be5b-

b12eb26859f1" 

                        }, 

                        { 



                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions requires all vendors to provide, early in the system 

development life cycle, the functions, ports, protocols, and services 

intended for organizational use. The Siglite questionnaire provided to 

vendors/contractors is used as the foundational resource for this 

information for all ORE acquisitions. Exceptions or modifications to 

automation due to acquisitions must be approved through the established 

change management process.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "753" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 



                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6827703" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-16T19:16:23.3402404" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sa-4.9" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sa-4.9 - Functions, Ports, 

Protocols, and Services in Use" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Services Acquisition" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "479d7bfb-490a-43d4-8570-

2eb6db348983" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "8fdce2c1-dd5c-47ca-9b30-

cb4b5249ea57", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 754, 

                    "uuid": "b774944c-cb1c-414f-a511-4d14e0a1e095", 



                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "226" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "b774944c-cb1c-414f-a511-

4d14e0a1e095" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE only 

allows approved PIV cards and CACs. The ORE application is able to 

authenticate a user with a smart card to an upstream identity provider 

using the identity protocols SAML 2.0 or Open ID Connect. After 

authentication, SAML assertions or OIDC tokens will be transmitted from 

the upstream identity management systems to the ORE system.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 



                        }, 

                        { 

                            "name": "controlID", 

                            "value": "754" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6826287" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-16T19:33:44.4886243" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sa-4.10" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sa-4.10 - Use of Approved PIV 

Products" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Services Acquisition" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "31415a6c-ac97-424c-a399-

1d9d0654803f" 

                        } 

                    ] 



                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "bad47bf7-cf09-4bcd-9152-

18add8d8398a", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 757, 

                    "uuid": "2608e982-771f-4f44-b3da-d85595be9ed7", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sa-05_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-05_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "229" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "2608e982-771f-4f44-b3da-

d85595be9ed7" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part a:</span>&nbsp;</p><p style=\"mso-



pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Security documentation for the ORE application, database, 

and operating system is maintained in&nbsp;Thanos document management 

system&nbsp;and is available to the Engineering team for review and to 

make updates. The Engineering team is responsible for reviewing and 

updating documentation on an annual basis.&nbsp;Operations team has 

access to security documentation but they cannot modify them. Vendor 

documentation, including configuration guidelines for secure installation 

and operation of the information system and administrator documentation 

are acquired from vendors for system components, including operating 

systems, databases, and security tools. Access to the most recent 

administrator documentation, including configuration, known 

vulnerabilities, installation, and operation of the system, component, 

and/or service, is made available to the Engineering team and Operations 

team and then distributed to Customers.&nbsp;</span></p><p></p><p>Part 

b:</p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions publishes end user documentation in the form of a general user 

guide for the ORE application. The general user guide outlines methods 

for user interaction, use of the system, component, or service in a more 

secure manner, and user responsibilities in maintaining the security of 

the system, component, or service. The end user documentation is reviewed 

by the Engineering team on an annual basis and, if necessary, is updated. 

General users do not have access to security functions/mechanisms as they 

relate to the ORE environment.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part c:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 



style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE 

maintains access to vendor documentation for all components within the 

ORE&nbsp;application, database and operating system environments. Should 

documentation become unavailable, ORE will contact the vendor for the 

updated documentation or addition support.</span></p><p></p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Part d:</span></p><p><b><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">2 Twelve Solutions 

Responsibility</span></u></b><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Security-related documentation, user manuals, user 

guides, secure configuration management for the ORE application, 

database, and operating system are stored and maintained on Thanos 

document management system. The security-related documentation is 

accessible to the Engineering team for review and to make updates. The 

Engineering team is responsible for reviewing and updating documentation 

on an annual basis.&nbsp;Operations team has access to security 

documentation but they cannot modify them. 

&nbsp;</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

e:</span></p><p><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Documentation for ORE is disseminated to Customers and 

made available for updates/reviews to the Engineering team 

and</span><span style=\"font-family:'Calibri';font-

size:10pt;color:#ff0000;mso-style-textfill-fill-

color:#ff0000\">&nbsp;</span><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operations team through the Thanos document management 

system repository.&nbsp;The Engineering team is responsible for reviewing 

and updating documentation on an annual basis.&nbsp;Updated documents are 

notified through email for stakeholders.</span></p>" 

                        }, 

                        { 

                            "name": "status", 



                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "757" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6828449" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-15T20:46:50.4745715" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sa-5" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sa-5 - System Documentation" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Services Acquisition" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 



                            "value": "8a6f7854-040c-4c0a-94bb-

516daaaf1d39" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "07ae8245-f215-4c37-9fee-

9dde6bd3c9e7", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 765, 

                    "uuid": "459680af-c160-4eb4-b33f-1d3ba5b6964b", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sa-08_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-08_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-8_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "230" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "459680af-c160-4eb4-b33f-

1d3ba5b6964b" 

                        }, 

                        { 

                            "name": "controlOwnerId", 



                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions ORE applies information system security engineering principles 

in the specification, design, development, implementation, and 

modification of 2 Twelve Solutions ORE Application. The following 

documentation and implementation supports 2 Twelve Solutions OREâ€™s 

applied security engineering principles for the 2 Twelve Solutions ORE 

Application:</span></p><ul style=\"padding-left:40px\"><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">System 

Security Plan</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">: 

provides the implementation of security engineering principles using the 

NIST 800-53 security controls for a Moderate security baseline. The SSP 

addresses security controls for the management, technical and operational 

aspects of the 2 Twelve Solutions ORE Application.</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE 

Configuration and Management Plan</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: Details how ORE applies configuration management for 

establishing baselines for tracking, controlling, and managing many 

aspects of business development and operations</span></p></li></ul><p 



style=\"mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE System Development Life Cycle Plan: Defines and 

establishes how 2 Twelve Solutions manages the life cycle of 2 Twelve 

Solutions ORE systems and provides continuous monitoring as part of the 

operations phase of the system life cycle.</span></p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE applies information system security engineering 

principles in the specification, design, development, implementation, and 

modification of the information system.&nbsp;The 2 Twelve 

Solutions&nbsp;Software Development Lifecycle (SDLC) Plan 

covers:</span></p><ul style=\"padding-left:40px\"><li style=\"list-style-

type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Initiation Phase</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Development Phase</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Implementation Phase</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operations/Maintenance Phase</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-



alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Disposal Phase</span></p></li></ul><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The ORE System Development Life Cycle Plan directs use of 

security principles in the initiation (Section 6), development (Section 

7), implementation (Section 8), operations/ maintenance (Section 9), and 

disposal (Section 10) phases.&nbsp;The SDLC is accessible to the 

Engineering team for review and to make updates. The Engineering team is 

responsible for reviewing and&nbsp;updating documentation on an annual 

basis.&nbsp;Operations team has access to the SDLC Plan but do not have 

modify access rights.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "765" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6829037" 

                        }, 



                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-15T20:42:03.559908" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sa-8" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sa-8 - Security and Privacy 

Engineering Principles" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Services Acquisition" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "9bd81f74-0b97-48c0-92b0-

960897e06059" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "d64b39c5-f380-418b-86ff-

88de9be83422", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 799, 

                    "uuid": "01563965-c4db-4a58-940e-cb83e9a80484", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sa-09_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-09_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 



                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "231" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "01563965-c4db-4a58-940e-

cb83e9a80484" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part a:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions requires all third-party 

vendors/contractors and external information system services to comply 

with OREâ€™s information security requirements and employ FedRAMP 

security controls baselines. Risk assessments are conducted for all 

vendors prior to the initiation of any connection through the use of the 

Siglite questionnaire. The contractual agreements, ISAs, Siglite 

questionnaire, and MOUs explicitly define the ports, protocols, 

interconnections, and information flow with external interconnection 

systems to maintain a secure system. These agreements are overseen by the 

Engineering team manager to ensure continual 

compliance.</span></p><p></p><p><span style=\"font-family:'Calibri';font-



size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

b:</span></p><p><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions maintains all contractual agreements, 

ISAs, MOUs and contact details of service providers. Roles and 

responsibilities pertaining to FedRAMP system interconnections and 

services are outlined in contracts. All external information connections 

and services must be approved by the ARB and AO prior to 

implementation.</span></p><p></p><p>Part c:</p><p><b><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">2 Twelve Solutions 

Responsibility</span></u></b><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions monitors and reviews agreements with 

external parties to ensure all parties are adhering to the terms and 

conditions signed in the agreement. Where Federal information is 

processed or stored, 2 Twelve Solutions requires an external vendor or 

system to obtain FedRAMP Moderate ATO and follow the FedRAMP continuous 

monitoring requirements.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "799" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 



                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.682964" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-15T20:29:06.4011032" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sa-9" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sa-9 - External System Services" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Services Acquisition" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "b10347d6-292e-40bc-8871-

bc1bc20d8088" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "18ae2dab-e8ad-4137-92ef-

38ec2476453e", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 801, 

                    "uuid": "4f182fef-336e-4037-a28b-d30ae37a917b", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sa-09.02_odp", 



                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "232" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "4f182fef-336e-4037-a28b-

d30ae37a917b" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Where 

Federal information is processed or stored, 2 Twelve Solutions requires 

an external vendor or system to obtain FedRAMP Moderate ATO and follow 

the FedRAMP continuous monitoring requirements. 2 Twelve Solutions will 

request the CSP or vendorâ€™s SSP which identifies all functions, ports, 

protocols, and other services required for the use of such services. In 

addition, 2 Twelve Solutions requires vendors/contractors to complete the 

Siglite questionnaire requesting for similar information.&nbsp;The 

Engineering team is responsible for reviewing all responses to the 

questionnaire and contract clauses prior to any acquisitions for the ORE 

information system.</span></p>" 



                        }, 

                        { 

                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "801" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6830256" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-15T20:26:26.2287066" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sa-9.2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sa-9.2 - Identification of 

Functions, Ports, Protocols, and Services" 

                        }, 

                        { 

                            "name": "control-family", 



                            "value": "System and Services Acquisition" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "ab874b79-ca55-41a4-a1e1-

e66c42de5250" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "02780333-2505-4465-a0fb-

55bf24b938e8", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 808, 

                    "uuid": "c7e5b49c-b9a5-43cb-8f95-b39289fc2b17", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sa-10_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-10_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-10_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "217" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "c7e5b49c-b9a5-43cb-8f95-

b39289fc2b17" 



                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part a:</span>&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b></p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The 2 Twelve Solutions Engineering&nbsp;team follows the 

2 Twelve Solutions System Development Lifecycle Plan (SDLC) for all 

development and acquisitions. The 2 Twelve Solutions ORE Lifecycle 

Management Plan is developed in accordance to NIST Special Publication 

800-37: Initiation, Development/Acquisition, Implementations, 

Operation/Maintenance, and Disposal. ORE has incorporated these five 

phases into a governance process to ensure all ORE systems deliver high-

quality cloud products and services that meet the expectations of the ORE 

and its customers and the Federal cloud community.&nbsp;</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">All proposed changes to ORE must go through the change 

management process. The Engineering team is responsible for reviewing 

proposed changes to ORE. They will either approve or disapprove the 

changes through the Agile system ticketing procedure with explicit 

consideration for the security impact analysis during the change 

management process.</span><span style=\"font-family:'Calibri';font-

size:11pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:11pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part b:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-



bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">When a 

change is being considered it must first be input into a Agile system 

ticket by all stakeholders. Once the ticket is created the proposed 

change is then peer reviewed by another member of the Engineering or 

Operations team (depending on change). The implementer and reviewer is 

never the same person. Once the ticket is signed through peer review the 

next step is that it goes to a member of the Engineering team for review 

and approval. The member of the Engineering team then does a security 

impact analysis of the proposed change to determine if it will adversely 

affect the security stature of ORE. If there isnâ€™t a risk to the 

security posture of ORE the member of the Engineering team will then 

approve the change which will then send the ticket back to the initial 

engineer. The engineer will then institute the change and close the 

ticket with all steps captured.&nbsp; All Agile system tickets related to 

the change management process are retained indefinitely by 2 Twelve 

Solutions.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application and Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: New versions of ORE package may include version upgrade 

to both ORE Application and database. When a ORE release is created, the 

installation files have a SHA256 checksum. This checksum is manually 

verified by the Operations prior to deployment.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operating System</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: The Engineering team uses gpg signature checking. The 

signature check used is called â€œgpgcheckâ€� and is used to validate the 

digital signature, â€œgpgcheck=1â€� is set to ensure all packagesâ€™ 

signatures are checked. In addition, authorized sources and vendor sites 

are whitelisted for updates and patches.</span></p><p></p><p><span 

style=\"font-family:'Calibri';font-size:11pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Part c:</span></p><p><b><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">2 Twelve Solutions 

Responsibility</span></u></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-



alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operations team&nbsp;is the only users that have the 

ability to implement approved changes to the ORE environment. All changes 

are executed through the SSH Bastion after the change has been officially 

approved by the ARB through the change management process. Requests and 

approved changes are documented and retained through the Agile system 

ticketing system. Unapproved changes are captured and alerted through the 

logging system.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:11pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part d:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

Engineering team is responsible for reviewing proposed changes to ORE. 

They will either approve or disapprove the changes through the Agile 

system ticketing procedure with explicit consideration for the security 

impact analysis during the change management process. All Agile system 

tickets related to the change management process are retained 

indefinitely by 2 Twelve Solutions. They are responsible for this review 

and approval process when a new change is 

requested.</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

e:</span></p><p><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b></p><p style=\"mso-

pagination:none;line-height:105%;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Flaws are 

identified through logging alerts, CI pipeline outputs, internal testing, 

or customer reports. All endeavors for remediation are the same 

regardless of the vulnerability source. The ORE vulnerability team tracks 

the system flaws in Agile system ticketing systems. Vulnerabilities are 

compiled and reported to the AO in the Plan of Actions and Milestones 

(POA&amp;M). High-risk vulnerabilities are remediated within thirty days, 

moderate risk vulnerabilities are mitigated within ninety days and low 

risk vulnerabilities are mitigated within one hundred and eighty 

days.</span></p><p></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 



                        { 

                            "name": "controlID", 

                            "value": "808" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6820167" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-15T20:24:41.3744333" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sa-10" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sa-10 - Developer Configuration 

Management" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Services Acquisition" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "a66334c7-413d-4a46-9ed3-

a076a73b16c8" 

                        } 

                    ] 

                }, 



                { 

                    "by-components": [ 

                        { 

                            "uuid": "ae71c3db-1a09-4087-88d9-

65f320b65f90", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 816, 

                    "uuid": "93102e5f-fa50-4174-92e7-02cba2979e79", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sa-11_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-11_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-11_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "218" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "93102e5f-fa50-4174-92e7-

02cba2979e79" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 



                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;Part a: </p><p></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b></p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Engineering team follows the 2 Twelve Solutions 

System Development Lifecycle Plan (SDLC) for all development and 

acquisitions. The 2 Twelve Solutions ORE Lifecycle Management Plan is 

developed in accordance to NIST Special Publication 800-37: Initiation, 

Development/Acquisition, Implementations, Operation/Maintenance, and 

Disposal. ORE has incorporated these five phases into a governance 

process to ensure all ORE systems deliver high-quality cloud products and 

services that meet the expectations of the ORE and its customers and the 

Federal cloud community.&nbsp;</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Engineering team follows best practices to include 

peer-to-peer review, static code analysis through Semgrep, 

unit/integration/system/regression testing, and input validation. ORE 

source codes are maintained, controlled, and tracked within 

Gitlab.</span><span style=\"font-family:'Calibri';font-

size:11pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:11pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part b:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

Engineering&nbsp;team&nbsp;follows the established change management 

process and is responsible for doing unit, integration, system, and 

regression testing for proposed changes to ORE before each new release. 



Fail results are rerouted back to the engineer to remediate 

errors.</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:11pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

c:</span></p><p><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

Engineering&nbsp;team&nbsp;follows the established change management 

process and is responsible for doing unit, integration, system, and 

regression testing for proposed changes to ORE before each new release. 

Fail results are rerouted back to the engineer to remediate 

errors.</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:11pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

d:</span></p><p><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Identified flaws within the ORE application are verified 

through additional testing or scanning. Testing results are tracked and 

documented within Gitlab and Agile. The reviewer (someone other than the 

Engineer) verifies the testing result and either approves the code or 

sends it back to the Engineer. &nbsp;</span></p><p></p><p><span 

style=\"font-family:'Calibri';font-size:11pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Part e:</span></p><p><b><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">2 Twelve Solutions 

Responsibility</span></u></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Engineering&nbsp;team&nbsp;follows the established 

change management process and is responsible for doing unit, integration, 

system, and regression testing for proposed changes to ORE before each 

new release. Fail results are rerouted back to the engineer to remediate 

errors. The process continues until code testing does not contain fail 

results.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 



                        { 

                            "name": "controlID", 

                            "value": "816" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6820759" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-15T20:08:18.3808568" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sa-11" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sa-11 - Developer Testing and 

Evaluation" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Services Acquisition" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "c626e4b9-cbfa-4308-a886-

914f78666bf6" 

                        } 

                    ] 

                }, 



                { 

                    "by-components": [ 

                        { 

                            "uuid": "d9891ff7-4a49-4e3b-acd3-

aad4f258ba47", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 845, 

                    "uuid": "67e3580e-50a0-4446-9a65-da32c9c3b891", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sa-15_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-15_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-15_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-15_prm_2", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "219" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "67e3580e-50a0-4446-9a65-

da32c9c3b891" 

                        }, 

                        { 

                            "name": "controlOwnerId", 



                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;Part a:</p><p></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p>The engineering team has established a 

documented development process that addresses security and privacy 

requirements. The Engineering team follows best practices to include 

peer-to-peer review, static code analysis through Semgrep, 

unit/integration/system/regression testing, and input validation. ORE 

source codes are maintained, controlled, and tracked within Gitlab. 

</p><p>The development process identifies the relevant standards and 

tools to be used during the development activities. It ensures that the 

selected standards and tools meet security and privacy objectives.  

Gitlab is being leveraged to track all changes to automation and the 

Agile system ticketing system is employed to ensure they have gone 

through the necessary process of peer review, security impact analysis, 

and approval before they have been implemented in ORE. If during 

operation a scan fails, new vulnerabilities are revealed, and/or if 

unapproved changes to the automation are discovered they are flagged and 

reviewed by both the Engineering team and Operations team.</p><p>To 

ensure the integrity of the development process and tools, the 

engineering team maintains documentation that manages changes 

effectively. This includes change management procedures, version control, 

and configuration management practices. Changes to the development 

process and tools undergo thorough review, approval, and tracking to 

maintain the integrity of security and privacy 

requirements.</p><p></p><p>Part b:</p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p>The engineering team 

conducts regular reviews of the development process, standards, tools, 

tool options, and tool configurations. The objective of these reviews is 

to assess the effectiveness of the development process, standards, and 

tools in meeting the organization's defined security and privacy 

requirements. Any gaps or deviations are identified, tracked according to 

the Change and Configuration Management Process, and addressed promptly 



to ensure ongoing compliance and continuous improvement in the 

development process.</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "845" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6821334" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-06T20:23:47.6541868" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sa-15" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sa-15 - Development Process, 

Standards, and Tools" 

                        }, 



                        { 

                            "name": "control-family", 

                            "value": "System and Services Acquisition" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "7d9dc6fe-9a3c-478a-8765-

8243260b923a" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "6278397a-9c2e-49bd-9786-

e18e257d37d4", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 848, 

                    "uuid": "e0b9bd8f-3133-41bc-9c62-8e6370575eee", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sa-15.03_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-15.03_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-15.03_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-15.3_prm_2", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "220" 

                        }, 



                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "e0b9bd8f-3133-41bc-9c62-

8e6370575eee" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions 

Responsibility</span></u></b></p><p>The organization has identified 

specific decision points within the system development life cycle (SDLC) 

where criticality analysis is required. These decision points are 

determined based on the organization's SDLC framework and the criticality 

considerations relevant to the system, system component, or system 

service. The criticality analysis is conducted by the developer or 

development team in collaboration with the organization's 

stakeholders.</p><p>The development team performs the 

following:</p><ul><li><p>During the early stages of the SDLC, the 

developer performs a criticality analysis to determine the impact of the 

system, system component, or system service on the organization's mission 

or business processes.</p></li><li><p>Before proceeding with the design 

and development activities, the developer conducts a criticality analysis 

to assess the potential risks, vulnerabilities, and dependencies 

associated with the system, system component, or system 

service.</p></li><li><p>Prior to the integration and testing phase, the 

developer reviews and updates the criticality analysis to address any 

changes or updates in the system, system component, or system service. 

This analysis helps identify potential risks or issues that may arise 

during the integration and testing process.</p></li></ul>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 



                        { 

                            "name": "controlID", 

                            "value": "848" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6821935" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-06T20:14:37.9323046" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sa-15.3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sa-15.3 - Criticality Analysis" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Services Acquisition" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "2a5c76d7-e85b-46d7-9938-

e10c1a1a4c31" 

                        } 

                    ] 

                }, 

                { 



                    "by-components": [ 

                        { 

                            "uuid": "6588d2fd-6b6c-443e-b61c-

cd3ca8c348fd", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 880, 

                    "uuid": "6914a7fa-cb49-4756-85d9-a000677c70c2", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sa-22_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sa-22_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "222" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "6914a7fa-cb49-4756-85d9-

a000677c70c2" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">2 Twelve Solutions Responsibility</span></u></b></p><p 

style=\"margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Engineering team follows the 2 Twelve Solutions 

System Development Lifecycle Plan (SDLC) for all development and 

acquisitions. The 2 Twelve Solutions ORE Lifecycle Management Plan is 

developed in accordance to NIST Special Publication 800-37: Initiation, 

Development/Acquisition, Implementations, Operation/Maintenance, and 

Disposal. ORE has incorporated these five phases into a governance 

process to ensure all ORE systems deliver high-quality cloud products and 

services that meet the expectations of the ORE and its customers. The 

organization maintains an up-to-date inventory of system components used 

within its information systems. Regular assessments are conducted to 

determine the vendor support status of each component in the inventory. 

Regular reviews of the system component inventory are performed to 

identify unsupported components. In addition, vulnerability reports and 

security advisories are analyzed to identify potential risks associated 

with unsupported components. If it is determined that a component is no 

longer supported by the developer, vendor, or manufacturer, the 

organization initiates the process of replacing the unsupported component 

with a supported alternative. The replacement process follows established 

change management procedures to ensure minimal disruption to the system 

and its functionality.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "880" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 



                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6823101" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-06T19:55:28.2205177" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sa-22" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sa-22 - Unsupported System 

Components" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Services Acquisition" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "8d5b69d1-1de3-4bc5-a807-

96df1f65f98b" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "722df503-5812-4c08-994c-

70ef43cef0e8", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 883, 

                    "uuid": "baa7a86e-a234-41f6-a38c-a68bf9cc1fef", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sc-01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 



                            "param-id": "sc-01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sc-01_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sc-01_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sc-01_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sc-01_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sc-01_odp.07", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sc-01_odp.08", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sc-1_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "233" 

                        }, 

                        { 



                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "baa7a86e-a234-41f6-a38c-

a68bf9cc1fef" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions ORE Information Security Policy 

directs the activities within the ORE&nbsp;system and communication 

controls. The policy addresses purpose, scope, responsibilities 

(including management commitment), coordination among organizational 

entities, and compliance requirements to meet the FedRAMP control 

implementation requirements for this family of controls.</span></p><p 

style=\"mso-pagination:widow-orphan lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:widow-orphan lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">All ORE 

procedures that are captured in Thanos document management system, 2 

Twelve Solutionsâ€™ document repository management system, are reviewed 

on an annual basis by the document owner and the ORE Architecture Review 

Board (ARB). The ARB consists of the Engineering and Operations teams. 

The ARB is responsible for notifying stakeholders when changes are made 

and approved by the ARB. This may require the creation of new 

documentation or reviewing and updating current procedures, annually or 

as needed; and policies every 3 years or as needed.</span></p><p 

style=\"mso-pagination:widow-orphan lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:widow-orphan lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

Operations and Engineering team are responsible for reading the document 

on an annual basis. The team composition includes the 

following:</span></p><ul><li><p style=\"margin-



left:38.050000000000004pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Engineering (Product development and engineering, Product 

management);</span></p></li><li><p style=\"margin-

left:38.050000000000004pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operations (Operations for Applications, Databases, 

Services); and</span></p></li><li><p style=\"margin-

left:38.050000000000004pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE 

Leadership (System Owner; Product Owner;);</span></p></li></ul>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "883" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 



                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6830867" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-15T19:44:26.0829915" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sc-1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sc-1 - Policy and Procedures" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Communications 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "d6857601-dc6a-4fb5-8d94-

f1596ad4454b" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "dfa4bb90-4b75-4b61-891f-

58f85ed80c26", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 884, 

                    "uuid": "d2455f98-2632-4bf6-bdd3-df1a0a316994", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "240" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 



                            "name": "uuid", 

                            "value": "d2455f98-2632-4bf6-bdd3-

df1a0a316994" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"margin-

top:6.000000000000001pt;margin-

bottom:12.000000000000002pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions hosts the ORE within Provider data 

centers and uses appropriate network segmentation to establish the 

authorization boundary. 2 Twelve Solutions uses Security Groups to 

partition customer functions and management functions. Customers can only 

access the ORE web application over HTTPS. Management functions are 

accessed through the Bastion Host or a management console by the 

Operations team.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; Operations team and the Engineering team are 

designated as account managers for infrastructure tools. All ORE/Provider 

infrastructure remote access is provided through SSH connections to the 

bastion host.&nbsp;</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-



between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; 2 Twelve Solutions admins have access to the OS, 

instance that holds database to perform backup, apply patches and make 

updates through automation. </span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operating System</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; Operations team and the Engineering team are 

considered as privileged users in ORE environment. Engineering team is a 

dedicated account manager with limited privilege and Operations team has 

full privileges.&nbsp; Authentication to this system leverages multiple 

factors to ensure a strong authentication. The SSH configuration enforces 

the user to public-private key authentication. This entails that each 

user has a unique set of SSH Keys where the public key is added to the 

SSH Bastion host through automation. Once connected to the system, all 

changes are handled by executing the prepared automation from the change 

management process against the scope of the change and the status of the 

change ticket.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "884" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 



                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.683589" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-15T19:40:37.4458466" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sc-2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sc-2 - Separation of System and 

User Functionality" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Communications 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "7e9890d4-2ea2-492c-a440-

b2b9c84beb28" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "3d735510-01d7-487f-817c-

db326452b07e", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 893, 

                    "uuid": "ac7ee947-d7ff-4036-b101-fcc07a05412b", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "248" 



                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "ac7ee947-d7ff-4036-b101-

fcc07a05412b" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Information flow is enforced through the use of Firewall 

rules, which define the allowed traffic flows throughout the ORE 

environment and across the boundary. Security groups are configured to 

deny-by-default and only allow by exception. Security Groups are used to 

prevent unauthorized communication between customer servers.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; Information flow for the ORE application is 

enforced through the use of Firewall rules. Security groups are 



configured to deny by default and only allow by exception policy. The ORE 

application&nbsp;provides customers with a highly secure environment 

backed by an â€œalways secureâ€� architecture that is based on a 

multilayered security model that maximizes data security and ensures 

service continuity.&nbsp;</span></p><ul style=\"padding-left:40px\"><li 

style=\"list-style-type: disc\"><p style=\"margin-left:18pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">All data 

in transit into or outside of the authorization boundary is encrypted 

with a FIPS 140-2 validated method.</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:18pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application-to-application communication is protected by 

certificates/trust relationships.</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:18pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">During 

the authentication and authorization process, the application uses TLS 

1.3 to secure the data in transit.</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:18pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Separation of accounts has been established so that 

administrative level access functions are tightly controlled between ORE 

application administrators and customer accounts.</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:18pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Access to 

ORE environment is restricted through a Reverse Proxy/Load Balancer that 

allocates connections.</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:18pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">S3 is 

used by 2 Twelve Solutions to store data in an encrypted way using AES-

256, and to store installation files required for the installation of new 



ORE platform instances.</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:18pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Every 

instance in the environment has been assigned a security group with both 

inbound and outbound rules configured to prevent all unauthorized 

connections.</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:18pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The customer will connect to the ORE platform through a 

web browser over HTTPS.</span></p></li></ul><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operating System</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; Information flow for the ORE operating system is 

enforced through the use of Firewall rules. Security groups are 

configured to deny by default and only allow by exception.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "893" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 



                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6840801" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-12T23:38:47.9358833" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sc-4" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sc-4 - Information in Shared System 

Resources" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Communications 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "27c5be95-9828-45b0-9667-

9e3297af245a" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "94698b55-37c8-4865-b7a5-

a8d2cb7daebd", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 896, 

                    "uuid": "0d0fd3e0-2a73-40ea-9568-07458d195598", 

                    "set-parameters": [ 

                        { 



                            "param-id": "sc-05_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sc-05_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sc-05_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "249" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "0d0fd3e0-2a73-40ea-9568-

07458d195598" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"margin-



top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#313231;mso-style-textfill-fill-

color:#313231\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#313231;mso-style-textfill-fill-

color:#313231\">: </span><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE 

implements the following methods to protect against or limit the effects 

of Denial of Service Attacks (DOS) including Distributed Denial of 

Service (DDOS) attacks, flooding attacks including bandwidth exhausting 

(e.g., UDP floods), protocol exhausting (e.g., SYN flood) and application 

exhausting attacks (e.g., HTTP GET/POST floods).</span></p><p 

style=\"margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">1. Minimizing the Attack Surface Area â€“ Use of Private 

Cloud enclaves allows the obscuring of instances from the Internet by 

ensuring non-public instances are only available on a private subnet and 

private DNS entries are only accessible internally. Security Groups act 

as a firewall for instances while Network ACLs act as a firewall for 

associated subnets.</span></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2. 

Scaling to Absorb the Attack - DDoS attacks are about scale. Most 

attackers achieve their purpose by sending a level of traffic that the 

application cannot accommodate. ORE utilizes auto scaling to add capacity 

when needed which requires more time and resources on the part of the 

attacker to overcome. Scaling&nbsp;provides four direct benefits against 

DDoS attacks:</span></p><ul style=\"padding-left:40px\"><li style=\"list-

style-type: disc\"><p style=\"margin-left:38.050000000000004pt;text-

indent:-18pt;mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

attack is dispersed over a wider area.</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:38.050000000000004pt;text-

indent:-18pt;mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Attackers 

have to expend more resources to scale up the attack.</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-



left:38.050000000000004pt;text-indent:-18pt;mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Scaling buys time to analyze the DDoS attack and respond 

with countermeasures.</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:38.050000000000004pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Scaling provides an additional layer of redundancy for 

other failure scenarios.</span></p></li></ul><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">3. Safeguard Exposed Resources â€“ External access to ORE 

resources is severely limited. All customer traffic comes through Load 

Balancers. Because the Load Balanccers only forward valid TCP requests, 

DDoS attacks such as UDP and SYN floods are not able to reach ORE server 

instances.</span></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">4. System 

monitoring â€“ Regular monitoring of all system audit logs allows the 

Operations team to know the levels and patterns on normal usage of the 

system. This includes monitoring of audit logs from applications, web 

servers, operating systems, and databases.&nbsp;Logs are especially 

germane to DOS attacks as they provide significant ability to monitor the 

network.</span></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">5. Active Response â€“ After the attack is detected and 

analyzed, offending IP addresses that make excessive repeated attempts to 

access system resources would have their IP addresses blocked at the 

Reverse Proxys.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-



bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp;Database is not internet facing and can only be 

accessed through the ORE application.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operating System</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; Authorized 2 Twelve Solutions administrators 

access operating systems by authenticating through the bastion host. All 

users must have a valid SSH key. After authentication through the bastion 

host, users must have a matching public SSH key on the instance to 

establish connection with that host. Whitelisting at the bastion host is 

implemented to only open connection to a specific set of IP 

ranges.&nbsp;</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "896" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 



                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6841407" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-12T23:39:02.6127877" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sc-5" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sc-5 - Denial-of-service 

Protection" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Communications 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "aca17c1f-4ba0-413f-8c76-

892f33e5dd41" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "fa2b7616-4bcc-40d3-a10a-

a627e9772c49", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 901, 

                    "uuid": "f72ae711-1278-4c04-a9b9-278d97f7f9f4", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sc-07_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 



                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "250" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "f72ae711-1278-4c04-a9b9-

278d97f7f9f4" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions uses Grafana for network monitoring capabilities of the 

external and internal network traffic. External traffic through the 

Reverse Proxy is captured in logs and forwarded to Grafana for near real 

time monitoring and alerting.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">2 Twelve Solutions also employs a defense in depth 

strategy for boundary protection using Security Groups, and the NAT 

Gateway. Security Groups are configured on each system within the 

boundary to limit both inbound and outbound traffic. Outbound 

communication initiated by ORE over HTTPS connections routed via a NAT 

gateway and controlled using Firewall rules. Security Groups are 

configured for all network interfaces to provide stateful 

inbound/outbound port/protocol and IP CIDR restrictions.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;2 Twelve Solutions ORE auditable events are 

selected using a risk-based approach that takes into account their 

information security standards. The following are deemed to be auditable 

events:</span></p><ul style=\"padding-left:40px\"><li style=\"list-style-

type: disc\"><p style=\"margin-left:54.00000000000001pt;text-indent:-

18pt;mso-pagination:none;margin-top:0pt;margin-bottom:0pt;tab-

stops:1.855611111111111cm;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">All administrator privileged functions</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-

left:54.00000000000001pt;text-indent:-18pt;mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;tab-stops:1.855611111111111cm;border:none;mso-

border-left-alt:none;mso-border-top-alt:none;mso-border-right-

alt:none;mso-border-bottom-alt:none;mso-border-between:none\"><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Authentication checks</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-

left:54.00000000000001pt;text-indent:-18pt;mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;tab-stops:1.855611111111111cm;border:none;mso-

border-left-alt:none;mso-border-top-alt:none;mso-border-right-

alt:none;mso-border-bottom-alt:none;mso-border-between:none\"><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Authorization checks</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-

left:54.00000000000001pt;text-indent:-18pt;mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;tab-stops:1.855611111111111cm;border:none;mso-

border-left-alt:none;mso-border-top-alt:none;mso-border-right-

alt:none;mso-border-bottom-alt:none;mso-border-between:none\"><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Data deletions, data access, data changes, 

and permission changes</span></p></li></ul><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-



top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Databases:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> ORE generates audit records for the following events 

which are then transported to Grafana.</span></p><ul style=\"padding-

left:40px\"><li style=\"list-style-type: disc\"><p style=\"margin-

left:54.00000000000001pt;text-indent:-18pt;mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database events</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:54.00000000000001pt;text-indent:-

18pt;mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">SQL 

statements</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:54.00000000000001pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Privileges</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:54.00000000000001pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Schemas</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:54.00000000000001pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Objects</span></p></li></ul><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Operating 

System:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\"> 2 Twelve 

Solutions ORE monitors industry-wide security threats and has defined the 

following events as auditable events that should be captured in system 

audit logs based on mission/business needs:</span></p><ul 



style=\"padding-left:40px\"><li style=\"list-style-type: disc\"><p 

style=\"margin-left:54.00000000000001pt;text-indent:-18pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Failed logon attempts</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:54.00000000000001pt;text-

indent:-18pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">File integrity monitoring</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-

left:54.00000000000001pt;text-indent:-18pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Account 

and/or profile changes and deletions</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:54.00000000000001pt;text-

indent:-18pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Changes to system security settings and 

parameters</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:54.00000000000001pt;text-indent:-18pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">System shutdowns/restarts</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-

left:54.00000000000001pt;text-indent:-18pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Use of 

privileged accounts and/or activities</span></p></li></ul>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "901" 

                        }, 

                        { 



                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.684201" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-12T21:36:45.0298888" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sc-7" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sc-7 - Boundary Protection" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Communications 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "50703410-9ba6-4100-8435-

974a3d3a8b26" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "a8e8512d-4070-4a84-acb9-

2fc844239f54", 



                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 904, 

                    "uuid": "7939add7-1c3a-406d-be30-0644cb2f7109", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "251" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "7939add7-1c3a-406d-be30-

0644cb2f7109" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions&nbsp;limits the number external network connections to the 

ORE&nbsp;environment. Infrastructure access to the ORE&nbsp;environment 

is only permitted via the bastion host; authenticate through SSH key. No 

ORE Application components permit direct SSH connections.&nbsp;All 

external connections are controlled through the Security Groups and 

firewalls.</span><span style=\"font-family:'Calibri';font-



size:8pt;color:#313231;mso-style-textfill-fill-

color:#313231\">&nbsp;</span><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\"> Security 

group denies all traffic by default and connections in Firewall rules are 

whitelisted. 2 Twelve Solutions documents all internal connections to the 

ORE environments in the authorization boundary, data flow, ports, and 

protocol, services in Section 9 and 10 of the SSP.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions also employs a defense in depth 

strategy for boundary protection using Security Groups, and the NAT 

Gateway. Security Groups are configured on each system within the 

boundary to limit both inbound and outbound traffic. Outbound 

communication initiated by ORE over HTTPS connections routed via an NAT 

gateway and controlled using Firewall rules. Security Groups are 

configured for all network interfaces to provide stateful 

inbound/outbound port/protocol and IP CIDR restrictions.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "904" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 



                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6842623" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-12T21:34:07.9379307" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sc-7.3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sc-7.3 - Access Points" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Communications 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "fa0f80f4-ace0-4ca8-a755-

2ed472dcc87a" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "e98bbca0-4371-4d01-9a27-

7029bcad6479", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 905, 

                    "uuid": "7d778e29-0a5a-4189-91ea-09908dc155cc", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sc-07.04_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 



                            "name": "id", 

                            "value": "252" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "7d778e29-0a5a-4189-91ea-

09908dc155cc" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">Part a:&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions does not actively manage 

telecommunication services.</span></p><p>Part b:&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions has established a traffic flow policy 

for each managed interfaces through the use of firewalls and Security 

Groups. The traffic control policies detail what traffic is approved, 

what ports and protocols are allowed and the nature of the data 

transmitted. Details of these traffic flow are further explained in 



Section 9 &amp; 10 of this SSP. Modification to the traffic flow policy 

must be requested and approved through the established change management 

process in Agile system.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions also employs a defense in depth strategy for boundary 

protection using Security Groups, and the NAT Gateway. Security Groups 

are configured on each system within the boundary to limit both inbound 

and outbound traffic. Outbound communication initiated by ORE over HTTPS 

connections routed via an NAT gateway and controlled using Firewall 

rules. Security Groups are configured for all network interfaces to 

provide stateful inbound/outbound port/protocol and IP CIDR 

restrictions.</span></p><p></p><p>Part c:&nbsp;</p><p><b><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">2 Twelve Solutions 

Responsibility</span></u></b><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\" 
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OgAAAAcGDgAAAEMAYQBsAGkAYgByAGkABgYOAAAAQwBhAGwAaQBiAHIAaQAIBBQAAAAmBAAAA

AAWBBQAAAAbBgAAAAACPgEAAAUhAAAAAQwAAAAIBBQAAAAWBBQAAAAICwAAAAAGAAAATwBSAE

UABfUAAAABDAAAAAgEFAAAABYEFAAAAAjfAAAAANoAAAAgAGUAbgBzAHUAcgBlAHMAIAB0AGg

AZQAgAGMAbwBuAGYAaQBkAGUAbgB0AGkAYQBsAGkAdAB5ACAAYQBuAGQAIABpAG4AdABlAGcA

cgBpAHQAeQAgAG8AZgAgAHQAcgBhAG4AcwBtAGkAdAB0AGUAZAAgAGkAbgBmAG8AcgBtAGEAd

ABpAG8AbgAgAGIAeQAgAGUAbQBwAGwAbwB5AGkAbgBnACAAYwByAHkAcAB0AG8AZwByAGEAcA

BoAGkAYwAgAHAAcgBvAHQAZQBjAHQAaQBvAG4ALgAgAAUKAAAAAQAAAAAIAAAAAAUKAAAACAU

AAAANAAAAAAoAAAAAAAAAABEAAAAAjwIAAAASAAAAAQYAAAAACQYAAAAAGwYAAAAAAUsAAAAo

AQcpAQcqAQYrAQUTAQEIBBgAAAAWBBgAAAAZBgoAAABlAG4ALQBVAFMAGgYKAAAAYQByAC0AU

wBBABsGCgAAAGUAbgAtAFUAUwACIwIAAAAeAgAAAQgAAAAxADgAMAA4AAIcAAAARwBTAEEAIA

BUAGEAYgBsAGUAIABUAGUAeAB0AAkBAAAAAwMIAAAAMQA3ADEANAASCAAAADEAOAAwADcACgE

AAAABBdsAAAAAAQABAQACAQADAQAEBg4AAABDAGEAbABpAGIAcgBpAAUGDgAAAEMAYQBsAGkA



YgByAGkABwYKAAAAQQByAGkAYQBsAAYGJgAAAEwAdQBjAGkAZABhACAAUwBhAG4AcwAgAFUAb

gBpAGMAbwBkAGUACAQWAAAACQMAAAAKAQAMAQAmBPv///8PAQAQAQARAQAnBAAAAAAUAQAVAQ

AWBBgAAAAXAQAYAQAZBgoAAABlAG4ALQBVAFMAGgYKAAAAYQByAC0AUwBBABsGCgAAAGUAbgA

tAFUAUwAeAQAG3wAAAAABAAEGEgAAACQEAAAAACUEAAAAACYEAAAAAAUBAQYBAAcBAAgBAAkG

GwAAACcEyAAAAAsBABwBACgEAAAAAB0BACkEAAAAAA4GCAAAAAABAQED////GQEAGwZ9AAAAA

BQAAAAAAwAAAAUEAAAAAAYEBAAAAAMBAAEUAAAAAAMAAAAFBAAAAAAGBAQAAAADAQACFAAAAA

ADAAAABQQAAAAABgQEAAAAAwEAAxQAAAAAAwAAAAUEAAAAAAYEBAAAAAMBAAsUAAAAAAMAAAA

FBAAAAAAGBAQAAAADAQAsAQATAQAAAAE=\">ORE</span><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> ensures the confidentiality and integrity of transmitted 

information by employing cryptographic protection. All access to the 

applications is through reverse proxies which enforce HTTPS via TLS v1.3 

only. 2 Twelve Solutions relies on a third-party trusted Certificate 

Authority (CA) Let's Encrypt for external TLS certificates. All TLS 

certificates are a minimum of RSA 2048-bit certificates.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> By default, the Reverse Proxy accepts TLS 1.3 for HTTPS 

connections.</span></p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> ORE databases are not public facing and only accessible 

internally through ORE components. ORE databases can be accessed through 

the ORE application or SSH.</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\">&nbsp;</p><p 

style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Operating 

System</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">:&nbsp; 

Authorized 2 Twelve Solutions administrators access operating systems by 

authenticating through the bastion host.&nbsp;For admins, ORE accepts 

only remote SSH connections to the bastion host. 2 Twelve Solutions 

utilizes SSH key pairs generated using RSA 2048 bit size 

key.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-



top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Outbound 

communication initiated by ORE are over HTTPS connections and controlled 

using Firewall rules. Security Groups are configured for all network 

interfaces to provide stateful inbound/outbound port/protocol and IP CIDR 

restrictions.</span></p><p></p><p>Part d:&nbsp;</p><p><b><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">2 Twelve Solutions 

Responsibility</span></u></b><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Approved traffic flow policy rules are specific traffic 

rules required and approved for ORE. Exception rule to the traffic flow 

policy must be documented with a supporting mission/business need and its 

duration. Exceptions to the traffic flow policy must be requested though 

a Agile system ticket and must obtain approval from the established 

change management process. If the request is approved by the ARB, 

Operations will modify the associated AWS security group and add the 

nature of the connection to the whitelisting. Exception to traffic flow 

policy must be reviewed at least annually.</span></p><p></p><p>Part 

e:&nbsp;</p><p><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutionsâ€™s Operations and Engineering teams 

review and update Security Groups at least annually. The Operations team 

removes exceptions that are no longer supported by an explicit 

mission/business need. Removal of traffic flow exceptions must go through 

the same change management process through Agile system. If the request 

is approved by the ARB, the Operations team will modify the associated 

security group and remove the connection from applicable Firewall rules 

and resources.</span></p><p></p><p>Part f:&nbsp;</p><p><b><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">2 Twelve Solutions 

Responsibility</span></u></b><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions does not actively manage telecommunication 



services.</span></p><p>Part g:&nbsp;</p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions does not actively manage 

telecommunication services.</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part h:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions does not actively manage 

telecommunication services.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "905" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6843703" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 



                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-12T21:34:20.653782" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sc-7.4" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sc-7.4 - External 

Telecommunications Services" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Communications 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "06e4c068-bab0-4dd6-93eb-

6b365886b93c" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "f80dc538-a8d6-40b3-b057-

93747ecc9cba", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 906, 

                    "uuid": "d4901b39-4a2d-4600-b744-e8263b9dea4f", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sc-07.05_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sc-07.05_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 



                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "253" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "d4901b39-4a2d-4600-b744-

e8263b9dea4f" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions&nbsp;ORE employs a deny-all, permit by exception strategy for 

restricting connections to the ORE environment. 2 Twelve Solutions 

prohibits external connections outside of the defined boundary in Section 

10.1. All external connections are controlled through the Security Groups 

and firewalls.</span><span style=\"font-family:'Calibri';font-

size:8pt;color:#313231;mso-style-textfill-fill-

color:#313231\">&nbsp;</span><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\"> Security 

group denies all traffic by default and connections in Firewall rules are 

whitelisted. 2 Twelve Solutions documents all internal connections to the 

ORE environments in the authorization boundary, data flow, ports, and 

protocol, services in Section 9 and 10 of the SSP.</span></p>" 

                        }, 



                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "906" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6844512" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-11T21:46:13.966067" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sc-7.5" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sc-7.5 - Deny by Default â€” Allow 

by Exception" 

                        }, 

                        { 

                            "name": "control-family", 



                            "value": "System and Communications 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "812548b6-3947-4e5c-8e6c-

80a73b9da3d1" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "45403d40-3bd9-4c79-8f32-

7cd9caf71d2c", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 908, 

                    "uuid": "246b85ea-f112-4a45-adae-fb9128edc67f", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sc-07.07_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "254" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "246b85ea-f112-4a45-adae-

fb9128edc67f" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 



by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Infrastructure administrators access the system via the 

Bastion hosts utilizing SSH. There is no client VPN in use in the system 

and thus split tunneling (establishing non-remote connections with the 

system and communicating via some other connection to resources in 

external networks) is prevented.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Workstations are not part of the ORE authorization 

boundary.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "908" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 



                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6845189" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-11T21:38:35.0090098" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sc-7.7" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sc-7.7 - Split Tunneling for Remote 

Devices" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Communications 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "be819fce-f5db-4855-bd7d-

cf9f66a40aed" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "a8e2d2f5-ea3b-4636-aa6f-

c5090a0b50af", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 909, 

                    "uuid": "e2261a2b-f4e6-4fd6-80b5-7c6738a86e6a", 



                    "set-parameters": [ 

                        { 

                            "param-id": "sc-07.08_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sc-07.08_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "255" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "e2261a2b-f4e6-4fd6-80b5-

7c6738a86e6a" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-



size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions controls the routing of internal traffic to the internet with a 

NAT gateway. This allows authorized servers to initiate outbound 

connections to the internet but prevent servers from receiving inbound 

traffic from the internet. In addition, ORE inbound traffic must first go 

through a reverse proxy server.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> Firewall rules are leveraged to enforce access flow and 

provide logical separation. Application front end users are able to 

authenticate through MFA. The Reverse Proxy enforces TLS 1.3 encryption 

to protect the communication session.&nbsp;</span></p><p style=\"margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> Databases are not internet facing and direct connections 

cannot be established with external sources.&nbsp;</span></p><p 

style=\"mso-pagination:none lines-together;page-break-after:avoid;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operating System:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> Authorized 2 Twelve Solutions administrators access 

operating systems by authenticating through the bastion host. All users 

must have a valid SSH key. After authentication through the bastion host, 

users must have a matching public SSH key on the instance to establish a 

connection with that host.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Outbound 

communication initiated by ORE are over HTTPS connections and controlled 

using Firewall rules. Security Groups are configured for all network 

interfaces to provide stateful inbound/outbound port/protocol and IP CIDR 

restrictions.</span></p>" 



                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "909" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6845845" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-11T21:27:51.7718971" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sc-7.8" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sc-7.8 - Route Traffic to 

Authenticated Proxy Servers" 

                        }, 

                        { 

                            "name": "control-family", 



                            "value": "System and Communications 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "47b3a09b-5402-48ed-85df-

9f57a84daf06" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "8ae96760-adfb-4d2e-926e-

a85ef677197e", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 931, 

                    "uuid": "fe27d245-8cae-4bd9-88ba-99085ac53fb8", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sc-08_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "256" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "fe27d245-8cae-4bd9-88ba-

99085ac53fb8" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 



by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\" 

class=\"docData;DOCY;v5;1754;BQiAAgAAEYQCAAAGiAIAAAM5BAAABUcEAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAArQEAAACoAQAAAWAAAAAVBggAAAAxADgAMAA4AAEGAAAAAAkGAAAAABoG

OgAAAAcGDgAAAEMAYQBsAGkAYgByAGkABgYOAAAAQwBhAGwAaQBiAHIAaQAIBBQAAAAmBAAAA

AAWBBQAAAAbBgAAAAACPgEAAAUhAAAAAQwAAAAIBBQAAAAWBBQAAAAICwAAAAAGAAAATwBSAE

UABfUAAAABDAAAAAgEFAAAABYEFAAAAAjfAAAAANoAAAAgAGUAbgBzAHUAcgBlAHMAIAB0AGg

AZQAgAGMAbwBuAGYAaQBkAGUAbgB0AGkAYQBsAGkAdAB5ACAAYQBuAGQAIABpAG4AdABlAGcA

cgBpAHQAeQAgAG8AZgAgAHQAcgBhAG4AcwBtAGkAdAB0AGUAZAAgAGkAbgBmAG8AcgBtAGEAd

ABpAG8AbgAgAGIAeQAgAGUAbQBwAGwAbwB5AGkAbgBnACAAYwByAHkAcAB0AG8AZwByAGEAcA

BoAGkAYwAgAHAAcgBvAHQAZQBjAHQAaQBvAG4ALgAgAAUKAAAAAQAAAAAIAAAAAAUKAAAACAU

AAAANAAAAAAoAAAAAAAAAABEAAAAAjwIAAAASAAAAAQYAAAAACQYAAAAAGwYAAAAAAUsAAAAo

AQcpAQcqAQYrAQUTAQEIBBgAAAAWBBgAAAAZBgoAAABlAG4ALQBVAFMAGgYKAAAAYQByAC0AU

wBBABsGCgAAAGUAbgAtAFUAUwACIwIAAAAeAgAAAQgAAAAxADgAMAA4AAIcAAAARwBTAEEAIA

BUAGEAYgBsAGUAIABUAGUAeAB0AAkBAAAAAwMIAAAAMQA3ADEANAASCAAAADEAOAAwADcACgE

AAAABBdsAAAAAAQABAQACAQADAQAEBg4AAABDAGEAbABpAGIAcgBpAAUGDgAAAEMAYQBsAGkA

YgByAGkABwYKAAAAQQByAGkAYQBsAAYGJgAAAEwAdQBjAGkAZABhACAAUwBhAG4AcwAgAFUAb

gBpAGMAbwBkAGUACAQWAAAACQMAAAAKAQAMAQAmBPv///8PAQAQAQARAQAnBAAAAAAUAQAVAQ

AWBBgAAAAXAQAYAQAZBgoAAABlAG4ALQBVAFMAGgYKAAAAYQByAC0AUwBBABsGCgAAAGUAbgA

tAFUAUwAeAQAG3wAAAAABAAEGEgAAACQEAAAAACUEAAAAACYEAAAAAAUBAQYBAAcBAAgBAAkG

GwAAACcEyAAAAAsBABwBACgEAAAAAB0BACkEAAAAAA4GCAAAAAABAQED////GQEAGwZ9AAAAA

BQAAAAAAwAAAAUEAAAAAAYEBAAAAAMBAAEUAAAAAAMAAAAFBAAAAAAGBAQAAAADAQACFAAAAA

ADAAAABQQAAAAABgQEAAAAAwEAAxQAAAAAAwAAAAUEAAAAAAYEBAAAAAMBAAsUAAAAAAMAAAA

FBAAAAAAGBAQAAAADAQAsAQATAQAAAAE=\">ORE</span><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> ensures the confidentiality and integrity of transmitted 

information by employing cryptographic protection. All access to the 

applications is through reverse proxies which enforce HTTPS via TLS v1.3 



only. 2 Twelve Solutions relies on a third-party trusted Certificate 

Authority (CA) Let's Encrypt for external TLS certificates. All TLS 

certificates are a minimum of RSA 2048-bit certificates.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> By default, the Reverse Proxy accepts TLS 1.3 for HTTPS 

connections.</span></p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> ORE databases are not public facing and only accessible 

internally through ORE components. ORE databases can be accessed through 

the ORE application or SSH.</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\">&nbsp;</p><p 

style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Operating 

System</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">:&nbsp; 

Authorized 2 Twelve Solutions administrators access operating systems by 

authenticating through the bastion host.&nbsp;For admins, ORE accepts 

only remote SSH connections to the bastion host. 2 Twelve Solutions 

utilizes SSH key pairs generated using RSA 2048 bit size 

key.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Outbound 

communication initiated by ORE are over HTTPS connections and controlled 

using Firewall rules. Security Groups are configured for all network 

interfaces to provide stateful inbound/outbound port/protocol and IP CIDR 

restrictions.</span></p>" 



                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "931" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6846483" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-11T21:03:18.8299515" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sc-8" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sc-8 - Transmission Confidentiality 

and Integrity" 

                        }, 

                        { 

                            "name": "control-family", 



                            "value": "System and Communications 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "86fc32af-b6af-4a7f-8292-

b49d96bc8b2c" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "50d361c0-84a7-4824-ae4c-

5746a8c875ad", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 932, 

                    "uuid": "1a3bb31c-c68f-4a04-aafa-19ed6213a028", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sc-08.01_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "257" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "1a3bb31c-c68f-4a04-aafa-

19ed6213a028" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 



by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">As 

discussed in control SC-8, ORE implements cryptographic mechanisms to 

prevent unauthorized disclosure of information and detect changes to 

information during transmission. ORE does not utilize a hardened or 

alarmed carrier Protective Distribution System (PDS).&nbsp;All access to 

the applications is through reverse proxies which enforce HTTPS via TLS 

v1.3 only. 2 Twelve Solutions relies on a third-party trusted Certificate 

Authority (CA) Let's Encrypt for external TLS certificates. All TLS 

certificates are a minimum of RSA 2048-bit certificates.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> By default, the Reverse Proxy accepts TLS 1.3 for HTTPS 

connections.</span></p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> ORE databases are not public facing and only accessible 

internally through ORE components. ORE databases can be accessed through 

the ORE application or SSH.</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\">&nbsp;</p><p 

style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-



alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Operating 

System</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">:&nbsp; 

Authorized 2 Twelve Solutions administrators access operating systems by 

authenticating through the bastion host.&nbsp;For admins, ORE accepts 

only remote SSH connections to the bastion host. 2 Twelve Solutions 

utilizes SSH key pairs generated using RSA 2048 bit size 

key.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Outbound 

communication initiated by ORE are over HTTPS connections and controlled 

using Firewall rules. Security Groups are configured for all network 

interfaces to provide stateful inbound/outbound port/protocol and IP CIDR 

restrictions.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "932" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 



                            "value": "2023-01-27T17:59:11.6847097" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-11T20:59:56.390939" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sc-8.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sc-8.1 - Cryptographic Protection" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Communications 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "c93ee646-331e-40c2-b7dd-

f7e120e537eb" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "499918fa-c0cc-4b9b-af58-

e721f4519ff3", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 938, 

                    "uuid": "a58185e1-cbd1-4c2a-9907-1754f762cbc3", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sc-10_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 



                            "value": "234" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "a58185e1-cbd1-4c2a-9907-

1754f762cbc3" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

bastion host disconnects the user SSH session automatically after 5 

minutes, or upon request from the user. Timeout settings for all hosts 

within the boundary are configured through automation to 300 seconds. 

After 300 seconds of inactivity, the user is disconnected from 

ORE.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">A 

customer connection to the ORE Application is a customer responsibility. 

ORE has the capability to terminate inactive session, but it is the 

customerâ€™s responsibility to define the inactivity time.</span></p><p 



style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; For all infrastructure access, the 

bastion host disconnects the user SSH session automatically after 5 

minutes, or upon request from the user. This is enforced by 

â€œClientAliveInterval 300â€� and â€œClient AliveCountMax 0â€� configured 

on each host within the boundary including the bastion host.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; Access to database is through ORE application and 

2 Twelve Solutions admins do not have direct access to 

database.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "938" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 



                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.683147" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-11T20:52:43.1395246" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sc-10" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sc-10 - Network Disconnect" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Communications 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "6ef8ca7a-e694-4b14-a6e2-

96731c5b0df3" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "a3dc9af9-9d0b-4cf2-817b-

227e6ad54276", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 941, 

                    "uuid": "80e86435-92d9-4f68-a369-5c329748f296", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sc-12_odp", 

                            "values": [ 

                                "" 



                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "235" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "80e86435-92d9-4f68-a369-

5c329748f296" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">All 

access to the ORE environment is encrypted. 2 Twelve Solutions enforces 

the use of TLS v1.3 on HTTPS connections or SSH for infrastructure 

access.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; ORE leverages a third-party trusted Certificate 

Authority (CA) Let's Encrypt for external TLS certificates. All TLS 

certificates are a minimum of RSA 2048-bit certificates. 2 Twelve 

Solutions does not manage certificates, when these certificates expire, 2 

Twelve Solutions will request a new certificate.&nbsp;</span></p><p 

style=\"margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: ORE utilizes AWS KMS keys data at rest protection. AWS 

KMS keys are protected by FIPS 140-2 validated cryptographic modules and 

fully managed by AWS.&nbsp; AWS KMS is a FedRAMP High authorized service. 

AWS KMS keys are enabled by default for all EBS volume and S3 

encryption.</span></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Operating 

System</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">:&nbsp; 

ORE utilizes SSH keys. The key pairs for administrative access to the 

boundary are generated during onboarding. The tool used for this is SSH-

Keygen using FIPS 140-2 cryptographic module. SSH public keys are then 

distributed to the necessary servers through the use of automation 

scripts. This automates the process of transferring a userâ€™s public to 

the necessary servers within the environment.&nbsp; SSH keys are 

generated by SSH-Keygen with RSA 2048 key length. Private SSH keys are 

installed on the userâ€™s .ssh directory and the public keys are 

installed on authorized host within ORE through automation. Private keys 

are further protected with a passphrase to encrypt the private 

key.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "941" 



                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6832088" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-11T20:48:35.7333456" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sc-12" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sc-12 - Cryptographic Key 

Establishment and Management" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Communications 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "b4211dd4-5f36-416a-9e61-

39e7df2b490f" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 



                        { 

                            "uuid": "af4077b9-ec21-4b44-b0bb-

d22c6ccc80d7", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 948, 

                    "uuid": "eff271e0-f15f-4633-8f9b-789d88e3f905", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sc-13_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sc-13_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "236" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "eff271e0-f15f-4633-8f9b-

789d88e3f905" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-



alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions has implemented federally approved cryptography in multiple 

places within the environment. All access to the ORE environment is 

encrypted. 2 Twelve Solutions enforces the use of TLS v1.3 on HTTPS 

connections or SSH for infrastructure access. ORE leverage a third-party 

trusted Certificate Authority (CA) Let's Encrypt for external TLS 

certificates. All TLS certificates are a minimum of RSA 2048-bit 

certificates. 2 Twelve Solutions does not manage certificates, when these 

certificates expire, 2 Twelve Solutions will request a new 

certificate.&nbsp;</span></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: ORE utilize AWS KMS keys data at rest protection. AWS 

KMS keys are protected by FIPS 140-2validated cryptographic modules and 

fully managed by AWS.&nbsp; AWS KMS is a FedRAMP High authorized service. 

AWS KMS keys are enabled by default for all EBS volume and S3 

encryption.</span></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Operating 

System</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">:&nbsp; 

ORE utilizes SSH keys. The key pairs for administrative access to the 

boundary are generated during onboarding. The tool used for this is SSH-

Keygen using FIPS 140-2 cryptographic module. SSH public keys are then 

distributed to the necessary servers through the use of automation 

scripts. This automates the process of transferring a userâ€™s public to 

the necessary servers within the environment.&nbsp; SSH keys are 

generated by SSH-Keygen with RSA 2048 key length. Private SSH keys are 

installed on the userâ€™s .ssh directory and the public keys are 

installed on authorized host within ORE through automation. Private keys 



are further protected with a passphrase to encrypt the private 

key.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "948" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.68327" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-10T19:55:59.4535363" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sc-13" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sc-13 - Cryptographic Protection" 

                        }, 

                        { 



                            "name": "control-family", 

                            "value": "System and Communications 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "944563de-454b-4f34-934c-

692e6dd9e687" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "8c1e1f36-e990-4348-a2d9-

a2d7bde9a982", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 954, 

                    "uuid": "3f680967-2b77-432b-95ba-3b6730e8a04d", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sc-15_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "237" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "3f680967-2b77-432b-95ba-

3b6730e8a04d" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">There are 

no collaborative computing devices within the ORE boundary. 2 Twelve 

Solutions does not have access to physical assets for the ORE 

environment.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "954" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6833839" 



                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-10T21:08:25.4237613" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sc-15" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sc-15 - Collaborative Computing 

Devices and Applications" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Communications 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "8078413f-3caf-4f71-aa64-

893a244d0de2" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "9e908aaf-425f-48a8-aab7-

c6ae7a8db3b8", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 963, 

                    "uuid": "d02723ec-8bad-4e5a-aae7-13596ea65447", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sc-17_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 



                            "value": "238" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "d02723ec-8bad-4e5a-aae7-

13596ea65447" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Internet facing instances for ORE Application uses a PKI 

certificate from Let's Encrypt. These certificates are used by default as 

public endpoints of ORE for customers. 2 Twelve Solutions does not manage 

certificates, when these certificates expire, 2 Twelve Solutions will 

request a new certificate. Authority to request certificates from the 

certificate vendor is limited to members of the operations team. ORE 

customer connections go through Reverse Proxy, which enforces the use of 

TLS v1.3. Connection attempts of using TLS v1.1 or lower will be 

rejected.</span><span style=\"font-family:'Calibri';font-

size:10pt;color:#313231;mso-style-textfill-fill-

color:#313231\">&nbsp;</span></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"></p>" 



                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "963" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.683459" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-10T21:02:16.6015583" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sc-17" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sc-17 - Public Key Infrastructure 

Certificates" 

                        }, 

                        { 

                            "name": "control-family", 



                            "value": "System and Communications 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "b9d062cb-689a-460c-8899-

638a06066073" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "a2782fca-326b-4499-b779-

deccc32b2c64", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 964, 

                    "uuid": "98c55086-54ac-4abc-8207-d3b9924a3617", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "239" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "98c55086-54ac-4abc-8207-

d3b9924a3617" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-



family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The 2 Twelve Solutions DevOps team follows the 2 Twelve 

Solutions System Development Lifecycle Plan (SDLC) for all development 

and acquisitions. The 2 Twelve Solutions ORE Lifecycle Management Plan is 

developed in accordance to NIST Special Publication 800-37: Initiation, 

Development/Acquisition, Implementations, Operation/Maintenance, and 

Disposal. ORE has incorporated these five phases into a governance 

process to ensure all ORE systems deliver high quality cloud products and 

services that meet the expectations of the FedRAMP Program Management 

Office (PMO), ORE and its customers and the Federal cloud 

community.&nbsp;</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">All 

mobile code and third-party code is reviewed according to its use case, 

licensing requirements for associated libraries, and security 

considerations before use or deployment. In the event a new mobile code 

technology was required or needed based on business requirements and 

functionality justifications, explicit approval would be required before 

coding could begin.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Proposed 

changes to ORE must go through the change management process. The 

Engineering team is responsible for reviewing proposed changes to ORE. 

They will either approve or disapprove the changes through the Agile 

system ticketing procedure with explicit consideration for the security 

impact analysis during the change management process.</span><span 

style=\"font-family:'Calibri';font-size:11pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 



                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "964" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6835248" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-04T20:57:46.9285486" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sc-18" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sc-18 - Mobile Code" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Communications 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "41d6ce5b-11bf-40ce-a345-

87d17954d2be" 

                        } 



                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "6f35f217-cb21-42c5-9e26-

0226b05063fa", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 971, 

                    "uuid": "5795bea9-ca80-4006-a472-db9a3fd74db7", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "241" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "5795bea9-ca80-4006-a472-

db9a3fd74db7" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p> <span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-



size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">DNS 

requests made inside the ORE systems are sent to DNS Servers running on 

server instances within the system boundary. DNSSEC is enabled through 

BIND. These DNS servers perform all recursive requests to external 

authoritative DNS servers. DNS forwarder will verify the trust anchors at 

least hourly (3600 seconds) to ensure trust keys are up to date. The ORE 

DNS servers are configured to request and perform data origin 

authentication and data integrity verification on the DNS responses the 

system receives from authoritative DNS sources.&nbsp;</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "971" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6836521" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-04T20:41:16.5187771" 

                        }, 

                        { 

                            "name": "control-id", 



                            "value": "sc-20" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sc-20 - Secure Name/address 

Resolution Service (authoritative Source)" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Communications 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "04ba9c9f-cc26-432b-aebe-

933f445d6cf4" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "3c27a27d-b557-4894-bc65-

56d496088391", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 974, 

                    "uuid": "c16dbdc9-f525-419f-92c9-3208d0361b9f", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "242" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "c16dbdc9-f525-419f-92c9-

3208d0361b9f" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">DNS 

requests made inside the ORE systems are sent to DNS Servers running on 

server instances within the system boundary. DNSSEC is enabled through 

BIND. These DNS servers perform all recursive requests to external 

authoritative DNS servers. DNS forwarder will verify the trust anchors at 

least hourly (3600 seconds) to ensure trust keys are up to date. The ORE 

DNS servers are configured to request and perform data origin 

authentication and data integrity verification on the DNS responses the 

system receives from authoritative DNS sources.&nbsp;</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "974" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 



                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6837125" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-04T20:38:09.4664625" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sc-21" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sc-21 - Secure Name/address 

Resolution Service (recursive or Caching Resolver)" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Communications 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "5514a9c5-4659-42c3-9a7b-

f34a17926ab6" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "4e2ba58b-3427-448e-aa98-

070a53d2b70d", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 976, 

                    "uuid": "320d6ad0-2c88-4d11-9f14-feca90d00502", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "243" 

                        }, 



                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "320d6ad0-2c88-4d11-9f14-

feca90d00502" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"margin-

top:6.000000000000001pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">DNS requests made inside the ORE systems are sent to DNS 

servers running on server instances within the system boundary. These DNS 

servers are in fail-over mode and have multiple upstream DNS servers for 

contingency purposes.&nbsp;2 Twelve Solutions maintains a secondary DNS 

server in another availability zone to allow fault-tolerant if the 

primary DNS server is unavailable. Both DNS servers have identical 

configurations and utilize DNSSEC to ensure security is not compromised 

during any fail-over.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 



                            "value": "976" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6837733" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-04T20:03:04.0004039" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sc-22" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sc-22 - Architecture and 

Provisioning for Name/address Resolution Service" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Communications 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "a47a03ca-78c3-4bc6-8369-

9721713da293" 

                        } 

                    ] 

                }, 

                { 



                    "by-components": [ 

                        { 

                            "uuid": "5b7576bf-393e-48ef-b6a7-

57481aa369d1", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 977, 

                    "uuid": "a8b98b54-a41e-4d53-bda9-ff9f2a1a4cae", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "244" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "a8b98b54-a41e-4d53-bda9-

ff9f2a1a4cae" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE implements FIPS-validated cryptographic modules, 

which provide mechanisms for authentication to a cryptographic module 

which meet the requirements of applicable federal laws, Executive Orders, 



directives, policies, regulations, standards, and guidance for such 

authentication. All access to the applications via web service and API 

are through reverse proxies and Reverse Proxy which enforce HTTPS via TLS 

v1.3.</span></p><p style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: ORE application accepts and electronically verifies PIV 

cards and CAC through interaction with customer identity management 

solutions.</span></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: ORE databases are not public facing and only accessible 

internally through ORE components. ORE databases can be accessed through 

the ORE application by the customer or by automation through SSH and 

bastion host.</span></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "977" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 



                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6838345" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-04T19:57:20.6544019" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sc-23" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sc-23 - Session Authenticity" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Communications 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "10fa6fea-f5b8-4043-8748-

b580861cdcee" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "376db5c9-082d-4c73-957c-

385c22bb2d41", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 988, 

                    "uuid": "43f92b56-8fd2-41e6-a222-4127c51b3417", 

                    "set-parameters": [ 



                        { 

                            "param-id": "sc-28_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sc-28_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "245" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "43f92b56-8fd2-41e6-a222-

4127c51b3417" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>This control is reviewed at 

least annually or as needed by the ISSO and SO.</p><p>2 Twelve Solutions 

utilizes Amazon Elastic Block Store (EBS) Encryption for all data. Amazon 

EBS Encryption uses AWS KMS keys utilizing AES-256. For S3 buckets, 

encryption is enabled by default. AWS KMS keys utilizing AES-256 is used 

for S3 encryption as well.</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "988" 

                        }, 

                        { 



                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6838966" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-04T19:40:42.6232789" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sc-28" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sc-28 - Protection of Information 

at Rest" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Communications 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "9bd65349-daca-4ba5-8c27-

4840d086ab5f" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 



                            "uuid": "485cc019-681a-45d7-ac20-

19a19752265a", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 989, 

                    "uuid": "5a227060-de2e-4f3a-868c-5ad92bb31027", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sc-28.01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sc-28.01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "246" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "5a227060-de2e-4f3a-868c-

5ad92bb31027" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>This control is reviewed at 

least annually or as needed by the ISSO and SO.</p><p>2 Twelve Solutions 

utilizes Amazon Elastic Block Store (EBS) Encryption for all data. Amazon 

EBS Encryption uses AWS KMS keys utilizing AES-256. For S3 buckets, 

encryption is enabled by default. AWS KMS keys utilizing AES-256 is used 

for S3 encryption as well.</p><p></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 



                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "989" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6839582" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-04T19:39:51.8831851" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sc-28.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sc-28.1 - Cryptographic Protection" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Communications 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 



                            "value": "636b624b-cee0-4964-b1a7-

89d796ad122d" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "f69e88ed-2c3a-4cbd-8723-

e4550a70ce33", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1018, 

                    "uuid": "58cd5277-b6fc-4032-83f4-bbbbfb82fe98", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "247" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "58cd5277-b6fc-4032-83f4-

bbbbfb82fe98" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>This control is reviewed at 

least annually or as needed by the ISSO and SO.</p><p>2 Twelve Solutions 

ORE components run on modern Linux operating systems.  The Linux OS 

maintains a separate execution domain for each executing process by 

assigning a private virtual address space to each process. Each 

information system process is assigned a distinct address space so that 

communication between processes is performed in a manner controlled 

through the security functions, and one process cannot modify the 

executing code of another process. Maintaining separate execution domains 

for executing processes is achieved in the ORE environment by 

implementing commercial operating systems that employ multi-state 

processor technologies.</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 



                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1018" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6840174" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-04T19:17:23.2916688" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sc-39" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sc-39 - Process Isolation" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Communications 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 



                            "value": "396e124b-5850-4ef5-b43f-

f0fb9ef9a5cd" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "2f5f9bf9-e3d9-41e0-aa35-

b36c5f07ebe5", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1045, 

                    "uuid": "366266a7-e9d2-41de-8456-81dcd11c32b2", 

                    "set-parameters": [ 

                        { 

                            "param-id": "si-01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-01_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-01_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-01_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-01_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 



                        { 

                            "param-id": "si-01_odp.07", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-01_odp.08", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-1_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "258" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "366266a7-e9d2-41de-8456-

81dcd11c32b2" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>This control is reviewed at 

least annually or as needed by the ISSO and SO.&nbsp;</p><p>The ORE 

Information Security Policy directs the activities and procedures. The 

policy addresses purpose, scope, responsibilities (including management 

commitment), coordination among organizational entities, and compliance 

requirements to meet the control implementation requirements for the 

system and information integrity control family of a moderate baseline. 

</p><p>All ORE procedures that are captured in ORE's document repository 

management system, are reviewed at least annually by the document owner 

and the Architecture Review Board (ARB). The ARB is responsible for 

notifying stakeholder when changes are made and approved by the ARB. This 

may require the creation of new documentation or reviewing and updating 

current procedures, annually or as needed; and policies every 3 years or 

as needed.</p><p>The Engineering and Operations teams are responsible for 



reviewing policies and procedures. The team composition includes the 

following:</p><ul><li><p>Engineering (Product development and 

engineering, Product management);</p></li><li><p>Operations (Operations 

for Applications, Databases, Services); and</p></li><li><p>ORE Leadership 

(System Owner; Product Owner;);</p></li></ul><p></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1045" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6847702" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-02T21:56:18.0783816" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "si-1" 

                        }, 

                        { 

                            "name": "control-title", 



                            "value": "si-1 - Policy and Procedures" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Information Integrity" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "7cd2de70-5470-48c8-aa1b-

41c5018ac3f2" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "41f03efd-15c7-4bee-9c77-

91dfa7c44c1b", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1046, 

                    "uuid": "fa16eed4-0ae0-4b4f-aa07-81af93eb4ea1", 

                    "set-parameters": [ 

                        { 

                            "param-id": "si-02_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "263" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "fa16eed4-0ae0-4b4f-aa07-

81af93eb4ea1" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 



                            "value": "<p>This control is reviewed at 

least annually or as needed by the ISSO and SO.</p><p>Much of the 

automated flaw remediation will be provided by platform services. The ORE 

uses Trivy to scan application container images for any vulnerabilities. 

Any vulnerabilities that are found will be remediated in a timely manner 

and an updated version will be released alongside the standard regular 

updates.</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1046" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6850668" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-01T20:56:48.0110221" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "si-2" 

                        }, 



                        { 

                            "name": "control-title", 

                            "value": "si-2 - Flaw Remediation" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Information Integrity" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "1cd25182-1a77-45c7-840b-

808230388ea7" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "98ab9ab7-4dc4-4dee-bf58-

8bbf7517dacf", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1048, 

                    "uuid": "df3d1b77-abef-4f66-98b2-7eb7e5d4cfc6", 

                    "set-parameters": [ 

                        { 

                            "param-id": "si-02.02_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-02.02_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "264" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "df3d1b77-abef-4f66-98b2-

7eb7e5d4cfc6" 



                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>This control is reviewed at 

least annually or as needed by the ISSO and SO.</p><p>Much of the 

automated flaw remediation will be provided by platform services. The ORE 

uses Trivy to scan application container images for any vulnerabilities. 

Any vulnerabilities that are found will be remediated in a timely manner 

and an updated version will be released alongside the standard regular 

updates.</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1048" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6851258" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 



                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-01T20:58:18.6539477" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "si-2.2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "si-2.2 - Automated Flaw Remediation 

Status" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Information Integrity" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "0240555d-a04c-4745-b964-

420b739544a7" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "5dcecdd9-3f48-4d33-99c2-

d3237ffe5dc2", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1053, 

                    "uuid": "8040a8f2-393d-49fe-8717-f908b3ffe939", 

                    "set-parameters": [ 

                        { 

                            "param-id": "si-03_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-03_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-03_odp.03", 

                            "values": [ 

                                "" 

                            ] 



                        }, 

                        { 

                            "param-id": "si-03_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-03_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-03_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "265" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "8040a8f2-393d-49fe-8717-

f908b3ffe939" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>This control is reviewed at 

least annually or as needed by the ISSO and SO.</p><p>Much of the 

malicious code protection will be provided by platform services. The ORE 

uses Trivy to scan application container images for any vulnerabilities. 

When a false positive is identified, ORE will continue to operate as the 

finding is being assessed. For validated findings, ORE follows the 

Incident Response plan for valid findings or security incidents. If an 

alert is determined to be a false positive, appropriate tuning measures 

are taken (vulnerability/triage documentation, etc.).</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Partially Implemented" 



                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1053" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6851831" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-01T20:44:50.0986044" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "si-3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "si-3 - Malicious Code Protection" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Information Integrity" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 



                            "value": "4e700ec4-3a27-4a8e-bd3f-

32d6705a8ff8" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "065678cc-e9d4-4875-ace1-

0edf6d9abe8b", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1064, 

                    "uuid": "9a6fd109-e8c9-454e-8b8e-146f91151561", 

                    "set-parameters": [ 

                        { 

                            "param-id": "si-04_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-04_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-04_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-04_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-04_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-04_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        } 



                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "266" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "9a6fd109-e8c9-454e-8b8e-

146f91151561" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>This control is reviewed at 

least annually or as needed by the ISSO and SO.</p><p>Much of the 

monitoring capabilities will be provided by platform provider services. 

The ORE collects web server and application logs that are readily 

available to be collected by a centralized logging server. </p><p>Refer 

to section RA-5 Vulnerability Scanning (L) (M) (H) for further 

information regarding vulnerability scans, penetration testing, 

classification and communication of vulnerabilities.</p><p>Refer to 

section AU-6 Audit Review, Analysis, and Reporting (L) (M) (H) for 

further information regarding monitoring, logging, alerting, reporting 

and auditing logs in real-time for indications of inappropriate or 

unusual activity.</p><p></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1064" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 



                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6852423" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-01T20:16:44.0450896" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "si-4" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "si-4 - System Monitoring" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Information Integrity" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "9d3b6e54-2ea5-4014-96d4-

1e73fc8ed5b0" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "9d763168-9c21-4005-bf13-

6e53a2cf3a51", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1066, 

                    "uuid": "8f616792-f3f2-419a-b538-b638e88c8145", 



                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "267" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "8f616792-f3f2-419a-b538-

b638e88c8145" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>This control is reviewed at 

least annually or as needed by the ISSO and SO.</p><p>Application, 

Operating System, and Database: ORE collects web server and application 

logs that are readily available to be collected by a centralized logging 

server.</p><p></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1066" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 



                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6852992" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-01T19:51:06.2893996" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "si-4.2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "si-4.2 - Automated Tools and 

Mechanisms for Real-time Analysis" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Information Integrity" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "0ddaf117-e6b3-4404-8cc6-

ff24cdb1e8af" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "53d18678-8d55-4c5c-8531-

e899a1ffdcf9", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1068, 

                    "uuid": "1f0fb6a8-3a87-4e47-89e0-ed1f83d7ab22", 

                    "set-parameters": [ 

                        { 

                            "param-id": "si-04.04_odp.01", 

                            "values": [ 

                                "" 

                            ] 



                        }, 

                        { 

                            "param-id": "si-04.04_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-04.04_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-04.04_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-4.4_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-4.4_prm_2", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "268" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "1f0fb6a8-3a87-4e47-89e0-

ed1f83d7ab22" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 



                            "value": "<p>This control is reviewed at 

least annually or as needed by the ISSO and SO. </p><p>Application, 

Operating System, and Database: The web server and application monitor 

inbound and outbound communication within ORE continuously for unusual or 

unauthorized activities or conditions.</p><p></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1068" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6854194" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-01T19:16:09.521423" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "si-4.4" 

                        }, 

                        { 

                            "name": "control-title", 



                            "value": "si-4.4 - Inbound and Outbound 

Communications Traffic" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Information Integrity" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "eb661b88-4e1d-41cb-a9cc-

a12d722c18d5" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "c373f858-4e36-4166-b89d-

cc12d93cbe9b", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1069, 

                    "uuid": "6ddc1a2a-491a-4df8-aa1c-3cb1b28eaa91", 

                    "set-parameters": [ 

                        { 

                            "param-id": "si-04.05_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-04.05_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "269" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "6ddc1a2a-491a-4df8-aa1c-

3cb1b28eaa91" 

                        }, 



                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>This control is reviewed at 

least annually or as needed by the ISSO and SO. </p><p>Application, 

Operating System, and Database: TBD</p><p></p><p>Existing 

Writeup:</p><p>The Engineering and Operations team are alerted by DGC 

through the OSSEC IPS when it detects errors from invalid source, unknown 

users, attempts at root access, multiple use errors, integrity check 

warning, warning messages from the kernel, common attack patterns, and 

all activities outlined in the OSSEC classification level rule sets. The 

following security events established by SecOps team trigger alerts for 

compromise or potential compromise of the information system: 

</p><p>Authorized/Unauthorized access, including: </p><p>o\tFailed or 

rejected user actions </p><p>o\tFailed or rejects actions involving data, 

files, and other resources </p><p>o\tAccess policy violations and 

notifications for network gateways/firewalls </p><p>o\tAlerts from OSSEC, 

rkhunter, ClamAV and health monitoring tools</p><p>All Privileged 

Operations, including: </p><p>o\tUse of privileged accounts, e.g. root, 

administrator </p><p>o\tSystem start-up and stop </p><p>o\tI/O device 

attachment/detachment</p><p>System Alerts or Failures, including: 

</p><p>o\tConsole alerts or messages </p><p>o\tSystem log exceptions 

</p><p>o\tNetwork management alarms </p><p>Changes to, or attempts to 

change, system security settings and controls</p><p></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1069" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 



                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6854903" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-01T18:49:39.3284586" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "si-4.5" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "si-4.5 - System-generated Alerts" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Information Integrity" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "39d6de7f-6cdf-4012-8329-

99ba31b27b44" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "fd36b3a4-c066-46a1-9950-

b145f81246bc", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1090, 

                    "uuid": "222b3683-a4db-48a2-8fc6-9d674cd8ba2e", 

                    "set-parameters": [ 

                        { 

                            "param-id": "si-05_odp.01", 

                            "values": [ 

                                "" 

                            ] 



                        }, 

                        { 

                            "param-id": "si-05_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-05_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-05_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-05_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "270" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "222b3683-a4db-48a2-8fc6-

9d674cd8ba2e" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p>This control is 

reviewed at least annually or as needed by the ISSO and SO. 

</p><p>Application, Operating System, and Database: ORE receives security 

alerts and maintenance updates from vendor security bulletins. ORE also 

receives alerts from US-CERT (http://www.us-cert.gov/).</p><p></p><p>Part 

b:</p><p>This control is reviewed at least annually or as needed by the 

ISSO and SO. </p><p>Application, Operating System and Database: Internal 



security alerts are issued to the Engineering and Operations team in the 

form of tickets or emails.</p><p></p><p>Part c:</p><p>This control is 

reviewed at least annually or as needed by the ISSO and SO. 

</p><p>Application, Operating System and Database: Security alerts, 

advisories, and directives are disseminated to the Engineering and 

Operations team.  ORE uses internal email groups to distribute security 

alerts to appropriate personnel, including engineers in charge of the 

remediation.</p><p></p><p>Part d:</p><p>This control is reviewed at least 

annually or as needed by the ISSO and SO. </p><p>Application, Operating 

System and Database: The Engineering and Operations team will implement 

security directives from US-Cert or the Customer as directed within 

established criteria as documented in SI-2.</p><p></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1090" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6855539" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-01T18:41:26.4007273" 



                        }, 

                        { 

                            "name": "control-id", 

                            "value": "si-5" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "si-5 - Security Alerts, Advisories, 

and Directives" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Information Integrity" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "79615c1d-64b1-4b7b-9318-

1544e9f78cde" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "d28c1bcc-e577-42db-8c58-

589d2a517c96", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1096, 

                    "uuid": "5bcfeaac-7544-4aec-bbf6-e4f7e158cd1c", 

                    "set-parameters": [ 

                        { 

                            "param-id": "si-07_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-07_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-07_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-07_odp.04", 



                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-07_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-07_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-7_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-7_prm_2", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "271" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "5bcfeaac-7544-4aec-bbf6-

e4f7e158cd1c" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>This control is reviewed at 

least annually or as needed by the ISSO and SO. </p><p>Application: The 

hash value of each application update/upgrade is manually checked to 

ensure the integrity of the source file is correct.</p><p>Operating 



System and Database: TBD</p><p>Engineering and Operations personnel 

investigate integrity violations and work to determine the cause and 

required remediation actions.</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1096" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6856201" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-01T18:20:34.2478924" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "si-7" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "si-7 - Software, Firmware, and 

Information Integrity" 



                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Information Integrity" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "ea86bc19-9c35-4d88-ab28-

01583d9c6b4d" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "aaa77191-0b2b-4ba2-9311-

e5aee5ffc020", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1097, 

                    "uuid": "3cd0a815-2c5a-47d2-8103-3c5cc439c048", 

                    "set-parameters": [ 

                        { 

                            "param-id": "si-07.01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-07.01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-07.01_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-07.01_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-07.01_odp.05", 

                            "values": [ 

                                "" 

                            ] 



                        }, 

                        { 

                            "param-id": "si-07.01_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-07.01_odp.07", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-07.01_odp.08", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-07.01_odp.09", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-07.01_odp.10", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-07.01_odp.11", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-07.01_odp.12", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-7.1_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-7.1_prm_2", 

                            "values": [ 

                                "" 

                            ] 



                        }, 

                        { 

                            "param-id": "si-7.1_prm_3", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "si-7.1_prm_4", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "272" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "3cd0a815-2c5a-47d2-8103-

3c5cc439c048" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>This control is reviewed at 

least annually or as needed by the ISSO and SO.</p><p>Application: The 

hash value of each application update/upgrade is manually checked to 

ensure the integrity of the source file is correct.</p><p>Operating 

System and Database: TBD.</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1097" 

                        }, 

                        { 



                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.685681" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-01T18:18:47.4089978" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "si-7.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "si-7.1 - Integrity Checks" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Information Integrity" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "b48f002e-ce9b-445f-aa65-

34ac171e328d" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "a172a335-8c89-47d0-9b5d-

4a35bc09dfab", 



                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1103, 

                    "uuid": "422aa116-2658-4751-b1f2-6f193f3e4b2b", 

                    "set-parameters": [ 

                        { 

                            "param-id": "si-07.07_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "273" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "422aa116-2658-4751-b1f2-

6f193f3e4b2b" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>This control is reviewed at 

least annually or as needed by the ISSO and SO. </p><p>Application: The 

hash value of each application update/upgrade is manually checked to 

ensure the integrity of the source file is correct.</p><p>Operating 

System and Database: TBD.</p><p></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1103" 

                        }, 



                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6857413" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-01T18:15:38.2257896" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "si-7.7" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "si-7.7 - Integration of Detection 

and Response" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Information Integrity" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "cacd9021-d208-43d6-9b81-

8749a2d3ae85" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 



                            "uuid": "ca6bc5ab-7391-4dab-bdce-

06366af26103", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1114, 

                    "uuid": "660414d5-3033-4156-8323-5de80de58bcb", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "274" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "660414d5-3033-4156-8323-

5de80de58bcb" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p>This control is 

reviewed at least annually or as needed by the ISSO and SO. 

</p><p>Application, Operating System and Database: Not Applicable. ORE 

sends outbound notification emails only, no inbound email is 

allowed.</p><p>Part b:</p><p>This control is reviewed at least annually 

or as needed by the ISSO and SO. </p><p>Application, Operating System and 

Database: Not Applicable. ORE sends outbound notification emails only, no 

inbound email is allowed.</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Not Applicable" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1114" 

                        }, 

                        { 

                            "name": "responsibility", 

                            "value": "Not Applicable" 



                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6858034" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-01T17:51:45.9391005" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "si-8" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "si-8 - Spam Protection" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Information Integrity" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "d7498eda-b53f-4199-bb9b-

06cd00bb47e4" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 



                            "uuid": "db1abacb-58e1-4c16-b191-

dc0313feacb0", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1116, 

                    "uuid": "c821c4c8-60c5-428c-a66e-3735e6ede157", 

                    "set-parameters": [ 

                        { 

                            "param-id": "si-08.02_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "275" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "c821c4c8-60c5-428c-a66e-

3735e6ede157" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>This control is reviewed at 

least annually or as needed by the ISSO and SO. </p><p>Application, 

Operating System and Database: Not Applicable. ORE sends outbound 

notification emails only, no inbound email is allowed.</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Not Applicable" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1116" 



                        }, 

                        { 

                            "name": "responsibility", 

                            "value": "Not Applicable" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6858621" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-01T17:52:28.1803075" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "si-8.2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "si-8.2 - Automatic Updates" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Information Integrity" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "d2941ba7-fcc5-4170-bac2-

8a99d3c61752" 

                        } 

                    ] 

                }, 



                { 

                    "by-components": [ 

                        { 

                            "uuid": "078a0e21-cdc6-4760-8f16-

c441e87c9f97", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1119, 

                    "uuid": "c8e58ec0-d5f1-490e-aee7-7404607bae3a", 

                    "set-parameters": [ 

                        { 

                            "param-id": "si-10_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "259" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "c8e58ec0-d5f1-490e-aee7-

7404607bae3a" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>This control is reviewed at 

least annually or as needed by the ISSO and SO. </p><p>Input validation 

is conducted by the Engineering team as part of the application 

development cycle. In addition, static code analysis by Semgrep and peer 

review is also conducted for each code commit. Rules for checking the 

valid syntax and semantics of information system inputs are in place to 

verify that inputs match specified definitions for format and content. 

ORE's input validation framework performs all input checking to verify 

length, format, and HTML syntax. It also checks and validates user input 

(URL, parameters, user fields etc.). Invalid input will generate an error 

message displayed to users </p><p></p>" 

                        }, 

                        { 



                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1119" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6848307" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-02T21:12:07.5170718" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "si-10" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "si-10 - Information Input 

Validation" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Information Integrity" 

                        }, 



                        { 

                            "name": "parent-control-uuid", 

                            "value": "b118d940-4a9c-4e2e-8ba9-

b8c6617c9671" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "2d74c0c1-8d3c-4079-9945-

1ea45b24cca7", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1126, 

                    "uuid": "354a0dc1-c175-4c55-8a07-e1405302715c", 

                    "set-parameters": [ 

                        { 

                            "param-id": "si-11_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "260" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "354a0dc1-c175-4c55-8a07-

e1405302715c" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>This control is reviewed at 

least annually or as needed by the ISSO and SO. </p><p>Part a:</p><p>The 

ORE generates error messages that provide information necessary for 

corrective actions without revealing user name and password combinations, 

attributes used to validate a password reset request, such as security 

questions, personally identifiable information (excluding unique username 



identifiers provided as a normal part of a transactional record), or 

content related to internal security functions: private encryption keys, 

white list or blacklist rules, object permission attributes and 

settings.</p><p></p><p>Part b:</p><p>Error messages are only revealed to 

authorized system users, except for errors on login pages. Errors exclude 

customer information, specific technology and versions, usernames and 

passwords.</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1126" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6848907" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-02T20:52:52.0019873" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "si-11" 

                        }, 



                        { 

                            "name": "control-title", 

                            "value": "si-11 - Error Handling" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Information Integrity" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "d3ccd7f2-f856-4428-95dc-

c6519f08bf48" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "8b4fb497-29d5-4a83-8d02-

a2c053abe98f", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1127, 

                    "uuid": "36a74d07-2035-472a-9836-7219ad9ed61d", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "261" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "36a74d07-2035-472a-9836-

7219ad9ed61d" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\" 

class=\"docData;DOCY;v5;1658;BQiAAgAAEYQCAAAGiAIAAAPZAwAABecDAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAATQEAAABIAQAAATsAAAAVBggAAAAxADcANAAyAAEGAAAAAAkGCQAAACcE

AAEAAAsBARoGDAAAAAgEFAAAABYEFAAAABsGAAAAAAIDAQAABXUAAAABDAAAAAgEFAAAABYEF

AAAAAhfAAAAAFoAAABoAGkAcwAgAGMAbwBuAHQAcgBvAGwAIABpAHMAIAByAGUAdgBpAGUAdw

BlAGQAIABhAHQAIABsAGUAYQBzAHQAIABhAG4AbgB1AGEAbABsAHkAIABvAHIAIAAFVwAAAAE

MAAAACAQUAAAAFgQUAAAACEEAAAAAPAAAAGEAcwAgAG4AZQBlAGQAZQBkACAAYgB5ACAAdABo

AGUAIABJAFMAUwBPACAAYQBuAGQAIABTAE8ALgAgAAUKAAAAAQAAAAAIAAAAAAUKAAAAAQAAA

AAIAAAAAAUKAAAACAUAAAANAAAAAAoAAAAAAAAAABEAAAAAjwIAAAASAAAAAQYAAAAACQYAAA

AAGwYAAAAAAUsAAAAoAQcpAQcqAQYrAQUTAQEIBBgAAAAWBBgAAAAZBgoAAABlAG4ALQBVAFM

AGgYKAAAAYQByAC0AUwBBABsGCgAAAGUAbgAtAFUAUwACIwIAAAAeAgAAAQgAAAAxADcANAAy

AAIcAAAARwBTAEEAIABUAGEAYgBsAGUAIABUAGUAeAB0AAkBAAAAAwMIAAAAMQA2ADQAOAASC

AAAADEANwA0ADEACgEAAAABBdsAAAAAAQABAQACAQADAQAEBg4AAABDAGEAbABpAGIAcgBpAA

UGDgAAAEMAYQBsAGkAYgByAGkABwYKAAAAQQByAGkAYQBsAAYGJgAAAEwAdQBjAGkAZABhACA

AUwBhAG4AcwAgAFUAbgBpAGMAbwBkAGUACAQWAAAACQMAAAAKAQAMAQAmBPv///8PAQAQAQAR

AQAnBAAAAAAUAQAVAQAWBBgAAAAXAQAYAQAZBgoAAABlAG4ALQBVAFMAGgYKAAAAYQByAC0AU

wBBABsGCgAAAGUAbgAtAFUAUwAeAQAG3wAAAAABAAEGEgAAACQEAAAAACUEAAAAACYEAAAAAA

UBAQYBAAcBAAgBAAkGGwAAACcEyAAAAAsBABwBACgEAAAAAB0BACkEAAAAAA4GCAAAAAABAQE

D////GQEAGwZ9AAAAABQAAAAAAwAAAAUEAAAAAAYEBAAAAAMBAAEUAAAAAAMAAAAFBAAAAAAG

BAQAAAADAQACFAAAAAADAAAABQQAAAAABgQEAAAAAwEAAxQAAAAAAwAAAAUEAAAAAAYEBAAAA

AMBAAsUAAAAAAMAAAAFBAAAAAAGBAQAAAADAQAsAQATAQAAAAE=\">This control is 

reviewed at least annually or </span><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">as needed by the ISSO and SO.</span></p><p>The ORE 

handles and retains both information within and output from the 

information systems in accordance with applicable federal laws, Executive 

Orders, directives, policies, regulations, standards, and operational 

requirements.</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Planned" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1127" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 



                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6849509" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-02T20:45:23.4598204" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "si-12" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "si-12 - Information Management and 

Retention" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Information Integrity" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "881612e9-8394-4059-b0ce-

f3d9319fc513" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "290a03a2-6ee0-4a74-8923-

15d1994e207e", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 



                    "control-id": 1142, 

                    "uuid": "5dac6ac4-4416-43f9-926d-baf068349c13", 

                    "set-parameters": [ 

                        { 

                            "param-id": "si-16_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "262" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "5dac6ac4-4416-43f9-926d-

baf068349c13" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>This control should be provided 

by the platform provider and be fully inherited.</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Planned" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1142" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 



                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6850074" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-02T20:40:19.2506662" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "si-16" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "si-16 - Memory Protection" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "System and Information Integrity" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "bccca8ae-d33f-4f57-a303-

ef91e2c41384" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "e3036a05-ca05-4494-b6de-

f09a7254598d", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1163, 

                    "uuid": "b8ab0a81-83f2-44cb-88ad-357b0a33f644", 

                    "set-parameters": [ 



                        { 

                            "param-id": "sr-01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sr-01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sr-01_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sr-01_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sr-01_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sr-01_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sr-01_odp.07", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sr-01_odp.08", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sr-1_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 



                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "276" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "b8ab0a81-83f2-44cb-88ad-

357b0a33f644" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>This control is reviewed at 

least annually or as needed by the ISSO and SO.&nbsp;</p><p>The ORE 

Information Security Policy directs the activities and procedures. The 

policy addresses purpose, scope, responsibilities (including management 

commitment), coordination among organizational entities, and compliance 

requirements to meet the control implementation requirements for the 

system and information integrity control family of a moderate 

baseline.</p><p>All ORE procedures that are captured in ORE's document 

repository management system, are reviewed at least annually by the 

document owner and the Architecture Review Board (ARB). The ARB is 

responsible for notifying stakeholder when changes are made and approved 

by the ARB. This may require the creation of new documentation or 

reviewing and updating current procedures, annually or as needed; and 

policies every 3 years or as needed.</p><p>The Engineering and Operations 

teams are responsible for reviewing policies and procedures. The team 

composition includes the 

following:</p><ul><li><p>Engineering;</p></li><li><p>Operations; 

and</p></li><li><p>ORE Leadership</p></li></ul><p></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1163" 

                        }, 

                        { 



                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6859221" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-11T20:38:24.9696045" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sr-1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sr-1 - Policy and Procedures" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Supply Chain Risk Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "ed2df0b4-1d06-4e5f-b9db-

778970979332" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "9a154222-b54f-4708-b27f-

d37bd70ed92f", 



                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1164, 

                    "uuid": "e894b623-d789-4351-80d7-321aa1d0bd1d", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sr-02_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sr-02_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "282" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "e894b623-d789-4351-80d7-

321aa1d0bd1d" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-



size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#313231;mso-style-textfill-fill-color:#313231\">2 Twelve 

Solutions policies as they relate to supply chain risk management for ORE 

are outlined in the ORE Supply Chain Risk Management Plan. The plan 

addresses purpose, scope, responsibilities (including management 

commitment), coordination among organizational entities, and compliance 

requirements to meet the control implementation requirements for the 

supply chain risk management control </span><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">family of a moderate baseline.&nbsp; The plan 

specifically addresses procedures or processes related to:</span></p><ul 

style=\"padding-left:40px\"><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Supply 

Chain Risk Management Roles and Responsibilities</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Supply Chain Risk Management Program 

Administration&nbsp;</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Supply Chain Risk Management Tools</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Supply Chain Risk Management Retention, Archiving, 

Storage and Disposal</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-



family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Supply Chain Risk Identification</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Supply Chain Risk Baselining</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Supply Chain Risk Change Control</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Supply Chain Risk Management 

Monitoring&nbsp;</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Supply 

Chain Risk Management Reporting</span></p></li></ul><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">All ORE 

documentation related to policies and procedures is stored and protected 

on the internal Thanos document management 

system.</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

b:</span></p><p style=\"mso-pagination:none lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 



style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"color: rgb(0, 0, 0); font-family: Calibri; 

font-size: 13.3333px; font-style: normal; font-variant-ligatures: normal; 

font-variant-caps: normal; font-weight: 400; letter-spacing: normal; 

orphans: 2; text-align: left; text-indent: 0px; text-transform: none; 

widows: 2; word-spacing: 0px; -webkit-text-stroke-width: 0px; white-

space: normal; background-color: rgb(255, 255, 255); text-decoration-

thickness: initial; text-decoration-style: initial; text-decoration-

color: initial; display: inline !important; float: none;\">ORE 

</span><span style=\"font-family:'Calibri';font-

size:10pt;color:#313231;mso-style-textfill-fill-color:#313231\">Supply 

Chain Risk Management Plan</span><span style=\"color: rgb(0, 0, 0); font-

family: Calibri; font-size: 13.3333px; font-style: normal; font-variant-

ligatures: normal; font-variant-caps: normal; font-weight: 400; letter-

spacing: normal; orphans: 2; text-align: left; text-indent: 0px; text-

transform: none; widows: 2; word-spacing: 0px; -webkit-text-stroke-width: 

0px; white-space: normal; background-color: rgb(255, 255, 255); text-

decoration-thickness: initial; text-decoration-style: initial; text-

decoration-color: initial; display: inline !important; float: none;\"> is 

reviewed and updated at least every three years by the Engineering team. 

The Engineering team updates the procedure at least annually or when 

there is a significant change to the system. The ORE Leadership team 

reviews and approves all changes.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"></p><p>Part c:</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">All ORE 

documentation related to policies and procedures are stored and protected 

in the Thanos document management system repository. Privileged access 

into ORE is only available to the Engineering team with read only access 

to the Operations Team. Access control and the concept of least privilege 



is in place such that team members will only have enough permissions to 

carry out their duty.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1164" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6863802" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-12T14:07:40.5758411" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sr-2" 

                        }, 

                        { 



                            "name": "control-title", 

                            "value": "sr-2 - Supply Chain Risk Management 

Plan" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Supply Chain Risk Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "c2016eee-be87-40d7-aa3d-

30706546df35" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "50a0bc8d-3ca9-4d75-9360-

6c14198dfa87", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1165, 

                    "uuid": "a069b991-a92f-4d3b-a6e4-8da10001b22d", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sr-02.01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sr-02.01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "283" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "a069b991-a92f-4d3b-a6e4-

8da10001b22d" 



                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1165" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6864657" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-12T14:11:24.1676452" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sr-2.1" 

                        }, 

                        { 

                            "name": "control-title", 



                            "value": "sr-2.1 - Establish Scrm Team" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Supply Chain Risk Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "4d913e66-cfc6-491d-8906-

0b0902611b5c" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "57f0870d-d33a-4ddf-8b28-

b354b16adec7", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1166, 

                    "uuid": "2a44c454-a5b0-4a2f-9120-9c3d0fb980c0", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sr-03_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sr-03_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sr-03_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sr-03_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sr-03_odp.05", 

                            "values": [ 

                                "" 



                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "284" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "2a44c454-a5b0-4a2f-9120-

9c3d0fb980c0" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"scroll-behavior: 

auto !important; box-sizing: border-box; font-family: Calibri; font-size: 

10pt; color: rgb(0, 0, 0);\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p><span style=\"scroll-

behavior: auto !important; box-sizing: border-box; font-family: Calibri; 

font-size: 10pt; color: rgb(0, 0, 0);\">Part a:</span></p><p><span 

style=\"scroll-behavior: auto !important; box-sizing: border-box; font-

family: Calibri; font-size: 10pt; color: rgb(0, 0, 0);\">The ORE will 

follow the policies and procedures of the 

organization.</span></p><p></p><p><span style=\"scroll-behavior: auto 

!important; box-sizing: border-box; font-family: Calibri; font-size: 

10pt; color: rgb(0, 0, 0);\">Part b:</span></p><p><span style=\"scroll-

behavior: auto !important; box-sizing: border-box; font-family: Calibri; 

font-size: 10pt; color: rgb(0, 0, 0);\">The ORE will follow the policies 

and procedures of the organization. The ORE team will employ 

organization-defined controls to protect against supply chain risks to 

the system, system component, or system service and to limit the harm or 

consequences from supply chain-related events.</span></p><p></p><p><span 

style=\"scroll-behavior: auto !important; box-sizing: border-box; font-

family: Calibri; font-size: 10pt; color: rgb(0, 0, 0);\">Part 

c:</span></p><p>All ORE procedures that are captured in Thanos document 

management system, 2 Twelve Solutionsâ€™ document repository management 

system, are reviewed on an annual basis by the document owner and the ORE 

Architecture Review Board (ARB). </p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 



                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1166" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6865622" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-12T14:43:55.8402357" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sr-3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sr-3 - Supply Chain Controls and 

Processes" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Supply Chain Risk Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "5a6008f7-9403-4787-a6a9-

b837634f196f" 



                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "74a1bf01-0a32-43e4-a728-

d0a84134c4be", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1175, 

                    "uuid": "7d129ed7-984f-41be-94fa-7b3b9003afda", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sr-05_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "285" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "7d129ed7-984f-41be-94fa-

7b3b9003afda" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"color: rgb(0, 0, 

0); font-family: Calibri; font-size: 13.3333px; font-style: normal; font-

variant-ligatures: normal; font-variant-caps: normal; font-weight: 400; 

letter-spacing: normal; orphans: 2; text-align: left; text-indent: 0px; 

text-transform: none; widows: 2; word-spacing: 0px; -webkit-text-stroke-

width: 0px; white-space: normal; background-color: rgb(255, 255, 255); 

text-decoration-thickness: initial; text-decoration-style: initial; text-

decoration-color: initial; display: inline !important; float: 

none;\">This control is reviewed at least annually or as needed by the 

ISSO and SO.</span></p><p><b><u><span style=\"scroll-behavior: auto 



!important; box-sizing: border-box; font-family: Calibri; font-size: 

10pt; color: rgb(0, 0, 0);\">2 Twelve Solutions 

Responsibility</span></u></b><span style=\"scroll-behavior: auto 

!important; box-sizing: border-box; font-family: Calibri; font-size: 

10pt; color: rgb(0, 0, 0);\">:</span></p><p style=\"scroll-behavior: auto 

!important; box-sizing: border-box; margin-top: 0pt; margin-bottom: 0pt; 

color: rgb(64, 78, 103); font-family: Roboto, sans-serif; font-size: 

12px; font-style: normal; font-variant-ligatures: normal; font-variant-

caps: normal; font-weight: 400; letter-spacing: normal; orphans: 2; text-

align: left; text-indent: 0px; text-transform: none; widows: 2; word-

spacing: 0px; -webkit-text-stroke-width: 0px; white-space: normal; 

background-color: rgb(255, 255, 255); text-decoration-thickness: initial; 

text-decoration-style: initial; text-decoration-color: initial; border: 

none;\"><span style=\"scroll-behavior: auto !important; box-sizing: 

border-box; font-family: Calibri; font-size: 10pt; color: rgb(0, 0, 

0);\">The ORE will follow the policies and procedures of the 

organization. </span></p><p style=\"scroll-behavior: auto !important; 

box-sizing: border-box; margin-top: 0pt; margin-bottom: 0pt; color: 

rgb(64, 78, 103); font-family: Roboto, sans-serif; font-size: 12px; font-

style: normal; font-variant-ligatures: normal; font-variant-caps: normal; 

font-weight: 400; letter-spacing: normal; orphans: 2; text-align: left; 

text-indent: 0px; text-transform: none; widows: 2; word-spacing: 0px; -

webkit-text-stroke-width: 0px; white-space: normal; background-color: 

rgb(255, 255, 255); text-decoration-thickness: initial; text-decoration-

style: initial; text-decoration-color: initial; border: none;\"></p><p 

style=\"scroll-behavior: auto !important; box-sizing: border-box; margin-

top: 0pt; margin-bottom: 0pt; color: rgb(64, 78, 103); font-family: 

Roboto, sans-serif; font-size: 12px; font-style: normal; font-variant-

ligatures: normal; font-variant-caps: normal; font-weight: 400; letter-

spacing: normal; orphans: 2; text-align: left; text-indent: 0px; text-

transform: none; widows: 2; word-spacing: 0px; -webkit-text-stroke-width: 

0px; white-space: normal; background-color: rgb(255, 255, 255); text-

decoration-thickness: initial; text-decoration-style: initial; text-

decoration-color: initial; border: none;\"><span style=\"scroll-behavior: 

auto !important; box-sizing: border-box; font-family: Calibri; font-size: 

10pt; color: rgb(0, 0, 0);\">The Engineering team follows the 2 Twelve 

Solutions&nbsp;System Development Lifecycle Plan (SDLC) for all 

development and acquisitions. The 2 Twelve Solutions ORE Lifecycle 

Management Plan is developed in accordance to NIST Special Publication 

800-37: Initiation, Development/Acquisition, Implementations, 

Operation/Maintenance, and Disposal. ORE has incorporated these five 

phases into a governance process to ensure all ORE systems deliver high-

quality cloud products and services that meet the expectations of the ORE 

and its customers and the Federal cloud community.&nbsp;</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 



                            "name": "controlID", 

                            "value": "1175" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6866249" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-12T14:47:50.092056" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sr-5" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sr-5 - Acquisition Strategies, 

Tools, and Methods" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Supply Chain Risk Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "91067b2b-4def-490c-a72a-

ff53640e932f" 

                        } 

                    ] 

                }, 

                { 



                    "by-components": [ 

                        { 

                            "uuid": "aeefb2b0-bde8-4761-bca0-

f70dd113768c", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1178, 

                    "uuid": "08e4a87b-275a-4582-bb4a-280aa015d639", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sr-06_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "286" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "08e4a87b-275a-4582-bb4a-

280aa015d639" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed annually by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions 

Responsibility:</span></u></b></p><p>The ORE adheres to a well-defined 

System Development Life Cycle that is tightly tied to the system 

Configuration Management Plan in order to ensure a repeatable process 

from development through deployment.</p><p>Artifacts are captured at each 

stage of the supply chain and the team leverages many known best practice 



tools that capture much of the relevant information to make decisions at 

a business and technical level.</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1178" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6866857" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-06T19:25:42.7684664" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sr-6" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sr-6 - Supplier Assessments and 

Reviews" 

                        }, 



                        { 

                            "name": "control-family", 

                            "value": "Supply Chain Risk Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "2d78d384-b066-4b14-88b2-

55da544c931c" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "cc6742e2-7f86-4d3c-8225-

a03f26d116a3", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1181, 

                    "uuid": "7f67dabb-a813-4ae0-bb1e-7589f326b477", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sr-08_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sr-08_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "287" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "7f67dabb-a813-4ae0-bb1e-

7589f326b477" 

                        }, 

                        { 

                            "name": "controlOwnerId", 



                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><b><u><span style=\"scroll-

behavior: auto !important; box-sizing: border-box; font-family: Calibri; 

font-size: 10pt; color: rgb(0, 0, 0);\">2 Twelve Solutions 

Responsibility</span></u></b></p><p><span style=\"scroll-behavior: auto 

!important; box-sizing: border-box; font-family: Calibri; font-size: 

10pt; color: rgb(0, 0, 0);\">The ORE will follow the policies and 

procedures of the organization. </span>The ORE will follow reporting 

procedures for supply chain compromises and/or results of assessments and 

audits.</p><p>The organization will maintain records of notifications 

including incident details, actions taken, and any resolution or 

remediation efforts. These records will be retained for reference, 

audits, or future risk assessments.</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1181" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6867447" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 



                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-12T14:52:59.8463086" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sr-8" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sr-8 - Notification Agreements" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Supply Chain Risk Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "693710c0-b48f-448e-ae30-

02401c487dbe" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "aa85ff26-55f0-4ef5-865a-

9b8fcb91228d", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1184, 

                    "uuid": "8851c136-3b34-402f-83bd-6a840a0e7c57", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sr-10_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sr-10_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sr-10_odp.03", 

                            "values": [ 



                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sr-10_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "277" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "8851c136-3b34-402f-83bd-

6a840a0e7c57" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"scroll-behavior: 

auto !important; box-sizing: border-box; font-family: Calibri; font-size: 

10pt; color: rgb(0, 0, 0);\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"scroll-behavior: 

auto !important; box-sizing: border-box; margin-top: 0pt; margin-bottom: 

0pt; color: rgb(64, 78, 103); font-family: Roboto, sans-serif; font-size: 

12px; font-style: normal; font-variant-ligatures: normal; font-variant-

caps: normal; font-weight: 400; letter-spacing: normal; orphans: 2; text-

align: left; text-indent: 0px; text-transform: none; widows: 2; word-

spacing: 0px; -webkit-text-stroke-width: 0px; white-space: normal; 

background-color: rgb(255, 255, 255); text-decoration-thickness: initial; 

text-decoration-style: initial; text-decoration-color: initial; line-

height: 10pt; border: none;\"><b><u><span style=\"scroll-behavior: auto 

!important; box-sizing: border-box; font-family: Calibri; font-size: 

10pt; color: rgb(0, 0, 0);\">2 Twelve Solutions 

Responsibility</span></u></b></p><p><span style=\"scroll-behavior: auto 

!important; box-sizing: border-box; font-family: Calibri; font-size: 

10pt; color: rgb(0, 0, 0);\">The ORE will follow the policies and 

procedures of the organization. The ORE team will inspect its' components 

at an organization-defined frequency, upon organization-defined 

indications of need for inspection to detect tampering.</span></p>" 

                        }, 

                        { 



                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1184" 

                        }, 

                        { 

                            "name": "responsibility", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.685981" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-11T20:48:32.091113" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sr-10" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sr-10 - Inspection of Systems or 

Components" 

                        }, 



                        { 

                            "name": "control-family", 

                            "value": "Supply Chain Risk Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "ac5c3da1-b46d-4ee9-9d7f-

8aae4161afcd" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "3dfb9be2-d5cf-41ff-9047-

289877712ca9", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1185, 

                    "uuid": "0b9d424e-20b7-4474-8313-19d1dbee135a", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sr-11_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sr-11_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sr-11_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "278" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 



                            "value": "0b9d424e-20b7-4474-8313-

19d1dbee135a" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"scroll-behavior: 

auto !important; box-sizing: border-box; font-family: Calibri; font-size: 

10pt; color: rgb(0, 0, 0);\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"scroll-behavior: 

auto !important; box-sizing: border-box; margin-top: 0px; margin-bottom: 

1rem; color: rgb(64, 78, 103); font-family: Roboto, sans-serif; font-

size: 12px; font-style: normal; font-variant-ligatures: normal; font-

variant-caps: normal; font-weight: 400; letter-spacing: normal; orphans: 

2; text-align: left; text-indent: 0px; text-transform: none; widows: 2; 

word-spacing: 0px; -webkit-text-stroke-width: 0px; white-space: normal; 

background-color: rgb(255, 255, 255); text-decoration-thickness: initial; 

text-decoration-style: initial; text-decoration-color: initial;\"><span 

style=\"scroll-behavior: auto !important; box-sizing: border-box; font-

family: Calibri; font-size: 10pt; color: rgb(0, 0, 0);\">Part 

a:</span>&nbsp;</p><p style=\"scroll-behavior: auto !important; box-

sizing: border-box; margin-top: 0pt; margin-bottom: 0pt; color: rgb(64, 

78, 103); font-family: Roboto, sans-serif; font-size: 12px; font-style: 

normal; font-variant-ligatures: normal; font-variant-caps: normal; font-

weight: 400; letter-spacing: normal; orphans: 2; text-align: left; text-

indent: 0px; text-transform: none; widows: 2; word-spacing: 0px; -webkit-

text-stroke-width: 0px; white-space: normal; background-color: rgb(255, 

255, 255); text-decoration-thickness: initial; text-decoration-style: 

initial; text-decoration-color: initial; line-height: 10pt; border: 

none;\"><b><u><span style=\"scroll-behavior: auto !important; box-sizing: 

border-box; font-family: Calibri; font-size: 10pt; color: rgb(0, 0, 

0);\">2 Twelve Solutions Responsibility</span></u></b></p><p 

style=\"scroll-behavior: auto !important; box-sizing: border-box; margin-

top: 0pt; margin-bottom: 0pt; color: rgb(64, 78, 103); font-family: 

Roboto, sans-serif; font-size: 12px; font-style: normal; font-variant-

ligatures: normal; font-variant-caps: normal; font-weight: 400; letter-

spacing: normal; orphans: 2; text-align: left; text-indent: 0px; text-

transform: none; widows: 2; word-spacing: 0px; -webkit-text-stroke-width: 

0px; white-space: normal; background-color: rgb(255, 255, 255); text-

decoration-thickness: initial; text-decoration-style: initial; text-

decoration-color: initial; line-height: 10pt; border: none;\"><span 

style=\"scroll-behavior: auto !important; box-sizing: border-box; font-

family: Calibri; font-size: 10pt; color: rgb(0, 0, 0);\">The ORE will 

follow the policies and procedures of the organization.&nbsp;</span>The 

ORE will follow anti-counterfeit policy and associated procedures. These 

policies and procedures will outline the organization's approach to 

detect and prevent counterfeit components from entering the system. They 

will address aspects such as supply chain integrity, component sourcing, 

authentication mechanisms, and vendor management. The policy and 

procedures will be communicated to relevant personnel and periodically 



reviewed and updated to align with emerging threats and industry best 

practices.</p><p></p><p>Part b:</p><p><b><u><span style=\"scroll-

behavior: auto !important; box-sizing: border-box; font-family: Calibri; 

font-size: 10pt; color: rgb(0, 0, 0);\">2 Twelve Solutions 

Responsibility</span></u></b></p><p><span style=\"scroll-behavior: auto 

!important; box-sizing: border-box; font-family: Calibri; font-size: 

10pt; color: rgb(0, 0, 0);\">The ORE will follow the policies and 

procedures of the organization. </span>The ORE will follow established 

reporting mechanisms for counterfeit system components. In case 

counterfeit components are identified, the organization will report such 

incidents to the appropriate entities based on the following 

options:<br></p><ul><li><p>Report counterfeit system components to the 

source of the counterfeit component, such as the manufacturer, 

distributor, or supplier. This reporting will enable the source to 

investigate the incident, take appropriate actions, and potentially 

prevent further distribution of counterfeit 

components</p></li><li><p>Report to external reporting organizations, 

such as industry-specific forums, government agencies, or industry 

regulatory bodies</p></li><li><p>Report to specific personnel or roles 

within the organization to whom counterfeit system components will be 

reported<br></p></li></ul><p>The organization will maintain records of 

reported counterfeit system components, including incident details, 

actions taken, and any resolution or remediation efforts. These records 

will be retained for reference, audits, or future risk assessments.</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1185" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 



                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6860402" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-12T14:54:04.3303255" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sr-11" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sr-11 - Component Authenticity" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Supply Chain Risk Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "b02f3b64-976c-4fd3-922d-

ad5052c32869" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "39241ca6-7599-4260-ab95-

cd0d5a6ac9c1", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1186, 

                    "uuid": "91a8cc49-ceb2-4f70-abe8-0dad1a324917", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sr-11.01_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 



                            "name": "id", 

                            "value": "279" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "91a8cc49-ceb2-4f70-abe8-

0dad1a324917" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><b><u><span style=\"scroll-

behavior: auto !important; box-sizing: border-box; font-family: Calibri; 

font-size: 10pt; color: rgb(0, 0, 0);\">2 Twelve Solutions 

Responsibility</span></u></b></p><p><span style=\"scroll-behavior: auto 

!important; box-sizing: border-box; font-family: Calibri; font-size: 

10pt; color: rgb(0, 0, 0);\">The ORE will follow the policies and 

procedures of the organization. </span>The training program will cover 

various aspects such as identifying signs of counterfeiting, 

understanding the risks associated with counterfeit components, and 

familiarizing personnel with relevant industry standards and best 

practices. The training program will provide comprehensive guidance on 

the techniques and methodologies used to detect counterfeit system 

components. This may include methods such as visual inspection, 

verification of component authenticity with trusted suppliers or 

manufacturers, review of documentation and certifications, and the use of 

specialized tools or testing equipment. The organization will establish 

refreshers at regular intervals defined by the organization to ensure 

that the trained personnel or roles receive regular updates and 

refreshers on counterfeit detection techniques.</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1186" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 



                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6860993" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-12T14:54:18.1446711" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sr-11.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sr-11.1 - Anti-counterfeit 

Training" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Supply Chain Risk Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "bd716f44-8821-443d-948c-

8d4f2def0b6e" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "5881c933-308c-4b03-b2f1-

dc9832e174b4", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 



                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1187, 

                    "uuid": "63756730-6473-4089-a8ff-ba58304a1db7", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sr-11.02_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "280" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "63756730-6473-4089-a8ff-

ba58304a1db7" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><b><u><span style=\"scroll-

behavior: auto !important; box-sizing: border-box; font-family: Calibri; 

font-size: 10pt; color: rgb(0, 0, 0);\">2 Twelve Solutions 

Responsibility</span></u></b></p><p style=\"scroll-behavior: auto 

!important; box-sizing: border-box; margin-top: 0pt; margin-bottom: 0pt; 

color: rgb(64, 78, 103); font-family: Roboto, sans-serif; font-size: 

12px; font-style: normal; font-variant-ligatures: normal; font-variant-

caps: normal; font-weight: 400; letter-spacing: normal; orphans: 2; text-

align: left; text-indent: 0px; text-transform: none; widows: 2; word-

spacing: 0px; -webkit-text-stroke-width: 0px; white-space: normal; 

background-color: rgb(255, 255, 255); text-decoration-thickness: initial; 

text-decoration-style: initial; text-decoration-color: initial; line-

height: 10pt; border: none;\"><span style=\"scroll-behavior: auto 

!important; box-sizing: border-box; font-family: Calibri; font-size: 

10pt; color: rgb(0, 0, 0);\">The ORE will follow the policies and 

procedures of the organization. When a change is being considered it must 

first be input into a Agile system ticket by all stakeholders. The 

Engineering team uses signature checking. The signature check is used to 

validate the digital signature and ensures all packagesâ€™ signatures are 

checked. A checksum provided by vendors is used to confirm that the 



software that has been downloaded matches the checksum from the 

vendor.</span></p><p style=\"scroll-behavior: auto !important; box-

sizing: border-box; margin-top: 0px; margin-bottom: 1rem; color: rgb(64, 

78, 103); font-family: Roboto, sans-serif; font-size: 12px; font-style: 

normal; font-variant-ligatures: normal; font-variant-caps: normal; font-

weight: 400; letter-spacing: normal; orphans: 2; text-align: left; text-

indent: 0px; text-transform: none; widows: 2; word-spacing: 0px; -webkit-

text-stroke-width: 0px; white-space: normal; background-color: rgb(255, 

255, 255); text-decoration-thickness: initial; text-decoration-style: 

initial; text-decoration-color: initial;\"></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1187" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6861807" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-12T14:54:33.896746" 

                        }, 

                        { 



                            "name": "control-id", 

                            "value": "sr-11.2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sr-11.2 - Configuration Control for 

Component Service and Repair" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Supply Chain Risk Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "6e9bf998-146c-453a-bfc8-

90d73bd18bc0" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "663cd446-f75f-4959-9705-

9d3327ee45a8", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1189, 

                    "uuid": "c40288ba-f9c5-455f-a00d-ab94260c7dcc", 

                    "set-parameters": [ 

                        { 

                            "param-id": "sr-12_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "sr-12_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "281" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 



                        { 

                            "name": "uuid", 

                            "value": "c40288ba-f9c5-455f-a00d-

ab94260c7dcc" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><b><u><span style=\"scroll-

behavior: auto !important; box-sizing: border-box; font-family: Calibri; 

font-size: 10pt; color: rgb(0, 0, 0);\">2 Twelve Solutions 

Responsibility</span></u></b></p><p style=\"scroll-behavior: auto 

!important; box-sizing: border-box; margin-top: 0pt; margin-bottom: 0pt; 

color: rgb(64, 78, 103); font-family: Roboto, sans-serif; font-size: 

12px; font-style: normal; font-variant-ligatures: normal; font-variant-

caps: normal; font-weight: 400; letter-spacing: normal; orphans: 2; text-

align: left; text-indent: 0px; text-transform: none; widows: 2; word-

spacing: 0px; -webkit-text-stroke-width: 0px; white-space: normal; 

background-color: rgb(255, 255, 255); text-decoration-thickness: initial; 

text-decoration-style: initial; text-decoration-color: initial; border: 

none;\"><span style=\"scroll-behavior: auto !important; box-sizing: 

border-box; font-family: Calibri; font-size: 10pt; color: rgb(0, 0, 

0);\">The Engineering team follows the 2 Twelve Solutions System 

Development Lifecycle Plan (SDLC) for all development and acquisitions. 

The 2 Twelve Solutions ORE Lifecycle Management Plan is developed in 

accordance to NIST Special Publication 800-37: Initiation, 

Development/Acquisition, Implementations, Operation/Maintenance, and 

Disposal. ORE has incorporated these five phases into a governance 

process to ensure all ORE systems deliver high-quality cloud products and 

services that meet the expectations of the ORE and its customers. The 

organization maintains an up-to-date inventory of system components used 

within its information systems. Regular assessments are conducted to 

determine the vendor support status of each component in the inventory. 

Regular reviews of the system component inventory are performed to 

identify unsupported components. The disposal process follows established 

change management procedures to ensure minimal disruption to the system 

and its functionality.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1189" 

                        }, 



                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6862643" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-11T20:22:21.3607976" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "sr-12" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "sr-12 - Component Disposal" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Supply Chain Risk Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "5bd05696-130e-4645-ac5a-

733913136944" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "2b8b918b-cdbc-4ff8-aa34-

4eef0aef420d", 



                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 610, 

                    "uuid": "5e4cfd28-72da-4c1b-be27-1223957163f6", 

                    "set-parameters": [ 

                        { 

                            "param-id": "pe-17_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "pe-17_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "181" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "5e4cfd28-72da-4c1b-be27-

1223957163f6" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "610" 

                        }, 

                        { 

                            "name": "tenantsId", 



                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6797671" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-02-13T15:38:29.4957035" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "pe-17" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "pe-17 - Alternate Work Site" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Physical and Environmental 

Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "db16a7d0-4bf9-4ace-a1f4-

b08791e4429f" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "12471e5d-3d77-4fab-afc4-

df2d15298d65", 



                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 500, 

                    "uuid": "637f86e1-1e9d-4dce-852e-ed53c082fe35", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ma-01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ma-01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ma-01_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ma-01_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ma-01_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ma-01_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ma-01_odp.07", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ma-01_odp.08", 

                            "values": [ 

                                "" 



                            ] 

                        }, 

                        { 

                            "param-id": "ma-1_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "156" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "637f86e1-1e9d-4dce-852e-

ed53c082fe35" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed annually by the ISSO and 

SO.</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

a:</span></p><p style=\"mso-pagination:widow-orphan lines-together;page-

break-after:avoid;margin-top:0pt;margin-bottom:0pt;border:none;mso-

border-left-alt:none;mso-border-top-alt:none;mso-border-right-

alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:widow-orphan lines-

together;page-break-after:avoid;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p style=\"mso-

pagination:widow-orphan lines-together;page-break-after:avoid;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions ORE Information Security Policy 

directs the activities within the Maintenance Control Family. The policy 

addresses purpose, scope, responsibilities (including management 



commitment), coordination among organizational entities, and compliance 

requirements for this family of controls. ORE Maintenance Policies and 

Procedures are derived from the requirements set forth initially by NIST 

800-53 control tailored to the ORE. Maintenance policies and procedures 

apply to all systems and devices within the 2 Twelve Solutions ORE 

boundary including system users, groups, services, protocols, and 

functions.</span></p><p style=\"mso-pagination:widow-orphan lines-

together;page-break-after:avoid;line-height:10pt;margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">All ORE procedures that are captured in Thanos document 

management system, 2 Twelve Solutionsâ€™ document repository management 

system, are reviewed on an annual basis by the document owner and the 

ORE&nbsp;Architecture Review Board (ARB). The ARB consists of 

the&nbsp;Operations, Engineering, and ORE Leadership teams. The ARB is 

responsible for notifying stakeholders when changes are made and approved 

by the ARB. This may require the creation of new documentation or 

reviewing and updating current procedures, annually or as needed; and 

policies every 3 years or as needed.</span></p><p style=\"mso-

pagination:widow-orphan lines-together;page-break-after:avoid;line-

height:10pt;margin-top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:widow-orphan lines-together;page-break-after:avoid;line-

height:10pt;margin-top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Operations and Engineering team are responsible for 

reviewing the document on an annual basis. The team composition includes 

the following:</span></p><ul style=\"padding-left:40px\"><li 

style=\"list-style-type: disc\"><p style=\"margin-

left:38.050000000000004pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Engineering;</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:38.050000000000004pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operations; and</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:38.050000000000004pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-



height:10pt;margin-top:0pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE Leadership;</span></p></li></ul><p></p><p>Part 

b:</p><p><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE 

policies are reviewed and updated at least every three years by 

the&nbsp;Engineering team to ensure the accurate depiction of the content 

within the ORE environment. The Engineering team updates the procedure at 

least annually or when required due to major changes in the environment. 

The ARB is responsible for reviewing and approving all changes made to 

the ORE system.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "500" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6780844" 

                        }, 



                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-01T20:20:19.434893" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ma-1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ma-1 - Policy and Procedures" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Maintenance" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "2e4e7f2c-c74b-424b-88e9-

ec5992153df9" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "ee742d90-05e4-4bbb-9b9a-

13e602df8c8f", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 501, 

                    "uuid": "6190344d-ed01-40e8-a1ff-65a5e356eea1", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ma-02_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ma-02_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 



                            "param-id": "ma-02_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "157" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "6190344d-ed01-40e8-a1ff-

65a5e356eea1" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "501" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 



                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6781442" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-01T20:12:42.6860466" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ma-2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ma-2 - Controlled Maintenance" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Maintenance" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "d70f5235-894c-4b31-ab1d-

c12680170b09" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "5f0af976-2d01-4db3-86bf-

d9bc7927ba5a", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 504, 

                    "uuid": "d8fac039-a6f9-4388-8ec4-6a9d05d3bd72", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ma-03_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 



                            "name": "id", 

                            "value": "158" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "d8fac039-a6f9-4388-8ec4-

6a9d05d3bd72" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "504" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6782023" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 



                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-25T21:55:19.7447083" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ma-3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ma-3 - Maintenance Tools" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Maintenance" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "1338c975-eb87-4edc-b821-

d8fb51aab04c" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "c6f591c9-ccea-4ef9-b716-

456d466d2e96", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 505, 

                    "uuid": "f41b65da-794a-4d8c-9f45-fd6b8f9b64c2", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "159" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "f41b65da-794a-4d8c-9f45-

fd6b8f9b64c2" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 



                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "505" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6782624" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-25T21:55:12.9924227" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ma-3.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ma-3.1 - Inspect Tools" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Maintenance" 



                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "89bf3c65-aacb-4405-8475-

ff26252a1763" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "55169daf-426a-4ad8-b6f5-

f0e06f2d549f", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 506, 

                    "uuid": "19a69d70-c51e-4bdc-bb62-c2cc75b963b4", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "160" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "19a69d70-c51e-4bdc-bb62-

c2cc75b963b4" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "506" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 



                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6783655" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-25T21:54:58.1328654" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ma-3.2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ma-3.2 - Inspect Media" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Maintenance" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "d30e0ac3-e810-459b-84a2-

7ff8a4e2197d" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "cb3d0670-1879-430b-ae05-

0c58e360231f", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 



                        } 

                    ], 

                    "control-id": 507, 

                    "uuid": "3589af26-73f4-4dc3-b449-6edd57fd7ce2", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ma-03.03_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "161" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "3589af26-73f4-4dc3-b449-

6edd57fd7ce2" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "507" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 



                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6784417" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-25T21:54:41.216901" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ma-3.3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ma-3.3 - Prevent Unauthorized 

Removal" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Maintenance" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "169bb817-213b-458d-ab56-

542e885c8ce5" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "7f57c5b1-50d5-488d-892f-

eb1e205db42e", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 511, 

                    "uuid": "57a92807-bb60-46ff-a927-e915cd684f9c", 

                    "props": [ 

                        { 

                            "name": "id", 



                            "value": "162" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "57a92807-bb60-46ff-a927-

e915cd684f9c" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed annually by the ISSO and 

SO.</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

a:</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions ORE Architecture Review Board (ARB) is responsible for 

approving nonlocal maintenance and diagnostics activities. Standard 

scheduled maintenance of patching and updates are preapproved by the ARB. 

Remote maintenance activities are accomplished through automation and 

stored in Gitlab. All automation changes are tracked within Gitlab to 

ensure all change history, problems, contracts, and other asset related 

information is tracked well. Operations also have the option to roll back 

changes through the history of automation updates. Before deployment into 

the production instances, nonlocal maintenance activities are required to 

be tested, scheduled, and analyzed for potential security impacts. The 

Operations team is responsible for monitoring nonlocal maintenance and 

diagnostic activities. </span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part b:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 



style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions ORE leverages the use of automation as its centralized tool for 

deploying patches and updates to the ORE environment. The use of 

automation is documented, tracked, and maintained within Gitlab. Updates 

of automation codes are reviewed and must be approved by multiple 

personnel.</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

c:</span></p><p><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Authorized 2 Twelve Solutions administrators conducting 

maintenance activities must authenticate through the bastion host. 2 

Twelve Solutions&nbsp;Operations and Engineering teams are considered 

privileged users in ORE and access the operating system through a bastion 

host. The bastion host itself has a whitelist of IP ranges that allows 

connection to be established. All users must have a valid SSH key. After 

authentication through the bastion host, users must have a matching 

public SSH key on the operating system to establish a connection with 

that host. Connections are enforced through whitelisting by Firewall 

rules. Creation, modification, and deletion of security groups must go 

through the defined CM process and requested through Agile system for ARB 

approval.</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

d:</span></p><p><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">As 

indicated in the Change Management Policies and Procedures, changes made 

to the 2 Twelve Solutions ORE environment are approved before 

implementation can occur. This sequence is captured as part of the 

standard 2 Twelve Solutions&nbsp;configuration management process and is 

tracked in 2 Twelve Solutionsâ€™ Agile system ticketing 

system.</span></p><p></p><p>Part e:</p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions admins are to disconnect at the end of the maintenance window 



and at the end of the day. In addition, authorized remote access to 2 

Twelve Solutions&nbsp;infrastructure is only accessible after successful 

authentication through the bastion host. For inactive connections, 

session termination is automatically configured to drop&nbsp;after 15 

minutes of inactivity. To resume work after the session expires, a remote 

user must log in again to restart the session and to re-establish 

communication through the bastion host.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "511" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6785199" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-25T21:52:39.2296379" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ma-4" 

                        }, 



                        { 

                            "name": "control-title", 

                            "value": "ma-4 - Nonlocal Maintenance" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Maintenance" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "e83f789a-1c13-4d39-bb12-

2aa4bbaf48ff" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "7c75ef04-83c0-444d-b1bb-

6d69ed193995", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 519, 

                    "uuid": "a251f177-2395-422e-8713-fdbc61f9c18e", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "163" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "a251f177-2395-422e-8713-

fdbc61f9c18e" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 



                        { 

                            "name": "controlID", 

                            "value": "519" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6785848" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-25T21:47:32.5166068" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ma-5" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ma-5 - Maintenance Personnel" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Maintenance" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "415f8555-d4e3-45bf-a709-

d9a8be28e75e" 

                        } 

                    ] 

                }, 

                { 



                    "by-components": [ 

                        { 

                            "uuid": "1d821e97-cb9a-4039-b076-

42aab34b8ab6", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 525, 

                    "uuid": "36a51e5d-dde8-476b-bd37-3559d7a7472d", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ma-06_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ma-06_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "164" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "36a51e5d-dde8-476b-bd37-

3559d7a7472d" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 



                            "value": "525" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6786672" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-25T21:46:02.5844837" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ma-6" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ma-6 - Timely Maintenance" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Maintenance" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "6d258070-9219-4e12-82bf-

89c1d03ff668" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 



                            "uuid": "108d0432-ac7c-4c11-8ad3-

d67e82fb56a6", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 530, 

                    "uuid": "421aa230-81af-48a7-9ab8-3865ad31ff12", 

                    "set-parameters": [ 

                        { 

                            "param-id": "mp-01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-01_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-01_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-01_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-01_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-01_odp.07", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-01_odp.08", 



                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-1_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "165" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "421aa230-81af-48a7-9ab8-

3865ad31ff12" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "530" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 



                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6787338" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-25T20:19:18.8849351" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "mp-1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "mp-1 - Policy and Procedures" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Media Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "c112f8d7-3d29-4cd7-af7f-

d782cf3ac905" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "f3f2c499-f9ec-40f1-b60d-

a3582a2b3705", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 531, 

                    "uuid": "eb50b736-ad6a-4d7a-98e8-72be22525123", 

                    "set-parameters": [ 

                        { 

                            "param-id": "mp-02_odp.01", 

                            "values": [ 

                                "" 



                            ] 

                        }, 

                        { 

                            "param-id": "mp-02_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-02_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-02_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-2_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-2_prm_2", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "166" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "eb50b736-ad6a-4d7a-98e8-

72be22525123" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 



                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "531" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.678794" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-25T20:19:15.8743556" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "mp-2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "mp-2 - Media Access" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Media Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 



                            "value": "623fa2a6-02a9-4923-9fe2-

ee0238603061" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "c2f6f8f3-110f-4e9b-b892-

88c7809039ca", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 534, 

                    "uuid": "c3855d99-a87c-4697-b23c-993d2ecee50f", 

                    "set-parameters": [ 

                        { 

                            "param-id": "mp-03_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-03_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "167" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "c3855d99-a87c-4697-b23c-

993d2ecee50f" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 



                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "534" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6788542" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-25T20:19:08.4109123" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "mp-3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "mp-3 - Media Marking" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Media Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "5cbeeb63-f1b1-4d97-bdbf-

0c56d27ac2a9" 



                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "d7c7e85e-621f-44dd-a424-

3f58484e1027", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 535, 

                    "uuid": "131cee9a-6498-4273-b103-c65fe4f31ddb", 

                    "set-parameters": [ 

                        { 

                            "param-id": "mp-04_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-04_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-04_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-04_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-04_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-04_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-4_prm_1", 



                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-4_prm_2", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "168" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "131cee9a-6498-4273-b103-

c65fe4f31ddb" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "535" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 



                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6789135" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-25T20:18:45.4231934" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "mp-4" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "mp-4 - Media Storage" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Media Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "d97f2935-b50b-4f99-b446-

0f6c7dd6ba2c" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "058f2164-a7de-4b07-a71f-

b719f57a0bc4", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 538, 

                    "uuid": "c58d293c-7371-475d-90f8-8ce32b7dac6d", 

                    "set-parameters": [ 

                        { 

                            "param-id": "mp-05_odp.01", 

                            "values": [ 

                                "" 



                            ] 

                        }, 

                        { 

                            "param-id": "mp-05_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-05_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-5_prm_2", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "169" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "c58d293c-7371-475d-90f8-

8ce32b7dac6d" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "538" 

                        }, 

                        { 

                            "name": "tenantsId", 



                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6789744" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-25T20:18:32.5125128" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "mp-5" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "mp-5 - Media Transport" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Media Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "fb3ebe16-03f3-4bc2-80d4-

7a6f5d8197e3" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "7551c609-5cd8-461b-8738-

46e3d183da02", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 



                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 543, 

                    "uuid": "a3178e4b-0de7-427b-b3ae-b4baf91e4c64", 

                    "set-parameters": [ 

                        { 

                            "param-id": "mp-06_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-06_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-06_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-06_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-06_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-06_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-6_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-6_prm_2", 

                            "values": [ 

                                "" 

                            ] 

                        } 



                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "170" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "a3178e4b-0de7-427b-b3ae-

b4baf91e4c64" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "543" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6790333" 

                        }, 

                        { 



                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-25T20:18:21.1066198" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "mp-6" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "mp-6 - Media Sanitization" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Media Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "0c51cfcc-48cb-45c1-9812-

728e9e017948" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "3e2f72d4-f7a7-4f9c-bcb0-

b5d55b0c872e", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 552, 

                    "uuid": "7e2dfed0-bc13-4311-b3c6-60ea1a3f8dba", 

                    "set-parameters": [ 

                        { 

                            "param-id": "mp-07_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-07_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-07_odp.03", 



                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "mp-07_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "171" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "7e2dfed0-bc13-4311-b3c6-

60ea1a3f8dba" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "552" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 



                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6790943" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-25T20:17:46.3510165" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "mp-7" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "mp-7 - Media Use" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Media Protection" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "7dbaf7c0-aa68-4066-ab2d-

d036028b2221" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "eafd09b8-3c97-43f0-96f0-

1a9fbb4a8fda", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 352, 

                    "uuid": "2d944661-c021-410f-b816-4c62af0ba047", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "106" 

                        }, 



                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "2d944661-c021-410f-b816-

4c62af0ba047" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "352" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6747254" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 



                            "value": "2023-06-16T18:50:10.3943273" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cp-6" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cp-6 - Alternate Storage Site" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Contingency Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "e253fcd2-bd00-4395-9dbc-

710b68a1af0f" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "bf07dc40-b949-42c6-8e3d-

7dae68aab6fe", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 353, 

                    "uuid": "5f879704-1a16-4018-8725-1d8c3fb0d2ce", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "107" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "5f879704-1a16-4018-8725-

1d8c3fb0d2ce" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 



                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "353" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6747841" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-16T18:49:58.9342669" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cp-6.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cp-6.1 - Separation from Primary 

Site" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Contingency Planning" 

                        }, 

                        { 



                            "name": "parent-control-uuid", 

                            "value": "1aab1310-4345-478c-ab18-

6576b4ed9a32" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "3ba3e373-477d-476e-8836-

e8976ce0e7b0", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 355, 

                    "uuid": "77ffade5-c369-4e78-b54c-aaac39d89a4a", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "108" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "77ffade5-c369-4e78-b54c-

aaac39d89a4a" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "355" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 



                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6748438" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-16T18:49:43.0815241" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cp-6.3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cp-6.3 - Accessibility" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Contingency Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "3bb6aa18-508e-43ab-8cd9-

5ec1126c4aa5" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "c51c4506-cd52-4d18-a6b8-

fbfd3ed0db61", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 



                    "control-id": 356, 

                    "uuid": "199a84fd-3759-47dc-bb5c-a70942fc3b0d", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cp-07_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-07_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "109" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "199a84fd-3759-47dc-bb5c-

a70942fc3b0d" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "356" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 



                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6749192" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-16T18:49:23.073336" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cp-7" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cp-7 - Alternate Processing Site" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Contingency Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "d79cce1c-cf61-43f0-bbda-

6c238de57634" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "4daca813-0d97-45c2-8458-

2e091ff941b7", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 357, 

                    "uuid": "e928e85d-fd2c-4838-9db0-fc5e3d02e497", 



                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "110" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "e928e85d-fd2c-4838-9db0-

fc5e3d02e497" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "357" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6749967" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 



                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-16T18:49:08.294394" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cp-7.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cp-7.1 - Separation from Primary 

Site" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Contingency Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "17467f30-e6a9-4f71-b269-

2d0ef5fc5e13" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "b26f0665-feb5-415c-aca1-

3806244ecbbc", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 358, 

                    "uuid": "f99e1897-c1a7-492b-82eb-657d4b5cd0d6", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "111" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "f99e1897-c1a7-492b-82eb-

657d4b5cd0d6" 

                        }, 

                        { 



                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "358" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6750726" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-16T18:48:51.0737578" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cp-7.2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cp-7.2 - Accessibility" 

                        }, 



                        { 

                            "name": "control-family", 

                            "value": "Contingency Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "80b0a152-d573-4ed4-bea8-

f8b8b433d021" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "e1714f17-f00c-434e-be63-

00ae9be0bcd4", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 359, 

                    "uuid": "5293e87b-585d-4383-8af5-dc9a4490caa0", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "112" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "5293e87b-585d-4383-8af5-

dc9a4490caa0" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "359" 

                        }, 



                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6751555" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-16T18:48:30.3264474" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cp-7.3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cp-7.3 - Priority of Service" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Contingency Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "1d501fa0-c888-4e7d-859b-

db1daeb3af25" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "8126b7f0-df2a-444f-bcc1-

91606e147ab5", 



                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 363, 

                    "uuid": "bf640b76-38cb-4176-9fc2-b7d260f0d70c", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cp-08_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-08_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "113" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "bf640b76-38cb-4176-9fc2-

b7d260f0d70c" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "363" 

                        }, 

                        { 

                            "name": "tenantsId", 



                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6752372" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-16T18:47:52.5082768" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cp-8" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cp-8 - Telecommunications Services" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Contingency Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "9f2f4949-22e7-419d-96df-

c140b8e6b001" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "52ccfe9e-f094-4aa1-a7fb-

288930be8a8e", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 



                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 364, 

                    "uuid": "496234fb-dace-4602-840c-0b128d2b1008", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "114" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "496234fb-dace-4602-840c-

0b128d2b1008" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "364" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 



                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6753124" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-16T18:47:36.6035369" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cp-8.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cp-8.1 - Priority of Service 

Provisions" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Contingency Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "08bda8fd-96f1-4f8c-b3d6-

22c8078b7c44" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "9a03f8ee-f146-44bb-b923-

afbeac71b465", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 365, 

                    "uuid": "64bbd413-761c-43f2-8f70-835385a5241e", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "115" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 



                            "name": "uuid", 

                            "value": "64bbd413-761c-43f2-8f70-

835385a5241e" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "365" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6754054" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-16T18:47:18.328534" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cp-8.2" 



                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cp-8.2 - Single Points of Failure" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Contingency Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "9083f182-ae01-4f34-a815-

557f573a7652" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "52861918-82f2-44e9-bfe5-

40954fa77ac3", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 369, 

                    "uuid": "41c5269d-d683-40c6-afd4-06017d80b240", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cp-09_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-09_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-09_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-09_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 



                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "116" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "41c5269d-d683-40c6-afd4-

06017d80b240" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed annually by the ISSO and 

SO.</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

a:</span></p><p style=\"mso-pagination:none lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions performs full nightly backups of user-

level information through snapshots. 2 Twelve Solutions ORE ensures at 

least three backup snapshots of user-level information are maintained for 

long-term storage. All snapshots in the S3 buckets are available online. 

Backups stored on the S3 bucket are automatically stored across multiple 

devices spanning a minimum of three Availability Zones, each separated by 

miles across an AWS Region.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part b:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-



bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions performs full nightly backups of user-level information through 

snapshots. 2 Twelve Solutions ORE ensures at least three backup snapshots 

of user-level information are maintained for long-term storage. All 

snapshots in the S3 buckets are available online. Backups stored on the 

S3 bucket are automatically stored across multiple devices spanning a 

minimum of three Availability Zones, each separated by miles across an 

AWS Region.</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

c:</span></p><p><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">All 

documentation including security-related information is maintained and 

backed up on the internal Thanos document management system. Version 

controls for all documents are enforced and all versions are archived and 

never deleted. The Thanos document management system has access control 

in place to only allow authorized users to access each 

document.</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

d:</span></p><p><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions ORE utilizes AWS S3 bucket for long-term storage. All snapshots 

in the S3 buckets are available online. Backups stored on the S3 bucket 

are automatically stored across multiple devices spanning a minimum of 

three Availability Zones, each separated by miles across an AWS 

Region.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Encryptions for backups are automatically enabled to 

protect the confidentiality, integrity, and availability of the data at 

rest. By</span><span style=\"font-family:'Calibri';font-

size:11pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">default, 



AWS KMS keys with AES-256 are used for each S3 bucket. Multiple layers of 

security protect the S3 buckets; the S3 buckets are only accessible by 

users that have been previously authorized to access the buckets. The ORE 

environment operates on a strict whitelist, only the IPs that has been 

put into the security group rule has access to the system.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "369" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6754663" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-16T18:42:48.6483469" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cp-9" 

                        }, 

                        { 

                            "name": "control-title", 



                            "value": "cp-9 - System Backup" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Contingency Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "9369f9ae-2ed2-4e9e-b1ea-

4c95b251e582" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "a3b78806-5519-4913-8993-

d7604569ee35", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 370, 

                    "uuid": "ffbff76d-7355-425e-bf65-ba780c6c8041", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cp-09.01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-09.01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-9.1_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "117" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 



                        { 

                            "name": "uuid", 

                            "value": "ffbff76d-7355-425e-bf65-

ba780c6c8041" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed annually by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions tests the reliability and integrity of 

backup information at least annually as part of the annual contingency 

plan exercise. ORE backup test ensures normal functions can be resumed 

within the established recovery time objective.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "370" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 



                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6755265" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-16T18:37:59.608604" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cp-9.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cp-9.1 - Testing for Reliability 

and Integrity" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Contingency Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "6079a575-ed6b-4ad7-ab4c-

71f848b4b99f" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "c07c21de-13c5-4e44-8427-

eb40c2557261", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 



                    "control-id": 377, 

                    "uuid": "d4ac30ab-8b2c-4d93-9681-e7c52e14d431", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cp-09.08_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "118" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "d4ac30ab-8b2c-4d93-9681-

e7c52e14d431" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions has implemented federally approved cryptography in multiple 

places within the environment. All access to the ORE environment is 

encrypted. 2 Twelve Solutions enforces the use of TLS v1.3 on HTTPS 



connections or SSH for infrastructure access.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;<span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE 

utilizes data at rest protection. AWS KMS keys are protected by FIPS 140-

2 validated cryptographic modules and fully managed by AWS.&nbsp; AWS KMS 

is a FedRAMP High authorized service. AWS KMS keys are enabled by default 

for all EBS volume and S3 encryption.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "377" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6755834" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 



                            "value": "2023-07-10T19:57:23.0953196" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cp-9.8" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cp-9.8 - Cryptographic Protection" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Contingency Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "c22c31cf-dfe3-4b11-bdde-

4432749c0984" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "4f60c9d1-166f-4d64-88d3-

19915b3a18a8", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 378, 

                    "uuid": "775881ce-818a-453f-a679-be81742ba1be", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cp-10_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-10_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cp-10_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 



                        { 

                            "name": "id", 

                            "value": "97" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "775881ce-818a-453f-a679-

be81742ba1be" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed annually by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutionsâ€™ ORE environment spans multiple 

availability zones. Load Balancers distribute traffic to instances such 

as that if instances in one AZ become unhealthy or experienced a failure 

in services; traffic would automatically be routed to the other AZs in 

the same region.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">In the 

event of a disruption, compromise, or failure, the Operations team will 



receive an alert. The Operations team will analyze the event and 

determine if ISCP activation is required. The Operations&nbsp;team will 

resolve the issues for the client(s) that were affected. ORE has nightly 

full backups, so 2 Twelve Solutions is able to bring the system back up 

to a good state before the disaster occurred. 2 Twelve Solutionsâ€™ 

recovery time objective is to have the system back up and operational 

within 2 hours of activation of the Contingency Plan.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "378" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6740611" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-16T18:14:36.8111946" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cp-10" 

                        }, 



                        { 

                            "name": "control-title", 

                            "value": "cp-10 - System Recovery and 

Reconstitution" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Contingency Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "7975fdd3-f999-4a26-aafc-

fbb23cf23070" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "9c3a6bee-a56a-444a-b7bb-

2787bd44644b", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 380, 

                    "uuid": "0dfd6094-c503-4164-b430-78a4485e54de", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "98" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "0dfd6094-c503-4164-b430-

78a4485e54de" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed annually by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-



bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b></p><p style=\"margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database backups are done through snapshots on a daily 

basis and are stored encrypted. All ORE environment information is 

replicated across the availability zones to prevent loss of data in the 

event of an availability zone failure.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "380" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6741209" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 



                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-16T17:02:16.9330814" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cp-10.2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cp-10.2 - Transaction Recovery" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Contingency Planning" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "41dee576-fbc4-456d-8ddf-

0c4aa6d87b10" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "84bd8b70-e2c9-43e6-8680-

d1a2bcb73354", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 388, 

                    "uuid": "2da4099a-f9e7-4cfc-8bd1-44c2ba65c62f", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ia-01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ia-01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ia-01_odp.03", 

                            "values": [ 



                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ia-01_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ia-01_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ia-01_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ia-01_odp.07", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ia-01_odp.08", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ia-1_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "119" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "2da4099a-f9e7-4cfc-8bd1-

44c2ba65c62f" 

                        }, 



                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part a:</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:widow-orphan lines-together;page-break-after:avoid;line-

height:10pt;margin-top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions ORE Information Security Policy 

directs the activities within the ORE Access Management Plan. The plan 

addresses purpose, scope, responsibilities (including management 

commitment), coordination among organizational entities, and compliance 

requirements to meet the control implementation requirements for the IA 

family of a moderate baseline. The plan specifically addresses procedures 

or processes related to:</span></p><ul style=\"padding-left:40px\"><li 

style=\"list-style-type: disc\"><p style=\"margin-

left:38.050000000000004pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Information Access Restriction</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-

left:38.050000000000004pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Request Fulfillment Process for Provisioning 

Access</span></p></li><li style=\"list-style-type: disc\"><p 



style=\"margin-left:38.050000000000004pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Periodic Review of Access</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-

left:38.050000000000004pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Revocation of Access</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:38.050000000000004pt;text-

indent:-18pt;mso-pagination:none lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Separation of Duties</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:38.050000000000004pt;text-

indent:-18pt;mso-pagination:none lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Access Control to Program Source Code</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-

left:38.050000000000004pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Authenticator Device Management</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-

left:38.050000000000004pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Encryption</span></p></li></ul><p style=\"mso-

pagination:widow-orphan lines-together;page-break-after:avoid;line-

height:10pt;margin-top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:widow-orphan lines-together;page-break-after:avoid;line-



height:10pt;margin-top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">All ORE procedures that are captured in Thanos document 

management system, 2 Twelve Solutionsâ€™s document repository management 

system, are reviewed on an annual basis by the Engineering and ARB. The 

ARB consists of the Engineering and Operations. The ARB is responsible 

for notifying stakeholders when changes are made and approved by the ARB. 

This may require the creation of new documentation or reviewing and 

updating current procedures, annually or as needed; and policies every 3 

years or as needed.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part b:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Operations and Engineering team are responsible for 

reading the document on an annual basis. The team composition includes 

the following:</span></p><ul style=\"padding-left:40px\"><li 

style=\"list-style-type: disc\"><p style=\"margin-

left:38.050000000000004pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Engineering;</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:38.050000000000004pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operations; and</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:38.050000000000004pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE Leadership</span></p></li></ul><p></p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Part c:</span></p><p><b><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">2 Twelve Solutions 

Responsibility</span></u></b><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE 



policies are reviewed and updated every three years by the Operations 

team. The Engineering team updates the procedures annually. The ARB 

approves all changes.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "388" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6756431" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-15T20:15:19.599832" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ia-1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ia-1 - Policy and Procedures" 

                        }, 



                        { 

                            "name": "control-family", 

                            "value": "Identification and Authentication" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "ca427461-5b84-4eb7-a639-

7c4c4b4799a7" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "0dbe42c9-c3b1-41ec-b6fe-

74c540ceff7f", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 389, 

                    "uuid": "15184e6b-33f1-4411-89cb-02ea5330c1d4", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "125" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "15184e6b-33f1-4411-89cb-

02ea5330c1d4" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-



bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions uniquely identifies and authenticates 

organizational users.&nbsp;The ORE&nbsp;application accepts and 

electronically verifies PIV cards and CAC through interaction with 

upstream identity management solutions. Accounts maintained on upstream 

Identity Management systems will be used for application access. ORE will 

accept SAML and OIDC tokens from Identity Access Management Systems. 

These users would connect to ORE using HTTPS with TLS v1.3. Typically 

this would include a user ID, password or PIN and a Personal Identity 

Verification (PIV) card or Common Access Card (CAC) to complete 

authentication to the ORE. Once users have been successfully 

authenticated, a specific role will be assigned.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "389" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6759971" 



                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-15T19:04:01.0797556" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ia-2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ia-2 - Identification and 

Authentication (Organizational Users)" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Identification and Authentication" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "dd6fe63a-803d-46b9-a987-

3078296d44ea" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "17438f4e-52a2-42d2-80d6-

57a4e7308cc9", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 390, 

                    "uuid": "37ef2d33-d887-45c9-af85-d2328c8a25cd", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "126" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 



                            "value": "37ef2d33-d887-45c9-af85-

d2328c8a25cd" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions ORE requires MFA for network access to 

privileged accounts. Additionally, the ORE&nbsp;application accepts and 

electronically verifies PIV cards and CAC through interaction with 

upstream identity management solutions. Accounts maintained on upstream 

Identity Management systems will be used for application access. ORE will 

accept SAML and OIDC tokens from Identity Access Management Systems. 

These users would connect to ORE using HTTPS with TLS v1.3. Typically 

this would include a user ID, password or PIN and a Personal Identity 

Verification (PIV) card or Common Access Card (CAC) to complete 

authentication to the ORE. Firewall rules are used to define access to 

the ORE Application.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "390" 

                        }, 



                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6760576" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-15T18:50:24.4516265" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ia-2.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ia-2.1 - Multi-factor 

Authentication to Privileged Accounts" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Identification and Authentication" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "4274acb2-58f2-452d-95bb-

5d4f38fbe71a" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 



                            "uuid": "8cac815b-a1da-4969-9c3e-

3cc2d3dece94", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 391, 

                    "uuid": "83c5fc7e-601f-4377-b8e3-28e8e7b4ea1b", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "128" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "83c5fc7e-601f-4377-b8e3-

28e8e7b4ea1b" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Applications can only be accessed through the front 

portal through MFA or SSO through SAML or OIDC. All access to the 

applications and APIs is through reverse proxies that enforce HTTPS via 

TLS v1.3. Additionally, the ORE&nbsp;application accepts and 



electronically verifies PIV cards and CAC through interaction with 

upstream identity management solutions. Accounts maintained on upstream 

Identity Management systems will be used for application access. ORE will 

accept SAML and OIDC tokens from Identity Access Management Systems. 

These users would connect to ORE using HTTPS with TLS v1.3. Typically 

this would include a user ID, password or PIN and a Personal Identity 

Verification (PIV) card or Common Access Card (CAC) to complete 

authentication to the ORE.Firewall rules are used to define access to the 

ORE Application.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Authorized 2 Twelve Solutions administrators access 

operating systems by authenticating through the bastion host. All users 

must have a valid SSH key. After authentication through the bastion host, 

users must have a matching public SSH key on the operating system to 

establish a connection with that host. Connections are enforced through 

whitelisting by Firewall rules.</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\">&nbsp;</p><p 

style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "391" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 



                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6762054" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-15T18:45:25.3860305" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ia-2.2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ia-2.2 - Multi-factor 

Authentication to Non-privileged Accounts" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Identification and Authentication" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "a0207888-721a-46d9-aa0a-

b6a25f1fdbf1" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "1d77c1da-7ebf-4217-b9aa-

3c2928c395ab", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 397, 

                    "uuid": "bef97297-a286-4dec-870f-fba6330dc7a1", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ia-02.08_odp", 



                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "129" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "bef97297-a286-4dec-870f-

fba6330dc7a1" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Applications can only be accessed through the front 

portal through MFA or SSO through SAML or OIDC. All access to the 

applications and APIs is through reverse proxies that enforce HTTPS via 

TLS v1.3. Firewall rules are used to define access to the ORE 

Application.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-



bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Authorized 2 Twelve Solutions administrators access 

operating systems by authenticating through the bastion host. All users 

must have a valid SSH key. After authentication through the bastion host, 

users must have a matching public SSH key on the operating system to 

establish a connection with that host. Connections are enforced through 

whitelisting by Firewall rules.</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\">&nbsp;</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "397" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6762987" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 



                            "value": "2023-06-15T18:36:08.2617753" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ia-2.8" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ia-2.8 - Access to Accounts â€” 

Replay Resistant" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Identification and Authentication" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "37108796-e4ca-46dc-94bd-

4a24192ab08b" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "ba56da39-9d2a-4bff-ae68-

6e61be81e777", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 401, 

                    "uuid": "1c0d07cb-f217-4e23-8666-4b12fb584e8f", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "127" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "1c0d07cb-f217-4e23-8666-

4b12fb584e8f" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 



                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE&nbsp;application accepts and electronically verifies 

PIV cards and CAC through interaction with upstream identity management 

solutions. Accounts maintained on upstream Identity Management systems 

will be used for application access. ORE will accept SAML and OIDC tokens 

from Identity Access Management Systems. These users would connect to ORE 

using HTTPS with TLS v1.3. Typically this would include a user ID, 

password or PIN and a Personal Identity Verification (PIV) card or Common 

Access Card (CAC) to complete authentication to the ORE.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "401" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 



                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6761187" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-15T18:40:14.3967416" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ia-2.12" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ia-2.12 - Acceptance of PIV 

Credentials" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Identification and Authentication" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "5456d1d3-dca8-4aae-b2d7-

9ce6dc5372f9" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "0934a320-211c-457d-87f6-

d9ac1abab810", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 403, 

                    "uuid": "45aa4e4a-2b4a-41e4-912a-9c92bb372563", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ia-03_odp.01", 

                            "values": [ 



                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ia-03_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "130" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "45aa4e4a-2b4a-41e4-912a-

9c92bb372563" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions uniquely identifies all devices based 

on their assigned IP address and hostname. The assigned private IP 

address is used to identify network devices and an SSH key verification 



is used to authenticate the servers and network devices before a 

connection is established.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "403" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6764177" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-06T21:46:16.4046192" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ia-3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ia-3 - Device Identification and 

Authentication" 

                        }, 



                        { 

                            "name": "control-family", 

                            "value": "Identification and Authentication" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "50a330e9-1358-45ae-9053-

de282f3da23c" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "58495b4a-365c-4616-89c3-

a9d8d8e3d6f0", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 408, 

                    "uuid": "539ae6f6-c680-4f44-bcb2-6b89e0b59aad", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ia-04_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ia-04_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "131" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "539ae6f6-c680-4f44-bcb2-

6b89e0b59aad" 

                        }, 

                        { 

                            "name": "controlOwnerId", 



                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part a:</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

organization requires authorization in the form of an access 

authorization ticket, approved prior to the assignment of an identifier. 

The engineering or account manager will provide the final approval in 

Agile system for Operations to provision the new user and relevant 

privileges.&nbsp;Individuals receive unique identifiers in the form of a 

User ID (UID). </span><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\" 

class=\"docData;DOCY;v5;1841;BQiAAgAAEYQCAAAGiAIAAAOQBAAABZ4EAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAABAIAAAD/AQAAATIAAAAVBggAAAAxADgAMgAwAAEGAAAAAAkGAAAAABoG

DAAAAAgEFAAAABYEFAAAABsGAAAAAALDAQAABRYAAAABDAAAAAgEFAAAABYEFAAAAAgAAAAAB

SEAAAABDAAAAAgEFAAAABYEFAAAAAgLAAAAAAYAAABPAFIARQAFQQAAAAEMAAAACAQUAAAAFg

QUAAAACCsAAAAAJgAAACAAdQB0AGkAbABpAHoAZQBzACAAaQBuAHMAdABhAG4AYwBlACAABU0

AAAABDAAAAAgEFAAAABYEFAAAAAg3AAAAADIAAABoAG8AcwB0AG4AYQBtAGUAIABhAG4AZAAg

AEkAUAAgAGEAZABkAHIAZQBzAHMAZQBzAAUdAAAAAQwAAAAIBBQAAAAWBBQAAAAIBwAAAAACA

AAAIAAFHwAAAAEMAAAACAQUAAAAFgQUAAAACAkAAAAABAAAAGEAcwAFPQAAAAEMAAAACAQUAA

AAFgQUAAAACCcAAAAAIgAAACAAZABlAHYAaQBjAGUAIABpAGQAZQBuAHQAaQBmAGkAZQAFHQA



AAAEMAAAACAQUAAAAFgQUAAAACAcAAAAAAgAAAHIABR0AAAABDAAAAAgEFAAAABYEFAAAAAgH

AAAAAAIAAAAuAAUKAAAAAQAAAAAIAAAAAAUKAAAACAUAAAANAAAAAAoAAAAAAAAAABEAAAAAj

wIAAAASAAAAAQYAAAAACQYAAAAAGwYAAAAAAUsAAAAoAQcpAQcqAQYrAQUTAQEIBBgAAAAWBB

gAAAAZBgoAAABlAG4ALQBVAFMAGgYKAAAAYQByAC0AUwBBABsGCgAAAGUAbgAtAFUAUwACIwI

AAAAeAgAAAQgAAAAxADgAMgAwAAIcAAAARwBTAEEAIABUAGEAYgBsAGUAIABUAGUAeAB0AAkB

AAAAAwMIAAAAMQA3ADIANgASCAAAADEAOAAxADkACgEAAAABBdsAAAAAAQABAQACAQADAQAEB

g4AAABDAGEAbABpAGIAcgBpAAUGDgAAAEMAYQBsAGkAYgByAGkABwYKAAAAQQByAGkAYQBsAA

YGJgAAAEwAdQBjAGkAZABhACAAUwBhAG4AcwAgAFUAbgBpAGMAbwBkAGUACAQWAAAACQMAAAA

KAQAMAQAmBPv///8PAQAQAQARAQAnBAAAAAAUAQAVAQAWBBgAAAAXAQAYAQAZBgoAAABlAG4A

LQBVAFMAGgYKAAAAYQByAC0AUwBBABsGCgAAAGUAbgAtAFUAUwAeAQAG3wAAAAABAAEGEgAAA

CQEAAAAACUEAAAAACYEAAAAAAUBAQYBAAcBAAgBAAkGGwAAACcEyAAAAAsBABwBACgEAAAAAB

0BACkEAAAAAA4GCAAAAAABAQED////GQEAGwZ9AAAAABQAAAAAAwAAAAUEAAAAAAYEBAAAAAM

BAAEUAAAAAAMAAAAFBAAAAAAGBAQAAAADAQACFAAAAAADAAAABQQAAAAABgQEAAAAAwEAAxQA

AAAAAwAAAAUEAAAAAAYEBAAAAAMBAAsUAAAAAAMAAAAFBAAAAAAGBAQAAAADAQAsAQATAQAAA

AE=\">ORE</span><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\"> utilizes 

instance hostname and IP addresses&nbsp;as device identifiers. Change 

requests will go through the ARB for new server instances and 

requirements.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part b:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions uses a naming convention for user accounts that follows [first 

name].[last name]. In the case of multiple personnel with the same name, 

numerical values are added at the end of the username.  ORE utilizes 

instance hostnames and IP addresses&nbsp;as device identifiers. The ORE 

inventory contains the IP address and hostname associated with each 

device within the authorization boundary.</span></p><p></p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Part c:</span></p><p><b><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">2 Twelve Solutions 

Responsibility</span></u></b><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Account IDs, are assigned as part of the initial 

onboarding process. This process is tracked using Agile system tickets. 

</span><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\" 

class=\"docData;DOCY;v5;1725;BQiAAgAAEYQCAAAGiAIAAAMcBAAABSoEAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAkAEAAACLAQAAATIAAAAVBggAAAAxADgAMgAwAAEGAAAAAAkGAAAAABoG

DAAAAAgEFAAAABYEFAAAABsGAAAAAAJPAQAABR0BAAABDAAAAAgEFAAAABYEFAAAAAgHAQAAA

AIBAABJAG4AIABhAGQAZABpAHQAaQBvAG4ALAAgAEQAZQB2AGkAYwBlACAASQBEAHMAIABhAH

IAZQAgAGEAcwBzAGkAZwBuAGUAZAAgAGEAcwAgAHAAYQByAHQAIABvAGYAIABsAGEAdQBuAGM

AaABpAG4AZwAgAG8AZgAgAHQAaABlACAAcwB5AHMAdABlAG0ALgAgAFQAaABpAHMAIABwAHIA

bwBjAGUAcwBzACAAaQBzACAAYQBsAHMAbwAgAHQAcgBhAGMAawBlAGQAIAB1AHMAaQBuAGcAI

ABBAGcAaQBsAGUAIABzAHkAcwB0AGUAbQAgAHQAaQBjAGsAZQB0AHMALgAFCgAAAAEAAAAACA

AAAAAFCgAAAAEAAAAACAAAAAAFCgAAAAgFAAAADQAAAAAKAAAAAAAAAAARAAAAAI8CAAAAEgA

AAAEGAAAAAAkGAAAAABsGAAAAAAFLAAAAKAEHKQEHKgEGKwEFEwEBCAQYAAAAFgQYAAAAGQYK

AAAAZQBuAC0AVQBTABoGCgAAAGEAcgAtAFMAQQAbBgoAAABlAG4ALQBVAFMAAiMCAAAAHgIAA

AEIAAAAMQA4ADIAMAACHAAAAEcAUwBBACAAVABhAGIAbABlACAAVABlAHgAdAAJAQAAAAMDCA

AAADEANwAyADYAEggAAAAxADgAMQA5AAoBAAAAAQXbAAAAAAEAAQEAAgEAAwEABAYOAAAAQwB

hAGwAaQBiAHIAaQAFBg4AAABDAGEAbABpAGIAcgBpAAcGCgAAAEEAcgBpAGEAbAAGBiYAAABM

AHUAYwBpAGQAYQAgAFMAYQBuAHMAIABVAG4AaQBjAG8AZABlAAgEFgAAAAkDAAAACgEADAEAJ

gT7////DwEAEAEAEQEAJwQAAAAAFAEAFQEAFgQYAAAAFwEAGAEAGQYKAAAAZQBuAC0AVQBTAB

oGCgAAAGEAcgAtAFMAQQAbBgoAAABlAG4ALQBVAFMAHgEABt8AAAAAAQABBhIAAAAkBAAAAAA

lBAAAAAAmBAAAAAAFAQEGAQAHAQAIAQAJBhsAAAAnBMgAAAALAQAcAQAoBAAAAAAdAQApBAAA

AAAOBggAAAAAAQEBA////xkBABsGfQAAAAAUAAAAAAMAAAAFBAAAAAAGBAQAAAADAQABFAAAA

AADAAAABQQAAAAABgQEAAAAAwEAAhQAAAAAAwAAAAUEAAAAAAYEBAAAAAMBAAMUAAAAAAMAAA

AFBAAAAAAGBAQAAAADAQALFAAAAAADAAAABQQAAAAABgQEAAAAAwEALAEAEwEAAAAB\">In 

addition, Device IDs are assigned as part of the launching of the system. 

This process is also tracked using Agile system 

tickets.</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

d:</span></p><p><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions does not reuse any account names or 

identifiers.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 



                            "name": "controlID", 

                            "value": "408" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6764914" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-06T21:34:42.42868" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ia-4" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ia-4 - Identifier Management" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Identification and Authentication" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "2aa36ab0-edf8-41ff-ad95-

9e5c31f05ad2" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 



                        { 

                            "uuid": "89d58a35-ecde-40f7-afb6-

99552c0172c3", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 412, 

                    "uuid": "e7349d1f-a3e2-49c3-87f0-b1af9d64dd0c", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ia-04.04_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "132" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "e7349d1f-a3e2-49c3-87f0-

b1af9d64dd0c" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-pagination:none 



lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">In the event that a user is a contractor or foreign 

national, the 2 Twelve Solutions account manager will designate this role 

condition with either a -CTR or -FN, respectively. At this time, 2 Twelve 

Solutions ORE does not authorize access to foreign national personnel. 

For contractors, the same authorization process will be followed and 

documented through Agile system ticket.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "412" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6765575" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-06T21:28:08.5836743" 

                        }, 



                        { 

                            "name": "control-id", 

                            "value": "ia-4.4" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ia-4.4 - Identify User Status" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Identification and Authentication" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "359d4c5f-8b07-44d5-85a0-

d8aa10b534d0" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "41392af4-5945-4d67-a690-

181fed773afb", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 418, 

                    "uuid": "3bffbc85-f8c8-4773-878c-5bfeb2ae58fc", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ia-05_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ia-05_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "133" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 



                        { 

                            "name": "uuid", 

                            "value": "3bffbc85-f8c8-4773-878c-

5bfeb2ae58fc" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">Part a:</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions&nbsp;personnel who require administrator access to the ORE 

environment are verified as part of the onboarding process. The 

onboarding process includes a background check to include the 

verification of the individualâ€™s identity and address. User accounts 

and initial temporary passwords will be set up as follows:</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><ul style=\"padding-left:40px\"><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

Operations team creates user accounts and distributes initial temporary 

passwords through email, or by separate channels such as slack or 

phone.</span></p></li><li style=\"list-style-type: disc\"><p 



style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Initial temporary passwords cannot be blank and must be 

set to force change at first login.</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Each user 

must have a unique ID and password, and may not access environments 

without individual identification and multi-factor 

authentication.</span></p></li></ul><p>Part b:</p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions&nbsp;personnel who require 

administrator access to the ORE environment are verified as part of the 

onboarding process. The onboarding process includes a background check to 

include the verification of the individualâ€™s identity and address. User 

accounts and initial temporary passwords will be set up as 

follows:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><ul style=\"padding-

left:40px\"><li style=\"list-style-type: disc\"><p style=\"margin-

left:36pt;text-indent:-18pt;mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Operations team creates user accounts and distributes 

initial temporary passwords through email, or by separate channels such 

as slack or phone.</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-



family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Initial temporary passwords cannot be blank and must be 

set to force change at first login.</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Each user 

must have a unique ID and password, and may not access environments 

without individual identification and multi-factor 

authentication.</span></p></li></ul><p></p><p>Part c:</p><p><b><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">2 Twelve Solutions 

Responsibility</span></u></b><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Policy and Procedures Identification and Authentication, 

governs 2 Twelve Solutions ORE user accounts and authenticators. Issued 

passwords meet 2 Twelve Solutions policy requirements respectively for 

password complexity.</span></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Strong 

passwords and passphrases must meet the following 

requirements:&nbsp;</span></p><ul style=\"padding-left:40px\"><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Contain 

at least twelve alphanumeric characters</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Contain both upper and lower case 

letters.&nbsp;</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Contain at least one number (for example, 0-

9).</span></p></li><li style=\"list-style-type: disc\"><p style=\"margin-

left:36pt;text-indent:-18pt;mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-



border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Contain at least one special character (for 

example,!$%^&amp;*()_+|~-

=\\`{}[]:\";'&lt;&gt;?,/)</span></p></li></ul><p></p><p>Part 

d:</p><p><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Lost, compromised, or damaged authenticators are revoked 

from being used. Users are required to report to Engineering when 

passwords are lost, compromised, or damaged. The 2 Twelve Solutions ORE 

Access and Digital Identity Plan establish the procedure for 

administrating authenticators.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part e:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">All user 

passwords for access to the 2 Twelve Solutions ORE environment are 

required to be changed upon initial user logon.&nbsp;All default 

authenticators are required to be changed for all new components that are 

added to the 2 Twelve Solutions ORE 

environment.&nbsp;</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part f:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE 



enforce refreshing authenticators through password expiration setting. 

For all password settings, password expiration is set for 60 or 90 days, 

defined as the maximum lifetime restriction.</span></p><p></p><p>Part 

g:</p><p><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions administrators are required to protect authenticator content 

from unauthorized disclosure and modification. The protection of 

authenticator content is required under the 2 Twelve Solutions ORE Rules 

of Behavior and the Access and Identify Management Plan. Users who do not 

comply with the 2 Twelve Solutions ORE Rules of Behavior may incur 

disciplinary action, including but not limited to employment termination 

and/or criminal prosecution.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part h:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operations maintains password management system features 

and functionality to include:</span></p><ul style=\"padding-

left:40px\"><li style=\"list-style-type: disc\"><p style=\"margin-

left:36pt;text-indent:-18pt;mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Allow users to select and change their own passwords and 

include a confirmation procedure to allow for input 

errors</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Enforce password complexity</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Force 

users to change their passwords at first log-on</span></p></li><li 



style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Enforce 

regular password changes with a maximum password lifetime of 60 or 90 

days</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Obscure passwords on the screen when being 

entered</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Authenticators are encrypted in storage and 

transmission</span></p></li></ul><p></p><p>Part I:</p><p><b><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">2 Twelve Solutions 

Responsibility</span></u></b><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE does not utilize group accounts. But if group 

accounts are ever used regular password changes are enforced with a 

maximum password lifetime of 60 or 90 days</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "418" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 



                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6766204" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-06T21:26:23.7673636" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ia-5" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ia-5 - Authenticator Management" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Identification and Authentication" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "347de45f-c2c4-4dcf-8280-

d255b9408bc8" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "7e077883-320c-4c9a-a7d3-

4bb66f68ccbc", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 



                        } 

                    ], 

                    "control-id": 419, 

                    "uuid": "a8aae5a4-28d0-4f7b-b91c-6342ec5d06b1", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ia-05.01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ia-05.01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "134" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "a8aae5a4-28d0-4f7b-b91c-

6342ec5d06b1" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p><span style=\"font-



family:'Times New Roman';font-size:9pt;color:#000000;mso-style-textfill-

fill-color:#000000\" 
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dABlAHIAcwAsACAAYQBuAGQAIABzAHAAZQBjAGkAYQBsACAAYwBoAGEAcgBhAGMAdABlAHIAc

wAFAAAAAABkAAAALQAgAFAAYQBzAHMAdwBvAHIAZABzACAAcwBoAGEAbABsACAAbgBvAHQAIA

BjAG8AbgB0AGEAaQBuACAAYQBuAHkAIABkAGkAYwB0AGkAbwBuAGEAcgB5ACAAdwBvAHIAZAB

zAAUAAAAAADgAAAAtACAAUABhAHMAcwB3AG8AcgBkAHMAIABzAGgAYQBsAGwAIABuAG8AdAAg

AGMAbwBuAHQAYQBpAAU7AgAAAREAAAAIBBIAAAAJAwAAABYEEgAAAAggAgAAAJYAAABuACAAY

QBuAHkAIABwAHIAbwBwAGUAcgAgAG4AbwB1AG4AIABvAHIAIAB0AGgAZQAgAG4AYQBtAGUAIA

BvAGYAIABhAG4AeQAgAHAAZQByAHMAbwBuACwAIABwAGUAdAAsACAAYwBoAGkAbABkACAAbwB

yACAAZgBhAG0AaQBsAGkAYQByACAAbgBhAG0AaQBuAGcALgAFAAAAAADEAAAALQAgAFAAYQBz

AHMAdwBvAHIAZABzACAAcwBoAGEAbABsACAAbgBvAHQAIABjAG8AbgB0AGEAaQBuACAAYQBuA

HkAIABzAGkAbQBwAGwAZQAgAHAAYQB0AHQAZQByAG4AIABsAGUAdAB0AGUAcgBzACAAbwByAC

AAbgB1AG0AYgBlAHIAcwAgAHMAdQBjAGgAIABhAHMAIAAiAHEAdQBlAHIAdAB5ACIALAAgAG8

AcgAgACIAeAB5AHoAMQAyADMAIgAuAAUAAAAAAIYAAAAtACAAUABhAHMAcwB3AG8AcgBkAHMA

IABzAGgAYQBsAGwAIABuAG8AdAAgAGIAZQAgAGEAIABkAHUAcABsAGkAYwBhAHQAaQB2AGUAI

ABvAGYAIAB0AGgAZQAgAHAAcgBlAHYAaQBvAHUAcwAgADIANAAgAHAAYQBzAHMAdwBvAHIAZA

BzAAUAAAAABQAAAAAAGAAAAFcAaABlAG4AIABpAHMAcwB1AGUAZAAsAAWuAQAAAREAAAAIBBI



AAAAJAwAAABYEEgAAAAiTAQAAAI4BAAAgAGQAZQBmAGEAdQBsAHQAIABjAHIAZQBkAGUAbgB0

AGkAYQBsAHMAIABhAHIAZQAgAHIAZQBxAHUAaQByAGUAZAAgAHQAbwAgAGIAZQAgAGMAaABhA

G4AZwBlAGQAIABpAG0AbQBlAGQAaQBhAHQAZQBsAHkAIAB1AHAAbwBuACAAaQBzAHMAdQBhAG

4AYwBlACAAYQBuAGQAIABjAGgAYQBuAGcAZQBkACAAdABvACAAYQAgAGMAbwBtAHAAbABlAHg

AIABwAGEAcwBzAHcAbwByAGQAIABhAHMAIABpAG4AZABpAGMAYQB0AGUAZAAgAGEAYgBvAHYA

ZQAuACAAQQBsAGwAIABwAGEAcwBzAHcAbwByAGQAIAB0AHIAYQBuAHMAbQBpAHMAcwBpAG8Ab

gBzACAAYQByAGUAIABzAHUAYgBtAGkAdAB0AGUAZAAgAHYAaQBhACAAVABMAFMAIAAxAC4AMQ

AgAGUAbgBjAHIAeQBwAHQAZQBkACAAcwBlAHMAcwBpAG8AbgAuAAUKAAAAAQAAAAAIAAAAAAU

KAAAACAUAAAANAAAAAAoAAAAAAAAAABEAAAAAVwIAAAASAAAAAQYAAAAACQYAAAAAGwYAAAAA

AQAAAAACNgIAAAAxAgAAAQYAAAA2ADcAOAACDAAAAE4AbwByAG0AYQBsAAkBAAAAAwgBAAAAA

QQGAAAANgA3ADgAEgYAAAA2ADcAOAAFCgEAAAABAAEBAAIBAAMBAAQGHgAAAFQAaQBtAGUAcw

AgAE4AZQB3ACAAUgBvAG0AYQBuAAUGHgAAAFQAaQBtAGUAcwAgAE4AZQB3ACAAUgBvAG0AYQB

uAAcGHgAAAFQAaQBtAGUAcwAgAE4AZQB3ACAAUgBvAG0AYQBuAAYGHgAAAFQAaQBtAGUAcwAg

AE4AZQB3ACAAUgBvAG0AYQBuAAgEFgAAAAoBAAwBACYEAAAAAA8BABABABEBACcEAAAAABQBA

BUBABYEFgAAABcBABgBABkGCgAAAGUAbgAtAFUAUwAaBgoAAABhAHIALQBTAEEAGwYKAAAAYQ

ByAC0AUwBBABwGAgAAAAAAHgEABt8AAAAAAQABBhIAAAAkBAAAAAAlBAAAAAAmBAAAAAAFAQE

GAQAHAQAIAQAJBhsAAAAnBPAAAAALAQEcAQAoBDwAAAAdAQApBAAAAAAOBggAAAAAAQEBA///

/xkBARsGfQAAAAAUAAAAAAMAAAAFBAAAAAAGBAQAAAADAQABFAAAAAADAAAABQQAAAAABgQEA

AAAAwEAAhQAAAAAAwAAAAUEAAAAAAYEBAAAAAMBAAMUAAAAAAMAAAAFBAAAAAAGBAQAAAADAQ

ALFAAAAAADAAAABQQAAAAABgQEAAAAAwEALAEA\">ORE ensures that technical 

controls are in place to ensure appropriate password complexity. PKI 

authentication is available using PIV and CAC cre</span><span 

style=\"font-family:'Times New Roman';font-size:9pt;color:#000000;mso-

style-textfill-fill-color:#000000\">dentials to access the ORE 

Application. In the event, a specific access surface does require 

username/password it will be inline with the requirements as seen 

below.<br style=\"mso-special-character:line-break;\">&nbsp;<br 

style=\"mso-special-character:line-break;\"></span><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Strong passwords and passphrases must meet the following 

requirements:&nbsp;</span></p><ul style=\"padding-left:40px\"><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Contain 

at least twelve alphanumeric characters</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Contain both upper and lower case 

letters.&nbsp;</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Contain at least one number (for example, 0-

9).</span></p></li><li style=\"list-style-type: disc\"><p style=\"margin-

left:36pt;text-indent:-18pt;mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-



border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Contain at least one special character (for 

example,!$%^&amp;*()_+|~-=\\`{}[]:\";'&lt;&gt;?,/)</span><span 

style=\"font-family:'Times New Roman';font-size:9pt;color:#000000;mso-

style-textfill-fill-color:#000000\"><br style=\"mso-special-

character:line-break;\">&nbsp;</span></p></li></ul><p>When issued, 

default credentials are required to be changed immediately upon issuance 

and changed to a complex password as indicated above. All password 

transmissions are submitted via TLS 1.3 encrypted session.</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "419" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6766849" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-06T21:18:13.4228054" 

                        }, 



                        { 

                            "name": "control-id", 

                            "value": "ia-5.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ia-5.1 - Password-based 

Authentication" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Identification and Authentication" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "ded4f862-0498-4b8f-b58f-

54e57b3a25d1" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "82d32a99-4d69-4b87-aa91-

5f2950d0ffdc", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 420, 

                    "uuid": "33b1e8df-5b96-461d-b317-c560aef38df1", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "135" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "33b1e8df-5b96-461d-b317-

c560aef38df1" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 



                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part a:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Certificate-based PKI authentication is available to be 

used to authenticate to the ORE.&nbsp;The ORE integrates with upstream 

identity management systems which allows the leveraging of PIV and CAC 

card credentials for access. This service additionally enables SSO 

functionality. The upstream identity management system validates the PIV 

and CAC certificate data, including checking the validation of 

certificate status, validation of keys, user data, and revocation data. 

By default, the Reverse Proxy only accepts TLS 1.3 and Let's Encrypt is 

leveraged as the root certificate for HTTPS connection.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part b:</span></p><p></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Certificate-based PKI authentication is available to be 

used to authenticate to the ORE.&nbsp;The ORE integrates with upstream 

identity management systems which allows the leveraging of PIV and CAC 

card credentials for access. This service additionally enables SSO 

functionality. The upstream identity management system validates the PIV 

and CAC certificate data, including checking the validation of 

certificate status, validation of keys, user data, and revocation data. 

By default, the Reverse Proxy only accepts TLS 1.3 and Let's Encrypt is 

leveraged as the root certificate for HTTPS connection.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-



alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "420" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6767469" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T20:56:43.0123736" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ia-5.2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ia-5.2 - Public Key-based 

Authentication" 

                        }, 



                        { 

                            "name": "control-family", 

                            "value": "Identification and Authentication" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "581e9d9a-5e8f-41ed-8864-

f0505301e784" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "23d21e6b-ffd4-4814-ab3b-

fbe6c72bae1e", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 424, 

                    "uuid": "c911c3b0-ef6d-4f6f-b166-aed662881f32", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "136" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "c911c3b0-ef6d-4f6f-b166-

aed662881f32" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-



bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE 

protects authenticators commensurate with the Moderate categorization of 

the data in the system per the ORE FIPS-199 categorization. 

Authenticators are encrypted in transmission and storage. The ORE Rules 

of Behavior specify actions for individuals to take to protect passwords. 

Users are trained in security best practices during annual security 

training.&nbsp;Users who do not comply with the 2 Twelve Solutions ORE 

Rules of Behavior may incur disciplinary action, including but not 

limited to employment termination and/or criminal 

prosecution.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE tools obscure feedback of authentication during the 

authentication process and does not display passwords in plain text. For 

access to the ORE application, certificates can be used over HTTPS in the 

web browser. By default, the Reverse Proxy only accepts TLS 1.3 and Let's 

Encrypt is leveraged as the root certificate for HTTPS 

connections.</span></p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "424" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 



                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6768097" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T20:50:50.796504" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ia-5.6" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ia-5.6 - Protection of 

Authenticators" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Identification and Authentication" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "0142da38-11f4-446f-936c-

965f8120159d" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "0bd77762-5277-48ce-9389-

77be8bfebbb6", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 



                    "control-id": 437, 

                    "uuid": "fb7e3dd1-c6e1-4232-9042-03412c0a9d81", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "137" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "fb7e3dd1-c6e1-4232-9042-

03412c0a9d81" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions obscures authenticator feedback that protects password inputs 

when the authentication process occurs. Authenticator feedback for the 

ORE is either hidden or obscured with the use of asterisks (*). This 

prevents exploitation and use by unauthorized individuals.</span></p><p 

style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p>" 

                        }, 

                        { 

                            "name": "status", 



                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "437" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6768708" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-02T20:49:56.0324495" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ia-6" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ia-6 - Authentication Feedback" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Identification and Authentication" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 



                            "value": "4863f844-7e57-4dc1-8f9f-

5ca3959cf2ad" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "2d654ecb-0b99-4ad0-836e-

48fe079e87e1", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 438, 

                    "uuid": "3dd87fe0-f68d-407c-a817-5cc903b7a9a9", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "138" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "3dd87fe0-f68d-407c-a817-

5cc903b7a9a9" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-



left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE implements FIPS-validated cryptographic modules, 

which provide mechanisms for authentication to a cryptographic module 

that meet the requirements of applicable federal laws, Executive Orders, 

directives, policies, regulations, standards, and guidance for such 

authentication. All access to the applications and APIs is through 

reverse proxies that enforce HTTPS via TLS v1.3. The ORE environment 

accepts FICAM credentials in the form of a SAML or OIDC token; however, 

this control requirement is met by the upstream implementation. The ORE 

environment integrates with upstream identity management systems which 

allows the leveraging of PIV and CAC card credentials for access. This 

enforces multi-factor authentication. </span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\">&nbsp;</p><p 

style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "438" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6769289" 



                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-02T19:54:22.9436897" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ia-7" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ia-7 - Cryptographic Module 

Authentication" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Identification and Authentication" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "5b55e08f-3b2d-4d5e-93e2-

8727a805d5a3" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "e80750de-b41c-4a70-bdac-

ca82914221ce", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 439, 

                    "uuid": "0a8d2874-be86-4346-9dd8-6dda9cf7ad94", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "139" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 



                            "value": "0a8d2874-be86-4346-9dd8-

6dda9cf7ad94" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">There are 

no non-organizational users with access to the ORE. 2 Twelve Solutions 

ORE supports federated authentication for user SSO using SAML 2.0 

assertions or OIDC claims from upstream identity management 

systems.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "439" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 



                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6769887" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-02T19:37:54.1445722" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ia-8" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ia-8 - Identification and 

Authentication (non-organizational Users)" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Identification and Authentication" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "3f78fb23-654f-4164-b66b-

e4cf2e31c00b" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "5b04b3d7-af36-4416-99e4-

3df692d70541", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 440, 



                    "uuid": "45961029-3246-4656-8fa8-46e3b14049fa", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "140" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "45961029-3246-4656-8fa8-

46e3b14049fa" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Verification of PIV and CAC credentials will be carried 

out by an upstream identity management system. After successful 

authentication, SAML assertions or OIDC claims will be transmitted from 

the identity management systems to ORE.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 



                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "440" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6770478" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-02T19:19:59.229295" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ia-8.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ia-8.1 - Acceptance of PIV 

Credentials from Other Agencies" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Identification and Authentication" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 



                            "value": "6634f9e0-9355-4632-a39a-

85298ed48577" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "255caec3-1c65-413c-b1d2-

bab0506d4d78", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 441, 

                    "uuid": "ae34e8ca-a4b2-4bf9-b722-a0a5eee7c607", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "141" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "ae34e8ca-a4b2-4bf9-b722-

a0a5eee7c607" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-



bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">All 

verification of third party credentials will be carried out by upstream 

identity management systems. It is a customer responsibility to configure 

their identity management systems to accept only NIST-compliant external 

authenticators. The ORE environment accepts FICAM credentials in the form 

of a SAML or OIDC token; however this control requirement is met by the 

upstream implementation. </span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\">&nbsp;</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "441" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6771056" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 



                            "value": "2023-06-02T19:17:01.1133263" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ia-8.2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ia-8.2 - Acceptance of External 

Authenticators" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Identification and Authentication" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "2f51d22f-fb5d-4060-bf43-

03194e5c0429" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "edbc9cf5-70d5-454e-b3ef-

ad44764a6b7b", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 443, 

                    "uuid": "d3eba6b7-7d2e-4951-96a2-50972f79a863", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ia-08.04_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "142" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 



                            "value": "d3eba6b7-7d2e-4951-96a2-

50972f79a863" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE 

accepts SAML and OIDC tokens from identity management systems and can 

work with identity management systems that implement CAC or PIV 

identification.</span></p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "443" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 



                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6771653" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-02T19:09:29.471845" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ia-8.4" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ia-8.4 - Use of Defined Profiles" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Identification and Authentication" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "0b347a3d-2f1f-4e3c-b0f5-

d75829d87742" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "cefc2b37-4eef-4835-b5eb-

be5ebdda6bf7", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 



                    "control-id": 450, 

                    "uuid": "a906a51e-5902-430c-98fa-7d165dc58499", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ia-11_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "120" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "a906a51e-5902-430c-98fa-

7d165dc58499" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"color: rgb(0, 0, 

0); font-family: Calibri; font-size: 13.3333px; font-style: normal; font-

variant-ligatures: normal; font-variant-caps: normal; font-weight: 400; 

letter-spacing: normal; orphans: 2; text-align: left; text-indent: 0px; 

text-transform: none; widows: 2; word-spacing: 0px; -webkit-text-stroke-

width: 0px; white-space: normal; background-color: rgb(255, 255, 255); 

text-decoration-thickness: initial; text-decoration-style: initial; text-

decoration-color: initial; display: inline !important; float: 

none;\">This control is reviewed at least annually or as needed by the 

ISSO and SO.</span></p><p><b><u><span style=\"scroll-behavior: auto 

!important; box-sizing: border-box; font-family: Calibri; font-size: 

10pt; color: rgb(0, 0, 0);\">2 Twelve Solutions 

Responsibility</span></u></b><span style=\"scroll-behavior: auto 

!important; box-sizing: border-box; font-family: Calibri; font-size: 

10pt; color: rgb(0, 0, 0);\">:</span></p><p style=\"scroll-behavior: auto 

!important; box-sizing: border-box; margin-top: 0pt; margin-bottom: 0pt; 

color: rgb(64, 78, 103); font-family: Roboto, sans-serif; font-size: 

12px; font-style: normal; font-variant-ligatures: normal; font-variant-

caps: normal; font-weight: 400; letter-spacing: normal; orphans: 2; text-

align: left; text-indent: 0px; text-transform: none; widows: 2; word-

spacing: 0px; -webkit-text-stroke-width: 0px; white-space: normal; 

background-color: rgb(255, 255, 255); text-decoration-thickness: initial; 

text-decoration-style: initial; text-decoration-color: initial; line-



height: 10pt; border: none;\"><span style=\"scroll-behavior: auto 

!important; box-sizing: border-box; font-family: Calibri; font-size: 

10pt; color: rgb(0, 0, 0);\">The ORE application requires the user to re-

authenticate to resume the user session after a timeout or expiration. 

Users will  be required to re-authenticate when credentials are changed. 

They will automatically be logged out of all active sessions and be 

forced to re-authenticate.&nbsp; 2 Twelve Solutions will periodically 

review the effectiveness of the re-authentication process and associated 

criteria. Based on the review findings, necessary adjustments or 

enhancements will be made to ensure the control remains effective in 

mitigating risks and addressing evolving threats.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "450" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6757028" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-10T19:49:02.8413131" 

                        }, 



                        { 

                            "name": "control-id", 

                            "value": "ia-11" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ia-11 - Re-authentication" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Identification and Authentication" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "79168f03-4e65-451a-ab36-

d3d43e828fd3" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "a52b6886-0b16-4e30-95b6-

ee4b8719daf8", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 451, 

                    "uuid": "c350b4c9-143e-4ffb-b695-a869c1a1426c", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "121" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "c350b4c9-143e-4ffb-b695-

a869c1a1426c" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 



                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "451" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6757612" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-10T19:37:49.5856992" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ia-12" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ia-12 - Identity Proofing" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Identification and Authentication" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "e1eb0876-d82b-45ed-a0b8-

bea52c0bbae9" 



                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "8a3d115a-b71b-4be1-8b2b-

e30116392809", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 453, 

                    "uuid": "e0481063-18c6-4a59-ba2a-deac9bd21720", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "122" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "e0481063-18c6-4a59-ba2a-

deac9bd21720" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "453" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 



                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6758218" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-10T19:38:05.794806" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ia-12.2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ia-12.2 - Identity Evidence" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Identification and Authentication" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "3f824631-1fa1-4019-92fb-

fe1fa8936480" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "98533a14-f917-4636-a47e-

e03d4efc8fb4", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 454, 

                    "uuid": "8b60e80b-dc3b-417f-9a0f-c3519c2a19eb", 

                    "set-parameters": [ 



                        { 

                            "param-id": "ia-12.03_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "123" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "8b60e80b-dc3b-417f-9a0f-

c3519c2a19eb" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "454" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 



                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6758796" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-10T19:38:13.0439588" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ia-12.3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ia-12.3 - Identity Evidence 

Validation and Verification" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Identification and Authentication" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "400ce4f2-1974-48cf-969f-

6051a2475477" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "e9af38e0-8b15-40b1-96d5-

877af7f90b14", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 456, 

                    "uuid": "b4165d9c-60d0-4a61-b029-bb9603f6c34b", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ia-12.05_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 



                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "124" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "b4165d9c-60d0-4a61-b029-

bb9603f6c34b" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Inherited" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "456" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6759393" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 



                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-10T19:38:49.8958123" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ia-12.5" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ia-12.5 - Address Confirmation" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Identification and Authentication" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "2a08455c-f3e9-4f65-8d6e-

25eb1694e0e8" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "01f2c1dc-08dc-4001-b145-

4c1f1eee3a3d", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 165, 

                    "uuid": "dd7dbf34-5ada-4a67-800f-fd29bd0a46c2", 

                    "set-parameters": [ 

                        { 

                            "param-id": "au-01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "au-01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "au-01_odp.03", 

                            "values": [ 



                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "au-01_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "au-01_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "au-01_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "au-01_odp.07", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "au-01_odp.08", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "au-1_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "46" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "dd7dbf34-5ada-4a67-800f-

fd29bd0a46c2" 

                        }, 



                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions ORE Information Security Policy 

directs the activities within the ORE System Event Logging and Alert 

Management Plan. The plan addresses purpose, scope, responsibilities 

(including management commitment), coordination among organizational 

entities, and compliance requirements to meet the FedRAMP control 

implementation requirements for the Audit and Accountability control 

family of a moderate baseline.&nbsp; The plan specifically addresses 

procedures or processes related to:</span></p><ul style=\"padding-

left:40px\"><li style=\"list-style-type: disc\"><p style=\"margin-

left:38.050000000000004pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Security 

Information and Event Management (SIEM) Tool Architecture; 

and</span></p></li><li style=\"list-style-type: disc\"><p style=\"margin-

left:38.050000000000004pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Audit 

Events Sources, Logging, and Alerts</span></p></li></ul><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-



pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">All ORE procedures that are captured in Thanos document 

management system, 2 Twelve Solutionsâ€™s document repository management 

system, are reviewed at least annually by the document owner and the ORE 

Architecture Review Board (ARB). The ARB consists of Engineering and 

Operations. The ARB is responsible for notifying stakeholder when changes 

are made and approved by the ARB. This may require the creation of new 

documentation or reviewing and updating current procedures, annually or 

as needed; and policies every 3 years or as needed.</span></p><p 

style=\"mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Operations and Engineering team are responsible for 

reading the document on an annual basis. The team composition includes 

the following:</span></p><ul style=\"padding-left:40px\"><li 

style=\"list-style-type: disc\"><p style=\"margin-

left:38.050000000000004pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Engineering (Development Manager and Developrs and 

Analysts);</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:38.050000000000004pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operations (Operations, Databases, and Network); 

and</span></p></li></ul><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE 

Leadership (SVP, System Owner; VP, CISO; and VP, 

Operations);</span></p><p>Part b:</p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-



between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE policies are managed by the ISSO and 

SO.</span></p><p>Part c:</p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed at least annually or as needed by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE policies are reviewed and updated every three years 

by the Operations team. The Engineering team updates the procedure 

annually. The ORE Leadership team approves all changes.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "165" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 



                            "value": "2023-01-27T17:59:11.6704963" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T14:39:23.6740927" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "au-1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "au-1 - Policy and Procedures" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Audit and Accountability" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "f95345c1-3eb4-4de7-a855-

df1b0a81375a" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "b58a217e-6831-4e87-8c5a-

12ef8c1d862f", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 166, 

                    "uuid": "093936c0-3f68-4898-b1a4-702966d3286b", 

                    "set-parameters": [ 

                        { 

                            "param-id": "au-02_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "au-02_odp.02", 

                            "values": [ 

                                "" 

                            ] 



                        }, 

                        { 

                            "param-id": "au-02_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "au-02_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "au-2_prm_2", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "49" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "093936c0-3f68-4898-b1a4-

702966d3286b" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 



style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">All 

events are logged and forwarded to SIEM, centralized logging platform. As 

documented in ORE&nbsp;System Event Logging and Alert Management Plan, 

and based on the mission/business processes identified in the ORE 

Business Impact Analysis, ORE audits:</span></p><p style=\"margin-

top:6.000000000000001pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE environment auditable events: &nbsp;</span></p><ul 

style=\"padding-left:40px\"><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Successful and unsuccessful account logon 

events</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Account 

management events</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Object 

access</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Policy 

change</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Privilege 

functions</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Process 

tracking</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-



alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">System 

events</span></p></li></ul><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;log collector within AWS captures audit log events 

and send to SIEM server. 2 Twelve Solutions ORE auditable events are 

selected using a risk-based approach that takes into account their 

information security standards. The following are deemed to be auditable 

events:</span></p><p style=\"margin-left:36pt;margin-

top:6.000000000000001pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">â€¢ All administrator privileged functions</span></p><p 

style=\"margin-left:36pt;margin-top:6.000000000000001pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">â€¢ 

Authentication checks</span></p><p style=\"margin-left:36pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">â€¢ Authorization checks</span></p><p style=\"margin-

left:36pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">â€¢ Data deletions, data access, data changes, and 

permission changes</span></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Databases:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> ORE generates audit records for the following events 

which are then transported to a centralized audit processing 

tool.</span></p><ul style=\"padding-left:40px\"><li style=\"list-style-

type: disc\"><p style=\"margin-left:54.00000000000001pt;text-indent:-

18pt;mso-pagination:none;margin-top:0pt;margin-



bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Database 

events</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:54.00000000000001pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">SQL statements</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:54.00000000000001pt;text-indent:-

18pt;mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Privileges</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:54.00000000000001pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Schemas</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:54.00000000000001pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Objects</span></p></li></ul><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Operating 

System:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\"> Events 

captured in OSSEC, ClamAV and rkhunter are forwarded to SIEM. 2 Twelve 

Solutions ORE monitors industry-wide security threats and has defined the 

following events as auditable events that should be captured in system 

audit logs based on mission/business needs:</span></p><ul 

style=\"padding-left:40px\"><li style=\"list-style-type: disc\"><p 

style=\"margin-left:54.00000000000001pt;text-indent:-18pt;margin-

top:3.0000000000000004pt;margin-

bottom:3.0000000000000004pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Failed logon attempts</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:54.00000000000001pt;text-



indent:-18pt;margin-top:3.0000000000000004pt;margin-

bottom:3.0000000000000004pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">File integrity monitoring</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-

left:54.00000000000001pt;text-indent:-18pt;margin-

top:3.0000000000000004pt;margin-

bottom:3.0000000000000004pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Account and/or profile changes and 

deletions</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:54.00000000000001pt;text-indent:-18pt;margin-

top:3.0000000000000004pt;margin-

bottom:3.0000000000000004pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Changes to system security settings and 

parameters</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:54.00000000000001pt;text-indent:-18pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">System shutdowns/restarts</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-

left:54.00000000000001pt;text-indent:-18pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Use of 

privileged accounts and/or activities</span></p></li></ul><p 

style=\"margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Since application access will use accounts on customer 

identity management solutions, auditing successful and unsuccessful logon 

events and account management events is a customer responsibility for 

customer identity management solutions. ORE will audit users accessing 

the system with SAML tokens and assignment of ORE roles to customer 

accounts including addition of roles to an account, changes of roles to 

an account and removal of roles from an account.</span></p><p>Part 



b:</p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed at least annually or as needed by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System:</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\"> Engineering researches and monitors 

industry-wide security threats and provides the results of their 

assessments to other organizational entities requiring audit related 

information, including the 2 Twelve Solutions ORE support teams 

Development team if needed can be involved too to help guide the 

selection of auditable events. ORE uses SIEM to aggregate and generate 

audit log reports and alert on significant events. Event alerts and 

configuration of SIEM, including queries and alerts are coordinated by 

Engineering, jointly, through the ORE ARB.&nbsp;Operations leverages the 

data captured in the logs to perform investigations of events within the 

system and determines source, vulnerability and effective remediation 

actions to avert future compromises.&nbsp;</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\">&nbsp;</p><p 

style=\"margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers are responsible to coordinates the security 

audit function with other customer organizational entities requiring 

audit-related information to enhance mutual support and to help guide the 

selection of auditable events.</span></p><p></p><p>Part c:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-



bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System:</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;Audit events logged by </span><span 

style=\"font-family:'Calibri';font-size:10pt;background-

color:#ffffff;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE</span><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\"> include 

sufficient information to support after-the-fact investigations of 

security incidents. The selection of auditable events is coordinated by 

Engineering, jointly, through the ORE&nbsp;ARB.&nbsp; If the auditable 

events defined for the system do not provide sufficient detail for 

investigations, additional events will be added to the list in the SSP 

and the audit configuration on ORE components to capture the new audit 

events.&nbsp;</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u></b><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers are responsible to provide a rationale for why 

the auditable events are deemed to be adequate to support after-the-fact 

investigations of security incidents.</span></p><p></p><p>Part 

d:</p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed at least annually or as needed by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-



border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE 

generates audit logs when the following events occur:</span></p><p 

style=\"margin-left:36pt;mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">â€¢ Requests to create, read, update or delete restricted 

information are performed.</span></p><p style=\"margin-left:36pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">â€¢ A 

network connection is initiated or accepted.</span></p><p style=\"margin-

left:36pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">â€¢ 

Access rights are granted, modified or revoked including the addition of 

a new user or group.</span></p><p style=\"margin-left:36pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">â€¢ User 

privileges, file permissions, firewall rules, user passwords or database 

object permissions are changed.</span></p><p style=\"margin-

left:36pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">â€¢ 

Network, application, system or service configurations are 

changed.</span></p><p style=\"margin-left:36pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">â€¢ Installation and software patches and other software 

changes.</span></p><p style=\"margin-left:36pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-



bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">â€¢ An application is started, shutdown or 

restarted.</span></p><p style=\"margin-left:36pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">â€¢ An 

application is ended abnormally.</span></p><p style=\"margin-

left:36pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">â€¢ 

Intrusion Prevention System, antivirus, or antispyware system detects 

suspicious activity.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> Events captured and described in part a and 

below:</span></p><ul style=\"padding-left:40px\"><li style=\"list-style-

type: disc\"><p style=\"margin-left:54.00000000000001pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;Account and/or profile changes and 

deletions</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:54.00000000000001pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Successful and unsuccessful account login 

events</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:54.00000000000001pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Changes 

to system security settings and parameters</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-

left:54.00000000000001pt;text-indent:-18pt;mso-pagination:none;line-



height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">System shutdowns/restarts</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-

left:54.00000000000001pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Use of privileged accounts and/or 

activities</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:54.00000000000001pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">All 

administrator privileged functions</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:54.00000000000001pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Authentication checks</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:54.00000000000001pt;text-

indent:-18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Authorization checks</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:54.00000000000001pt;text-

indent:-18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Data 

deletions, data access, data changes, and permission 

changes</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:54.00000000000001pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Command-

line interface access and use</span></p></li></ul><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-



alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> Database events are captured and logged as described in 

part a above and below:</span></p><ul style=\"padding-left:40px\"><li 

style=\"list-style-type: disc\"><p style=\"margin-

left:54.00000000000001pt;text-indent:-18pt;mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database events</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:54.00000000000001pt;text-indent:-

18pt;mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">SQL 

statements</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:54.00000000000001pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">SQL injection attempts</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:54.00000000000001pt;text-

indent:-18pt;mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Signature 

DB update failure</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:54.00000000000001pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Privileges</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:54.00000000000001pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Schemas</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:54.00000000000001pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Objects</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:54.00000000000001pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-



bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Authorization checks</span></p></li></ul><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operating System:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> System events are audited and captured 

below:</span></p><ul style=\"padding-left:40px\"><li style=\"list-style-

type: disc\"><p style=\"margin-left:54.00000000000001pt;text-indent:-

18pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Failed logon attempts</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:54.00000000000001pt;text-

indent:-18pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">File integrity monitoring</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-

left:54.00000000000001pt;text-indent:-18pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Account 

and/or profile changes and deletions</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:54.00000000000001pt;text-

indent:-18pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Changes to system security settings and 

parameters</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:54.00000000000001pt;text-indent:-18pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">System shutdowns/restarts</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-

left:54.00000000000001pt;text-indent:-18pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-



size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Use of 

privileged accounts and/or activities</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:54.00000000000001pt;text-

indent:-18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Authorization checks</span></p></li></ul><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers are responsible to define events that are to be 

audited for application access.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "166" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 



                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6706868" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T14:47:24.321213" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "au-2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "au-2 - Event Logging" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Audit and Accountability" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "addd0cbd-61ad-436c-bc75-

aaa3c65f40a7" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "7ec70055-e265-461c-a8cf-

29524afef317", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 171, 

                    "uuid": "8b44d135-462b-42f4-ad4f-c3013e9a296a", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "50" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 



                            "value": "8b44d135-462b-42f4-ad4f-

c3013e9a296a" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System:</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;ORE generates audit records that 

contain the following information: what type of event occurred, a 

date/time stamp, where the event occurred in the form of IP address or 

hostname, the source of the event, the outcome of the event, the user ID, 

and the action taken. Logs captured from log collector, OSSEC, rkhunter, 

ClamAV, and system events are forwarded to centralized log aggregation 

tool, SIEM.&nbsp; For other event sources the outcome of the event is 

implicit in the description of the action taken.&nbsp;Auditing systems 

within the ORE environment records and maintains audit records that are 

sufficient to answer:</span></p><ul style=\"padding-left:40px\"><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">What type of activity was performed: event type and log 

message fields showing the component affected and whether the activity 

was related to authorizing, creating, reading, updating, deleting, or 

accepting a network connection</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">When the activity was performed: a timestamp showing time 

and date</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;margin-

top:6.000000000000001pt;margin-



bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">What tools were used to perform the activity: this 

includes a process or transaction name or identifier.</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;margin-top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Whether the event was a success or 

failure</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">What individuals were associated with this event: 

information that identifies the subject requesting the action such as a 

user name, computer name, IP address, and MAC address.</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;margin-top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Where the event occurred:&nbsp; information that 

identifies the object the action was performed on includes the resource 

or file names accessed and unique identifiers of records accessed in a 

database.</span></p></li></ul><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u></b><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers are responsible to generates audit records 

containing information that establishes what type of event occurred, when 

the event occurred, where the event occurred, the source of the event, 

the outcome of the event, and the identity of any individuals or subjects 

associated with the event.</span><span style=\"font-

family:'Calibri';font-size:11pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 



                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "171" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6707477" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T14:48:46.0392969" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "au-3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "au-3 - Content of Audit Records" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Audit and Accountability" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "53fc71db-14e9-40ae-9666-

90819c941a82" 



                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "cf6dbb57-0214-48e5-a640-

bc14925a9450", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 172, 

                    "uuid": "029bc724-d4e7-475b-a721-bbf632c3fe93", 

                    "set-parameters": [ 

                        { 

                            "param-id": "au-03.01_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "51" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "029bc724-d4e7-475b-a721-

bbf632c3fe93" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;margin-top:0pt;margin-bottom:0pt;tab-

stops:13.096875cm;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;margin-top:0pt;margin-bottom:0pt;tab-

stops:13.096875cm;border:none;mso-border-left-alt:none;mso-border-top-



alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System:</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;ORE utilizes Apache web servers to 

generate audit records containing the following additional information: 

session, connection, transaction, or activity duration; for client-server 

transactions,; additional informational messages to diagnose or identify 

the event; characteristics that describe or identify the object or 

resource being acted upon. ORE utilizes Datadog to track the number of 

bytes received and bytes sent.</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;margin-top:0pt;margin-

bottom:0pt;tab-stops:13.096875cm;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;tab-

stops:13.096875cm;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u></b></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;tab-stops:13.096875cm;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;Customers are responsible to generate audit records 

containing the following additional information: session, connection, 

transaction, or activity duration; for client-server transactions, the 

number of bytes received and bytes sent; additional informational 

messages to diagnose or identify the event; characteristics that describe 

or identify the object or resource being acted upon.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "172" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 



                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6708053" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T14:49:29.74168" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "au-3.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "au-3.1 - Additional Audit 

Information" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Audit and Accountability" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "a2350fb3-af96-448c-8561-

4ede539c48a7" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "49a43fc9-9c0b-4cde-89b9-

e37357e676d5", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 175, 



                    "uuid": "2513b302-7142-4cff-b9d8-706495aef419", 

                    "set-parameters": [ 

                        { 

                            "param-id": "au-04_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "52" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "2513b302-7142-4cff-b9d8-

706495aef419" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;margin-top:0pt;margin-bottom:0pt;tab-

stops:13.096875cm;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System:</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;2 Twelve Solutions has allocated 

enough storage so that all ORE auditable events can be stored 

indefinitely. The audit log capacity for all SIEM Enterprise indexer has 

storage of 500 GB and can be increased as needed. Daily snapshots of the 

instance serve as the long term storage. When required, more storage can 

be added to this as it is tied to EBS volume. SIEM is configured to send 

out alerts and create an auto Agile system ticket when disk hits 90% 

threshold. Additionally, they are also backed to S3 storage through 

backup jobs.</span></p><p style=\"mso-pagination:none lines-



together;page-break-after:avoid;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility</span></u></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> Customers are responsible to allocates audit record 

storage capacity in accordance with organizational 

requirement</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "175" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6708828" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 



                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T14:51:45.3889151" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "au-4" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "au-4 - Audit Log Storage Capacity" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Audit and Accountability" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "b60d9140-da57-4921-84a4-

fe456cd312a2" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "42f796f8-51b7-4847-804c-

cc01fbdd76e8", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 177, 

                    "uuid": "a5985c77-1c6f-4a0c-a456-240171e6877f", 

                    "set-parameters": [ 

                        { 

                            "param-id": "au-05_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "au-05_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "au-05_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 



                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "53" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "a5985c77-1c6f-4a0c-a456-

240171e6877f" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;margin-top:0pt;margin-

bottom:0pt;tab-stops:13.096875cm;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System:</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;In the event that there is an audit 

processing failure within ORE, the Operations team will be 

alerted&nbsp;through SIEM. Uptime monitoring will send an alert if SIEM 

instance goes down and logs are not being forwarded to SIEM. SIEM&nbsp;is 

configured to send out alerts when disk is 90% full.&nbsp;Operations will 

then confirm the disk utilization and either provision more storage or 

write over old space.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 



Responsibility</span></u></b></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customers 

are responsible to alert appropriate personnel in the event of an audit 

processing failure. Customers are responsible to define appropriate 

actions in the event of an audit processing 

failure.</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

b:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed at least annually or as needed by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none lines-together;page-break-

after:avoid;margin-top:0pt;margin-bottom:0pt;tab-

stops:13.096875cm;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System:</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;If audit processing fails on a ORE 

component, SIEM is configured to alert the Operations and Engineering 

team if logs are not being forwarded and if SIEM instance itself goes 

down. These personnel will take the action to correct the audit failure 

or if that is not possible, to shut down problematic server instances as 

needed. New instances will be instantiated as needed to resolve the audit 

processing failure. Depending upon the level and type of failure, the 

event monitoring tool sends notices to the appropriate 2 Twelve Solutions 

ORE administrators. These alerts are forwarded to the service operations 

team and the following actions are taken:</span></p><ul style=\"padding-

left:40px\"><li style=\"list-style-type: disc\"><p style=\"margin-

left:36pt;text-indent:-18pt;mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">An 

attempt will be made to restart the audit collection.</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

centralized logging platform and load balancers are inspected to 

determine the source of the issue.</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-



family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The proper teams are followed up with depending on the 

error message being produced as a result of the audit processing failure. 

Application audit failures are remediated by the Engineering 

team.</span></p></li></ul><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Appropriate action including shutting down the system 

component, if necessary, increasing space allocated for audit logs, and 

ensuring that log allocation is being performed properly. While a given 

component may be shut down due to audit processing failure, the entire 

system does not get shutdown and the environment continues to 

operate.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u></b><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers are responsible to define appropriate actions 

in the event of an audit processing failure.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "177" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 



                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6709696" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T14:55:58.2697296" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "au-5" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "au-5 - Response to Audit Logging 

Process Failures" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Audit and Accountability" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "e5900cc3-8d01-402e-981f-

59ce90e6970b" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "50c9e045-e97d-4a12-8934-

3b18c827ff62", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 183, 

                    "uuid": "a0fd102d-fa3f-48af-aa58-e67b7510f3bf", 

                    "set-parameters": [ 

                        { 

                            "param-id": "au-06_odp.01", 

                            "values": [ 



                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "au-06_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "au-06_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "54" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "a0fd102d-fa3f-48af-aa58-

e67b7510f3bf" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;margin-top:0pt;margin-

bottom:0pt;tab-stops:13.096875cm;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;</span></p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-



alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions DC environment has automated tools in 

place for the monitoring, logging, alerting, reporting and auditing the 

logs in real-time for indications of inappropriate or unusual activity on 

all virtual asset types. A centralized logging platform and SIEM tool are 

used to identify events and address alerts in the 2 Twelve Solutions ORE 

environment. All audit events are sent in near real-time to SIEM for log 

aggregation, analysis, and alerting on significant events. Logs are 

collected from the operating system, database, AWS log collector, web 

servers and applications.&nbsp; These logs are processed in near real-

time by SIEM with alerts generated for indications of inappropriate and 

unusual activity. The near real-time processing exceeds the DoD 

requirement for at least weekly review. Alerts include but are not 

limited to:</span></p><ul style=\"padding-left:40px\"><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Successful and unsuccessful logon 

events</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Account 

management events</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Object 

access</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Policy 

change</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Privilege 

function</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Process 

Tracking</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-



alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">System 

events</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">All 

Administrator activity</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:36pt;text-indent:-18pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Authentication Checks</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Authorization Checks</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Data Deletion</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:36pt;text-indent:-18pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Data Access</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:36pt;text-indent:-18pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Data Changes</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:36pt;text-indent:-18pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Permission Changes</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Actions related to privilege change</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-



alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Privilege user creation</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Privileged required Deletion</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Attempts to log in at the Root 

level</span></p></li></ul><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> log collector in AWS forwards logs to SIEM. Audit logs 

are reviewed in real time upon detection of suspicious 

activity.</span></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> Database events are forwarded to SIEM. If an event 

triggers review, Operations and Engineering teams are alerted and Agile 

system ticket is created to investigate and track the event.</span></p><p 

style=\"margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operating System:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;ClamAV, OSSEC, rkhunter logs are forwarded to SIEM 

and reviewed upon identification of malware or suspicious 

event.</span></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-



alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u></b><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers are responsible to review and analyze 

information system audit records for indications of inappropriate or 

unusual activity</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

b:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed at least annually or as needed by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System:</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;Findings discovered through the 

analysis and review process will be reported to the Engineering team and 

Operations team via a Agile system ticket in accordance with the 

procedures of the incident response process, following the Incident 

Reporting Procedures.</span></p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;Customers are responsible to report findings to 

appropriate personnel.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 



                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "183" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6710379" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T14:58:28.7347122" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "au-6" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "au-6 - Audit Record Review, 

Analysis, and Reporting" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Audit and Accountability" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "ae3385a4-17ea-4dfd-8952-

9778fb9670f0" 

                        } 



                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "32dcd027-299e-454a-b12a-

5b7ca35d1aed", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 184, 

                    "uuid": "a109d7b6-279d-442c-bda1-68c859a65a87", 

                    "set-parameters": [ 

                        { 

                            "param-id": "au-06.01_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "55" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "a109d7b6-279d-442c-bda1-

68c859a65a87" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">2 Twelve Solutions Responsibility:</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;</span></p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System:</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;ORE utilizes SIEM to aggregate and 

correlate audit information and alert on significant events. SIEM 

integrates the audit review and reporting process, and assists in the 

analysis and correlation of audit records for investigation and response 

to suspicious activities by providing near real-time alerts to 

appropriate ORE personnel.&nbsp;</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><ul style=\"padding-

left:40px\"><li style=\"list-style-type: disc\"><p style=\"margin-

left:36pt;text-indent:-18pt;mso-pagination:none lines-together;page-

break-after:avoid;line-height:10pt;margin-top:0pt;margin-bottom:0pt;tab-

stops:1.27cm;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Centralized Logging Platform: supports the collection of 

the audit log data for application, infrastructure, and network devices 

within 2 Twelve Solutions ORE.&nbsp;</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;tab-

stops:1.27cm;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">SIEM 

tool: supports analysis of authentication and infrastructure logs to 

identify and alert on atypical environment activity and potential 

incidents.</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;tab-stops:1.27cm;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application Performance Monitoring Tools: used to monitor 

application performance activity (e.g. bandwidth, service status) and 

events, and to provide reporting capabilities on items such as SLAs, 

resource utilization, voice quality, and capacity 

utilization.</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;tab-stops:1.27cm;border:none;mso-border-left-alt:none;mso-



border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Intrusion Prevention System (IPS): used to detect 

external malicious activity affecting the 2 Twelve Solutions 

ORE&nbsp;environment. Monitoring is performed to detect malicious events 

originating from the network perimeter.</span></p></li></ul><p 

style=\"mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers are responsible to employs automated mechanisms 

to integrate audit review, analysis, and reporting processes to support 

customer processes for investigation and response to suspicious 

activities.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "184" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 



                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6711001" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T14:59:23.2325936" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "au-6.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "au-6.1 - Automated Process 

Integration" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Audit and Accountability" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "76728ad1-7589-422d-ab5f-

68ae0dd8cbc9" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "b61ac427-46cd-471d-88ff-

49c5b86fffa2", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 186, 

                    "uuid": "2834cf64-c31f-4bbc-b06c-b601af9e983c", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "56" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 



                        { 

                            "name": "uuid", 

                            "value": "2834cf64-c31f-4bbc-b06c-

b601af9e983c" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;</span></p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System:</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;ORE maintains a single audit log 

repository in SIEM with logs from server OS, Web servers, Database audit 

records, AWS log collector and applications being processed by SIEM in 

near real-time to gain organization-wide situational awareness.&nbsp;The 

rule sets in SIEM and security alerts aggregated from&nbsp;ClamAV, 

rkhunter&nbsp;OSSEC triggers an alert and notify Engineering in near real 

time.&nbsp;</span></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u></b><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers are responsible to analyzes and correlates 

audit records across different repositories to gain organization-wide 

situational awareness.</span></p>" 



                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "186" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6711588" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T15:06:03.0850665" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "au-6.3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "au-6.3 - Correlate Audit Record 

Repositories" 

                        }, 

                        { 

                            "name": "control-family", 



                            "value": "Audit and Accountability" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "38389ee2-132d-46a7-8cdd-

0a6daf1263c5" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "21e8c034-137d-4f2b-93c8-

e5a1a3d35455", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 194, 

                    "uuid": "df78d1e4-c751-4757-b6a1-036e6ab596a9", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "57" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "df78d1e4-c751-4757-b6a1-

036e6ab596a9" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span>&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-



bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System: </span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">ORE utilizes SIEM to aggregate audit 

information and alert on significant events, and serves as the tool for 

audit reduction and reporting. SIEM is implemented to analyze, reduce, 

and generate reports of auditable system events. SIEM allows 

administrators to automatically process audit record events of interest 

based upon selectable search criteria and supports after-the-fact 

investigations of security incidents. The SIEM system:</span></p><ul 

style=\"padding-left:40px\"><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Aggregates and correlates information gathered from the 

components of the system</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Provides 

single pane-of-glass management, reporting and 

administration.</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Incorporates 5:1 compression allowing more history to be 

stored</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Has integrated search that allows data of interest to be 

easily located.</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Identifies data patterns, provides metrics, diagnoses 

problems in real-time, facilitates decision-making for application 

management, security, and compliance activities</span></p></li></ul><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-



between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers are responsible to audit reduction and report 

generation capability that supports on-demand audit review, analysis, and 

reporting requirements and after-the-fact investigations of security 

incidents.</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

b:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed at least annually or as needed by the ISSO and 

SO.</span></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System:</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;SIEM supports on demand and after-

the-fact investigations of security incidents without altering original 

audit records. Audit logs are protected in SIEM from modification or 

deletion until the defined retention period is exceeded according to ORE 

Record Retention Policy. Audit events are captured at local servers 

throughout the ORE system and are forwarded to SIEM near real time for 

analysis and review. Users have read-only permissions to review logs so 

logs cannot be altered in SIEM. Access to SIEM audit data is strictly 

controlled and access is provided on a need to know basis. The actual log 

data of the SIEM is stored on S3 compatible storage that is external to 

the SIEM and cannot be altered. Finally, the configuration of the SIEM 

forwarder agent, including which log files to forward from the server 

instances, is defined in /etc/grafana-agent.yaml. Data integrity check is 

enabled in SIEM for ORE environment.&nbsp;</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:&nbsp;</span></u></b></p><p 



style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customers 

are responsible to audit reduction and report generation capability that 

does not alter the original content or time ordering of audit 

records.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "194" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6712197" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T15:32:50.1107407" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "au-7" 



                        }, 

                        { 

                            "name": "control-title", 

                            "value": "au-7 - Audit Record Reduction and 

Report Generation" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Audit and Accountability" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "12097121-c2a9-4532-b2c3-

b106ceb14c2a" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "d6797031-30af-47fe-bbec-

99d4eac19a30", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 195, 

                    "uuid": "ca33794a-943b-48f3-9936-129ad2fd5e10", 

                    "set-parameters": [ 

                        { 

                            "param-id": "au-07.01_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "58" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "ca33794a-943b-48f3-9936-

129ad2fd5e10" 

                        }, 

                        { 

                            "name": "controlOwnerId", 



                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System:</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;ORE utilizes SIEM to process audit 

records for events of interest based on the type of event that occurred, 

the date/time stamp, where the event occurred in the form of IP address 

or hostname, the source of the event, the outcome of the event, the user 

ID, and the action taken.&nbsp;</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility</span></u></b></p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers are responsible to provide the capability to 

process audit records for events of interest based on customer defined 

events.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 



                        }, 

                        { 

                            "name": "controlID", 

                            "value": "195" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6712802" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T15:34:22.2103963" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "au-7.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "au-7.1 - Automatic Processing" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Audit and Accountability" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "b4366511-a456-4dad-90b2-

653f64d9b2fb" 

                        } 

                    ] 

                }, 



                { 

                    "by-components": [ 

                        { 

                            "uuid": "54b85463-4be8-4576-9adb-

701c04f7bb87", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 197, 

                    "uuid": "6ae810f8-2111-4165-88b8-b9d62a037553", 

                    "set-parameters": [ 

                        { 

                            "param-id": "au-08_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "59" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "6ae810f8-2111-4165-88b8-

b9d62a037553" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\">&nbsp;<b><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">2 Twelve Solutions 

Responsibility:</span></u></b><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></p><p><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">Application, Database, Operating System:</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;ORE components, including server 

instances, use internal system clocks to generate time stamps for audit 

records. The ORE componentsâ€™ internal clocks are synchronized hourly 

with NIST time servers via Network Time Protocol (NTP), to provide an 

accurate time source for audit records.&nbsp;The NIST time server used 

for time synchronization is http://tf.nist.gov/tf-

cgi/servers.cgi.</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

b:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed at least annually or as needed by the ISSO and 

SO.</span></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></p><p><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System:</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;Audit record time stamps are mapped 

to Coordinated Universal Time (UTC) and record date/time stamps with a 

granularity of one second.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "197" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 



                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6713964" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T15:38:08.5658249" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "au-8" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "au-8 - Time Stamps" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Audit and Accountability" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "a5e9574b-be88-4e3e-9d4f-

d7377b3f8944" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "2e9deb47-eeda-4f90-9ebf-

005f234531dc", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 200, 

                    "uuid": "e413bb0f-69b9-4c8e-98cd-720ae00926df", 

                    "set-parameters": [ 

                        { 

                            "param-id": "au-09_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 



                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "60" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "e413bb0f-69b9-4c8e-98cd-

720ae00926df" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part a:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;</span></p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System:</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;2 Twelve Solutions ORE uses a role-

based access control model to ensure that access is commensurate with job 

responsibilities and approved and provisioned through the procedures 

documented in AC-2.</span><span style=\"font-family:'Calibri';font-

size:11pt;color:#313231;mso-style-textfill-fill-

color:#313231\">&nbsp;</span><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">In SIEM, 

authentication.conf defines SIEM user roles and user groups assigned to 

those roles.&nbsp; The authorization.conf file defines the permissions 

and rights assigned to each SIEM role.&nbsp;ORE protects audit 



information and audit tools from unauthorized access, modification, and 

deletion. ORE utilizes SIEM as the audit record repository. As data is 

written to audit files, the SIEM forwarder agent on the server instances 

log entries to the SIEM indexer for ingestion in near real time. The 

Data_integrity_control is enforced by the S3 compatible storage backend. 

Users have web based access to the SIEM and there are no opportunities 

for the user to alter the data from the web interface of the SIEM. The S3 

storage backend that is used to store the actual logs is separate from 

the SIEM and so the SIEM administrators do not have the opportunity to 

alter the actual log data.</span></p><p style=\"margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Only users defined in SIEM can access audit log records. 

Only Cloud Operations SIEM Administrators have access to the 

administrative capabilities of SIEM such as changing the configuration of 

SIEM. Typical Cloud Operations personnel and Application Support users 

have read only access to the SIEM audit logs.</span></p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">SIEM is configured with a 90 day audit log retention 

period before transferring to S3 storage and prevents the deletion of 

audit records before the retention period has expired for the records in 

question.&nbsp;SIEM is configured to use the data integrity control 

option, which computes SHA-256 hashes of every slice of newly indexed raw 

audit data and stores the hashes within SIEM. SIEM administrators can 

perform an integrity check to validate that the data in an index or 

bucket has not been modified. Audit logs are stored in three separate 

location: local instance, SIEM instance and backups. Local instances are 

being backed up by the IaaS provider. The SIEM instances are encrypted at 

rest using Amazon EBS (Amazon Elastic Block Store) logical volume 

encryption AES-256.&nbsp;Events can be recovered even if it was deleted 

from one instance.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u></b><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-



size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customers 

are responsible to protects audit information and audit tools from 

unauthorized access, modification, and deletion.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "200" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6714672" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T15:45:49.8328674" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "au-9" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "au-9 - Protection of Audit 

Information" 



                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Audit and Accountability" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "ddf81081-59b9-402b-b55f-

52a6ca390ebe" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "83b478fd-740d-41dd-bd4b-

6a14ed385933", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 204, 

                    "uuid": "79b706b1-b2b8-41f3-8952-4cf8ea407b5c", 

                    "set-parameters": [ 

                        { 

                            "param-id": "au-09.04_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "61" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "79b706b1-b2b8-41f3-8952-

4cf8ea407b5c" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 



                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;</span></p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating 

System</span></u><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE limits access to management of the SIEM instance to 

only a small group of 2 Twelve Solutions personnel. Typical Operations 

personnel and Application Support users have read only access to the SIEM 

audit logs. The Operations team is responsible for administration of SIEM 

in the ORE system. The Operations team would are responsible for any 

changes to audit configuration in log collector and SIEM. In addition, 

theyâ€™re responsible for managing SIEM configuration and data retention. 

Refer to the AC control family for additional information regarding the 

security and protection of audit information, specifically the authorized 

access by subset of privileged users.</span></p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;</span></p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers are responsible to authorizes access to 



management of customer audit functionality to only a defined subset of 

privileged users.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "204" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6715272" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T15:48:22.5115452" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "au-9.4" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "au-9.4 - Access by Subset of 

Privileged Users" 

                        }, 



                        { 

                            "name": "control-family", 

                            "value": "Audit and Accountability" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "366b8e5f-1dba-4354-870a-

87f9129626af" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "7dbf5606-1d52-41f4-ae4a-

677e36b950e0", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 214, 

                    "uuid": "c32bf64b-aa58-4110-80ac-f0788cbffe25", 

                    "set-parameters": [ 

                        { 

                            "param-id": "au-11_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "47" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "c32bf64b-aa58-4110-80ac-

f0788cbffe25" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;</span></p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System:</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;2 Twelve Solutions stores all ORE 

audit logs at least 90 days online in SIEM and three years or more 

offline through EBS snapshots based on customer requirement. This 

provides sufficient information for investigations after security 

incidents occur.</span></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility</span></u></b></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customers 

are responsible to retains audit records to provide support for after-

the-fact investigations of security incidents and to meet regulatory and 

organizational information retention requirements.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "214" 

                        }, 

                        { 



                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6705634" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T19:14:48.4135699" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "au-11" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "au-11 - Audit Record Retention" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Audit and Accountability" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "aa9fc953-c6ac-45f3-b136-

5acd84070f61" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "cb553882-8a03-41cf-b75b-

1c7893ad251b", 



                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 216, 

                    "uuid": "794f04e2-c3e8-4222-bc18-c9b760734282", 

                    "set-parameters": [ 

                        { 

                            "param-id": "au-12_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "au-12_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "48" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "794f04e2-c3e8-4222-bc18-

c9b760734282" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\">&nbsp;</p><p 

style=\"margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b><span 



style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System:</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;ORE provides for auditing on system 

components and generates the auditable events defined in AU-2 part a for 

all information system components where audit capability is 

deployed/available. SIEM is capable of generating events are required to 

generate audit events as defined by AU-2 and AU-3. System admins provide 

audit record generation capability for auditable events for all 

information system components capable of generating audit 

records.&nbsp;Operations and Engineering can generate reports within 

SIEM.&nbsp; Reports can be generated/exported through pre-configured 

searched within SIEM.</span></p><p></p><p>Part b:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\">&nbsp;</p><p 

style=\"margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;</span></p><p><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System:</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;ORE uses SIEM to aggregate and 

generate audit log reports and alert on significant events. Event alerts 

and configuration of SIEM, including queries and alerts are coordinated 

by Engineering, jointly, through Operations to enhance mutual support. 

The additional coordination enhances the selection of auditable events as 

directed by the Engineering and Operations. ISTWG and 

ATWG.</span></p><p>Part c:</p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-



textfill-fill-color:#000000\">&nbsp;</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System:</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;ORE generates audit records for the 

events defined in AU-2 (d), with the content as defined in AU-3.&nbsp;All 

logs are then aggregated to the SIEM for further processing and 

analysis.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "216" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6706275" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T19:16:06.8695562" 



                        }, 

                        { 

                            "name": "control-id", 

                            "value": "au-12" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "au-12 - Audit Record Generation" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Audit and Accountability" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "4724eead-0c75-4918-abb5-

9ea7a5dce225" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "14790578-58af-4581-aab9-

d2e4aa11320b", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 234, 

                    "uuid": "70be742c-2ead-423f-8f1b-e2ecad2e9181", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ca-01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ca-01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ca-01_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ca-01_odp.04", 

                            "values": [ 



                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ca-01_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ca-01_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ca-01_odp.07", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ca-01_odp.08", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ca-1_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "62" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "70be742c-2ead-423f-8f1b-

e2ecad2e9181" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 



                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed annually by the 

ISSO and SO.</span></p><p style=\"mso-pagination:widow-orphan lines-

together;page-break-after:avoid;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:widow-orphan lines-

together;page-break-after:avoid;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p style=\"mso-

pagination:widow-orphan lines-together;page-break-after:avoid;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions ORE Security Assessment and 

Authorization Policies and Procedures have been established to ensure 

applicable Security Assessment and Authorization controls and 

requirements are implemented. The purpose of this document is to 

establish policies and procedures for Security Assessment and 

Authorization within the ORE environment. 2 Twelve Solutions has adopted 

security assessment and authorization principles established within NIST 

800-53 control tailored to the ORE and DoD&nbsp; defined 

parameters.</span><span style=\"font-family:'Calibri';font-

size:11pt;color:#313231;mso-style-textfill-fill-

color:#313231\">&nbsp;</span><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions management has committed in coordinating among organizational 

entities, and compliance requirements to meet the DoD control 

implementation requirements for the system assessment and authorization 

control family of a moderate baseline.</span></p><p style=\"mso-

pagination:widow-orphan lines-together;page-break-after:avoid;line-

height:10pt;margin-top:6.000000000000001pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Security Assessment and Authorization Policies and Procedure 

apply to all employees, management, contractors, and other users who 

operate within the ORE environment, including systems and devices within 

2 Twelve Solutions Orchestrated Repository for the Enterprise (ORE) 

information system boundary. System users, groups, services, protocols 

and other functions are also applicable to this document. Security 

assessment and authorization plan addresses:</span></p><p style=\"margin-

left:36pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><ul style=\"padding-

left:40px\"><li style=\"list-style-type: disc\"><p style=\"margin-



left:36pt;text-indent:-18pt;mso-pagination:none lines-together;page-

break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Policies 

and Procedures</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Security 

Assessments</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">System 

Interconnections</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Plan of 

Action and Milestones</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Security Authorization</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Continuous Monitoring</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Penetration Testing</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-



family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Internal System Connections</span><span style=\"font-

family:'Calibri';font-size:11pt;color:#444544;mso-style-textfill-fill-

color:#444544\"><br style=\"mso-special-character:line-

break;\">&nbsp;</span></p></li></ul><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">All ORE procedures that are captured in Thanos document 

management system, 2 Twelve Solutionsâ€™s document repository management 

system, are reviewed on an annual basis by the document owner and the ORE 

Architecture Review Board (ARB). The ARB consists of the Operations and 

Engineering team. The ARB is responsible for notifying stakeholders of 

procedures and policies when changes are made and approved by the ARB. 

This may require the creation of new documentation or reviewing and 

updating current procedures, annually or as needed; and policies every 3 

years or as needed.</span></p><p style=\"text-align:center;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

Operations and Engineering team are responsible for reading the document 

on an annual basis. The team composition includes the 

following:</span></p><ul style=\"padding-left:40px\"><li style=\"list-

style-type: disc\"><p style=\"margin-left:38.050000000000004pt;text-

indent:-18pt;mso-pagination:none lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Engineering (Development Manager and Developrs and 

Analysts);</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:38.050000000000004pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operations (Operations, Databases, and Network); 

and</span></p></li><li><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">         

ORE Leadership (SVP, System Owner; VP, CISO; and VP, 

Operations);</span></p></li></ul><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part b:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed annually by the ISSO and 



SO.</span></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions security assessment and authorization 

policies are reviewed at least every three years or due to major changes 

in the ORE environment. Security assessment and authorization procedures 

are reviewed and updated at least annually or due to major changes within 

the ORE environment. All policies and procedures reviewed and updated are 

approved by the Engineering team.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "234" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6715886" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 



                            "value": "2023-06-05T15:52:29.0648606" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ca-1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ca-1 - Policy and Procedures" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Assessment, Authorization, and 

Monitoring" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "8b35b563-9bda-4696-aa0a-

9f5f591d4cc6" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "85bcff7b-7ea7-43f2-baf6-

6ddbd8763108", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 235, 

                    "uuid": "531db7ab-5e5c-4810-a522-30c122d55339", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ca-02_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ca-02_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "63" 

                        }, 

                        { 



                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "531db7ab-5e5c-4810-a522-

30c122d55339" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed annually by the 

ISSO and SO</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions works with the PEO Digital security assement team as part of 

the DoD assessment performed. The SAP aligns with DoD requirements and is 

approved by AO prior to testing. The SAP addresses the 

following:</span></p><ul style=\"padding-left:40px\"><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Scope of 

the assessment</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Assessment Procedures</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-



between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Assessment environment</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Rules Of 

Engagement</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Assessment Schedule</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Security 

controls and control enhancements under assessment</span></p></li></ul><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Personnel 

roles and responsibilities within the assessment 

team</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

b:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed annually by the ISSO and SO.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions 

Responsibility:</span></u></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions team works with the PEO Digital 

security assement team on an annual basis. The security assement 

team&nbsp; assesses all the security controls implemented for ORE for the 

initial authorization and tests one-third of the controls annually to 

determine the extent to whether the controls are implementing correctly, 

operating as intended, and producing the desired outcome with respect to 

meeting established security requirement. The one-third of the control 

testing is performed with guidance from DoD Continuous Monitoring 

Strategy Guide.&nbsp; The assessment procedure are documented and 



followed by 2 Twelve Solutions in NIST SP 800-37 and&nbsp;&nbsp; NIST SP 

800-53A rev 1 requirement and provides assessment scope and 

frequency.</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

c:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed annually by the ISSO and SO.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The PEO 

Digital security assessment team develops a security assessment report 

that documents risks, vulnerabilities, findings, identified during the 

assessment. And provides recommendations and remediation for 2 Twelve 

Solutions ORE. The SAR is consistent with DoD reporting guidelines and 

templates.</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

d:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed annually by the ISSO and SO.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions 

Responsibility:</span></u></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The PEO Digital security assessment team presents results 

of the SAR to 2 Twelve Solutions ORE Leadership (System Owner, CISO, and 

VP, Operations) upon completion. The PEO Digital security assessment team 

will address any comments from the Agency Authorizing Official/DoD PMO 

and provide updates to the SAR for final submission. 2 Twelve Solutions 

will review and sign each version of the SAR prior to submission on 

MAX.gov. This procedure is part of the initial accreditation and annual 

continuous monitoring and reaccreditation activities.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 



                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "235" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6716578" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T16:01:17.4990098" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ca-2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ca-2 - Control Assessments" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Assessment, Authorization, and 

Monitoring" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 



                            "value": "274119c0-79d7-49b3-bbf6-

c74a49512ac9" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "4018c714-9303-42e8-934e-

8ae9eb5fcd52", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 236, 

                    "uuid": "0b612795-e60f-4a2b-bb84-f5f3aa726b0f", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "64" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "0b612795-e60f-4a2b-bb84-

f5f3aa726b0f" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed annually by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-



alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Security Manager is responsible for 

contracting an accredited PEO DIgital Security Assessment Team to conduct 

security control assessment of the 2 Twelve Solutions information system 

and all controls, policies, and procedures within the ORE environment. 

The accredited third-party assessor is responsible for developing and 

completing the SAR as part of the initial accreditation annual continuous 

monitoring assessment activities, as appropriate.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "236" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6717342" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T16:02:27.5279009" 

                        }, 

                        { 



                            "name": "control-id", 

                            "value": "ca-2.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ca-2.1 - Independent Assessors" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Assessment, Authorization, and 

Monitoring" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "6a9fda71-d5d3-4f71-9f89-

c27abc3d89b4" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "fd2d2fe1-a8d3-43fd-9198-

39b25e419060", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 239, 

                    "uuid": "e815979b-6fb4-4060-b45a-2f7d88ff6f3a", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ca-03_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ca-03_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ca-03_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 



                            "value": "65" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "e815979b-6fb4-4060-b45a-

2f7d88ff6f3a" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed annually by the 

ISSO and SO.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions ORE maintains six external interconnections which support the 

Infrastructure, security, and compliance monitoring within the ORE 

platform. 2 Twelve Solutions system interconnection agreements documents 

characteristics and security requirements to identify and protect the 

confidentiality, integrity, and availability of the information. The 

requirements and purpose of the information system being connected 

between third parties is documented in the SSP by the Engineering team. 

The ARB and AO is responsible for approving and/ or denying all 

interconnection agreements.</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">All new connection will then be reviewed and approved by 

the Authorizing official.</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part b:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed annually by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-



border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutionsâ€™s responsibility:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Engineering team&nbsp; is responsible for reviewing the ISA 

for&nbsp; each interconnections, the interface characteristics, security 

requirements, and the nature of the information communicated agreements 

which includes</span></p><ul style=\"padding-left:40px\"><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Services 

offered</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Sensitivity of Data</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">User 

Community</span></p></li></ul><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE Engineering, ARB, and the AO will review each ISA 

before the connection is approved. This procedure is done to prevent 

unauthorized access to sensitive data, contracts and agreements. 

Agreements include security consideration for services offered, data 

sensitivity, user community, information exchange security, trusted 

behavior expectation/rules of behavior, incident reporting, audit trails 

responsibilities, training and awareness, security documentation, and 

escalation procedures.</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part c:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed annually by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-



pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Engineering team is responsible for 

reviewing and updating of ORE Interconnections Security Agreements during 

the annual assessment or when there is a significant change in the 

system. Once the Interconnection Security Agreement (ISA) is updated, it 

needs to be re-resigned.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "239" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6718178" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T16:34:08.3268277" 



                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ca-3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ca-3 - Information Exchange" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Assessment, Authorization, and 

Monitoring" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "39b16469-23c8-46d0-a07a-

7dd73d682e64" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "99c34aa8-5625-44e8-ac4f-

e1c44cbc685b", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 248, 

                    "uuid": "5969c7bb-9247-4712-bff2-b9eeb3e2c851", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ca-05_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "66" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "5969c7bb-9247-4712-bff2-

b9eeb3e2c851" 



                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">The control is reviewed annually by the 

ISSO and SO.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions has developed a Plan of Action and Milestones (POA&amp;M) based 

on the format of the </span><i><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">FedRAMP 

Plan of Action and Milestones (POA&amp;M) Template</span></i><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\"> and the instructions provided in the 

</span><i><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">FedRAMP 

Plan of Action and Milestones (POA&amp;M) Template Completion 

Guide</span></i><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">. It is 

the responsibility of Engineering team to document ORE Plan Of Action and 

Milestone (POA&amp;M). 2 Twelve Solutions ORE document finding 

description of vulnerabilities, remediation plan, and date planned to 

remediate vulnerabilities, weaknesses, and deficiencies found during the 

assessments of security controls within the ORE environment. The 

POA&amp;M is updated to include any findings from the SAR following the 

PEO Digital security assessment team FedRAMP 

assessment.</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

b:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed annually by the ISSO and SO.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-



alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Engineering and Operations team is responsible for the update 

of the Plan of Action and Milestones (POA&amp;M). The POA&amp;M is 

reviewed and updated at least monthly based on the findings 

from:</span></p><ul style=\"padding-left:40px\"><li style=\"list-style-

type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Security 

Control Assessment</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Security Impact Analysis</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Remediation Activities</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Results 

of Vulnerability Scans</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Continuous Monitoring Activities ( when vulnerability 

scan are run and any new vulnerabilities are 

identified)</span></p></li></ul><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">POA&amp;M updates will be provided monthly to AO for 

review.</span></p>" 

                        }, 

                        { 



                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "248" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6718985" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T16:36:25.1805074" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ca-5" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ca-5 - Plan of Action and 

Milestones" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Assessment, Authorization, and 

Monitoring" 



                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "81dc2afb-8a5b-47d4-a730-

3538f5c8b18c" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "91b14fa4-0dc2-4dc1-a85b-

e033c190fc9c", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 250, 

                    "uuid": "3f626794-902d-4b0f-ba95-53b81949851d", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ca-06_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "67" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "3f626794-902d-4b0f-ba95-

53b81949851d" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part a:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed annually by the ISSO and 



SO.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">As part of the security authorization process, a senior-

level executive of the authorizing agency reviews the 2 Twelve Solutions 

ORE security authorization package to determine if vulnerabilities 

identified in the information system pose an acceptable level of risk to 

customer agency operations, assets, and individuals before granting an 

ATO. The explicit acceptance of risk is the responsibility of the 

authorizing agency and other customer organizations. The authorizing 

agency must consider many factors, balancing security considerations with 

mission and operational needs. The authorizing agency issues an 

authorization decision for the information system after reviewing the 

authorization package submitted by the 2 Twelve Solutions ORE system 

owner. The authorization package provides the authorizing agency and 

other customers with the essential information needed to make a credible 

risk-based decision on whether to authorize operation of the information 

system.</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

b:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed annually by the ISSO and SO.</span></p><p 

style=\"margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The authorizing official authorizes the information 

system for processing before commencing operations. Additionally, the 

authorizing official determines if the remaining known vulnerabilities in 

the information system pose an acceptable level of risk to agency 

operations, assets, and individuals. Agencies must also determine whether 

the risk to the agency is acceptable. Following review of the security 

authorization package and consultation with key agency officials, the 

authorizing agency renders an authorization decision to:</span></p><ul 

style=\"padding-left:40px\"><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-



alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Authorize system operation without any restrictions or 

limitations on its operation;</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Authorize system operation with restriction or limitation 

on its operation. The POA&amp;M must be included and contain detailed 

corrective actions to correct deficiencies. An updated authorization 

package will be resubmitted upon completion of required POA&amp;M actions 

to move to authorization to operate w/out any restrictions; 

or</span></p></li><li style=\"list-style-type: disc\"><p style=\"margin-

left:36pt;text-indent:-18pt;mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Not 

authorize for operation.</span></p></li></ul><p>Part c:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed annually by the 

ISSO and SO.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Engineering team works with the 

Authorizing Official and the PEO DIgital Security Assessment Team to 

update the security authorization. Security authorization is reviewed and 

updated at least three years or when there is a significant change in the 

system as defined in NIST SP 800-37.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "250" 

                        }, 

                        { 

                            "name": "tenantsId", 



                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.671978" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T16:40:13.7853854" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ca-6" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ca-6 - Authorization" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Assessment, Authorization, and 

Monitoring" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "576ae06d-3c26-4bff-9e63-

cb9a160728bf" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "b473c204-da9d-453a-abb6-

c054d6012c6e", 



                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 253, 

                    "uuid": "a246b414-ab44-445f-b351-60b17c3672aa", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ca-07_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ca-07_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ca-07_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ca-07_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ca-07_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ca-07_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ca-07_odp.07", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ca-7_prm_4", 

                            "values": [ 

                                "" 



                            ] 

                        }, 

                        { 

                            "param-id": "ca-7_prm_5", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "68" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "a246b414-ab44-445f-b351-

60b17c3672aa" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed annually by the ISSO and 

SO.</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

a:</span>&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions ORE implements continuous monitoring 

in accordance with NIST 800-37 Rev. 1, A Guide for Applying the Risk 

Management Framework to Federal Information Systems.&nbsp;</span></p><p 

style=\"margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">As part of the continuous monitoring process, 2 Twelve 

Solutions ORE will monitor the following metrics:</span></p><ul 



style=\"padding-left:40px\"><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">OS Event Monitoring (as defined in AU-

2)</span></p></li><li style=\"list-style-type: disc\"><p style=\"margin-

left:36pt;text-indent:-18pt;mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Integrity 

Monitoring (as defined in SI-7(1))</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Incident Reporting (as defined in IR-

6)</span></p></li><li style=\"list-style-type: disc\"><p style=\"margin-

left:36pt;text-indent:-18pt;mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Vulnerability Scanning of components within boundary, OS, 

WebApp, Databases (as defined in RA-5)</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Baseline Configuration scanning for components within 

boundary (OS, WebApps, Databases) (as defined in SI-

7(1))</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Analysis, correlation and aggregation of logs from 

monitoring tools (as defined in SI-4(2)) â€“ Tracking of Issues resolved 

and reported (as defined in IR-6)</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">POA&amp;M Updates (as defined in CA-5)</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-



between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Contingency Plan &amp; Testing (as defined in CP-

3)</span></p></li><li style=\"list-style-type: disc\"><p style=\"margin-

left:36pt;text-indent:-18pt;mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Incident 

Response Plan &amp; Testing (as defined in IR-3)</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">System 

Security Plan Updates (as defined in CA-2)</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Security 

Awareness Training Records (as defined in AT-

4)</span></p></li></ul><p></p><p>Part b:</p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">As a part 

of the 2 Twelve Solutionsâ€™ continuous monitoring strategy, the team 

conducts ongoing security status monitoring of all systems, system 

components, processes, and network devices within the ORE boundary in 

accordance with provided guidance.</span></p><p></p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Part c:</span></p><p><b><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">2 Twelve Solutions 

Responsibility:</span></u></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions has implemented a security assessment 

program to evaluate the ongoing effectiveness of security controls 

outlined in this SSP. The security assessment program includes the 

assessment of management, operational, and technical controls identified 

in the moderate controls baseline of NIST SP 800-53, Rev.5, 

</span><i><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Recommended Security Controls for Information Systems and 

Organizations</span></i><span style=\"font-family:'Calibri';font-



size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">. 

Additionally, technical testing including penetration testing and 

vulnerability scans is performed to meet the continuous monitoring 

requirements identified by NIST SP 800-37 Rev. 1, </span><i><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Guide for Applying the Risk Management 

Framework to a Federal Information System</span></i><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part d:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">As a part 

of the 2 Twelve Solutionsâ€™ continuous monitoring strategy, the team 

conducts ongoing security status monitoring of all systems, system 

components, processes, and network devices within the ORE boundary in 

accordance with provided guidance.</span></p><p></p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Part e:</span></p><p><b><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">2 Twelve Solutions 

Responsibility:</span></u></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The team reviews, analyzes, and correlates 

vulnerabilities and risks identified during vulnerability scanning, 

security assessments, and metrics defined in part 'a' above and tracks 

issues in the POA&amp;M.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part f:</span></p><p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Deficiencies within the system are documented in the 

POA&amp;M that is included in the Security Authorization package. As part 

of continuous monitoring, 2 Twelve Solutions ORE POA&amp;M is updated to 

reflect any newly identified or remediated security issues. For more 

information regarding updates to POA&amp;M see CA-

5.&nbsp;</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

g:</span></p><p><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p style=\"mso-



pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions will provide a report of the 2 Twelve Solutions ORE boundary on 

a defined basis.&nbsp; Deliverables may include:</span></p><ul 

style=\"padding-left:40px\"><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Vulnerability Scans</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:72pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Raw Scan 

Files (native scanner files â€“ usually XML or CSV)</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:72pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Exported 

summary reports (PDF, MS Word, or other readable 

documents)</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:72pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Scan Summary</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Plan of 

Action and Milestones (POA&amp;M)</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Current 

and accurate system inventory</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-



size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Deviation 

Requests (Risk Adjustments, False Positives, Operationally 

Required)</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Closure Evidence</span></p></li></ul>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "253" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6720533" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-10T22:02:56.1127277" 

                        }, 

                        { 

                            "name": "control-id", 



                            "value": "ca-7" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ca-7 - Continuous Monitoring" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Assessment, Authorization, and 

Monitoring" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "cd8d83eb-1051-4c1d-b6cf-

f628fae05871" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "4e5b7991-9a1b-4a47-b802-

a570b76fe9df", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 254, 

                    "uuid": "7f15f60c-4df5-4c65-9891-e9bae47117ec", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "69" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "7f15f60c-4df5-4c65-9891-

e9bae47117ec" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"scroll-behavior: 

auto !important; box-sizing: border-box; font-family: Calibri; font-size: 

10pt; color: rgb(0, 0, 0);\">This control is reviewed at least annually 



or as needed by the ISSO and SO.</span></p><p style=\"scroll-behavior: 

auto !important; box-sizing: border-box; margin-top: 0pt; margin-bottom: 

0pt; color: rgb(64, 78, 103); font-family: Roboto, sans-serif; font-size: 

12px; font-style: normal; font-variant-ligatures: normal; font-variant-

caps: normal; font-weight: 400; letter-spacing: normal; orphans: 2; text-

align: left; text-indent: 0px; text-transform: none; widows: 2; word-

spacing: 0px; -webkit-text-stroke-width: 0px; white-space: normal; 

background-color: rgb(255, 255, 255); text-decoration-thickness: initial; 

text-decoration-style: initial; text-decoration-color: initial; break-

after: avoid; line-height: 10pt; border: none;\">&nbsp;</p><p 

style=\"scroll-behavior: auto !important; box-sizing: border-box; margin-

top: 0pt; margin-bottom: 0pt; color: rgb(64, 78, 103); font-family: 

Roboto, sans-serif; font-size: 12px; font-style: normal; font-variant-

ligatures: normal; font-variant-caps: normal; font-weight: 400; letter-

spacing: normal; orphans: 2; text-align: left; text-indent: 0px; text-

transform: none; widows: 2; word-spacing: 0px; -webkit-text-stroke-width: 

0px; white-space: normal; background-color: rgb(255, 255, 255); text-

decoration-thickness: initial; text-decoration-style: initial; text-

decoration-color: initial; line-height: 10pt; border: none;\"><b><u><span 

style=\"scroll-behavior: auto !important; box-sizing: border-box; font-

family: Calibri; font-size: 10pt; color: rgb(0, 0, 0);\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"scroll-behavior: 

auto !important; box-sizing: border-box; font-family: Calibri; font-size: 

10pt; color: rgb(0, 0, 0);\">:</span></p><p>ORE will utilize an 

independent assessment team that the platform provider uses. The same 

team that performs assessment and authorization will monitor the security 

controls for a system on an ongoing basis through the POA&amp;M and 

Continuous Monitoring programs.</p><p>The ORE ISSO is responsible for 

working closely with the independent assessment team as needed to include 

updates and artifacts as required.</p><p>The ORE ISSO reviews this 

control implementation on a continuous basis as part of a Continuous 

Monitoring program.</p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "254" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 



                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6721185" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-10T20:39:21.8603166" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ca-7.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ca-7.1 - Independent Assessment" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Assessment, Authorization, and 

Monitoring" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "f825db34-4454-4a53-a455-

28e82b52f806" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "1d931327-4432-48e4-b756-

b5c6f829aa7f", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 257, 

                    "uuid": "1ec39617-b3d5-4b1b-a3a8-2aab19d8146e", 

                    "props": [ 



                        { 

                            "name": "id", 

                            "value": "70" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "1ec39617-b3d5-4b1b-a3a8-

2aab19d8146e" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed annually by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions performs monitoring of the ORE. The ORE will follow the 

policies and procedures for risk monitoring of the organization. 

</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Partially Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "257" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 



                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6721773" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-24T15:39:27.0945376" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ca-7.4" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ca-7.4 - Risk Monitoring" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Assessment, Authorization, and 

Monitoring" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "aefd0b6e-2c30-45d6-9007-

a6fa0d6da2c0" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "cdc2763b-8dad-472b-acbc-

9fc8e1bb72cc", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 



                        } 

                    ], 

                    "control-id": 264, 

                    "uuid": "7d56384e-40db-40c5-b42d-fb8396407a04", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ca-09_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ca-09_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ca-09_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "71" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "7d56384e-40db-40c5-b42d-

fb8396407a04" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"color: rgb(0, 0, 

0); font-family: Calibri; font-size: 13.3333px; font-style: normal; font-

variant-ligatures: normal; font-variant-caps: normal; font-weight: 400; 

letter-spacing: normal; orphans: 2; text-align: left; text-indent: 0px; 

text-transform: none; widows: 2; word-spacing: 0px; -webkit-text-stroke-

width: 0px; white-space: normal; background-color: rgb(255, 255, 255); 

text-decoration-thickness: initial; text-decoration-style: initial; text-

decoration-color: initial; display: inline !important; float: 

none;\">This control is reviewed at least annually or as needed by the 



ISSO and SO.</span></p><p><span style=\"color: rgb(0, 0, 0); font-family: 

Calibri; font-size: 13.3333px; font-style: normal; font-variant-

ligatures: normal; font-variant-caps: normal; font-weight: 400; letter-

spacing: normal; orphans: 2; text-align: left; text-indent: 0px; text-

transform: none; widows: 2; word-spacing: 0px; -webkit-text-stroke-width: 

0px; white-space: normal; background-color: rgb(255, 255, 255); text-

decoration-thickness: initial; text-decoration-style: initial; text-

decoration-color: initial; display: inline !important; float: 

none;\">Part a:</span></p><p><b><u><span style=\"scroll-behavior: auto 

!important; box-sizing: border-box; font-family: Calibri; font-size: 

10pt; color: rgb(0, 0, 0);\">2 Twelve Solutions 

Responsibility</span></u></b><span style=\"scroll-behavior: auto 

!important; box-sizing: border-box; font-style: normal; font-variant-

ligatures: normal; font-variant-caps: normal; font-weight: 400; letter-

spacing: normal; orphans: 2; text-align: left; text-indent: 0px; text-

transform: none; widows: 2; word-spacing: 0px; -webkit-text-stroke-width: 

0px; white-space: normal; background-color: rgb(255, 255, 255); text-

decoration-thickness: initial; text-decoration-style: initial; text-

decoration-color: initial; font-family: Calibri; font-size: 10pt; color: 

rgb(0, 0, 0);\">:</span></p><p>Establish an authorization process to 

approve and authorize internal connections of organization-defined system 

components or classes of components to the system. This process will 

involve assessing the security and privacy requirements of the internal 

connections and ensuring they align with the organization's policies and 

risk tolerance.</p><p></p><p>Part b:</p><p><b><u><span style=\"scroll-

behavior: auto !important; box-sizing: border-box; font-family: Calibri; 

font-size: 10pt; color: rgb(0, 0, 0);\">2 Twelve Solutions 

Responsibility</span></u></b><span style=\"scroll-behavior: auto 

!important; box-sizing: border-box; font-style: normal; font-variant-

ligatures: normal; font-variant-caps: normal; font-weight: 400; letter-

spacing: normal; orphans: 2; text-align: left; text-indent: 0px; text-

transform: none; widows: 2; word-spacing: 0px; -webkit-text-stroke-width: 

0px; white-space: normal; background-color: rgb(255, 255, 255); text-

decoration-thickness: initial; text-decoration-style: initial; text-

decoration-color: initial; font-family: Calibri; font-size: 10pt; color: 

rgb(0, 0, 0);\">:</span></p><p>For each authorized internal connection, 

the organization will document the interface characteristics, security 

and privacy requirements, and the nature of the information communicated. 

This documentation will provide a comprehensive understanding of the 

internal connections and serve as a reference for future assessments, 

audits, or system modifications.</p><p></p><p>Part c:</p><p><b><u><span 

style=\"scroll-behavior: auto !important; box-sizing: border-box; font-

family: Calibri; font-size: 10pt; color: rgb(0, 0, 0);\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"scroll-behavior: 

auto !important; box-sizing: border-box; font-style: normal; font-

variant-ligatures: normal; font-variant-caps: normal; font-weight: 400; 

letter-spacing: normal; orphans: 2; text-align: left; text-indent: 0px; 

text-transform: none; widows: 2; word-spacing: 0px; -webkit-text-stroke-

width: 0px; white-space: normal; background-color: rgb(255, 255, 255); 

text-decoration-thickness: initial; text-decoration-style: initial; text-

decoration-color: initial; font-family: Calibri; font-size: 10pt; color: 

rgb(0, 0, 0);\">:</span></p><p>Define conditions under which internal 

system connections will be terminated. These conditions may include 

changes in system configurations, security posture, or organizational 



requirements. When these conditions are met, the organization will 

promptly terminate the internal system connections to prevent 

unauthorized access or information disclosure.</p><p></p><p>Part 

d:</p><p><b><u><span style=\"scroll-behavior: auto !important; box-

sizing: border-box; font-family: Calibri; font-size: 10pt; color: rgb(0, 

0, 0);\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"scroll-behavior: auto !important; box-sizing: border-box; font-

style: normal; font-variant-ligatures: normal; font-variant-caps: normal; 

font-weight: 400; letter-spacing: normal; orphans: 2; text-align: left; 

text-indent: 0px; text-transform: none; widows: 2; word-spacing: 0px; -

webkit-text-stroke-width: 0px; white-space: normal; background-color: 

rgb(255, 255, 255); text-decoration-thickness: initial; text-decoration-

style: initial; text-decoration-color: initial; font-family: Calibri; 

font-size: 10pt; color: rgb(0, 0, 0);\">:</span></p><p>Conduct periodic 

reviews of the authorized internal connections to ensure their continued 

compliance with security and privacy requirements. These reviews may 

include assessments of interface characteristics, information flow, and 

adherence to relevant policies and regulations. Any identified issues or 

deviations will be addressed promptly through appropriate corrective 

actions.</p><p>The organization will implement auditing and monitoring 

mechanisms to track and log internal system connections. This will enable 

the detection of unauthorized or anomalous connections, as well as 

provide valuable insights into the nature and frequency of internal 

connections. The audit logs will be regularly reviewed to identify any 

suspicious activities and facilitate incident response, if 

required.</p><p></p><p></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "264" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 



                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6722386" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "8b407359-4faf-46ed-80a4-

5a7be5e8c76e" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-07-10T22:11:33.9083565" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ca-9" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ca-9 - Internal System Connections" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Assessment, Authorization, and 

Monitoring" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "aebe2b55-c285-478c-89c0-

59efdec1c60c" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "352a2852-9303-4d8b-badc-

4943502d22d7", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 266, 

                    "uuid": "8a4378f8-85bd-4ad5-8f97-0c4bbce8cf7a", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cm-01_odp.01", 

                            "values": [ 

                                "" 

                            ] 



                        }, 

                        { 

                            "param-id": "cm-01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-01_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-01_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-01_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-01_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-01_odp.07", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-01_odp.08", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-1_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "72" 



                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "8a4378f8-85bd-4ad5-8f97-

0c4bbce8cf7a" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions ORE Information Security Policy 

directs the activities within the ORE Configuration and Change Management 

Plan. The plan addresses purpose, scope, responsibilities (including 

management commitment), coordination among organizational entities, and 

compliance requirements to meet the FedRAMP control implementation 

requirements for the configuration management control family of a 

moderate baseline.&nbsp; The plan specifically addresses procedures or 

processes related to:</span></p><ul style=\"padding-left:40px\"><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Baseline configuration</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-



bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Configuration Change Management</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Security Impact Analysis</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Access Restrictions for Change</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Configuration Settings</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Least Functionality</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">System Inventory</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Configuration Management Plan</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Software Usage Restrictions</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-



height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">User-Installed Software</span></p></li></ul><p 

style=\"margin-left:36pt;mso-pagination:none lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">All ORE 

procedures that are captured in Thanos document management system, 2 

Twelve Solutionsâ€™s document repository management system, are reviewed 

on an annual basis by the document owner and the ORE Architecture Review 

Board (ARB). The ARB consists of Operations and Engineering. The ARB is 

responsible for notifying stakeholders when changes are made and approved 

by the ARB. This may require the creation of new documentation or 

reviewing and updating current procedures, annually or as needed; and 

policies every 3 years or as needed.</span></p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Operations and Engineering team are responsible for 

reading the document on an annual basis. The team composition includes 

the following:</span></p><ul style=\"padding-left:40px\"><li 

style=\"list-style-type: disc\"><p style=\"margin-

left:38.050000000000004pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Engineering (Development Manager and Developers and 

Analysts);</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:38.050000000000004pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operations (Operations, Databases, and Network); 

and</span></p></li><li style=\"list-style-type: disc\"><p style=\"margin-

left:38.050000000000004pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-



alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE Leadership (SVP, System Owner; VP, CISO; and VP, 

Operations);</span></p></li></ul><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#313231;mso-style-textfill-fill-color:#313231\">The 2 

Twelve Solutions ORE ARB and the ISSO is responsible for reviewing and 

approving the policies and procedures for the ORE environment.&nbsp; Once 

approved, the ISSO will sign the policy and procedure.</span></p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#313231;mso-style-

textfill-fill-color:#313231\">Part b:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#313231;mso-style-textfill-fill-

color:#313231\">Part c:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:widow-orphan 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE policies are reviewed and updated every three years 

by the ORE ARB. The Engineering team is responsible for reviewing and 

making updates to the ORE Configuration Management procedure 

annually.&nbsp; The 2 Twelve Solutions ORE ARB and the ISSO is 

responsible for reviewing and approving the policies and procedures for 

the ORE environment.&nbsp; Once approved, the ISSO will sign the policy 

and procedure</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "266" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 



                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6722964" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T17:35:30.1300542" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cm-1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cm-1 - Policy and Procedures" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Configuration Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "4f97f783-b901-40ff-8a55-

d5841639b481" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "93838950-01f7-4f74-9d4b-

718ece57b427", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 



                    ], 

                    "control-id": 267, 

                    "uuid": "360907d2-c8d0-4bea-9e10-f57c2e8d4bfa", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cm-02_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-02_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "77" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "360907d2-c8d0-4bea-9e10-

f57c2e8d4bfa" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:widow-orphan 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p style=\"mso-

pagination:widow-orphan lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-



alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions utilizes Gitlab and automation to 

establish and maintain the configuration baseline for the ORE information 

system. Gitlab is a repository for code management. Gitlab is a 

centralized repository to plan projects, collaborate on code, perform 

testing and deploy code. Gitlab is used for code development and code 

reviews. Gitlab includes all commits or changes to the application and 

provides version-control capabilities. Gitlab supplies the graphical user 

interface (GUI) that provides code review capabilities, controlled 

access, and deployment pipelines.</span></p><p style=\"mso-

pagination:widow-orphan lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:widow-orphan lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Automation to include terraform, docker compose, ansible 

and python scripts are used as software provisioning, configuration 

management and application deployment tools. Ansible deploys modules to 

nodes over SSH which are temporarily stored in the nodes and communicated 

through a JSON protocol. </span></p><p style=\"mso-pagination:widow-

orphan lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"></p><p style=\"mso-pagination:widow-

orphan lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">These baseline configurations changes and updates are 

tracked within the Gitlab and managed by the Operations team. The 

Operations team creates and updates the Agile system tickets for changes 

to network devices and machines.&nbsp; Agile system tickets are also 

created and updated when there is a new 2 Twelve Solutions release or an 

update to the CIS benchmark or vendor configuration 

baselines.</span></p><p style=\"mso-pagination:widow-orphan lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 2 

Twelve Solutions ORE ARB&nbsp;is responsible for reviewing and approving 

the configuration baseline updates and changes. The ARB&nbsp;is 

responsible for signing off on the final version of any configuration 

baseline prior to the change being released.</span></p>" 

                        }, 

                        { 

                            "name": "status", 



                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "267" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6726439" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T17:55:47.388572" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cm-2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cm-2 - Baseline Configuration" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Configuration Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 



                            "value": "5660e72d-de3f-469f-9e36-

75d5e6cb0eba" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "e5188f70-66f2-4cbb-bebf-

827769764a50", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 269, 

                    "uuid": "5c21334b-fa74-447b-9772-bd1d254b391b", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cm-02.02_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "78" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "5c21334b-fa74-447b-9772-

bd1d254b391b" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:widow-orphan 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-



pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:widow-orphan lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">All 

system configurations within ORE are managed and created by Operations 

team through the use of automation throughout the authorization boundary. 

Patch management, new releases of ORE, and new configurations of the 

platform is handled through this process.</span></p><p style=\"mso-

pagination:widow-orphan lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:widow-orphan lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE uses InSpec, SIEM, and automation to detect any 

inventory changes and configuration changes. InSpec scans are run at 

least monthly as part of the continuous monitoring of the information 

system. In addition, InSpec scans are run prior to any update or release. 

InSpec scans are used to update and maintain the inventory of the 

information system.</span></p><p style=\"mso-pagination:widow-orphan 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">System components are checked for compliance to 

automation through the use of InSpec Policy Compliance scans. automation 

are used as baselines for the machines deployed in the environment to 

detect any configuration changes.</span></p><p style=\"mso-

pagination:widow-orphan lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:widow-orphan lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Gitlab tool is being leveraged to track all changes to 

automation and the Agile system ticketing system is employed to ensure 

they have gone through the necessary process of peer review, security 

impact analysis, and approval before they have been implemented in 



ORE</span><span style=\"font-family:'Calibri';font-

size:10pt;color:#313231;mso-style-textfill-fill-

color:#313231\">.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 2 

Twelve Solutions ORE ARB&nbsp;is responsible for reviewing and approving 

the configuration baseline updates and changes. The ARB&nbsp;is 

responsible for signing off on the final version of any configuration 

baseline prior to the change being released.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "269" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6727123" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T19:12:04.129009" 



                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cm-2.2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cm-2.2 - Automation Support for 

Accuracy and Currency" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Configuration Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "faccbd84-9d1e-411b-b30f-

fed608d1b67b" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "6e93bbb2-0226-4743-8cee-

7a401e97078b", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 270, 

                    "uuid": "56cede78-b2c5-461a-8250-d2b04caabc4b", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cm-02.03_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "79" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "56cede78-b2c5-461a-8250-

d2b04caabc4b" 



                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:widow-orphan 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE 

maintains every baseline configuration of ORE that has been deployed to 

support rollback to any point in in Gitlab. Gitlabs track all changes and 

maintain the configuration baseline within automation indefinitely. As 

changes are made to the ORE baseline configuration, the new baseline 

becomes the current version, and the previous baseline is no longer 

valid. Previous configuration baselines, in the form of scripts 

(playbooks) used by automation to establish and set configuration 

settings, are stored using Gitlab.</span></p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#313231;mso-style-textfill-fill-

color:#313231\">The 2 Twelve Solutions ORE ARB&nbsp;is responsible for 

reviewing and approving the configuration baseline updates and changes. 

The ARB&nbsp;is responsible for signing off on the final version of any 

configuration baseline prior to the change being released.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 



                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "270" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6727913" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T19:12:47.7685869" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cm-2.3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cm-2.3 - Retention of Previous 

Configurations" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Configuration Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 



                            "value": "04b05d04-0d9e-4e32-b9da-

9428af8f9260" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "d0da8a5c-e2ef-428b-a679-

b1f8566b2ef4", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 274, 

                    "uuid": "ddb44168-629c-45e3-9aca-69a36f43ab51", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cm-02.07_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-02.07_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-02.07_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "80" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "ddb44168-629c-45e3-9aca-

69a36f43ab51" 

                        }, 

                        { 

                            "name": "controlOwnerId", 



                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-

pagination:widow-orphan lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:widow-orphan lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">There are 

no physical components within the ORE authorized boundary. ORE is built 

on Provider and does not have access to physical assets. ORE admins 

utilize workstations to access the ORE environment; however, user devices 

are not managed by ORE.</span></p><p style=\"mso-pagination:widow-orphan 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Inherited from the [Insert policy document of related 

control for the provider] </span></p><p></p><p>Part b:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-

pagination:widow-orphan lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">:</span></p><p style=\"mso-pagination:widow-orphan lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">There are 

no physical components within the ORE authorized boundary. ORE is built 

on Provider and does not have access to physical assets. ORE admins 

utilize workstations to access the ORE environment; however, user devices 

are not managed by ORE.</span></p><p style=\"mso-pagination:widow-orphan 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Inherited from the [Insert policy document of related 

control for the provider]</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "274" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6728717" 

                        }, 



                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T19:17:52.2885043" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cm-2.7" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cm-2.7 - Configure Systems and 

Components for High-risk Areas" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Configuration Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "c6497e5b-aadd-4adc-a279-

e966a39413d6" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "be14c430-0996-4dfb-a833-

aab32e1c9ce7", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 275, 

                    "uuid": "d27a80b4-00ce-4869-9e50-5736a4ef7480", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cm-03_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-03_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 



                        { 

                            "param-id": "cm-03_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-03_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-03_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "81" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "d27a80b4-00ce-4869-9e50-

5736a4ef7480" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-

pagination:widow-orphan lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-



family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Operations team is responsible for defining 

Configuration Itemâ€™s (CIâ€™s) within ORE. Operations team defines 

CIâ€™s as any component that needs to be managed in order to maintain and 

execute correct operations of ORE. Information about each CI is recorded 

in the System Inventory Workbook and automation playbook. The ORE 

inventory is reviewed and updated at least monthly as part of the 

continuous monitoring process.&nbsp; The inventory documents the CI 

attributes such as the unique asset name, IP address, the DNS, 

configuration baseline version, OS name and version, and all requirements 

derived from the System Inventory Workbook.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">All 

changes to the 2 Twelve Solutions ORE are tracked in a Agile system 

ticket. Major changes are required to be tested, scheduled and analyzed 

for potential security impact. Every Configuration Item (CI) that is 

tracked in a Agile system ticket will contain the following 

information:</span></p><ul style=\"padding-left:40px\"><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;tab-

stops:1.27cm;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Unique 

Asset Identifier</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;tab-stops:1.27cm;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">IP Address(es) (if applicable)</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;margin-top:0pt;margin-bottom:0pt;tab-

stops:1.27cm;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Whether 

the CI is virtual</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;tab-stops:1.27cm;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">Whether the CI is publicly accessible</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;margin-top:0pt;margin-bottom:0pt;tab-

stops:1.27cm;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">DNS name 

or URL (if applicable)</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;tab-

stops:1.27cm;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">NetBIOS 

name (if applicable)</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;tab-

stops:1.27cm;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">MAC 

Address(es) (if applicable)</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;tab-

stops:1.27cm;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Authenticated scan status</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;margin-top:0pt;margin-bottom:0pt;tab-

stops:1.27cm;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Baseline 

configuration name</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;tab-stops:1.27cm;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">OS Name and Version</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;tab-

stops:1.27cm;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Location 

information (building, room, and rack, if applicable)</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;margin-top:0pt;margin-bottom:0pt;tab-

stops:1.27cm;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-



size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Asset 

type</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;tab-stops:1.27cm;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Hardware make/model</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;tab-

stops:1.27cm;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Status in 

latest scan</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;tab-stops:1.27cm;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Software/Database vendor</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;tab-

stops:1.27cm;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Software/Database name/version</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;margin-top:0pt;margin-bottom:0pt;tab-

stops:1.27cm;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Patch 

level</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;tab-stops:1.27cm;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Function</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;tab-

stops:1.27cm;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Serial 

#/Asset Tag#</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;tab-stops:1.27cm;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">VLAN/Network ID</span></p></li><li style=\"list-style-



type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;tab-

stops:1.27cm;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Record of 

all changes to this inventory item.</span></p></li></ul><p 

style=\"margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to determine the types 

of changes to the information system that are configuration 

controlled.</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

b:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed at least annually or as needed by the ISSO and 

SO.</span></p><p style=\"mso-pagination:widow-orphan lines-together;page-

break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

Engineering team is responsible for conducting the initial review of 

proposed configuration-controlled changes to ORE. The ARB will either 

approve or disapprove the changes through the Agile system ticketing 

procedure with explicit consideration for the security impact analysis 

during the change management process. The Engineering team and ARB 

reviews and approves configuration changes when a new release is being 

prepared, when a new base image is created, and whenever there is a 

proposed change to an automation playbook that could affect the security 

stature of ORE.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-



pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

Engineering Team and the ARB meets weekly to discuss and review proposed 

configuration changes to ORE.&nbsp; ARB must both approve a change before 

it can be implemented. The details of the change must be fully document 

in the CI as described in Part a. The Agile system ticket also includes 

the details of the security impact analysis (SIA) that has been 

performed.&nbsp;</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:&nbsp;</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">It is the 

customer responsibility to review proposed configuration-controlled 

changes to the information system and approves or disapproves such 

changes with explicit consideration for security impact 

analysis.</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

c:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed at least annually or as needed by the ISSO and 

SO.</span></p><p style=\"mso-pagination:widow-orphan lines-together;page-

break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:widow-orphan lines-together;page-break-after:avoid;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Configuration change management decisions are documented 

as part of the life-cycle of a Change Request and are maintained in the 

ORE Agile system ticketing system.&nbsp; The Change Lifecycle has 6 

stages:</span></p><ol style=\"padding-left:40px\"><li style=\"list-style-

type: decimal\"><p style=\"margin-left:34pt;text-indent:-17pt;mso-



pagination:none lines-together;page-break-after:avoid;margin-

top:0pt;margin-bottom:0pt;tab-stops:1.1994444444444443cm;border:none;mso-

border-left-alt:none;mso-border-top-alt:none;mso-border-right-

alt:none;mso-border-bottom-alt:none;mso-border-between:none\"><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Submission</span></p></li><li style=\"list-

style-type: decimal\"><p style=\"margin-left:34pt;text-indent:-17pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;tab-

stops:1.1994444444444443cm;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Planning</span></p></li><li style=\"list-style-type: 

decimal\"><p style=\"margin-left:34pt;text-indent:-17pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;tab-

stops:1.1994444444444443cm;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Approval</span></p></li><li style=\"list-style-type: 

decimal\"><p style=\"margin-left:34pt;text-indent:-17pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;tab-

stops:1.1994444444444443cm;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Implementation</span></p></li><li style=\"list-style-

type: decimal\"><p style=\"margin-left:34pt;text-indent:-17pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;tab-

stops:1.1994444444444443cm;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Review</span></p></li><li style=\"list-style-type: 

decimal\"><p style=\"margin-left:34pt;text-indent:-17pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;tab-

stops:1.1994444444444443cm;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Closure</span></p></li></ol><p style=\"mso-

pagination:widow-orphan lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:widow-orphan lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Change Requests can be submitted by all ORE staff to the 

ARB where they then accept or reject the change request. The 2 Twelve 

Solutions ARB meets to review any proposed changes and provide oversight 

to the configuration management process. The ARB will review and either 



approve or reject a change to the ORE information system. Any notes or 

comments related to the approval or rejection are stored in Agile system 

as part of the change request. Changes are only implemented into 

production after all changes have been tested, scheduled, analyzed for 

potential security impact, and approved.</span></p><p style=\"mso-

pagination:widow-orphan lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Upon 

completion of all the above steps, the change must be approved by the 

Architecture Control Board (ARB) prior to the implementation of any 

change for the Application, Database or Operating System.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:&nbsp;</span></u></b></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">It is the 

customer responsibility to document configuration change decisions 

associated with the information system.</span></p><p></p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Part d:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions&nbsp;Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:widow-orphan lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Changes 

are only implemented into production after all changes have been tested, 



scheduled, analyzed for potential security impact, and approved. Once the 

change is approved, the implementation is scheduled. The implementation 

tasks are performed. </span><span style=\"font-family:'Calibri';font-

size:10pt;color:#313231;mso-style-textfill-fill-color:#313231\">The 

Operations team will implement configuration-controlled changes to ORE 

once they are approved by the ARB.</span></p><p style=\"mso-

pagination:widow-orphan lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">All 

automation playbook baselines will be updated with the latest updates 

approved for the release to production. Production Images will remain 

available to production for an extended time due to the use of Auto-

scaling and custom Cloud Formation scripts.&nbsp;ORE Operations Team 

coordinates with all the teams to ensure all agents and tools are 

installed on servers and hosts.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:&nbsp;</span></u></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to implement approved 

configuration controlled changes to the information system. Upon 

completion of all the above steps, the change must be approved by the 

Architecture Control Board (ARB) prior to the implementation of any 

change for the Application, Database or Operating 

System.</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

e:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed at least annually or as needed by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:widow-orphan lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-



bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 2 

Twelve Solutions ORE Change Management process is integrated into OREâ€™s 

Agile system ticketing system. All aspects of Change Management and 

change requests, including records of changes, are stored in the Agile 

system ticketing database indefinitely, and are available at all times 

for historic or reporting purposes.&nbsp;There is no differentiation in 

the retention periods for application, database or operating 

system.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:&nbsp;</span></u></b></p><p 

style=\"margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to retain records of 

configuration controlled changes to the information within the DHS 

defined time period for the ORE application.</span></p><p></p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Part f:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:widow-orphan 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The ARB audits and reviews all activities associated with 

configuration-controlled changes to ORE on a monthly basis through the 

use of Inspec&nbsp;and Trivy scanner. The Agile system tickets and CIs 

any change or update at the application, database or operating system 

level are all retained indefinitely within the Agile system 

database.&nbsp; There is no differentiation in the retention periods for 

application, database or operating system.</span></p><p style=\"mso-



pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:&nbsp;</span></u></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to audits and reviews 

activities associated with configuration controlled changes to the 

information system.</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part g:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:widow-orphan 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Engineering team&nbsp;and the ARB coordinate and 

provide oversight for configuration change control activities through the 

change management process. The change management process is required when 

a new release is being prepared or whenever there is a proposed change 

that could affect the availability of ORE. These changes include but not 

limited to ORE version upgrades, emergency changes/fixes, adding 

additional services or offerings. These changes are communicated to the 

customer through email or phone to ensure the impact to customer is 

minimized.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:&nbsp;</span></u></b></p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">It is the customer responsibility to 



coordinate and provide oversight for configuration change control 

activities.&nbsp;</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "275" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6729541" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T19:22:32.7720225" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cm-3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cm-3 - Configuration Change 

Control" 

                        }, 



                        { 

                            "name": "control-family", 

                            "value": "Configuration Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "0522339b-0d8b-4a50-a960-

d11a342c4163" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "57f00a33-ed76-4525-8b35-

244eb8429140", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 277, 

                    "uuid": "37321a1a-3309-44cd-b3d0-f08409ee1b9f", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "82" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "37321a1a-3309-44cd-b3d0-

f08409ee1b9f" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-



between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions&nbsp;Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:widow-orphan lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Changes 

are only implemented into production after all changes have been tested, 

scheduled, analyzed for potential security impact, and approved. Once the 

change is approved, the implementation is scheduled. The implementation 

tasks are performed. </span><span style=\"font-family:'Calibri';font-

size:10pt;color:#313231;mso-style-textfill-fill-color:#313231\">The 

Operations team will implement configuration-controlled changes to ORE 

once they are approved by the ARB.</span></p><p style=\"mso-

pagination:widow-orphan lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">All 

automation playbook baselines will be updated with the latest updates 

approved for the release to production. Production Images will remain 

available to production for an extended time due to the use of Auto-

scaling and custom Cloud Formation scripts.&nbsp;ORE Operations Team 

coordinates with all the teams to ensure all agents and tools are 

installed on servers and hosts.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:&nbsp;</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">It is the 

customer responsibility to implement approved configuration controlled 

changes to the information system. Upon completion of all the above 

steps, the change must be approved by the Architecture Control Board 

(ARB) prior to the implementation of any change for the Application, 

Database or Operating System.</span></p>" 

                        }, 

                        { 

                            "name": "status", 



                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "277" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6730298" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T19:25:05.2105373" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cm-3.2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cm-3.2 - Testing, Validation, and 

Documentation of Changes" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Configuration Management" 

                        }, 

                        { 



                            "name": "parent-control-uuid", 

                            "value": "cf8733c4-e4cd-4fcf-bf97-

bcff213b74b3" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "048ae65a-187c-4dbb-ac15-

12c44d41111b", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 279, 

                    "uuid": "7083b7db-cbdf-44ed-b690-4e860ca3d9f0", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cm-03.04_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-03.04_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-03.04_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-3.4_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "83" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 



                            "name": "uuid", 

                            "value": "7083b7db-cbdf-44ed-b690-

4e860ca3d9f0" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:widow-orphan 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Engineering team&nbsp;and the ARB coordinate and 

provide oversight for configuration change control activities through the 

change management process. The ARB includes security representatives. The 

change management process is required when a new release is being 

prepared or whenever there is a proposed change that could affect the 

availability of ORE. These changes include but not limited to ORE version 

upgrades, emergency changes/fixes, adding additional services or 

offerings. These changes are communicated to the customer through email 

or phone to ensure the impact to customer is minimized.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:&nbsp;</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">It is the 



customer responsibility to coordinate and provide oversight for 

configuration change control activities.&nbsp;</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "279" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6731549" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T19:33:20.144021" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cm-3.4" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cm-3.4 - Security and Privacy 

Representatives" 

                        }, 



                        { 

                            "name": "control-family", 

                            "value": "Configuration Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "d269b4e0-6314-4d69-9af1-

d2b5492eeab3" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "08285cb6-09c1-4176-b03c-

bb6f75db75f9", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 284, 

                    "uuid": "abc5b3b0-998a-4151-8508-801ea49a8082", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "84" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "abc5b3b0-998a-4151-8508-

801ea49a8082" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:widow-orphan 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-



alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">A 

security impact analysis (SIA) is performed for all change requests. The 

Engineering team performs the SIA for all changes and based on the 

outcome will provide an approval of the proposed change. The Engineering 

team will record in the Agile system ticket for each CI the results of 

the SIA. When the ARB meets, they will review the CI ticket in Agile 

system and examine the results of the SIA prior to the approval or 

rejection of the proposed change.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">For all changes, a Security Impact Analysis checklist is 

used to evaluate the change impact to various aspect of the ORE. Based on 

the result, it may trigger the use of security impact analysis worksheet 

in the ORE change management plan.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">If the change involves a change in any COTS or custom 

code, identifying vulnerabilities may include, for example, a search of 

the National Vulnerability Database (NVD) 24 which enumerates 

vulnerabilities, user experience, etc. 2 Twelve Solutions will leverage 

this information to address known issues and remove or mitigate them 

before they become a concern.&nbsp;If the change involves the custom code 

for ORE, a more in-depth analysis of the security impact is 

conducted.&nbsp;Once vulnerability has been identified, a risk assessment 

is needed to identify the likelihood of a threat exercising the 

vulnerability and the impact of such an event.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-



between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">It is the 

customer responsibility to analyzes changes to the information system to 

determine potential security impacts prior to change 

implementation.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "284" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6732263" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T19:33:57.5858988" 



                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cm-4" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cm-4 - Impact Analyses" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Configuration Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "8278278a-78fb-4e8a-81c9-

58fe0de6dbdc" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "cf564825-8811-4243-9972-

21c2b0ab30d5", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 286, 

                    "uuid": "fa9701d6-1766-4c95-93d1-d2e7169a664a", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "85" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "fa9701d6-1766-4c95-93d1-

d2e7169a664a" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 



                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:widow-orphan 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The ARB audits and reviews all activities associated with 

configuration-controlled changes that have a direct impact on security 

control implementation to ORE on a monthly basis through the use of 

Inspec&nbsp;and Trivy scanner. The Agile system tickets and CIs any 

change or update at the application, database or operating system level 

are all retained indefinitely within the Agile system database.&nbsp; 

There is no differentiation in the retention periods for application, 

database or operating system.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:&nbsp;</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-size: 10pt;\">It is the customer 

responsibility to audits and reviews changes that have an impact to 

security control </span><span style=\"font-size: 

13.3333px;\">implementations</span><span style=\"font-size: 10pt;\"> 

associated with configuration controlled changes to the 

application</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 



                        }, 

                        { 

                            "name": "controlID", 

                            "value": "286" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.673289" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T19:39:35.2211928" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cm-4.2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cm-4.2 - Verification of Controls" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Configuration Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "ca67c6e3-699a-4e28-8ccd-

929ead6234fb" 

                        } 

                    ] 

                }, 



                { 

                    "by-components": [ 

                        { 

                            "uuid": "df9a267b-6aa7-4c12-bf63-

7a651d704945", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 287, 

                    "uuid": "4b2e0a71-cc8d-4949-be1f-eb374822f0e0", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "86" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "4b2e0a71-cc8d-4949-be1f-

eb374822f0e0" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:widow-orphan 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Physical 



access into the ORE environment is not possible as the infrastructure is 

hosted within Azure.&nbsp;All changes to ORE are performed through 

automation which are run from the SSH Bastion host. Inspec runs policy 

compliance checks against the systems&nbsp;and will flag any 

discrepancies. Gitlab is leveraged to maintain and track any changes that 

are done to the automation. Access to the source code repository is 

restricted to the Operations team members.</span></p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Day-to-day management of the entire 2 Twelve Solutions 

ORE infrastructure is accomplished through the use of configuration 

management tools. Only the 2 Twelve Solutions ORE Operations or 

Engineering personnel assigned to the task(s) approved in a change 

request are permitted to implement system changes. For changes requiring 

ARB approval, change implementation is allowed only after the change has 

been approved. The full life cycle of changes are documented in Agile 

system change tickets. To release changes into the production 

environment, the 2 Twelve Solutions Engineering personnel assigned to the 

task(s) approved in the change request must have privileged access on the 

applicable production servers, network devices, or databases that the 

change affects.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> Application accesses are specific to each customer. 

Firewall rules are leveraged to enforce access flow and provide logical 

separation such that customers only have access to their own environment. 

Application front end users must authenticate through MFA or SAML 2.0 

token. Reverse Proxy enforces TLS1.2 encryption to protect the 

communication session. 2 Twelve Solutions administrators do not have 

access to client applications. Access to InSpec, SIEM, Trivy is limited 

to authorized personnel based on role based access on the principle of 

least privilege.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">Database:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> Each customer environment has a dedicated MySQL database 

accessible only through the application. 2 Twelve Solutions 

administrators do not have access to client data. Patches and updates are 

accomplished through Anisble playbooks.</span></p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operating System:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> Authorized 2 Twelve Solutions administrators access 

operating systems by authenticating through the bastion host. All users 

must have a valid SSH key and a one-time password from Yubikey or HSPD-12 

compliant hardware token. After authenticate through the bastion host, 

users must have a matching public SSH key on the instance to establish 

connection with that host. Connections are enforced through whitelisting 

by Firewall rules. Creation, modification, and deletion of security 

groups must go through the defined CM process and requested through Agile 

system for ARB approval.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">It is the 

customer responsibility to define, document, approve, and enforce 

physical and logical access restrictions associated with changes to the 

information system.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "287" 



                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6733946" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T19:42:33.3370368" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cm-5" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cm-5 - Access Restrictions for 

Change" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Configuration Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "ff074623-35ba-477a-89cf-

ab009375e981" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 



                            "uuid": "19b6176d-1cd1-45a0-8472-

5f00d37fdd19", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 295, 

                    "uuid": "2cf3483e-bf5f-4e49-8079-a695f3879d62", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cm-06_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-06_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-06_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "87" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "2cf3483e-bf5f-4e49-8079-

a695f3879d62" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-pagination:none 



lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE configuration settings for all system components 

within the ORE boundary are all configured through automation which are 

verified by InSpec compliance checks.&nbsp; All automation are based on 

Center for Internet Security guidelines (Level 1) and best practices to 

ensure that the ORE environment has the most restrictive mode consistent 

with operational requirements.&nbsp;</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: ORE applications follow the 2 Twelve Solutions ORE 

Lifecycle Management Plan and procedures defined in this SSP to ensure 

security considerations are in place in all steps of the ORE system 

lifecycle. There is no established baseline for the ORE application. 

InSpec vulnerability scanner is used at least monthly to ensure the 

security posture of the ORE application is below established risk 

level.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Database 

and Operating System</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">:&nbsp;2 

Twelve Solutions ORE establishes and documents configuration settings for 

information technology products employed within the ORE authorization 

boundary that reflect the most restrictive mode consistent with 

operational requirements and the CIS Level 1 guidelines. InSpec and Trivy 

scanner is used to verify and compare configuration settings with CIS 



Level 1.</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

b:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed at least annually or as needed by the ISSO and 

SO.</span></p><p style=\"mso-pagination:widow-orphan lines-together;page-

break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: ORE applications follow the 2 Twelve Solutions ORE 

Lifecycle Management Plan and procedures defined in this SSP to ensure 

security considerations are in place in all steps of the ORE system 

lifecycle. There is no established baseline for the ORE application. 

InSpec vulnerability scanner is used at least monthly to ensure the 

security posture of the ORE application is below established risk 

level.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Database 

and Operating System</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">:&nbsp;2 

Twelve Solutions ORE establishes and documents configuration settings for 

information technology products employed within the ORE authorization 

boundary that reflect the most restrictive mode consistent with 

operational requirements and the CIS Level 1 guidelines. All changes that 

are done to the automation are tracked through the Gitlab to determine if 

unauthorized changes have been implemented and by whom. ORE privileged 

users are assigned roles and privileges only sufficient to complete their 

assigned responsibilities. Operations team is assigned access to the 

bastion host with privileges to launch automation scripts for the 

configuration and maintenance of the ORE 

environment.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part c:</span></p><p><span style=\"font-



family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:widow-orphan 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operations team identifies and documents any deviations 

from the established automation playbook configuration settings for all 

ORE components based on the requirements of ORE. All deviations from 

automation need to be approved by the Engineering team that would require 

all deviation requests to go through the same change management 

process.&nbsp;2 Twelve Solutions&nbsp;identifies configuration baseline 

deviations using InSpec as the compliance scanning tool. If a deviation 

from baseline compliance is detected for an existing or newly 

commissioned system, a ticket is opened within 2 Twelve 

Solutionsâ€™s&nbsp;ticketing system to track the deviation. All changes 

are subject to the change control process as defined in the Configuration 

Management Plan.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp;&nbsp;ORE applications follow the 2 Twelve 

Solutions ORE Lifecycle Management Plan and procedures defined in this 

SSP to ensure security considerations are in place in all steps of the 

ORE system lifecycle. There is no established baseline for the ORE 

application. InSpec vulnerability scanner is used at least monthly to 

ensure the security posture of the ORE application is below established 

risk level.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-



between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Database 

or Operating System:</span></u></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions ORE Engineering documents the 

deviations from the established CIS Level 1 configuration guidelines. The 

deviations are documented in Agile system.&nbsp; Compliance with the CIS 

Level 1 baselines is confirmed with the InSpec CIS Level 1 baseline 

scan.&nbsp; If the results of the scan show there is not 100% compliance 

with the CIS Level 1 baselines, a Agile system ticket is opened. If it is 

established the deviation is needed for operational purposes, then the 

ticket is updated.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part d:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operations&nbsp;team is the only users that have the 

ability to change configuration settings in ORE through automation. All 

changes are executed through the SSH Bastion after the change has been 

officially approved by the Engineering team&nbsp;and the ARB through the 

change management process. A deviation from the baseline configuration is 

identified by the InSpec compliance scan. All changes that are done to 

the automation are tracked through the Gitlab&nbsp;tool to determine if 

unauthorized changes have been implemented and by whom. All privileged 

functions for change management are captured in the audit logs for the 

application, database and operating system.&nbsp;</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "295" 



                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6734584" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T19:45:32.173556" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cm-6" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cm-6 - Configuration Settings" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Configuration Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "93760842-e933-42c6-8191-

ba6023918746" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 



                            "uuid": "972abda7-dde5-4cb2-a8d7-

ef476aaf21e1", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 300, 

                    "uuid": "a9d0c71f-93af-40a5-9631-405982df2050", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cm-07_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-07_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-07_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-07_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-07_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-07_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-7_prm_2", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 



                        { 

                            "name": "id", 

                            "value": "88" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "a9d0c71f-93af-40a5-9631-

405982df2050" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operations&nbsp;team provides only essential capabilities 

of ORE infrastructure through the use of automation. The automation 

settings are configured based on Center for Internet Security guidelines 

(Level 1) and best practices to ensure that the ORE environment has the 

most restrictive mode consistent with operational requirements. 

Connections through ports and protocols are further limited through the 

use of Firewall rules whitelisting. The full list of approved ports and 

protocol can be found in section 10 of this SSP.</span></p><p 

style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:&nbsp;</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-



bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">It is the 

customer responsibility to configure the information system to provide 

only essential capabilities.&nbsp;</span></p><p></p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Part b:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE 

configuration settings for all system components within the ORE boundary 

are all configured through automation which are verified by InSpec 

compliance checks.&nbsp; All automation are based on Center for Internet 

Security guidelines (Level 1) and best practices to ensure that the ORE 

environment has the most restrictive mode consistent with operational 

requirements.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: ORE applications follow the 2 Twelve Solutions ORE 

Lifecycle Management Plan and procedures defined in this SSP to ensure 

security considerations are in place in all steps of the ORE system 

lifecycle. There is no established baseline for the ORE application. 

InSpec vulnerability scanner is used at least monthly to ensure the 

security posture of the ORE application is below established risk 

level.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-



bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Database 

and Operating System</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">:&nbsp;2 

Twelve Solutions ORE establishes and documents configuration settings for 

information technology products employed within the ORE authorization 

boundary that reflect the most restrictive mode consistent with 

operational requirements and the CIS Level 1 guidelines. InSpec scanner 

is used to verify and compare configuration settings with CIS Level 

1.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">It is the 

customer responsibility to prohibit or restrict the use of functions, 

ports, protocols, and/or services in accordance with United States 

Government Configuration Baseline (USGCB).</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "300" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 



                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6735211" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T19:46:54.7873562" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cm-7" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cm-7 - Least Functionality" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Configuration Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "b7fe46c7-2d3f-4341-93ad-

b5e749109f58" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "354969c7-e288-4162-88ee-

e6d2b9854283", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 301, 

                    "uuid": "f47ffc1b-5c96-4d61-8a37-2c08c409f596", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cm-07.01_odp.01", 

                            "values": [ 

                                "" 



                            ] 

                        }, 

                        { 

                            "param-id": "cm-07.01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-07.01_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-07.01_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-07.01_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-07.01_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-7.1_prm_2", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "89" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "f47ffc1b-5c96-4d61-8a37-

2c08c409f596" 

                        }, 

                        { 



                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE 

configuration settings for all system components within the ORE boundary 

are all configured through automation which are verified by InSpec and 

Trivy scanner.&nbsp; All automation are based on Center for Internet 

Security guidelines (Level 1) and best practices to ensure that the ORE 

environment has the most restrictive mode consistent with operational 

requirements. The Engineering team reviews the results of the InSpec and 

Trivy scans at least monthly to identify any unnecessary and/or non-

secure functions, ports, protocols, and services through this 

process.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: ORE applications follow the 2 Twelve Solutions ORE 

Lifecycle Management Plan and procedures defined in this SSP to ensure 

security considerations are in place in all steps of the ORE system 

lifecycle. There is no established baseline for the ORE application. 

InSpec vulnerability scanner is used at least monthly to ensure the 

security posture of the ORE application is below established risk 

level.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-



alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database:&nbsp;</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Inspec scanner is utilized to scan configuration 

compliance on databases within the ORE environment. All scan will be 

completed using administrator level authentication to grant the ability 

to do deep scanning of the database. Inspec is configured to 

automatically check for updates daily.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operating System: </span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions&nbsp;utilizes InSpec for configuration 

compliance on operating systems. InSpec authentication scans are done 

through the InSpec agent. InSpec agents are deployed to every instance 

within the environment; InSpec agent has system level access which is 

equivalent or better than an administrative 

permission.<br></span></p><p>Part b:<br><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Any unnecessary and/or non-secure functions, ports, 

protocols, and services discovered through the InSpec and Trivy scan by 

the Engineering team will be forwarded to the Operations team through the 

Agile system ticketing system for disablement. Scan reports are reviewed 

at least monthly as part of the continuous monitoring process to ensure 

that the ORE environment has the most restrictive mode consistent with 

operational requirements.</span></p>" 



                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "301" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6735796" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T19:50:42.591059" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cm-7.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cm-7.1 - Periodic Review" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Configuration Management" 



                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "d6e61d0d-d7bc-48e9-ac22-

17bce4d518da" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "cf03d71c-3935-44ae-bd48-

9a41321e15cb", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 302, 

                    "uuid": "ba6193cd-598d-44b3-b313-75e94576eeb5", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cm-07.02_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-07.02_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "90" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "ba6193cd-598d-44b3-b313-

75e94576eeb5" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 



                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application and Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp;ORE applications are developed and implemented in 

accordance to the 2 Twelve Solutions ORE Lifecycle Management Plan. ORE 

Application suite includes database, installation of additional software 

is not possible.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Operating 

System</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">: The 2 

Twelve Solutions ORE information system and its supporting infrastructure 

are deployed using automation to prevent the installation of unauthorized 

software and executables from being run or installed. System-level change 

permissions are limited to members of the Operations teams, and package 

installations on the Linux machines supporting the 2 Twelve Solutions 

ORE&nbsp; environment are controlled through configuration of system 

images and deployments using automation Playbook.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 



                            "name": "controlID", 

                            "value": "302" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6736401" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T19:51:22.9716359" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cm-7.2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cm-7.2 - Prevent Program Execution" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Configuration Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "e4ad4ff9-f2a1-4b50-8619-

1ac4bf7bb731" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 



                        { 

                            "uuid": "60e163ac-ed7c-4cc1-a52a-

0593b327683e", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 305, 

                    "uuid": "d920c27a-af04-4a88-8cfb-86d80d72dcc5", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cm-07.05_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-07.05_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "91" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "d920c27a-af04-4a88-8cfb-

86d80d72dcc5" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-



alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Before 

installing or enabling any application or service, 2 Twelve Solutions 

conducts a security impact analysis to determine the serviceâ€™s 

requirements, vendor reputation, and required maintenance which is then 

detailed and documented. When allowing a new program to be used within 

the environment, a change request is created which then follows 2 Twelve 

Solutionsâ€™s change management process to receive approval for 

implementation from the ARB.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions has implemented configuration 

management tools used to further enforce the exclusive use of authorized 

software: Configuration on management tools Package installations on the 

Linux machines supporting the 2 Twelve Solutions ORE environment are 

controlled through configuration of system images and deployments using 

automation. 2 Twelve Solutions establishes configuration profiles that 

are compiled for various system components. All software found inside 

these profiles is authorized to run within the environment&nbsp;and 

deployed as a means of controlling configurations for 

devices.&nbsp;<br></span></p><p>Part b:</p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">2 Twelve Solutions employs a deny-all, permit-by-

exception policy for software installation. The deny-all, permit-by-

exception policy is enforced through the use of automation playbook. 

During each deployment of the automation playbook, configuration settings 

and software are readjusted to the approved baseline. In addition, all 

privilege action including software update and installations are captured 

in SIEM as an event for review.<br></span></p><p>Part c:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions&nbsp;reviews and updates the list of authorized software to be 

included within 2 Twelve Solutions ORE authorization boundary annually, 

or when there is a significant change requiring addition or removal of 

software to the approved list. Software configurations for systems are 

stored within the systemsâ€™ configuration baselines and images. If any 

modification is required to the approved software list, a change request 

is created which then proceeds through the change management process to 

determine if approval is received.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "305" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 



                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6737048" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T19:53:00.4696344" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cm-7.5" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cm-7.5 - Authorized Software â€” 

Allow-by-exception" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Configuration Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "1eabf3f3-7518-40e1-98ef-

39653f344c0e" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "6ee5c3d3-25fd-4a66-9a53-

dbe40c1f0e8e", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 310, 



                    "uuid": "2a381043-02c3-487c-b78c-69d97ad4ac5b", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cm-08_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-08_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "92" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "2a381043-02c3-487c-b78c-

69d97ad4ac5b" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-



between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions ORE utilizes configuration management and security tools to 

develop and document the complete inventory of the 2 Twelve Solutions ORE 

authorization boundary while providing the level of granularity deemed 

necessary for tracking and reporting. InSpec is used to regularly 

generate an output of all assets in the ORE environment. Every component 

within the ORE environment has a InSpec agent installed that is able to 

accurately reflect the hostnames, IP addresses, locations, and asset 

types for all components. After the initial AWS inventory is generated, 

ORE uses agent-based InSpec scans to verify reported system versions and 

automation configuration management scripts to verify the latest baseline 

configuration packages used for system assets. The inventory is reviewed 

and updated at least monthly and is also part of the SSP.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The combined functions of these tools are used to achieve 

compliance by:</span></p><ul style=\"padding-left:40px\"><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;tab-stops:1.27cm;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Accurately reflecting all components within the 

authorization boundary of the current information 

system</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;tab-

stops:1.27cm;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Providing 

granularity required to enable tracking and reporting</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;tab-stops:1.27cm;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Including all 2 Twelve Solutions ORE infrastructure and 

services to achieve effective information system component 

accountability</span></p></li></ul><p>Part b:</p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:widow-orphan 



lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions verifies that all components within 

the authorization boundary of the information system are inventoried as 

part of the system on a monthly basis, or when a change is made to the 

information system.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

component information that is generated by automation and makes use of 

the Azure APIs and AWS APIs as input to collect the appropriate inventory 

data for the Inventory Workbook that will be reviewed and updated by the 

Engineering at least monthly as part of the continuous monitoring 

process.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "310" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 



                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6737638" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T19:57:10.6321035" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cm-8" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cm-8 - System Component Inventory" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Configuration Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "ef161fd8-3c5b-4672-810c-

c315282ba4b1" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "7fb6d326-827e-4c5b-a534-

6900e07b9857", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 311, 

                    "uuid": "c9df2deb-ce12-4688-96e8-5e89b33a2a54", 

                    "props": [ 



                        { 

                            "name": "id", 

                            "value": "93" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "c9df2deb-ce12-4688-96e8-

5e89b33a2a54" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:widow-orphan 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions ORE requires all component installations, removals, and 

information system changes to go through the established change 

management process detailed in this SSP and the 2 Twelve Solutions 

FedRAMP ORE Configuration and Change Management Plan. As part of the 

security impact analysis, Engineering will identify if an inventory 

update is required for each change. When the change is approved, 

Engineering will update the inventory matrix to reflect the updated ORE 

component(s).</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 



                        { 

                            "name": "controlID", 

                            "value": "311" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6738244" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T19:58:08.910695" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cm-8.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cm-8.1 - Updates During 

Installation and Removal" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Configuration Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "b6662a6d-de9a-4def-93bb-

af8dc8346411" 

                        } 

                    ] 

                }, 



                { 

                    "by-components": [ 

                        { 

                            "uuid": "03b0cd0d-e2c9-4c58-a1f7-

b6ba8ffdcf9b", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 313, 

                    "uuid": "cfd9e48e-72b9-41ce-81a3-eb313794396f", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cm-08.03_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-08.03_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-08.03_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-08.03_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-08.03_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-08.03_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-8.3_prm_1", 

                            "values": [ 

                                "" 

                            ] 



                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "94" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "cfd9e48e-72b9-41ce-81a3-

eb313794396f" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions utilizes its configuration policy and 

AWS configuration management tools to create, manage, and enforce the 

environment inventory.&nbsp; Assets are configured using automated 

solutions; consequently 2 Twelve Solutions ORE team members use log 

collector to assist with inventory monitoring. Logs are forwarded to SIEM 

for near real time analysis and alerting. When components are added to 

the environment, SIEM will generate an alert with a maximum of five 

minute delay to the Operations and Engineering. &nbsp;</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-



between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">For each component within the ORE environment, OSSEC IPS 

and SIEM is leveraged to detect unauthorized software. In the event 

system assets deviate from previous environmental states, OSSEC alerts 

are sent to 2 Twelve Solutions ORE administrators to the for 

investigation and remediation. When changes are detected by SIEM or 

OSSEC, a message is sent to the 2 Twelve Solutions security team.&nbsp; 

All messages are delivered to 

securityincidents@2TwelveSolutions.com</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"><br>Part b:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">SIEM and 

OSSEC are used by 2 Twelve Solutions to continuously record and monitor 

(with a maximum five-minute delay in detection) AWS resources (EC2 

instances) to detect the presence of unauthorized hardware, software, and 

firmware components. SIEM and OSSEC both monitor and identify AWS 

resource configurations for configuration changes that create 

inconsistencies with established rules or profiles.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">In the 

event system assets deviate from previous environmental states, alerts 

are sent to 2 Twelve Solutions ORE administrators to the for 

investigation and remediation. When changes are detected by SIEM or 

OSSEC, a message is sent to the 2 Twelve Solutions security team.&nbsp; 

All messages are delivered to 

securityincidents@2TwelveSolutions.com</span></p>" 

                        }, 

                        { 

                            "name": "status", 



                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "313" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6738841" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T20:03:13.7190664" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cm-8.3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cm-8.3 - Automated Unauthorized 

Component Detection" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Configuration Management" 

                        }, 

                        { 



                            "name": "parent-control-uuid", 

                            "value": "eecb0b31-2833-43a8-acb8-

1997a5033315" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "2de84577-1c90-4ed1-84e1-

f9c8606b930e", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 320, 

                    "uuid": "4c2e14de-b802-4b48-8324-aea09b981d51", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cm-09_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "95" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "4c2e14de-b802-4b48-8324-

aea09b981d51" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-



alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#313231;mso-style-textfill-fill-color:#313231\">2 Twelve 

Solutions policies as they relate to configuration management for ORE are 

outlined in the ORE Configuration Management Plan. The plan addresses 

purpose, scope, responsibilities (including management commitment), 

coordination among organizational entities, and compliance requirements 

to meet the control implementation requirements for the configuration 

management control </span><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">family of 

a moderate baseline.&nbsp; The plan specifically addresses procedures or 

processes related to:</span></p><ul style=\"padding-left:40px\"><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Configuration Management Roles and 

Responsibilities</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Configuration Management Program 

Administration&nbsp;</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Configuration Management Tools</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Configuration Management Retention, Archiving, Storage 

and Disposal</span></p></li><li style=\"list-style-type: disc\"><p 



style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Configuration Identification</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Configuration Baselining</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Configuration Change Control</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Configuration Management 

Monitoring&nbsp;</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Configuration Management Reporting</span></p></li></ul><p 

style=\"mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">All ORE 

documentation related to policies and procedures are stored and protected 

on internal Thanos document management system.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-



size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">It is the 

customer responsibility to develop a configuration management plan that 

addresses roles, responsibilities and configuration management processes 

and procedures.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part b:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application or Database or Operating 

System:</span></u></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Operations&nbsp;team is responsible for defining 

Configuration Itemâ€™s (CIâ€™s) within ORE. Operations&nbsp;team defines 

CIâ€™s as any component that needs to be managed in order to maintain and 

execute the operations of ORE. Information about each CI is recorded in 

Inventory Workbook, which is produced monthly as part of the continuous 

monitoring process.&nbsp; The inventory documents the CI attributes such 

as the unique asset name, IP address, the DNS, configuration baseline 

version, OS name and version, and all requirements derived from the 

Inventory Workbook.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to develop a 

configuration management plan that establishes a process for identifying 

configuration items throughout the system development life 

cycle.</span></p><p>Part c:</p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

Operations&nbsp;team is responsible for defining Configuration Itemâ€™s 

(CIâ€™s) within ORE. Operations&nbsp;team defines CIâ€™s as any component 

that needs to be managed in order to maintain and execute the operations 

of ORE. Information about each CI is recorded in Inventory Workbook, 

which is produced monthly as part of the continuous monitoring 

process.&nbsp; The inventory documents the CI attributes such as the 

unique asset name, IP address, the DNS, configuration baseline version, 

OS name and version, and all requirements derived from the Inventory 

Workbook. The CI information that is generated through this process will 

be the backbone of the configuration management process to ensure that 

all CI additions, modifications, and/or deletions is parallel to the 

actual disposition of ORE and to ensure the security posture of the 

environment remains at acceptable levels.</span></p><p><b><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Customer Responsibility:</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;</span></b></p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to develop a 

configuration management plan that defines the configuration items for 

the information system and places the configuration items under 

configuration management.&nbsp;</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part d:</span></p><p><span style=\"font-



family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">All ORE 

documentation related to policies and procedures are stored and protected 

in the Thanos document management system repository. Privileged access 

into ORE is only available to the Engineering team with read only access 

to the Operations Team. Access control and the concept of least privilege 

is in place such that team members will only have enough permissions to 

carry out his or her duty.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to protect the 

configuration management plan from unauthorized disclosure or 

modification.&nbsp;</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "320" 

                        }, 

                        { 

                            "name": "tenantsId", 



                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6739427" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-15T20:43:30.4586437" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cm-9" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cm-9 - Configuration Management 

Plan" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Configuration Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "a34104af-8054-4ff9-8998-

534cf79ca93c" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "1e64df03-3989-4d52-9b2b-

3714cb963ffc", 



                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 322, 

                    "uuid": "bc26860f-504f-4e8c-9943-e1aa8bfecdb7", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "73" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "bc26860f-504f-4e8c-9943-

e1aa8bfecdb7" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Components and/or services that require an enterprise 

license, contract agreements, and/or SLAs are executed in accordance with 

the contractual language of the agreement by 2 Twelve Solutions legal. 

Engineering monitor the use of these resource through the use the SIEM, 

Agile system ticketing system, and InSpec and Nessus 

Scanner.</span></p><p></p><p><span style=\"font-family:'Calibri';font-



size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

b:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed at least annually or as needed by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Licenses 

for ORE are tracked through the management console and licenses for 

security tools, such as InSpec, are managed and tracked in the 

InSpec.&nbsp;2 Twelve Solutions also tracks the licensing and use of all 

software within the information system manually in an Excel spreadsheet 

that is managed by the Engineering team.</span></p><p></p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Part c:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions does not allow the use of peer-to-peer sharing technology. 

Peer-to-peer is not explicitly allowed in automation and Security Group 

rules. Any attempt to install or executive peer-to-peer technology is 

captured and notified through SIEM.</span></p>" 

                        }, 

                        { 

                            "name": "status", 



                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "322" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6723962" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-15T21:03:17.3057306" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cm-10" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cm-10 - Software Usage 

Restrictions" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Configuration Management" 

                        }, 

                        { 



                            "name": "parent-control-uuid", 

                            "value": "1caffee6-8957-4b95-9592-

7526c5704e8f" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "10570d07-1b86-4099-9a93-

e3d2a1ecf927", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 324, 

                    "uuid": "a94b9736-0aff-4c4a-9988-ffc4afa5debe", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cm-11_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-11_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-11_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "74" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "a94b9736-0aff-4c4a-9988-

ffc4afa5debe" 

                        }, 

                        { 

                            "name": "controlOwnerId", 



                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Only privileged infrastructure users have the ability to 

install software in the ORE environment. The only privileged user groups 

within ORE are the Engineering team&nbsp;(read only) and the Operations 

team. General users do not have the ability to install software in the 

ORE environment. Software installation can only be accomplished at the 

operating system level within the ORE environment.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Software installations obtain approval through the change 

management process detailed in this SSP and the 2 Twelve 

Solutions&nbsp;ORE_Configuration and Change Management Plan. All change 

requires are requested, tracked, and retained in a form of Agile system 

ticket.</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

b:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed at least annually or as needed by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-



alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

configuration control process for ORE enforces adherence to the software 

installation polices, through executive oversight in the ARB, multi-party 

approval required by the Onboarding process and by leveraging automation. 

Once software is approved, it will be added to the automation as part of 

the baseline. automation is used to deploy the new baseline and adjust 

configuration settings.&nbsp;</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part c:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Policy 

compliance monitoring for user-installed software is accomplished through 

SIEM. All system events, component changes, and privilege actions are 

captured and forward to SIEM for near real time monitoring and alerting. 

Pre-configured items are in place such that software installation 

attempts are captured and will be alerted with maximum of five minutes 

delay. Engineering and Operations will receive the alert to investigate 

the issue in detail.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 



                        { 

                            "name": "controlID", 

                            "value": "324" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6724606" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-15T21:08:34.8330797" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cm-11" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cm-11 - User-installed Software" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Configuration Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "a3573616-a8fe-4c8e-9f8d-

690afbdbd236" 

                        } 

                    ] 

                }, 

                { 



                    "by-components": [ 

                        { 

                            "uuid": "2441436f-2bbf-42b3-9ed7-

48f1ded2d22e", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 328, 

                    "uuid": "ac307932-9c3e-4bf6-b7ad-08d77914ce92", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cm-12_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "75" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "ac307932-9c3e-4bf6-b7ad-

08d77914ce92" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a: </p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-



family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">System environment and inventory baseline is documented 

and routinely updated when changes to the architecture occurs. This 

information includes dataflow diagrams which depict the flow of data as 

is is processed and stored throughout various components and locations 

within the ORE system.</span></p><p></p><p>Part b:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:<br></span>Only ORE administrators have access to the 

data stored or processed on components within the ORE system. ORE 

administrators are identified and documented  and kept up to date on a 

monthly basis in the DoD Inventory Workbook. Users have access to ORE 

data via the web UI or API and their access is controlled by roles and 

policies controlled by the respective ORE company admin(s) and/or ORE 

cloud admin(s).</p><p><br>Part c: </p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">System 

environment and inventory baseline is documented and routinely updated 

when changes to the architecture occurs. This information includes 

dataflow diagrams which depict the flow of data as is is processed and 



stored throughout various components and locations within the ORE 

system.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "328" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6725187" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-15T21:28:15.0456279" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cm-12" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cm-12 - Information Location" 

                        }, 

                        { 



                            "name": "control-family", 

                            "value": "Configuration Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "dbe4eed4-debf-4490-8503-

47ba1710fbab" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "e57e6c24-f3a1-4cd3-adb9-

ef6a7e97368a", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 329, 

                    "uuid": "061bde93-7b97-411f-8ac6-eba9c9ed6e4c", 

                    "set-parameters": [ 

                        { 

                            "param-id": "cm-12.01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "cm-12.01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "76" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "061bde93-7b97-411f-8ac6-

eba9c9ed6e4c" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 



                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The ORE 

inventory is captured using automated workflows. The automated workflows 

collect and generate reports on the components that make up the ORE 

system. These workflows are ran on a monthly basis and captured in source 

code repositories and versioned for tracking purposes.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "329" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 



                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6725794" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-15T21:33:18.0578218" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "cm-12.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "cm-12.1 - Automated Tools to 

Support Information Location" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Configuration Management" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "620c6871-19f2-4b04-a57a-

c27baa63cd02" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "9a3861ae-9819-447b-b12e-

1e6d033c059b", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 1, 

                    "uuid": "7b906c15-7493-404d-bfb6-7ce4e9cc0760", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ac-01_odp.01", 

                            "values": [ 

                                "" 

                            ] 



                        }, 

                        { 

                            "param-id": "ac-01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-01_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-01_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-01_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-01_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-01_odp.07", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-01_odp.08", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-1_prm_1", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "1" 



                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "7b906c15-7493-404d-bfb6-

7ce4e9cc0760" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE 

Information Security Policy directs the activities within the ORE Digital 

Identity Plan. The plan addresses purpose, scope, responsibilities 

(including management commitment), coordination among organizational 

entities, and compliance requirements to meet the control implementation 

requirements for the access control family of a moderate baseline.&nbsp; 

The Access Management Plan specifically addresses procedures or processes 

related to:</span></p><ul style=\"padding-left:40px\"><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Information Access Restriction&nbsp;</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Request Fulfillment Process for Provisioning Account 

Access&nbsp;</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Managing 



the Administrative privileges in Agile</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Periodic Review of Access&nbsp;</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Revocation of Access&nbsp;</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Separation of Duties&nbsp;</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Access Control to Program Source 

Code&nbsp;</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Authenticator Device Management</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Encryption&nbsp; (Section 9.0, page 6-

7)</span></p></li></ul><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">All ORE 



procedures that are captured in ORE's document repository management 

system, are reviewed at least annually by the document owner and the 

Architecture Review Board (ARB). The ARB is responsible for notifying 

stakeholder when changes are made and approved by the ARB. This may 

require the creation of new documentation or reviewing and updating 

current procedures, annually or as needed; and policies every 3 years or 

as needed.</span></p><p style=\"mso-pagination:none lines-together;page-

break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

Engineering and Operations teams are responsible for reviewing policies 

and procedures. The team composition includes the 

following:</span></p><ul><li><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Engineering (Product development and engineering, Product 

management);</span></p></li><li><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operations (Operations for Applications, Databases, 

Services); and</span></p></li><li><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE Leadership (System Owner; Product 

Owner;);</span></p></li></ul><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The ORE ARB is responsible for reviewing and approving 

the policies and procedures for the ORE environment.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 



                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.5289708" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-02T22:01:59.5590311" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-1 - Policy and Procedures" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "394a3cc2-8d46-4c28-bf6f-

0af7e8d3fddd" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "e5223434-a4d4-4ff0-b2f7-

089a3cddcc9b", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 2, 

                    "uuid": "e623bc02-9e75-4868-8fb2-529d24320364", 



                    "set-parameters": [ 

                        { 

                            "param-id": "ac-02_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-02_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-02_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-02_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-02_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-02_odp.06", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-02_odp.07", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-02_odp.08", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-02_odp.09", 

                            "values": [ 

                                "" 

                            ] 



                        }, 

                        { 

                            "param-id": "ac-02_odp.10", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "16" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "e623bc02-9e75-4868-8fb2-

529d24320364" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part A:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE Responsibility:</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE has 

identified two account types for the ORE environment, one for each role 

â€“ Operations team and Engineering team members. Operations team has 

full administrative access to the ORE environment. Engineering team 

accounts have limited administrative access within the ORE 

environment.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-



bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: ORE Application accesses are specific to each company. 

ORE admins do not have access to customer company. ORE admins only need 

access through the OS layer. Applications can only be accessed through 

the SSO through OIDC and/or SAML 2.0 and employs a identity provider 

architecture that enforces MFA or CAC/PIV authentication.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Access to 

security scanning results for the ORE are limited to ORE Operations and 

Engineering team members. Security scanning results are automatically 

generated on a continuous basis as part of the secure software 

development practices used by the ORE Engineering team. The ORE 

Engineering team makes use of CI/CD to perform vulnerability scanning and 

code quality scanning of the ORE applications whenever ORE code updates 

are pushed.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: The ORE users a MySQL database accessible only through 

the application. The operations team do not have&nbsp;direct access to 

the ORE applications nor the data in the database.&nbsp; They have admin 

access to the OS level and can see the database files, therefore able to 

perform backups and restore data, however they have no accounts or access 

to the database and cannot access any data. Customers of the ORE do not 

have accounts in the database. Databases are built as part of the ORE 

application package. Patches and updates are accomplished through 

automation.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Operating 

System</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">: 

TBD</span></p><p></p><table style=\"margin-left:0pt;mso-padding-

alt:3.6000000000000005pt 3.6000000000000005pt 3.6000000000000005pt 

3.6000000000000005pt;border-left:0.5pt solid #969996;border-top:0.5pt 

solid #969996;border-right:0.5pt solid #969996;border-bottom:0.5pt solid 

#969996;mso-border-insidev:0.5pt solid #969996;mso-border-insideh:0.5pt 

solid #969996;\" 
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EBAgRIAAAAAQkAAAAAAQECBAAAAAACCQAAAAABAQIESAAAAAMJAAAAAAEBAgRzAAAAAwYJAAA
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AAYBABMEHAQAAAXsBAAABhQBAAAHWQAAAAIGAAAAAAYGOAAAAAAJAAAAAAEBAgRIAAAAAQkAA

AAAAQECBAAAAAACCQAAAAABAQIESAAAAAMJAAAAAAEBAgRzAAAAAwYJAAAAAAEBAgTGAwAACw

EADQEACLEAAAAArAAAAAEsAAAAFQYIAAAAMQA3ADQAMgABBgAAAAAJBgAAAAAaBgYAAAAIBBQ

AAAAbBgAAAAACdgAAAAUpAAAAAQYAAAAIBBQAAAAIGQAAAAAUAAAATwBwAGUAcgBhAHQAaQBv

AG4AcwAFHwAAAAEGAAAACAQUAAAACA8AAAAACgAAACAAdABlAGEAbQAFCgAAAAEAAAAACAAAA

AAFEAAAAAEGAAAACAQUAAAACAAAAAAGzgMAAAdsAAAAAQYNAAAAAAEAAQP///8DA////wIGAA

AAAAYGOAAAAAAJAAAAAAEBAgRlAAAAAQkAAAAAAQECBAAAAAACCQAAAAABAQIEZQAAAAMJAAA

AAAEBAgRzAAAAAwYJAAAAAAEBAgS0FAAACwEADQEACFgDAAAA1gAAAAFEAAAAFQYIAAAAMQA3

ADQAMgAWBgwAAAAXBAAAAAAYBAEAAAABBgYAAAAkBGgBAAAJBgAAAAAaBgYAAAAIBBQAAAAbB

gAAAAACiAAAAAVfAAAAAQYAAAAIBBQAAAAITwAAAABKAAAAQwBvAG4AZgBpAGcAdQByAGUAcw

AgAGEAbgBkACAAbQBhAG4AYQBnAGUAIAB1AHMAZQByACAAcAByAGkAdgBpAGwAZQBnAGUAcwA

FCgAAAAEAAAAACAAAAAAFEAAAAAEGAAAACAQUAAAACAAAAAAA3gAAAAFEAAAAFQYIAAAAMQA3

ADQAMgAWBgwAAAAXBAAAAAAYBAEAAAABBgYAAAAkBGgBAAAJBgAAAAAaBgYAAAAIBBQAAAAbB

gAAAAACkAAAAAVnAAAAAQYAAAAIBBQAAAAIVwAAAABSAAAAQQBkAGQALAAgAGMAaABhAG4AZw

BlACwAIAByAGUAbQBvAHYAZQAvAGQAaQBzAGEAYgBsAGUAIAB1AHMAZQByACAAYQBjAGMAbwB

1AG4AdABzAAUKAAAAAQAAAAAIAAAAAAUQAAAAAQYAAAAIBBQAAAAIAAAAAADiAAAAAUQAAAAV

BggAAAAxADcANAAyABYGDAAAABcEAAAAABgEAQAAAAEGBgAAACQEaAEAAAkGAAAAABoGBgAAA

AgEFAAAABsGAAAAAAKUAAAABWsAAAABBgAAAAgEFAAAAAhbAAAAAFYAAABNAG8AbgBpAHQAbw

ByACAAYQBuAGQAIABtAGEAaQBuAHQAYQBpAG4AIABiAG8AdQBuAGQAYQByAHkAIABhAGMAYwB

lAHMAcwAgAHAAbwBpAG4AdABzAAUKAAAAAQAAAAAIAAAAAAUQAAAAAQYAAAAIBBQAAAAIAAAA

AACuAAAAAUQAAAAVBggAAAAxADcANAAyABYGDAAAABcEAAAAABgEAQAAAAEGBgAAACQEaAEAA

AkGAAAAABoGBgAAAAgEFAAAABsGAAAAAAJgAAAABTcAAAABBgAAAAgEFAAAAAgnAAAAACIAAA

BSAGUAdgBpAGUAdwAgAGEAdQBkAGkAdAAgAGwAbwBnAHMABQoAAAABAAAAAAgAAAAABRAAAAA

BBgAAAAgEFAAAAAgAAAAABI0GAAAEBgAAAAABAQMBAgV9BgAABvwAAAAHWQAAAAIGAAAAAAYG



OAAAAAAJAAAAAAEBAgRIAAAAAQkAAAAAAQECBAAAAAACCQAAAAABAQIESAAAAAMJAAAAAAEBA

gRzAAAAAwYJAAAAAAEBAgTGAwAACwEADQEACJkAAAAAlAAAAAEsAAAAFQYIAAAAMQA3ADQAMg

ABBgAAAAAJBgAAAAAaBgYAAAAIBBQAAAAbBgAAAAACXgAAAAU1AAAAAQYAAAAIBBQAAAAIJQA

AAAAgAAAARQBuAGcAaQBuAGUAZQByAGkAbgBnACAAVABlAGEAbQAFCgAAAAEAAAAACAAAAAAF

EAAAAAEGAAAACAQUAAAACAAAAAAGdwUAAAdsAAAAAQYNAAAAAAEAAQP///8DA////wIGAAAAA

AYGOAAAAAAJAAAAAAEBAgRlAAAAAQkAAAAAAQECBAAAAAACCQAAAAABAQIEZQAAAAMJAAAAAA

EBAgRzAAAAAwYJAAAAAAEBAgS0FAAACwEADQEACAEFAAAAnAEAAAGWAAAAFQYIAAAAMQA3ADU

AOQAWBgwAAAAXBAAAAAAYBAIAAAABBgAAAAAJBg8AAAAnBBQBAAALAQEpBAAAAAAaBk8AAAAE

Bg4AAABDAGEAbABpAGIAcgBpAAUGDgAAAEMAYQBsAGkAYgByAGkABwYKAAAAQQByAGkAYQBsA

AgEFAAAAAkDAAAAJgT7////FgQYAAAAGwYAAAAAAvwAAAAFigAAAAFPAAAABAYOAAAAQwBhAG

wAaQBiAHIAaQAFBg4AAABDAGEAbABpAGIAcgBpAAcGCgAAAEEAcgBpAGEAbAAIBBQAAAAJAwA

AACYE+////xYEGAAAAAgxAAAAACwAAABSAGUAdgBpAGUAdwAgAHUAcwBlAHIAIABwAHIAaQB2

AGkAbABlAGcAZQBzAAUKAAAAAQAAAAAIAAAAAAVZAAAAAU8AAAAEBg4AAABDAGEAbABpAGIAc

gBpAAUGDgAAAEMAYQBsAGkAYgByAGkABwYKAAAAQQByAGkAYQBsAAgEFAAAAAkDAAAAJgT7//

//FgQYAAAACAAAAAAAiAIAAAGWAAAAFQYIAAAAMQA3ADUAOQAWBgwAAAAXBAAAAAAYBAIAAAA

BBgAAAAAJBg8AAAAnBBQBAAALAQEpBAAAAAAaBk8AAAAEBg4AAABDAGEAbABpAGIAcgBpAAUG

DgAAAEMAYQBsAGkAYgByAGkABwYKAAAAQQByAGkAYQBsAAgEFAAAAAkDAAAAJgT7////FgQYA

AAAGwYAAAAAAugBAAAFbgAAAAFPAAAABAYOAAAAQwBhAGwAaQBiAHIAaQAFBg4AAABDAGEAbA

BpAGIAcgBpAAcGCgAAAEEAcgBpAGEAbAAIBBQAAAAJAwAAACYE+////xYEGAAAAAgVAAAAABA

AAABDAG8AbgBzAHUAbAB0ACAABXIAAAABTwAAAAQGDgAAAEMAYQBsAGkAYgByAGkABQYOAAAA

QwBhAGwAaQBiAHIAaQAHBgoAAABBAHIAaQBhAGwACAQUAAAACQMAAAAmBPv///8WBBgAAAAIG

QAAAAAUAAAATwBwAGUAcgBhAHQAaQBvAG4AcwAFjAAAAAFPAAAABAYOAAAAQwBhAGwAaQBiAH

IAaQAFBg4AAABDAGEAbABpAGIAcgBpAAcGCgAAAEEAcgBpAGEAbAAIBBQAAAAJAwAAACYE+//

//xYEGAAAAAgzAAAAAC4AAAAgAG8AbgAgAGEAYwBjAGUAcwBzACAAcgBlAHEAdQBpAHIAZQBt

AGUAbgB0AHMABQoAAAABAAAAAAgAAAAABVkAAAABTwAAAAQGDgAAAEMAYQBsAGkAYgByAGkAB

QYOAAAAQwBhAGwAaQBiAHIAaQAHBgoAAABBAHIAaQBhAGwACAQUAAAACQMAAAAmBPv///8WBB

gAAAAIAAAAAADOAAAAAT4AAAAVBggAAAAxADcANAAyABYGDAAAABcEAAAAABgEAgAAAAEGAAA

AAAkGAAAAABoGBgAAAAgEFAAAABsGAAAAAAKGAAAABV0AAAABBgAAAAgEFAAAAAhNAAAAAEgA

AABDAG8AbgBmAGkAZwB1AHIAZQAgAGEAcABwAGwAaQBjAGEAdABpAG8AbgAgAHMAZQBjAHUAc

gBpAHQAeQAgAHMAYwBhAG4AcwAFCgAAAAEAAAAACAAAAAAFEAAAAAEGAAAACAQUAAAACAAAAA

AEbgUAAAQGAAAAAAEBAwECBV4FAAAGMAEAAAdZAAAAAgYAAAAABgY4AAAAAAkAAAAAAQECBEg

AAAABCQAAAAABAQIEAAAAAAIJAAAAAAEBAgRIAAAAAwkAAAAAAQECBHMAAAADBgkAAAAAAQEC

BMYDAAALAQANAQAIzQAAAADIAAAAASwAAAAVBggAAAAxADcANAAyAAEGAAAAAAkGAAAAABoGB

gAAAAgEFAAAABsGAAAAAAKSAAAABTkAAAABBgAAAAgEFAAAAAgpAAAAACQAAAAyACAAVAB3AG

UAbAB2AGUAIABTAG8AbAB1AHQAaQBvAG4AcwAFKwAAAAEGAAAACAQUAAAACBsAAAAAFgAAACA

ATABlAGEAZABlAHIAcwBoAGkAcAAFCgAAAAEAAAAACAAAAAAFEAAAAAEGAAAACAQUAAAACAAA

AAAGJAQAAAdsAAAAAQYNAAAAAAEAAQP///8DA////wIGAAAAAAYGOAAAAAAJAAAAAAEBAgRlA

AAAAQkAAAAAAQECBAAAAAACCQAAAAABAQIEZQAAAAMJAAAAAAEBAgRzAAAAAwYJAAAAAAEBAg

S0FAAACwEADQEACK4DAAAApAEAAAGWAAAAFQYIAAAAMQA3ADUAOQAWBgwAAAAXBAAAAAAYBAI

AAAABBgAAAAAJBg8AAAAnBBQBAAALAQEpBAAAAAAaBk8AAAAEBg4AAABDAGEAbABpAGIAcgBp

AAUGDgAAAEMAYQBsAGkAYgByAGkABwYKAAAAQQByAGkAYQBsAAgEFAAAAAkDAAAAJgT7////F

gQYAAAAGwYAAAAAAgQBAAAFkgAAAAFPAAAABAYOAAAAQwBhAGwAaQBiAHIAaQAFBg4AAABDAG

EAbABpAGIAcgBpAAcGCgAAAEEAcgBpAGEAbAAIBBQAAAAJAwAAACYE+////xYEGAAAAAg5AAA

AADQAAABSAGUAdgBpAGUAdwAgAHAAcgBvAGMAZQBkAHUAcgBlAHMAIABhAG4AbgB1AGEAbABs

AHkABQoAAAABAAAAAAgAAAAABVkAAAABTwAAAAQGDgAAAEMAYQBsAGkAYgByAGkABQYOAAAAQ

wBhAGwAaQBiAHIAaQAHBgoAAABBAHIAaQBhAGwACAQUAAAACQMAAAAmBPv///8WBBgAAAAIAA

AAAAAAAgAAAZYAAAAVBggAAAAxADcANQA5ABYGDAAAABcEAAAAABgEAgAAAAEGAAAAAAkGDwA

AACcEFAEAAAsBASkEAAAAABoGTwAAAAQGDgAAAEMAYQBsAGkAYgByAGkABQYOAAAAQwBhAGwA

aQBiAHIAaQAHBgoAAABBAHIAaQBhAGwACAQUAAAACQMAAAAmBPv///8WBBgAAAAbBgAAAAACY

AEAAAXuAAAAAU8AAAAEBg4AAABDAGEAbABpAGIAcgBpAAUGDgAAAEMAYQBsAGkAYgByAGkABw

YKAAAAQQByAGkAYQBsAAgEFAAAAAkDAAAAJgT7////FgQYAAAACJUAAAAAkAAAAEEAcABwAHI

AbwB2AGUAIABwAHIAbwBjAGUAZAB1AHIAZQBzACAAYQB0ACAAbABlAGEAcwB0ACAAYQBuAG4A

dQBhAGwAbAB5ACAAbwByACAAdwBoAGUAbgAgAHQAaABlAHIAZQAZIHMAIABiAGUAZQBuACAAY

QAgAG0AYQBqAG8AcgAgAGMAaABhAG4AZwBlAAUKAAAAAQAAAAAIAAAAAAVZAAAAAU8AAAAEBg



4AAABDAGEAbABpAGIAcgBpAAUGDgAAAEMAYQBsAGkAYgByAGkABwYKAAAAQQByAGkAYQBsAAg

EFAAAAAkDAAAAJgT7////FgQYAAAACAAAAABcCwAAADALAAABkwUAAAIEAAAAAAAAAASFBQAA

BYQAAAAYBgYAAAAZAQAAAAUlAQoIBgwAAAAJBwAAAAoCAAAAt/ANBAEAAAAOAQEPBh4AAAABB

gwAAAAkBNACAAAmBJj+//8JBgAAAAAbBgAAAAAQBicAAAAEBgwAAABTAHkAbQBiAG8AbAAFBg

wAAABTAHkAbQBiAG8AbAATAQEdBAAAAAAgAQAFtAAAABgGBgAAABkBAAAABSUBCggGDAAAAAk

HAAAACgIAAABvAA0EAQAAAA4BAQ8GHgAAAAEGDAAAACQEoAUAACYEmP7//wkGAAAAABsGAAAA

ABAGVwAAAAQGFgAAAEMAbwB1AHIAaQBlAHIAIABOAGUAdwAFBhYAAABDAG8AdQByAGkAZQByA

CAATgBlAHcABwYWAAAAQwBvAHUAcgBpAGUAcgAgAE4AZQB3ABMBAR0EAQAAACABAAWQAAAAGA

YGAAAAGQEAAAAFJQEKCAYMAAAACQcAAAAKAgAAAKfwDQQBAAAADgEBDwYeAAAAAQYMAAAAJAR

wCAAAJgSY/v//CQYAAAAAGwYAAAAAEAYzAAAABAYSAAAAVwBpAG4AZwBkAGkAbgBnAHMABQYS

AAAAVwBpAG4AZwBkAGkAbgBnAHMAEwEBHQQCAAAAIAEABYQAAAAYBgYAAAAZAQAAAAUlAQoIB

gwAAAAJBwAAAAoCAAAAt/ANBAEAAAAOAQEPBh4AAAABBgwAAAAkBEALAAAmBJj+//8JBgAAAA

AbBgAAAAAQBicAAAAEBgwAAABTAHkAbQBiAG8AbAAFBgwAAABTAHkAbQBiAG8AbAATAQEdBAM

AAAAgAQAFtAAAABgGBgAAABkBAAAABSUBCggGDAAAAAkHAAAACgIAAABvAA0EAQAAAA4BAQ8G

HgAAAAEGDAAAACQEEA4AACYEmP7//wkGAAAAABsGAAAAABAGVwAAAAQGFgAAAEMAbwB1AHIAa

QBlAHIAIABOAGUAdwAFBhYAAABDAG8AdQByAGkAZQByACAATgBlAHcABwYWAAAAQwBvAHUAcg

BpAGUAcgAgAE4AZQB3ABMBAR0EBAAAACABAAWQAAAAGAYGAAAAGQEAAAAFJQEKCAYMAAAACQc

AAAAKAgAAAKfwDQQBAAAADgEBDwYeAAAAAQYMAAAAJATgEAAAJgSY/v//CQYAAAAAGwYAAAAA

EAYzAAAABAYSAAAAVwBpAG4AZwBkAGkAbgBnAHMABQYSAAAAVwBpAG4AZwBkAGkAbgBnAHMAE

wEBHQQFAAAAIAEABYQAAAAYBgYAAAAZAQAAAAUlAQoIBgwAAAAJBwAAAAoCAAAAt/ANBAEAAA

AOAQEPBh4AAAABBgwAAAAkBLATAAAmBJj+//8JBgAAAAAbBgAAAAAQBicAAAAEBgwAAABTAHk

AbQBiAG8AbAAFBgwAAABTAHkAbQBiAG8AbAATAQEdBAYAAAAgAQAFtAAAABgGBgAAABkBAAAA

BSUBCggGDAAAAAkHAAAACgIAAABvAA0EAQAAAA4BAQ8GHgAAAAEGDAAAACQEgBYAACYEmP7//

wkGAAAAABsGAAAAABAGVwAAAAQGFgAAAEMAbwB1AHIAaQBlAHIAIABOAGUAdwAFBhYAAABDAG

8AdQByAGkAZQByACAATgBlAHcABwYWAAAAQwBvAHUAcgBpAGUAcgAgAE4AZQB3ABMBAR0EBwA

AACABAAWQAAAAGAYGAAAAGQEAAAAFJQEKCAYMAAAACQcAAAAKAgAAAKfwDQQBAAAADgEBDwYe

AAAAAQYMAAAAJARQGQAAJgSY/v//CQYAAAAAGwYAAAAAEAYzAAAABAYSAAAAVwBpAG4AZwBkA

GkAbgBnAHMABQYSAAAAVwBpAG4AZwBkAGkAbgBnAHMAEwEBHQQIAAAAIAEAAZMFAAACBAAAAA

EAAAAEhQUAAAWEAAAAGAYGAAAAGQEAAAAFJQEKCAYMAAAACQcAAAAKAgAAALfwDQQBAAAADgE

BDwYeAAAAAQYMAAAAJARoAQAAJgSY/v//CQYAAAAAGwYAAAAAEAYnAAAABAYMAAAAUwB5AG0A

YgBvAGwABQYMAAAAUwB5AG0AYgBvAGwAEwEBHQQAAAAAIAEABbQAAAAYBgYAAAAZAQAAAAUlA

QoIBgwAAAAJBwAAAAoCAAAAbwANBAEAAAAOAQEPBh4AAAABBgwAAAAkBDgEAAAmBJj+//8JBg

AAAAAbBgAAAAAQBlcAAAAEBhYAAABDAG8AdQByAGkAZQByACAATgBlAHcABQYWAAAAQwBvAHU

AcgBpAGUAcgAgAE4AZQB3AAcGFgAAAEMAbwB1AHIAaQBlAHIAIABOAGUAdwATAQEdBAEAAAAg

AQAFkAAAABgGBgAAABkBAAAABSUBCggGDAAAAAkHAAAACgIAAACn8A0EAQAAAA4BAQ8GHgAAA

AEGDAAAACQECAcAACYEmP7//wkGAAAAABsGAAAAABAGMwAAAAQGEgAAAFcAaQBuAGcAZABpAG

4AZwBzAAUGEgAAAFcAaQBuAGcAZABpAG4AZwBzABMBAR0EAgAAACABAAWEAAAAGAYGAAAAGQE

AAAAFJQEKCAYMAAAACQcAAAAKAgAAALfwDQQBAAAADgEBDwYeAAAAAQYMAAAAJATYCQAAJgSY

/v//CQYAAAAAGwYAAAAAEAYnAAAABAYMAAAAUwB5AG0AYgBvAGwABQYMAAAAUwB5AG0AYgBvA

GwAEwEBHQQDAAAAIAEABbQAAAAYBgYAAAAZAQAAAAUlAQoIBgwAAAAJBwAAAAoCAAAAbwANBA

EAAAAOAQEPBh4AAAABBgwAAAAkBKgMAAAmBJj+//8JBgAAAAAbBgAAAAAQBlcAAAAEBhYAAAB

DAG8AdQByAGkAZQByACAATgBlAHcABQYWAAAAQwBvAHUAcgBpAGUAcgAgAE4AZQB3AAcGFgAA

AEMAbwB1AHIAaQBlAHIAIABOAGUAdwATAQEdBAQAAAAgAQAFkAAAABgGBgAAABkBAAAABSUBC

ggGDAAAAAkHAAAACgIAAACn8A0EAQAAAA4BAQ8GHgAAAAEGDAAAACQEeA8AACYEmP7//wkGAA

AAABsGAAAAABAGMwAAAAQGEgAAAFcAaQBuAGcAZABpAG4AZwBzAAUGEgAAAFcAaQBuAGcAZAB

pAG4AZwBzABMBAR0EBQAAACABAAWEAAAAGAYGAAAAGQEAAAAFJQEKCAYMAAAACQcAAAAKAgAA

ALfwDQQBAAAADgEBDwYeAAAAAQYMAAAAJARIEgAAJgSY/v//CQYAAAAAGwYAAAAAEAYnAAAAB

AYMAAAAUwB5AG0AYgBvAGwABQYMAAAAUwB5AG0AYgBvAGwAEwEBHQQGAAAAIAEABbQAAAAYBg

YAAAAZAQAAAAUlAQoIBgwAAAAJBwAAAAoCAAAAbwANBAEAAAAOAQEPBh4AAAABBgwAAAAkBBg

VAAAmBJj+//8JBgAAAAAbBgAAAAAQBlcAAAAEBhYAAABDAG8AdQByAGkAZQByACAATgBlAHcA

BQYWAAAAQwBvAHUAcgBpAGUAcgAgAE4AZQB3AAcGFgAAAEMAbwB1AHIAaQBlAHIAIABOAGUAd

wATAQEdBAcAAAAgAQAFkAAAABgGBgAAABkBAAAABSUBCggGDAAAAAkHAAAACgIAAACn8A0EAQ

AAAA4BAQ8GHgAAAAEGDAAAACQE6BcAACYEmP7//wkGAAAAABsGAAAAABAGMwAAAAQGEgAAAFc

AaQBuAGcAZABpAG4AZwBzAAUGEgAAAFcAaQBuAGcAZABpAG4AZwBzABMBAR0ECAAAACABABEi



AAAAEgwAAAATBAAAAAAUBAEAAAASDAAAABMEAQAAABQEAgAAAMIGAAAAEgAAAAEGAAAAAAkGA

AAAABsGAAAAAAFLAAAAKAEHKQEHKgEGKwEFEwEBCAQYAAAAFgQYAAAAGQYKAAAAZQBuAC0AVQ

BTABoGCgAAAGEAcgAtAFMAQQAbBgoAAABlAG4ALQBVAFMAAlYGAAAAHwIAAAEIAAAAMQA3ADQ

AMAACIgAAAEcAUwBBACAAVABhAGIAbABlACAASABlAGEAZABpAG4AZwAJAQAAAAMDCAAAADEA

NgA0ADgABAgAAAAxADYANAA4AAoBAAAAAQXWAAAAAAEBAQEAAgEAAwEABAYOAAAAQwBhAGwAa

QBiAHIAaQAFBg4AAABDAGEAbABpAGIAcgBpAAcGCgAAAEEAcgBpAGEAbAAGBh4AAABUAGkAbQ

BlAHMAIABOAGUAdwAgAFIAbwBtAGEAbgAIBBQAAAAKAQAMAQAmBAAAAAAPAQAQAQARAQAnBAA

AAAAUAQAVAQAWBBYAAAAXAQAYAQAZBgoAAABlAG4ALQBVAFMAGgYKAAAAYQByAC0AUwBBABsG

CgAAAHoAaAAtAFQAVwAcBgIAAAAAAB4BAAbfAAAAAAEAAQYSAAAAJAQAAAAAJQQAAAAAJgQAA

AAABQECBgEBBwEBCAEACQYbAAAAJwTIAAAACwEAHAEAKAQAAAAAHQEAKQQAAAAADgYIAAAAAA

EBAQP///8ZAQAbBn0AAAAAFAAAAAADAAAABQQAAAAABgQEAAAAAwEAARQAAAAAAwAAAAUEAAA

AAAYEBAAAAAMBAAIUAAAAAAMAAAAFBAAAAAAGBAQAAAADAQADFAAAAAADAAAABQQAAAAABgQE

AAAAAwEACxQAAAAAAwAAAAUEAAAAAAYEBAAAAAMBACwBABMBAAAAAQAeAgAAAQgAAAAxADcAN

AAyAAIcAAAARwBTAEEAIABUAGEAYgBsAGUAIABUAGUAeAB0AAkBAAAAAwMIAAAAMQA2ADQAOA

ASCAAAADEANwA0ADEACgEAAAABBdsAAAAAAQABAQACAQADAQAEBg4AAABDAGEAbABpAGIAcgB

pAAUGDgAAAEMAYQBsAGkAYgByAGkABwYKAAAAQQByAGkAYQBsAAYGJgAAAEwAdQBjAGkAZABh

ACAAUwBhAG4AcwAgAFUAbgBpAGMAbwBkAGUACAQWAAAACQMAAAAKAQAMAQAmBPv///8PAQAQA

QARAQAnBAAAAAAUAQAVAQAWBBgAAAAXAQAYAQAZBgoAAABlAG4ALQBVAFMAGgYKAAAAYQByAC

0AUwBBABsGCgAAAGUAbgAtAFUAUwAeAQAG3wAAAAABAAEGEgAAACQEAAAAACUEAAAAACYEAAA

AAAUBAQYBAAcBAAgBAAkGGwAAACcEyAAAAAsBABwBACgEAAAAAB0BACkEAAAAAA4GCAAAAAAB

AQED////GQEAGwZ9AAAAABQAAAAAAwAAAAUEAAAAAAYEBAAAAAMBAAEUAAAAAAMAAAAFBAAAA

AAGBAQAAAADAQACFAAAAAADAAAABQQAAAAABgQEAAAAAwEAAxQAAAAAAwAAAAUEAAAAAAYEBA

AAAAMBAAsUAAAAAAMAAAAFBAAAAAAGBAQAAAADAQAsAQATAQAAAAEACgIAAAEIAAAAMQA3ADU

AOQACHAAAAEwAaQBzAHQAIABQAGEAcgBhAGcAcgBhAHAAaAAJAQAAAAMDCAAAADEANgA0ADgA

EggAAAAxADcAOQA4AAoBAAAAAQsEAAAAIgAAAAW4AAAAAAEAAQEAAgEAAwEABgYmAAAATAB1A

GMAaQBkAGEAIABTAGEAbgBzACAAVQBuAGkAYwBvAGQAZQAoAQcpAQcrAQcIBBYAAAAJA0RGRA

oBAAwBACYEAAAAAA8BABABABEBACcEAAAAABQBABUBABYEFgAAABcBABgBABkGCgAAAGUAbgA

tAFUAUwAaBgoAAABhAHIALQBTAEEAGwYKAAAAZQBuAC0AVQBTABwGBgAAAAEBDwIB5h4BAAbr

AAAAFgYGAAAAGAQAAAAAAAEAAQYSAAAAJATQAgAAJQQAAAAAJgSY/v//BQEBBgEABwEACAEAC

QYbAAAAJwTwAAAACwEBHAEAKAQAAAAAHQEAKQR4AAAADgYIAAAAAAEBAQP///8ZAQAbBn0AAA

AAFAAAAAADAAAABQQAAAAABgQEAAAAAwEAARQAAAAAAwAAAAUEAAAAAAYEBAAAAAMBAAIUAAA

AAAMAAAAFBAAAAAAGBAQAAAADAQADFAAAAAADAAAABQQAAAAABgQEAAAAAwEACxQAAAAAAwAA

AAUEAAAAAAYEBAAAAAMBACwBAA==\"><tbody><tr><td 

style=\"width:52.53813391978347pt;background-color:#1d396b;padding:0pt 

3.6000000000000005pt 5.750000000000001pt 3.6000000000000005pt;border-

left:0.5pt solid #969996;border-top:0.5pt solid #969996;border-

right:0.5pt solid #969996;border-bottom:0.5pt solid #969996;\"><p 

style=\"text-align:center;mso-pagination:none lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><span style=\"font-family:'Gill Sans MT';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Account 

type</span></b></p></td><td style=\"width:260.7618660802166pt;background-

color:#1d396b;padding:0pt 5.05pt 5.750000000000001pt 5.05pt;border-

left:0.5pt solid #969996;border-top:0.5pt solid #969996;border-

right:0.5pt solid #969996;border-bottom:0.5pt solid #969996;\"><p 

style=\"text-align:center;mso-pagination:none lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><span style=\"font-family:'Gill Sans MT';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Functionality</span></b></p></td></tr><tr 



style=\"height:52.60000000000001pt;\"><td 

style=\"width:52.53813391978347pt;padding:0pt 3.6000000000000005pt 

5.750000000000001pt 3.6000000000000005pt;border-left:0.5pt solid 

#969996;border-top:0.5pt solid #969996;border-right:0.5pt solid 

#969996;border-bottom:0.5pt solid #969996;\"><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operations team</span></p></td><td 

style=\"width:260.7618660802166pt;background-color:#ffffff;padding:0pt 

5.05pt 5.750000000000001pt 5.05pt;border-left:0.5pt solid #969996;border-

top:0.5pt solid #969996;border-right:0.5pt solid #969996;border-

bottom:0.5pt solid #969996;\"><ul style=\"padding-left:40px\"><li 

style=\"list-style-type: disc\"><p style=\"margin-left:18pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Configures and manage user privileges</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:18pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Add, 

change, remove/disable user accounts</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:18pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Monitor 

and maintain boundary access points</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:18pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Review 

audit logs</span></p></li></ul></td></tr><tr><td 

style=\"width:52.53813391978347pt;padding:0pt 3.6000000000000005pt 

5.750000000000001pt 3.6000000000000005pt;border-left:0.5pt solid 

#969996;border-top:0.5pt solid #969996;border-right:0.5pt solid 

#969996;border-bottom:0.5pt solid #969996;\"><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Engineering Team</span></p></td><td 

style=\"width:260.7618660802166pt;background-color:#ffffff;padding:0pt 



5.05pt 5.750000000000001pt 5.05pt;border-left:0.5pt solid #969996;border-

top:0.5pt solid #969996;border-right:0.5pt solid #969996;border-

bottom:0.5pt solid #969996;\"><ul style=\"padding-left:40px\"><li 

style=\"list-style-type: disc\"><p style=\"margin-left:18pt;text-indent:-

18pt;mso-pagination:none;line-height:114%;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Review 

user privileges</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:18pt;text-indent:-18pt;mso-pagination:none;line-

height:114%;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Consult Operations on access 

requirements</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:18pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Configure application security 

scans</span></p></li></ul></td></tr><tr><td 
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#969996;border-top:0.5pt solid #969996;border-right:0.5pt solid 

#969996;border-bottom:0.5pt solid #969996;\"><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Leadership</span></p></td><td 
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bottom:0.5pt solid #969996;\"><ul style=\"padding-left:40px\"><li 

style=\"list-style-type: disc\"><p style=\"margin-left:18pt;text-indent:-

18pt;mso-pagination:none;line-height:114%;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Review 

procedures annually</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:18pt;text-indent:-18pt;mso-pagination:none;line-

height:114%;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Approve procedures at least annually or when thereâ€™s 

been a major 

change</span></p></li></ul></td></tr></tbody></table><p><b><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-



textfill-fill-color:#000000\">Customer 

Responsibility:</span></u></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers are responsible for identifying account types 

and roles within the ORE application.</span></p><p></p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Part B:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operations team and the Engineering team are privileged 

users in ORE environment. Engineering team is dedicated account manager 

with limited privilege and Operations team has full privilege. Operations 

team implements account changes within the ORE infrastructure; 

Engineering team implements account changes through configuration 

management process. Requesting managers submit access requests through 

Agile system as Change Requests.&nbsp; When the ARB approves a request, 

Agile system notifies system administrators to perform user account 

setup.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; Operations team and the Engineering team are 

designated as account managers for infrastructure tool. The customer is 

responsible for the account management actions for their ORE Application 

instances. All ORE infrastructure remote access is provided through SSH 

connections to the bastion host.&nbsp;</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-



between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; Each customer environment has a dedicated MySQL 

database accessible only through the application. ORE admins do not have 

direct access to customer applications nor the data in the database. 

Database is accessed through application where customer makes request to 

application and application request goes to database. On the back end, 

database is tied to S3 buckets for backup. 2 Twelve Solutions admins have 

access to the OS, instance that holds database to perform backup, apply 

patches and make updates through automation, but do not have direct 

access to database. Nessus is used to conduct vulnerability scan of the 

database within the ORE environment.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operating System</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; TBD</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customers 

are responsible for assigning account managers for ORE application 

accounts.</span></p><p></p><p>Part C:</p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-



family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions has established two groups for ORE system accounts â€“ 

Operations team and Engineering team. Users who require administrative 

privileges within the ORE environment are designated as Operations team. 

Members of the Engineering team are defined to have administrative access 

to Qualys and Nessus, with read-only access within the ORE 

environment.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; User permissions are granted on the 

principle of least privilege and role based access needs, as depicted in 

the 2 Twelve Solutions FedRAMP ORE Access and Identity Management Plan. 

Agile system ticketing system is used to document and enforce the defined 

workflow for all account changes. The conditions for group and role 

membership are dictated by the function of the individualâ€™s role to 

ensure those accounts only perform the functions commensurate with 

business needs. There are no user accounts in database and 2 Twelve 

Solutions admins do not have direct access to database.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u></b></p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Customers are responsible for establishing 

roles and groups within the ORE application and the requirements for 

membership in such roles and groups.</span><span style=\"font-

family:'Calibri';font-size:11pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

requesting manager emails itservice.2 Twelve Solutions.com or initiate a 

Agile system ticket to begin the approval process. The Compliance &amp; 

Governance Analyst ensures that the appropriate access form is 

completed.&nbsp; The Compliance &amp; Governance Analyst will attach the 

approved clearance form to a Agile system change 

request.</span></p><p>Part D:</p><p><span style=\"font-



family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions has established two groups for ORE system accounts â€“ 

Operations team and Engineering team. Users who require administrative 

privileges within the ORE environment are designated as Operations team. 

Members of the Engineering team are defined to have administrative access 

to Qualys and read-only access within the ORE environment.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; ORE Application accesses are specific to each 

customer. ORE admins do not have access to customer application. After 

the creation of a tenant admin account during the customer onboard 

process, ORE administrators have no access to the customer application. 2 

Twelve Solutions admins can only access the OS layer of those instances. 

Applications can only be accessed through the front portal through MFA or 

SSO through SAML 2.0. AWS Security Groups are used to define access to 

the ORE Application.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Access to 

Qualys SaaS, Nessus and Splunk is limited to the Operations team and 

Engineering team members. Multifactor authentication is enabled for 

Qualys SaaS. Qualys have agents on the instance that can scan the 

application monthly. Qualys agents are managed through the Qualys SaaS, 

which is FedRAMP approved service. Access to Nessus and Splunk must go 

through the SSH Bastion host.&nbsp;Authentication&nbsp;through the 



Bastion host is required for all infrastructure access to the ORE 

environment. The Bastion host is whitelist to only accept limited ranges 

of IP addresses. For the authentication process, the first step requires 

the userâ€™s private SSH key to authenticate against the public SSH key 

on the host, access to the private key is protected through a secret 

passphrase. The next step requires a one-time password from YubiKey. 

Finally the last step requires the users to supply a correct system 

password.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; There are no user accounts in database and 2 

Twelve Solutions admins do not have direct access to 

database.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Operating 

System</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">:&nbsp; 

For operating system access, 2 Twelve Solutions has established two 

groups for ORE system accounts â€“ Operations team and Engineering team. 

All account changes are requested through Agile system, requiring 

approval from ARB. Change Management process described in CM-3 is 

followed to set up user account through Agile system. Users who require 

administrative privileges within the ORE environment are designated as 

Operations team. Members of the Engineering team are defined to have 

administrative access to Qualys and Nessus, with read-only access within 

the ORE environment.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers are responsible for establishing roles and 



groups within the ORE application and the requirements for membership in 

such roles and groups.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part E:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

FedRAMP Security Manager must approve requests to create information 

system accounts. Approval are documented and tracked through Agile system 

tickets. Configuration management process is being followed through Agile 

system and documented in 2 Twelve Solutions FedRAMP ORE Access and 

Identity Management Plan.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; The FedRAMP Security Manager must approve 

requests to create accounts on Qualys, Nessus, and Splunk. Approval are 

documented and tracked through Agile system tickets. Access requests 

require multiple levels of approvals from Operations engineers, a 

Security analyst, and a Privacy analyst.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; Each customer environment has a dedicated 

PostgreSQL database accessible only through the application. ORE admins 

do not have direct access to customer applications nor the data in the 



database. Database is accessed through application where customer makes 

request to application and application request goes to database. On the 

back end, database is tied to S3 buckets for backup. 2 Twelve Solutions 

admins have on the system level to apply patches and make updates through 

automation, but do not have the ability to read data from the database. 

Nessus is used to conduct vulnerability scan of the database within the 

ORE environment.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Operating 

System</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">:&nbsp; 

The FedRAMP Security Manager must approve requests to create information 

system accounts. This includes access to the ORE infrastructure. Approval 

are documented and tracked through Agile system tickets. Agile system 

workflow set to enforce verification/approval process as documented in 

CM-3.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers are responsible for designating approvers for 

ORE application accounts.</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part F:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System</span></u><span 



style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; ORE accounts are created, enabled, 

modified, disabled, and removed following 2 Twelve Solutions FedRAMP ORE 

Access and Identity Management Plan. Once the ticket is approved by the 

FedRAMP manager, the Operations team will create the account(s), modify 

access rights, or disable accounts.&nbsp;</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-bottom:0pt;tab-

stops:5.132916666666667cm;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers are responsible for creating, enabling, 

modifying, disabling, and removing ORE application accounts according to 

their respective account management procedures.</span></p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Part G:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions monitors the use of system accounts through the use of audit 

logs. Activities on the bastion host, are monitored and logged via 

Splunk. 2 Twelve Solutions monitors activity for AWS user accounts and 

account activity. Audit logs are forwarded to Splunk for 

review.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The following processes are in place to support account 

activity monitoring.</span></p><ul style=\"padding-left:40px\"><li 



style=\"list-style-type: disc\"><p style=\"margin-left:35.95pt;text-

indent:-18pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">All 2 Twelve Solutions ORE account activity is logged by 

the logging facilities defined in the response to AU-2, and events are 

automatically sent to a SIEM tool</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:35.95pt;text-indent:-18pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The 2 Twelve Solutions Engineering team monitors (using a 

SIEM tool) for system-wide account activity for application, database and 

operating system.</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:35.95pt;text-indent:-18pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Account 

creation, modification, and deletion events generate an alert in the SIEM 

tool for investigation.</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:35.95pt;text-indent:-18pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Account additions, modifications, or deletions require a 

ticket before execution.</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:35.95pt;text-indent:-18pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">If any abnormal account activity is identified, the 

Engineering Team is immediately notified through 

email.</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:35.95pt;text-indent:-18pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">After 

triage by the Engineering Team, activities are tracked using a ticketing 

system.</span></p></li></ul><p style=\"margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">Reference AU-2 for additional details on audit events 

generated in the 2 Twelve Solutions ORE environment.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; 2 Twelve Solutions monitors the use of system 

accounts through the use of audit logs. Activities on the bastion host, 

are monitored and logged via Splunk. 2 Twelve Solutions monitors activity 

for AWS user accounts and account activity. Audit logs are forwarded to 

Splunk for review. Account activities including account creation, 

deletion, modification, new instances are captured through AWS Cloudtrail 

and fed into Splunk. Alerts are generated through Agile system, email 

will be generated to Operations team, or Splunk dashboard upon login. 

Admin can also open and see trail for every single event, and export 

event as a report (pdf,doc).</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; There are no user accounts in database. The 

activity itself is forwarded from Postgres SQL to Splunk.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operating System</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; 2 Twelve Solutions monitors the use of system 

accounts through instance itself. Logs from ClamAV, OSSEC, rkhunter , and 

system events are fed into Splunk. Pre-configured thresholds and search 

events are set up in Splunk and will generate alert if certain threshold 

is exceeded. Operations and Engineering team will receive an alert via 

email or Agile system ticketing system.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-



height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customers 

are responsible for the review of their user actions. Application logs 

are available through the platform to privileged customer users. 

</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

H:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed at least annually or as needed by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operations team is notified through Agile system when a 2 

Twelve Solutions user account requires modification or disablement due to 

change in role (change in privileges) or termination. 2 Twelve 

Solutionsâ€™s Human Resources is responsible to notify Engineering and 

Operations team of the terminated employee in order to revoke access to 

FedRAMP environment the same day of the termination. Operations is 

responsible for revoking terminated personnelâ€™s userâ€™s token 

immediately in conjunction with any Yubikey and/or SSH keys.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; 2 Twelve Solutions utilizes the 

Agile system ticketing system to manage the entire lifecycle of 

accounts.&nbsp; Changes to the accounts are initiated by Engineering or 

the userâ€™s manager. When the change is approved, the Engineering team 



and Operations team are notified via email when accounts are no longer 

needed due to termination, transfer or system usage change.</span><span 

style=\"font-family:'Calibri';font-size:11pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;</span><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">When users are terminated, a notification is sent to HR 

and the respective manager. This also triggers a notification to 

additional groups with information concerning the employeeâ€™s last 

working day. That specific date is entered into the HR system to ensure 

accounts tied to the individualâ€™s corporate credentials are disabled on 

the correct day. As a result, any associated user accounts get disabled 

on network information systems upon the identified last working day. HR 

is responsible for collecting all assigned assets, according to the 

termination checklist.&nbsp; When users are promoted or transferred to 

another group, user role and access rights are automatically reviewed by 

the new manager and any permission not required in the new role is 

revoked. The userâ€™s permissions are changed after proper approvals and 

authorization from the respective group owners is received. The ticketing 

system retains the tickets associated with changes to accounts and 

includes approvals for the changes. Personnel termination process 

described in PS-3.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers are responsible for notifying their account 

managers when accounts are no longer required, when users are terminated 

or transferred, or when system usage or need-to-know 

changes.</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

I:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed at least annually or as needed by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-



alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE users 

are authorized by role; specifically users are assigned either to the 

Operations team group or the Engineering team. Operations team is 

responsible for administrative activities on ORE. Engineering team is 

responsible for security control implementation and 

oversight.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; 2 Twelve Solutions ORE users are 

authorized access to the ORE environment based on valid access 

authorization (Operations vs Engineering) or intended usage 

(administrative activities vs security control implementation and/or 

oversights). Authorization of access assignments, valid access 

authorization, and intended system usage are initiated by each 

employeeâ€™s manager who ensures that:</span></p><ul style=\"padding-

left:40px\"><li style=\"list-style-type: disc\"><p style=\"margin-

left:36pt;text-indent:-18pt;mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Access being requested is appropriate to the 

individualâ€™s role and validates that the employee has completed the 

appropriate technical and security training for the access type being 

requested.</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Tickets are created in the ticketing system relating to 

each request</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">All access (including permissions, membership to roles 

and groups, etc.) is required to follow the â€ñeed to knowâ€™ and â€l̃east 

privilegeâ€™ principles</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-



between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">User 

permissions are granted on the principle of least privilege and role 

based access needs, as depicted in the 2 Twelve Solutions FedRAMP ORE 

Access and Identity Management Plan.</span></p></li></ul><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: There are no user accounts in database and 2 Twelve 

Solutions admins do not have direct access to database.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customers 

are responsible for authorizing user access to the ORE application based 

on their intended system usage.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part J:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The CISO 

and Cloud Operations Manager review all 2 Twelve Solutions ORE user 

accounts annually to ensure compliance with account management 



requirements.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; 2 Twelve Solutions ORE user 

accounts are reviewed for compliance by the FedRAMP Manager and 

Engineering at least annually. Account permissions and privileges are 

being reviewed at least quarterly by Engineering as described in CM-5(5). 

Only accounts with valid access authorizations for the ORE application 

are permitted. Any accounts determined to be unnecessary due to prior 

termination or transfer are removed or disabled in accordance with 

account management policies and procedures.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; There are no user accounts in database and 2 

Twelve Solutions admins do not have direct access to 

database.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers are responsible for reviewing user access to 

the ORE application.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part K:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-



alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Shared/group credentials are not employed within the ORE 

environment; all users authenticate to individual accounts used for ORE 

activities.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; There are no shared or group 

accounts as part of the ORE environment. Default root accounts are 

considered emergency account. No group account is used for day to day 

operations. Operations have access to it only used for 

emergency.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers are responsible for issuing and reissuing 

shared/group account credentials when individuals are removed from 

security groups for the ORE application.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 



                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "2" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.668279" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-03T19:20:46.5960079" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-2 - Account Management" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "11b79ff0-1b4b-4953-8e63-

7cbf89f9e491" 

                        } 



                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "a18989a7-75d3-4660-a8e0-

0e63fc00083d", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 3, 

                    "uuid": "3a16e0b6-80e9-4cb1-9cd7-094fcd18269f", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ac-02.01_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "17" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "3a16e0b6-80e9-4cb1-9cd7-

094fcd18269f" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-



family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions employs Agile system tickets to track 

account management activities. Privileged user accounts within the ORE 

environment is deployed using automation scripts. SIEM is leveraged to 

monitor user accounts within the ORE environment.</span></p><p 

style=\"mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:3.0000000000000004pt;margin-

bottom:3.0000000000000004pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; 2 Twelve Solutions uses automated 

mechanisms to support the management of accounts for the ORE 

application.&nbsp; Agile system tickets are used for the tracking and 

approval of information system account creation. Account creations for 

the infrastructure are completed through automation. Account activities 

are monitored through SIEM. Management of infrastructure accounts is 

tracked and documented through Agile system ticketing system. The 

ticketing system provides automated workflow for managing the following 

aspects of account management:</span></p><ul style=\"padding-

left:40px\"><li style=\"list-style-type: disc\"><p style=\"margin-

left:36pt;text-indent:-18pt;mso-pagination:none;margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Requests for accounts.</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;margin-top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Approvals for account creation, modification, and removal 

- Permission changes.</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;margin-top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-



family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Notifications to account owners and manager for various 

account management tasks.</span></p></li></ul><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: ORE admins do not have direct access to customer 

applications nor the data in the database. Database is accessed through 

application where customer makes request to application and application 

request goes to database.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility</span></u></b><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

Customer is responsible for employing automated mechanisms to support the 

management of ORE application accounts including:</span></p><ul 

style=\"padding-left:40px\"><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Permission changes</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;margin-top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Requests for accounts.</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;margin-top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-



alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Provisioning endpoints and new users.</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;margin-top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Approvals for account creation, modification, and 

removal</span></p></li></ul>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "3" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6683836" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-24T20:02:15.4424398" 

                        }, 



                        { 

                            "name": "control-id", 

                            "value": "ac-2.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-2.1 - Automated System Account 

Management" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "c3181fd2-42f8-4bdb-9673-

5460fd78e604" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "e0dfc9a5-6806-4783-8f8f-

16ff49384b10", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 4, 

                    "uuid": "bceb6592-cbab-439e-b466-5cd712edf6b2", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ac-02.02_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-02.02_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "19" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 



                        }, 

                        { 

                            "name": "uuid", 

                            "value": "bceb6592-cbab-439e-b466-

5cd712edf6b2" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions does not regularly use temporary or 

emergency accounts. If deployed, 2 Twelve Solutions disables all 

temporary and emergency accounts within 30 days.</span></p><p 

style=\"mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; 2 Twelve Solutions does not 

regularly use temporary or emergency accounts for the ORE application. If 

deployed, 2 Twelve Solutions disables all temporary and emergency 

accounts within 30 days. All accounts must go through the processes 

defined in AC-2.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: ORE admins do not have direct access to customer 

applications nor the data in the database. Database is accessed through 

application where customer makes request to application and application 

request goes to database.</span></p><p style=\"mso-pagination:none;line-



height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u></b></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customers 

are responsible for reviewing user access to the ORE 

application.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "4" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6685169" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 



                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-24T20:04:19.4157644" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-2.2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-2.2 - Automated Temporary and 

Emergency Account Management" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "4e858ab1-f309-406c-b8a5-

f84b43d36b43" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "7b88ee40-6767-4f31-84ee-

6c5ff6004629", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 5, 

                    "uuid": "670c2203-2a14-405a-b3f9-d1cde60d8ecd", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ac-02.03_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-02.03_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 



                            "value": "20" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "670c2203-2a14-405a-b3f9-

d1cde60d8ecd" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; Account inactivity is enforced through password 

expiration. Account passwords are configured to expire after 60 

days.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Operating 

System</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">:&nbsp; 

Account inactivity is enforced through account expiration. Accounts on 

hosts are configured to expire after 60 days.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-



between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u></b></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customers 

are responsible for monitoring the usage of user accounts and disabling 

after a period of inactivity.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "5" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6685887" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-24T20:05:59.9837181" 

                        }, 

                        { 



                            "name": "control-id", 

                            "value": "ac-2.3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-2.3 - Disable Accounts" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "e971c616-0143-4d4b-90ef-

bd94b72ca21e" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "7c3297da-919a-481e-8816-

b81db8677d99", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 6, 

                    "uuid": "4ed56d00-f117-4ba1-be21-fb0b55c50ad0", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "21" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "4ed56d00-f117-4ba1-be21-

fb0b55c50ad0" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 



by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; For the ORE application, all 

account management activities, such as creation, modification, enabling, 

disabling and/or removing accounts is captured by log collector and 

forwarded to SIEM for review.&nbsp; All account changes such as request; 

approval, creation, modification, and deletion of access to resources in 

the environment are tracked, documented, and retained in Agile system. 

The Operations and Engineering teams are notified via email of all 

account management activities.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; ORE admins do not have direct access to customer 

applications nor the data in the database. Database is accessed through 

application where customer makes request to application and application 

request goes to database.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-



alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Customer is responsible for automatically auditing 

account creation, modification, enabling, disabling, and removal actions, 

and notify organization personnel.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "6" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6686579" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-24T20:08:58.6093584" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-2.4" 

                        }, 

                        { 

                            "name": "control-title", 



                            "value": "ac-2.4 - Automated Audit Actions" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "a58b1c7d-38bf-4506-a83f-

63b7d41bc798" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "5cc3c0a2-1c3a-4336-b23d-

e70f212312bc", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 7, 

                    "uuid": "d6f0055f-4b13-42e1-a76a-c23dd402dab8", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ac-02.05_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "22" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "d6f0055f-4b13-42e1-a76a-

c23dd402dab8" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 



                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE requires users to terminate sessions at the 

completion of task, end of the work day, and when extended period of 

inactivity is expected. In addition, the bastion host is configured to 

end user sessions after a period of 300 seconds of 

inactivity.</span></p><p style=\"mso-pagination:none lines-together;page-

break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating system</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; Access to the ORE tools must 

authenticate through the bastion host. Bastion host are configured to 

terminate any inactive sessions 300 seconds or longer. For infrastructure 

access, bastion host and instances within ORE are configured to terminate 

inactive sessions after 300 seconds. Infrastructure configuration 

settings are deployed through automation.</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\">&nbsp;</p><p 

style=\"margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">The Customer is responsible for requiring that users log 

out after 15 minutes of inactivity.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "7" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6687213" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-24T20:09:59.0053273" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-2.5" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-2.5 - Inactivity Logout" 

                        }, 

                        { 



                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "6cd93713-4ab4-4b36-bbc7-

1b5dc4291830" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "6732a9d9-f8e7-41c8-a3ba-

028c6c442b6a", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 15, 

                    "uuid": "85d74f09-46b7-4a7a-8736-ec8889c299f3", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ac-02.13_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-02.13_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "18" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "85d74f09-46b7-4a7a-8736-

ec8889c299f3" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 



                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:widow-orphan 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:6.000000000000001pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Atypical usage of user accounts is reported to the ORE 

ISSO and Operations and Engineering Admins if the event is of significant 

concern to ORE platform. In practice, automated alerts and email 

notifications of atypical usage are sent to all Operations and 

Engineering Admins.&nbsp;</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; Any atypical usage detected within 

the ORE application by SIEM is automatically sent to the Operations and 

Engineering teams via email.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; There are no user accounts in database. The 

activity itself is forwarded from MySQL to SIEM.</span></p><p 

style=\"mso-pagination:none;margin-top:0pt;margin-



bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Customer is responsible for reporting atypical usage 

of information system accounts to the appropriate defined 

personnel.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "15" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6684522" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 



                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-24T20:14:16.7247662" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-2.13" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-2.13 - Disable Accounts for 

High-risk Individuals" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "4cb517db-4c36-47a6-b7fe-

87e38a14e6c5" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "cd21e88b-2bed-4984-87d7-

62301a299051", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 16, 

                    "uuid": "5672d2ba-fd05-4c26-bc06-51afea139991", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "28" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "5672d2ba-fd05-4c26-bc06-

51afea139991" 

                        }, 

                        { 



                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">User permissions are granted on the principle of least 

privilege and role based access needs, as depicted in the 2 Twelve 

Solutions FedRAMP ORE Access and Digital Identity Plan. Agile system 

ticketing system is used to document and enforce the defined workflow for 

all account changes. Approved users will be added to automation playbook 

and granted access into the environment. The bastion host is the used to 

enforce privilege access into ORE. Users must provide a valid SSH key and 

a valid one time password from Yubikey or HSPD-12 compliant hardware to 

authenticate through the bastion host.</span></p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> Application accesses are specific to each customer. 

Firewall rules are leveraged to enforce access flow and provide logical 

separation such that customers only have access to their own environment. 

Application front end users must authenticate through MFA or SAML 2.0 

token. Reverse Proxy enforces TLS1.2 encryption to protect the 

communication session. 2 Twelve Solutions administrators do not have 

access to client applications. Access to Qualys, Splunk, Nessus is 

limited to authorized personnel based on role based access on the 



principle of least privilege.</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> Each customer environment has a dedicated MySQL database 

accessible only through the application. 2 Twelve Solutions 

administrators do not have access to client data. Patches and updates are 

accomplished through Anisble playbooks.</span></p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operating System:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> Authorized 2 Twelve Solutions administrators access 

operating systems by authenticating through the bastion host. All users 

must have a valid SSH key and a one-time password from Yubikey or HSPD-12 

compliant hardware token. After authenticate through the bastion host, 

users must have a matching public SSH key on the instance to establish 

connection with that host. Connections are enforced through whitelisting 

by Firewall rules. Creation, modification, and deletion of security 

groups must go through the defined CM process and requested through Agile 

system for ARB approval.</span></p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Customer is responsible for enforcing approved 

authorizations for logical access to ORE application and system resources 

in accordance with applicable access control policies</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 



                        }, 

                        { 

                            "name": "controlID", 

                            "value": "16" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6690877" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-03T20:07:03.2634765" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-3 - Access Enforcement" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "f898de38-0ef7-4fd1-8cd6-

6d40350edc7d" 

                        } 

                    ] 

                }, 



                { 

                    "by-components": [ 

                        { 

                            "uuid": "1d8ed04e-4aba-4ee1-befd-

562b19152e66", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 32, 

                    "uuid": "2e7c3456-4868-48a1-a377-e0c01039dd30", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ac-04_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "29" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "2e7c3456-4868-48a1-a377-

e0c01039dd30" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 



style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Information flow is enforced through the use of Firewall 

rules, which define the allowed traffic flows throughout the ORE 

environment and across the boundary. Security groups are configured to 

deny-by-default and only allow by exception.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; Information flow for the ORE application is 

enforced through the use of Firewall rules. Security groups are 

configured to deny by default and only allow by exception policy. The ORE 

application&nbsp;provides customers with a highly secure environment 

backed by an â€œalways secureâ€� architecture that is based on a 

multilayered security model that maximizes data security and ensures 

service continuity.&nbsp;</span></p><ul style=\"padding-left:40px\"><li 

style=\"list-style-type: disc\"><p style=\"margin-left:18pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">All data 

in transit into or outside of the authorization boundary is encrypted 

with a FIPS 140-2 validated method.</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:18pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application-to-application communication is protected by 

certificates/trust relationships.</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:18pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">During 

the authentication and authorization process, the application uses TLS 

1.2 to secure the data in transit.</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:18pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-



bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Separation of accounts has been established so that 

administrative level access functions are tightly controlled between ORE 

application administrators and partner and customer 

accounts.</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:18pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Each customer receives its own dedicated instance of the 

ORE applications, further reinforcing logical 

separation.</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:18pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Access to ORE environment is restricted through Elastic 

Load Balancer that allocates connections in a way that balances the load 

among them.</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:18pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The ELBs have been configured to distribute the incoming 

requests over the reverse proxies installed in the ORE 

environment.</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:18pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">S3 is used by 2 Twelve Solutions to store customer 

backups in an encrypted way using AES-256, and to store installation 

files required for the installation of new ORE platform 

instances.</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:18pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Every instance in the environment has been assigned a 

security group with both inbound and outbound rules configured to prevent 

all unauthorized connections.</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:18pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-



size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

customer will connect to the ORE platform through a web browser over 

HTTPS. The customer is responsible to ensure the client system adheres to 

its policies and with FedRAMP requirements.</span></p></li></ul><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; Each customer has its own dedicated Postgres SQL 

database access, further reinforcing logical separation and eliminating 

the possibility that customer data is comingled.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operating System</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; Information flow for the ORE operating system is 

enforced through the use of Firewall rules. Security groups are 

configured to deny by default and only allow by exception.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Customer is responsible for enforcing approved 

authorizations for controlling the flow of information within the system 

and between interconnected systems</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 



                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "32" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6691508" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T13:20:12.8780769" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-4" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-4 - Information Flow 

Enforcement" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 



                            "value": "a9b38f9c-29fa-435c-991c-

e9e2a4e2c65a" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "5672253e-202c-4f9c-aee5-

e7c18a628b2b", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 65, 

                    "uuid": "0974b041-70ae-45e6-8760-8206c5aea387", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ac-05_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "30" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "0974b041-70ae-45e6-8760-

8206c5aea387" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-



pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"margin-

top:3.0000000000000004pt;margin-

bottom:3.0000000000000004pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions separates administrator activities 

conducted by the Operations team from the oversight and enforcement 

functions conducted by the Engineering team. Operations team is provided 

privileges to launch automation scripts to configure the ORE environment, 

while the Engineering team has read only privileges in ORE. Operations 

team has administrative access to SIEM and read only to Qualys/Nessus and 

Engineering team has read only access to SIEM and administrative access 

to Qualys/Nessus. Please refer to AC-2(b) for more information on account 

management and the approval and use of security groups in the role-based 

access schemes. Separation of Duties is further defined through 

attachment 11 â€“ 2 Twelve Solutions ORE Separation of Duties 

Matrix.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; 2 Twelve Solutions separates administrator 

activities conducted by the Operations team from the oversight and 

enforcement functions conducted by the Engineering team. Operations team 

is provided privileges to launch automation scripts to configure the ORE 

environment, while the Engineering team has read only privileges in ORE. 

The Engineering team has administrator privileges for the Qualys and 

Nessus to scan and ensure policy compliance, while the Operations team 

has read only access to Qualys.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: Each customer environment has a dedicated MySQL 



database accessible only through the application. ORE admins do not 

have&nbsp;direct access to customer applications nor the data in the 

database.&nbsp; They have admin access to the OS level and can see the 

database files, therefore able to perform backups and restore data; 

however they have no accounts or access to the database and cannot access 

any data. Customers do not have accounts in the database.&nbsp; Databases 

are built as part of the ORE application package. Patches and updates are 

accomplished through automation. Nessus is used to conduct vulnerability 

scan of the database within the ORE environment, thus separate user 

account.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operating System</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: 2 Twelve Solutions separates administrator activities 

conducted by the Operations team from the oversight and enforcement 

functions conducted by the Engineering team. Operations team is provided 

privileges to launch automation scripts to configure the ORE environment, 

while the Engineering team has read only privileges in ORE. Operations 

team has administrative access to the ORE environment, but read-only to 

Qualys and Nessus. Engineering team accounts have read-only access within 

the ORE environment, but administrative access to Qualys and 

Nessus.</span></p><p style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Customer is responsible for developing and 

maintaining a separation of duties for privileged and non-privileged 

users.</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

b:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed at least annually or as needed by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-



height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"margin-

top:3.0000000000000004pt;margin-

bottom:3.0000000000000004pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions separates administrator activities 

conducted by the Operations team from the oversight and enforcement 

functions conducted by the Engineering team. Operations team is provided 

privileges to launch automation scripts to configure the ORE environment, 

while the Engineering team has read only privileges in ORE. Operations 

team has administrative access to SIEM and read only to Qualys/Nessus and 

Engineering team has read only access to SIEM and administrative access 

to Qualys/Nessus. Please refer to AC-2(b) for more information on account 

management and the approval and use of security groups in the role-based 

access schemes. Separation of Duties is further defined through 

attachment 11 â€“ 2 Twelve Solutions ORE Separation of Duties 

Matrix.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; 2 Twelve Solutions separates administrator 

activities conducted by the Operations team from the oversight and 

enforcement functions conducted by the Engineering team. Operations team 

is provided privileges to launch automation scripts to configure the ORE 

environment, while the Engineering team has read only privileges in ORE. 

The Engineering team has administrator privileges for the Qualys and 

Nessus to scan and ensure policy compliance, while the Operations team 

has read only access to Qualys.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: Each customer environment has a dedicated MySQL 

database accessible only through the application. ORE admins do not 



have&nbsp;direct access to customer applications nor the data in the 

database.&nbsp; They have admin access to the OS level and can see the 

database files, therefore able to perform backups and restore data; 

however they have no accounts or access to the database and cannot access 

any data. Customers do not have accounts in the database.&nbsp; Databases 

are built as part of the ORE application package. Patches and updates are 

accomplished through automation. Nessus is used to conduct vulnerability 

scan of the database within the ORE environment, thus separate user 

account.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operating System</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: 2 Twelve Solutions separates administrator activities 

conducted by the Operations team from the oversight and enforcement 

functions conducted by the Engineering team. Operations team is provided 

privileges to launch automation scripts to configure the ORE environment, 

while the Engineering team has read only privileges in ORE. Operations 

team has administrative access to the ORE environment, but read-only to 

Qualys and Nessus. Engineering team accounts have read-only access within 

the ORE environment, but administrative access to Qualys and 

Nessus.</span></p><p style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Customer is responsible for developing and 

maintaining a separation of duties for privileged and non-privileged 

users.</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

c:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed at least annually or as needed by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-



alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"margin-

top:3.0000000000000004pt;margin-

bottom:3.0000000000000004pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions separates administrator activities 

conducted by the Operations team from the oversight and enforcement 

functions conducted by the Engineering team. Operations team is provided 

privileges to launch automation scripts to configure the ORE environment, 

while the Engineering team has read only privileges in ORE. Operations 

team has administrative access to SIEM and read only to Qualys/Nessus and 

Engineering team has read only access to SIEM and administrative access 

to Qualys/Nessus. Please refer to AC-2(b) for more information on account 

management and the approval and use of security groups in the role-based 

access schemes. Separation of Duties is further defined through 

attachment 11 â€“ 2 Twelve Solutions ORE Separation of Duties 

Matrix.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; 2 Twelve Solutions separates administrator 

activities conducted by the Operations team from the oversight and 

enforcement functions conducted by the Engineering team. Operations team 

is provided privileges to launch automation scripts to configure the ORE 

environment, while the Engineering team has read only privileges in ORE. 

The Engineering team has administrator privileges for the Qualys and 

Nessus to scan and ensure policy compliance, while the Operations team 

has read only access to Qualys.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: Each customer environment has a dedicated MySQL 

database accessible only through the application. ORE admins do not 

have&nbsp;direct access to customer applications nor the data in the 



database.&nbsp; They have admin access to the OS level and can see the 

database files, therefore able to perform backups and restore data; 

however they have no accounts or access to the database and cannot access 

any data. Customers do not have accounts in the database.&nbsp; Databases 

are built as part of the ORE application package. Patches and updates are 

accomplished through automation. Nessus is used to conduct vulnerability 

scan of the database within the ORE environment, thus separate user 

account.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operating System</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: 2 Twelve Solutions separates administrator activities 

conducted by the Operations team from the oversight and enforcement 

functions conducted by the Engineering team. Operations team is provided 

privileges to launch automation scripts to configure the ORE environment, 

while the Engineering team has read only privileges in ORE. Operations 

team has administrative access to the ORE environment, but read-only to 

Qualys and Nessus. Engineering team accounts have read-only access within 

the ORE environment, but administrative access to Qualys and 

Nessus.</span></p><p style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Customer is responsible for developing and 

maintaining a separation of duties for privileged and non-privileged 

users.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 



                            "value": "65" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6692356" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T13:26:29.3399877" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-5" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-5 - Separation of Duties" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "7600f131-16f8-4ef9-97ae-

9873d02d79ef" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 



                            "uuid": "68594ee9-6f86-42d9-8fd1-

9e83ff2fdc13", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 66, 

                    "uuid": "1b1e8100-dbda-4422-a688-e4ad1d8a43a1", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "31" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "1b1e8100-dbda-4422-a688-

e4ad1d8a43a1" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE privileged users are assigned roles and privileges 

only sufficient to complete their assigned responsibilities. Operations 

team is assigned access to the bastion host with privileges to launch 

automation scripts for the configuration and maintenance of the ORE 



environment. Operations team are assigned read only access to the Qualys 

and Nessus. Engineering team members are assigned read-only privileges 

for ORE instances and administrative privileges for Qualys and 

Nessus.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; ORE privileged users are assigned 

roles and privileges only sufficient to complete their assigned 

responsibilities. Operations team has administrative access to the ORE 

environment, but read-only to Qualys and Nessus. Engineering team 

accounts have read-only access within the ORE environment, but 

administrative access to Qualys and Nessus. ORE employs both the â€ñeed 

to knowâ€™ and â€l̃east privilegeâ€™ principles, only allowing employee 

access to information systems necessary to accomplish assigned tasks, in 

accordance with organizational missions and business functions and 

explicitly authorizing access to specific information and information 

systems. Account activity is monitored through SIEM. All activities 

associated with granting, modifying and revoking privileged access to 

accounts and resources within the ORE environment must:</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">â€¢ Have 

the request(s) tied to a ticket in the approved Agile system ticketing 

and tracking system</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">â€¢ Have appropriate, documented approval from the data 

or resource owner</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">â€¢ Follow approved change management 

procedures</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Please 



refer to related controls AC-2, AC-3, and CM-7 for additional 

information.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; There are no user accounts in database. The 

activity itself is forwarded from Postgres SQL to SIEM. ORE admins do not 

have direct access to customer applications nor the data in the 

database.&nbsp; They have admin access to the OS level and can see the 

database files, therefore able to perform backups and restore data; 

however they have no accounts or access to the database and cannot access 

any data. Customers do not have accounts in the database.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The customer is responsible for employing the principle 

of least privilege for all access to the ORE application.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "66" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 



                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6693505" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T13:39:49.3236553" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-6" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-6 - Least Privilege" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "630472fc-c447-443e-af92-

d4ae1712633e" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "7edd94e3-855a-4e39-80d6-

da228e2f175e", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 



                        } 

                    ], 

                    "control-id": 67, 

                    "uuid": "5f79370e-5adf-4c0b-846e-875a37dea565", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ac-06.01_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-06.01_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-06.01_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-06.01_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-06.01_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-6.1_prm_2", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "32" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 



                            "value": "5f79370e-5adf-4c0b-846e-

875a37dea565" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions explicitly authorizes access to 

Operations team for the purpose of deploying automation scripts to 

configure and maintain the ORE environment from the bastion host. 2 

Twelve Solutions also authorizes access to the AWS Console for specific 

individuals. The Qualys cloud for Operations team (read only) and 

Engineering team (administrative access), Nessus for Operations team 

(read only) and Engineering team (administrative access). Operations team 

has administrative access to SIEM and Engineering have read only access 

to SIEM.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; All access to systems in the ORE 

environment is deny by default and must be explicitly authorized 

following the principle of â€œneed to knowâ€� and â€œleast privilegeâ€�. 

Authorization includes access to security related functions such as 

establishing system accounts and configuring access authorizations 



(permissions, privileges).</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; There are no user accounts in database. The 

activity itself is forwarded from Postgres SQL to SIEM. ORE admins do not 

have direct access to customer applications nor the data in the 

database.&nbsp; They have admin access to the OS level and can see the 

database files, therefore able to perform backups and restore data; 

however they have no accounts or access to the database and cannot access 

any data. Customers do not have accounts in the database</span><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">.</span></u></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\">&nbsp;</p><p 

style=\"margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Customer is responsible for explicitly authorizing 

access to the ORE application and defined security functions.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "67" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 



                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6694336" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T13:40:32.7265107" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-6.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-6.1 - Authorize Access to 

Security Functions" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "05c15188-dcb9-4b5e-a99c-

2ee53b213a3b" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "7044a924-5b62-44c1-8583-

3518c319b927", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 



                    ], 

                    "control-id": 68, 

                    "uuid": "d69bba21-acfc-4571-b70a-799407b5012e", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ac-06.02_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "34" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "d69bba21-acfc-4571-b70a-

799407b5012e" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Privileged users only access the ORE environment to 

conduct system security functions and use their sole ORE accounts for 



this access.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; Only privileged users, such as 

members of the Operations and Engineering teams have access to the ORE 

tool accounts (Nessus, SIEM, Qualys) for the purpose of performing 

administrative or security control implementation functions. ORE 

application access is restricted to customer account only. Infrastructure 

access is restricted to Operations and Engineering team. Separation of 

Duties matrix defines privileged and non-privileged access for users 

performing specific function. At this time, both Operations and 

Engineering accounts are considered as privileged accounts.</span></p><p 

style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Customer is responsible for requiring users of 

information system accounts, or roles, with access to the ORE application 

security functions, use non-privileged accounts or roles, when accessing 

non-security functions.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "68" 

                        }, 

                        { 

                            "name": "tenantsId", 



                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6695917" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T13:43:43.1780878" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-6.2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-6.2 - Non-privileged Access for 

Nonsecurity Functions" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "7305dbc8-206a-49b8-884e-

59ae89ce65bd" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "62f6c7ce-6760-4aff-a344-

1e34b0597a0c", 



                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 71, 

                    "uuid": "eb0a152c-33ba-4f3e-9f91-81ee4985248f", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ac-06.05_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "35" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "eb0a152c-33ba-4f3e-9f91-

81ee4985248f" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-



between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Only 

Operations team and Engineering team members are provided privileged 

accounts in the ORE environment. Engineering team members have read-only 

access, while Operations team is provided administrative privileges for 

the environment.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; Privileged accounts are restricted 

to members of the Operations and Engineering team. Engineering team 

members have read-only access, while Operations team is provided 

administrative privileges for the environment.</span><span style=\"font-

family:'Calibri';font-size:11pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Through 

the â€œleast privilegeâ€� and â€œneed to knowâ€� principles, 2 Twelve 

Solutions ORE restricts access to privileged accounts to a very limited 

number of personnel with approved roles and responsibilities. Individuals 

with the following roles and responsibilities are given access to 

privileged accounts:</span></p><ul style=\"padding-left:40px\"><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">System 

Owner, ORE Leadership</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">VP, 2 

Twelve Solutions Chief Information Security Officer , ORE 

Leadership</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE Technical Director , Operations 

Team</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-



family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Network Administrator, Operations Team</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">System 

Administrator , Operations Team</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Database 

Administrator, Operations Team</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Enginering Manager , Engineering Team</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Analyst, 

Engineering Team</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Development Manager, Engineering Team</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Developer, Engineering&nbsp; Team</span></p></li></ul><p 

style=\"margin-left:36pt;mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Note: All 

access that is not specifically granted to a user is denied by 

default.&nbsp;</span></p><p style=\"mso-pagination:none;line-



height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; There are no user accounts in database. The 

activity itself is forwarded from MySQL to SIEM. ORE admins do not have 

direct access to customer applications nor the data in the 

database.&nbsp; They have admin access to the OS level and can see the 

database files, therefore able to perform backups and restore data; 

however they have no accounts or access to the database and cannot access 

any data. Customers do not have accounts in the database.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The customer is responsible for restricting privileged 

accounts on the information system to defined roles for the ORE 

application.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "71" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 



                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6696719" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T13:51:22.6276249" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-6.5" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-6.5 - Privileged Accounts" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "83c7c5ef-6b7e-44cc-8708-

25dd187b2ebf" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "1984e492-8488-4489-b737-

5f417d3d5e70", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 73, 

                    "uuid": "93a6e941-39be-45e1-8f32-f4d4142c920e", 

                    "set-parameters": [ 



                        { 

                            "param-id": "ac-06.07_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-06.07_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "36" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "93a6e941-39be-45e1-8f32-

f4d4142c920e" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">User privileges to the ORE are assigned based on roles. 

Operations and Engineering team members review and update roles based on 

an adhoc basis due to changes to the application or the need to adapt use 

cases to the need of the organization. Roles are also reviewed every six 

months to ensure that they are useful and serve a valid 

purpose.</span></p><p style=\"mso-pagination:none lines-together;page-

break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; All privileged functions from the ORE application 

are captured by log collector and forwarded SIEM for review by the 

Engineering team. Tenants can review their activities and events through 

the ORE console. When pre-defined events or triggers are detected, 

appropriate team are notified of the event through email. The information 

systems produce audit records that contain sufficient information to, at 

a minimum, establish what type of event occurred, when (date and time) 

the event occurred, where the event occurred, the source and destination 

addresses, user/process identifiers, event descriptions, success/fail 

indications, filenames involved, and access control or flow control rules 

invoked.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; There are no user accounts in database. The 

activity itself is forwarded from MySQL to SIEM. ORE admins do not have 

direct access to customer applications nor the data in the 

database.&nbsp; They have admin access to the OS level and can see the 

database files, therefore able to perform backups and restore data; 

however they have no accounts or access to the database and cannot access 

any data. Customers do not have accounts in the database.</span></p><p 

style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operating system:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> No regular users have access to the OS. All privileged 



actions such as sudo and yum update are captured and forwarded to SIEM 

for near real time monitoring and alerting. Actions from Bastion hosts 

and all other instances are configured to feed all activities to SIEM. 

When pre-defined events or triggers are detected, appropriate team are 

notified of the event through email. The information systems produce 

audit records that contain sufficient information to, at a minimum, 

establish what type of event occurred, when (date and time) the event 

occurred, where the event occurred, the source and destination addresses, 

user/process identifiers, event descriptions, success/fail indications, 

filenames involved, and access control or flow control rules 

invoked.</span></p><p style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Customer is responsible for ensuring the users 

require the privileges that are assigned to them.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "73" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 



                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6697636" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T14:03:23.8500893" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-6.7" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-6.7 - Review of User Privileges" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "5f3259ca-ba9c-40f0-8ed0-

02f1d076c33e" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "d0db31a4-b564-491a-b19b-

5b8cf10773d8", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 75, 

                    "uuid": "ac7eaf49-90eb-4c62-a29a-d5d73f2989f6", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "37" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 



                            "name": "uuid", 

                            "value": "ac7eaf49-90eb-4c62-a29a-

d5d73f2989f6" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Privileged functions are captured and forwarded to SIEM 

for review and monitoring by the Engineering and Operations team. All 

privileged actions through the AWS console are captured by the log 

collector and forwarded to SIEM.</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; All privileged functions from the ORE application 

are captured by log collector and forwarded SIEM for review by the 

Engineering team. Tenants can review their activities and events through 

the ORE console. When pre-defined events or triggers are detected, 

appropriate team are notified of the event through email. The information 

systems produce audit records that contain sufficient information to, at 

a minimum, establish what type of event occurred, when (date and time) 

the event occurred, where the event occurred, the source and destination 



addresses, user/process identifiers, event descriptions, success/fail 

indications, filenames involved, and access control or flow control rules 

invoked.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; There are no user accounts in database. The 

activity itself is forwarded from MySQL to SIEM. ORE admins do not have 

direct access to customer applications nor the data in the 

database.&nbsp; They have admin access to the OS level and can see the 

database files, therefore able to perform backups and restore data; 

however they have no accounts or access to the database and cannot access 

any data. Customers do not have accounts in the database.</span></p><p 

style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operating system:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> All privileged actions such as sudo and yum update are 

captured and forwarded to SIEM for near real time monitoring and 

alerting. Actions from Bastion hosts and all other instances are 

configured to feed all activities to SIEM. When pre-defined events or 

triggers are detected, appropriate team are notified of the event through 

email. The information systems produce audit records that contain 

sufficient information to, at a minimum, establish what type of event 

occurred, when (date and time) the event occurred, where the event 

occurred, the source and destination addresses, user/process identifiers, 

event descriptions, success/fail indications, filenames involved, and 

access control or flow control rules invoked.</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\">&nbsp;</p><p 

style=\"margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Customer is responsible for ensuring the information 

system audits the execution of privileged functions.</span></p>" 

                        }, 



                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "75" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6698412" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T14:03:55.2449238" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-6.9" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-6.9 - Log Use of Privileged 

Functions" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 



                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "8babe025-9260-4674-b1c2-

c1332915599b" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "6bc3f59a-55f1-413d-b600-

17f038f5b42a", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 76, 

                    "uuid": "5f40710e-b0de-4f1c-b50b-94a8bbca8195", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "33" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "5f40710e-b0de-4f1c-b50b-

94a8bbca8195" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 



style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Non-privileged users in the ORE application are 

controlled by role-based assignments to prevent execution of privileged 

functions. No non-privileged users have any other access to the ORE 

environment.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Operating system</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; Non-privileged users in the ORE 

environment are controlled by role-based assignments to prevent execution 

of privileged functions. No non-privileged users have any other access to 

the ORE environment. Separation of Duties matrix defines privileged and 

non-privileged access for users performing specific 

function.</span></p><p style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; Customers do not have accounts in the database 

and 2 Twelve Solutions admins also do have direct access to 

database.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The Customer is responsible for ensuring the ORE 

application prevents non-privileged users from executing privileged 

functions.</span></p>" 



                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "76" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6695095" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T13:44:41.5128772" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-6.10" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-6.10 - Prohibit Non-privileged 

Users from Executing Privileged Functions" 

                        }, 

                        { 

                            "name": "control-family", 



                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "bbf500e7-45b3-4e30-8d22-

98c405682fd8" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "0a1a12e1-66d7-43d1-a359-

617c1ab4c556", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 77, 

                    "uuid": "5e596eb8-1d66-4326-8873-0a4e4d226c19", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ac-07_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-07_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-07_odp.03", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-07_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-07_odp.05", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-07_odp.06", 



                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "38" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "5e596eb8-1d66-4326-8873-

0a4e4d226c19" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: For Nessus and Qualys, account lockouts are set to 

maximum of 3 tries, after the third unsuccessful attempt, the user 



account is locked until unlocked by an administrator. For SIEM, accounts 

are locked after 3 unsuccessful attempts within 15 minutes, the account 

will remain locked for 30 minutes. User can request the account to be 

unlocked sooner through a Agile system ticket.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; There are no user accounts in database. The 

activity itself is forwarded from MySQL to SIEM. ORE admins do not have 

direct access to customer applications nor the data in the 

database.&nbsp; They have admin access to the OS level and can see the 

database files, therefore able to perform backups and restore data; 

however they have no accounts or access to the database and cannot access 

any data. Customers do not have accounts in the database.</span></p><p 

style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operating System</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: 2 Twelve Solutions ORE personnel use multifactor 

authentication through bastion host and Yubikey or HSPD-12 compliant 

hardware to access ORE environment and locks out after three (3) failed 

login attempts are implemented on the bastion host and all ORE instances. 

Once the threshold is met, the account will be locked.&nbsp; The only way 

to unlocking the account is to submit a ticket to have an administrator 

unlock the account.</span></p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The customer is responsible for enforcing a limit of 3 

consecutive invalid login attempts within a 15 minute 

period</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

b:</span></p><p><span style=\"font-family:'Calibri';font-



size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed at least annually or as needed by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: For Nessus and Qualys, account lockouts are set to 

maximum of 3 tries, after the third unsuccessful attempt, the user 

account is locked until unlocked by an administrator. For SIEM, accounts 

are locked after 3 unsuccessful attempts within 15 minutes, the account 

will remain locked for 30 minutes. User can request the account to be 

unlocked sooner through a Agile system ticket.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; There are no user accounts in database. The 

activity itself is forwarded from MySQL to SIEM. ORE admins do not have 

direct access to customer applications nor the data in the 

database.&nbsp; They have admin access to the OS level and can see the 

database files, therefore able to perform backups and restore data; 

however they have no accounts or access to the database and cannot access 

any data. Customers do not have accounts in the database.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-



family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operating System</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: 2 Twelve Solutions ORE personnel use multifactor 

authentication through bastion host and Yubikey or HSPD-12 compliant 

hardware to access ORE environment and locks out after three (3) failed 

login attempts are implemented on the bastion host and all ORE instances. 

Once the threshold is met, the account will be locked.&nbsp; The only way 

to unlocking the account is to submit a ticket to have an administrator 

unlock the account.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The customer is responsible for ensuring that the account 

is locked from attempting to login for at least 30 minutes once the 

threshold has been met.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "77" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 



                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.66992" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T14:07:33.2786846" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-7" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-7 - Unsuccessful Logon Attempts" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "be7d8df9-aad3-4dfb-bacf-

d6833f86d788" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "10382e94-e8b0-4ce8-951c-

976cc4634a25", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 82, 

                    "uuid": "202f062a-3a31-4738-88c7-f379fc33a1c7", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ac-08_odp.01", 

                            "values": [ 

                                "" 

                            ] 



                        }, 

                        { 

                            "param-id": "ac-08_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "39" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "202f062a-3a31-4738-88c7-

f379fc33a1c7" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">As all ORE privileged users must access ORE through the 

bastion host and do not directly access any other system components, the 

system warning banner is applied at the bastion host and all other hosts 

on the system level.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-



alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; As all ORE privileged users must 

access ORE through the bastion host and do not directly access any other 

system components, the system warning banner is applied at the bastion 

host and all instances within the ORE environment. The system use 

notifications contain explicit action language that must be taken to 

accept the notification before continuing to access systems.</span></p><p 

style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to determine elements 

of the cloud environment that require the System Use Notification 

control.</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

b:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed at least annually or as needed by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

warning banner is defined as part of the configuration, which is deployed 

through automation. Any deviation from the automation settings will be 

re-applied at each deployment. In addition, the banner display and 

content is check manually by the Operations and Engineering during each 



infrastructure access. The warning banner is be reviewed at least 

annually by the Engineering team.</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\">&nbsp;</p><p 

style=\"margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to determine how System 

Use Notification is going to be verified and provide appropriate 

periodicity of the check.</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part c:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

warning banner is defined as part of the configuration, which is deployed 

through automation. Any deviation from the automation settings will be 

re-applied at each deployment. In addition, the banner display and 

content is check manually by the Operations and Engineering during each 

infrastructure access. The warning banner is be reviewed at least 

annually by the Engineering team.</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\">&nbsp;</p><p 

style=\"margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">It is the customer responsibility to ensure users are 

presented with a warning banner prior to accessing ORE 

application.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "82" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6699895" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-05T14:20:37.9365919" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-8" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-8 - System Use Notification" 

                        }, 



                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "a3eb85dd-30d0-4169-a800-

b05a10523894" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "c2dacbe6-d36e-4a6b-a1c5-

ddf36e18cb15", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 89, 

                    "uuid": "da03c515-6d37-4a64-9a5c-37485c86d774", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ac-11_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-11_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "2" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "da03c515-6d37-4a64-9a5c-

37485c86d774" 

                        }, 

                        { 

                            "name": "controlOwnerId", 



                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The bastion host disconnects the user SSH session 

automatically after 5 minutes, or upon request from the user. Timeout 

settings for all hosts within the boundary are configured through 

automation to 300 seconds. After 300 seconds of inactivity, the user is 

disconnected from ORE.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; For all infrastructure access, the 

bastion host disconnects the user SSH session automatically after 5 

minutes, or upon request from the user. This is enforced by 

â€œClientAliveInterval 300â€� and â€œClient AliveCountMax 0â€� configured 

on each host within the boundary including the bastion host. Access to 

Splunk and Nessus requires authentication through the bastion host and is 

identical to operating system access. Qualys is FedRAMP approved SaaS 

service inherited on ORE environment.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-



alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; Access to database is through ORE application and 

2 Twelve Solutions admins do not have direct access to database. Nessus 

scans are performed at least monthly on MySQL database.</span></p><p 

style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to ensure the ORE 

application further access to the system by initiating a session lock 

after 15 minutes.</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

b:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed at least annually or as needed by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

bastion host requires the user to initiate a new session and authenticate 

to establish a new user session. The ORE application requires the user to 

re-authenticate to resume the user session after the lock.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-



family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; The bastion host requires the user 

to initiate a new session and authenticate to establish a new user 

session.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; Access to database is through ORE application and 

2 Twelve Solutions admins do not have direct access to database. Nessus 

scans are performed at least monthly on MySQL database.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to ensure the ORE 

Application retains the session lock until the user reestablishes access 

to the information system.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "89" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 



                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6671798" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-03T20:09:48.5421659" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-11" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-11 - Device Lock" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "6eef6281-0d50-46c6-b0c6-

d3d3c9c3ce78" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "f7a4ff11-91f5-44a4-83f4-

fc27b9db9de4", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 90, 



                    "uuid": "f101edc0-cf0d-4e53-ac69-d6f82201a6d9", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "3" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "f101edc0-cf0d-4e53-ac69-

d6f82201a6d9" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE enforces a session lock after fifteen minutes of 

inactivity for all account access.&nbsp; When the session lock occurs, 

the login page will replace the previous displayed information. User must 

reestablish access using proper identification and authentication 

procedures.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-



size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; ORE enforces a session lock after 

fifteen minutes of inactivity for all account access.&nbsp; When the 

session lock occurs, the login page will replace the previous displayed 

information. User must reestablish access using proper identification and 

authentication procedures. Timeout settings for all hosts within the 

boundary are configured through automation to 300 seconds. After 300 

seconds of inactivity, the user is disconnected from ORE.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; Access to database is through ORE application and 

2 Twelve Solutions admins do not have direct access to database. Nessus 

scans are performed at least monthly on MySQL database.</span></p><p 

style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to ensure the ORE 

application conceals, via the session lock, information previously 

visible on the display.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "90" 



                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6673928" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-03T20:11:03.8323749" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-11.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-11.1 - Pattern-hiding Displays" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "c6975d3d-ce27-434d-a94d-

db3b0645848e" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 



                            "uuid": "179460c4-de69-4838-8590-

3afc6ba31fd3", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 91, 

                    "uuid": "921ca6bc-d669-4f87-8f27-40ca9855072c", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ac-12_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "4" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "921ca6bc-d669-4f87-8f27-

40ca9855072c" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-



bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

bastion host disconnects the user SSH session automatically after 5 

minutes, or upon request from the user. Timeout settings for all hosts 

within the boundary are configured through automation to 300 seconds. 

After 300 seconds of inactivity, the user is disconnected from 

ORE.</span></p><p style=\"mso-pagination:none;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; For all infrastructure access, the 

bastion host disconnects the user SSH session automatically after 5 

minutes, or upon request from the user. This is enforced by 

â€œClientAliveInterval 300â€� and â€œClient AliveCountMax 0â€� configured 

on each host within the boundary including the bastion host. Access to 

Splunk and Nessus requires authentication through the bastion host and is 

identical to operating system access. Qualys is FedRAMP approved SaaS 

service inherited on ORE environment.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; Access to database is through ORE application and 

2 Twelve Solutions admins do not have direct access to database. Nessus 

scans are performed at least monthly on MySQL database.</span></p><p 

style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-



between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">It is the 

customer responsibility to ensure the ORE Application automatically 

terminates a user session after at least 15 minutes of 

inactivity.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "91" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6674798" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-03T20:12:25.585264" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-12" 

                        }, 

                        { 

                            "name": "control-title", 



                            "value": "ac-12 - Session Termination" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "992d81fc-3ffb-42f6-ba99-

5908fe1255e9" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "60fbaaf3-e562-43a4-9d8a-

61df8e3537f8", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 96, 

                    "uuid": "7eb8027e-1260-4d84-8f21-02ab783b8b6e", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ac-14_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "5" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "7eb8027e-1260-4d84-8f21-

02ab783b8b6e" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 



                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">All actions in the ORE environment require user 

authentication. Users are required to authenticate through the bastion 

host prior to conducting any activities in the system backend. Users are 

required to authenticate with Splunk and Nessus again prior to conducting 

any activities in those application.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; All actions in the ORE environment 

require user authentication. Users are required to authenticate through 

the bastion host prior to conducting any activities in the system 

backend. Users are required to authenticate with Splunk and Nessus again 

prior to conducting any activities in those application. No action is 

allowed prior to authentication through the bastion host. In addition, 

the bastion host is whitelisted to limited the IP range that can 

establish connection.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; Each customer environment has a dedicated MySQL 

database accessible only through the application. Databases are not 



public facing and cannot be accessed directly.</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\">&nbsp;</p><p 

style=\"margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to ensure actions are 

identified that can be performed within the ORE application without 

identification or authentication</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part b:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">No 

actions are allowed in the ORE environment without authentication. The 

requirements for identification and authentication are documented within 

this SSP. For further details of the identification and authentication 

requirements, review IA-2 for user identification and IA-3 for device 

authentication.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; No actions are allowed in the ORE 

environment without authentication. The requirements for identification 

and authentication to the application, database and operating system are 

documented within this SSP. Customer applications accessed must through 



the front portal via MFA or SSO through SAML 2.0. All ORE/Provider 

infrastructure access to 2 Twelve Solutions admins to perform 

administrative activities is provided through SSH connections to the 

bastion host.</span></p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to ensure that all 

actions that can be performed without identification or authentication 

are fully documented.&nbsp;</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "96" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 



                            "value": "2023-01-27T17:59:11.6675518" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-03T20:29:05.4041211" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-14" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-14 - Permitted Actions Without 

Identification or Authentication" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "97f27646-6a23-46d9-9fea-

3eea789f0cc0" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "7efa1118-b4e9-4332-8966-

0d99a74dcbaf", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 110, 

                    "uuid": "c9f003cb-893f-48c4-9dd6-6c24518c74b1", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "6" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 



                            "value": "c9f003cb-893f-48c4-9dd6-

6c24518c74b1" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part a:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE 

privileged users are required to remotely access ORE through SSH 

connection to the bastion host from a 2 Twelve Solutions-defined range of 

IP addresses using 2 Twelve Solutions-issued laptops. The IP addresses of 

the 2 Twelve Solutions-issued laptops are whitelisted within the ORE 

environment. Attempts from any other device or IP address will be denied 

access. The requirements and implementation guidance for remote access is 

documented throughout this SSP and within access management policies and 

procedures and ORE Access and Digital Identity Plan. Requests and 

authorizations for access to the environment are managed through the 

following:</span></p><p style=\"margin-left:36pt;mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">â€¢ 

Ticketing system: a ticket must be submitted by the user or accounts 

manager.</span></p><p style=\"margin-left:36pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">â€¢ Approval: the ticket must have the appropriate level 



of management approval if any of the noted activities are 

needed.</span></p><p style=\"margin-left:36pt;mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">â€¢ Change control: any activities must follow an 

approved change management process. Authorized individuals may connect to 

the environment only after they have successfully authenticated through 

the bastion host using valid SSH keys and Yubikey or HSPD-12 compliant 

hardware. There are no other access paths permitted into the 

ORE&nbsp;infrastructure.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; All access to the ORE environment 

and associated resources is restricted to only those assigned and 

approved administrators that require access and only after successful 

multi-factor authentication in conjunction with bastion host. ORE tools 

and network access is limited to Engineering and Operations team. It is 

the responsibility of the customer to define the usage restrictions for 

any partner or provisioning user accounts in their environment. Customer 

applications can only be accessed through the front portal through MFA or 

SSO through SAML 2.0. Please see AC-2 for more information on application 

account types and permissions.</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\">&nbsp;</p><p 

style=\"margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to establish and 

document usage restrictions, configuration/connection requirements, and 

implementation guidance for each type of remote access permitted for the 

ORE application.</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

b:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 



control is reviewed at least annually or as needed by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions authorizes remote connections to the ORE environment through 

the use of Agile system ticket system and system design documentation 

that identifies the ports and protocols in use for all communication 

across the system boundary.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, and Operating 

System</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">:&nbsp; 

Approval to the ORE infrastructure is requested and approved through the 

established workflow within Agile system.</span><span style=\"font-

family:'Calibri';font-size:11pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The 

requirements for identification and authentication to the application, 

database and operating system are documented within this SSP. ORE 

privileged users are required to remotely access ORE through SSH 

connection to the bastion host from a 2 Twelve Solutions-defined range of 

IP addresses using 2 Twelve Solutions-issued laptops. Customer 

applications accessed must through the front portal via MFA or SSO 

through SAML 2.0. All ORE/Provider infrastructure access to 2 Twelve 

Solutions admins to perform administrative activities is provided through 

SSH connections to the bastion host.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-



alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#313231;mso-style-textfill-fill-

color:#313231\">It is the customer responsibility to authorize remote 

access to the information system prior to allowing any remote access 

connections.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "110" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6676225" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 



                            "value": "2023-05-23T14:47:26.8434295" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-17" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-17 - Remote Access" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "88763c37-c61d-40f5-9c4e-

842987dc1b0e" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "a8f42887-1646-4ac5-94f9-

548cba877888", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 111, 

                    "uuid": "f048a9d2-b825-47d8-9332-39b5630bdcc9", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "7" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "f048a9d2-b825-47d8-9332-

39b5630bdcc9" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 



                            "value": "<p style=\"mso-pagination:widow-

orphan lines-together;page-break-after:avoid;line-height:10pt;margin-

top:6.000000000000001pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\" 
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GUAIABjAGEAcAB0AHUAcgBlAGQAIABpAG4AIABzAHkAcwB0AGUAbQAgAGEAdQBkAGkAdAAgAG

wAbwBnAHMAIABiAGEAcwBlAGQAIABvAG4AIABtAGkAcwBzAGkAbwBuAC8AYgB1AHMAaQBuAGU

AcwBzACAAbgBlAGUAZABzADoABQoAAAABAAAAAAgAAAAABYUAAAABewAAAAQGDgAAAEMAYQBs

AGkAYgByAGkABQYOAAAAQwBhAGwAaQBiAHIAaQAHBgoAAABBAHIAaQBhAGwABgYmAAAATAB1A

GMAaQBkAGEAIABTAGEAbgBzACAAVQBuAGkAYwBvAGQAZQAIBBgAAAAJAwAAACYE+////xYEGA

AAAAgAAAAAAA8CAAABswAAABUGCAAAADEANwA3ADQAFgYMAAAAFwQAAAAAGAQCAAAAAQYAAAA

ACQYAAAAAGgZ7AAAABAYOAAAAQwBhAGwAaQBiAHIAaQAFBg4AAABDAGEAbABpAGIAcgBpAAcG

CgAAAEEAcgBpAGEAbAAGBiYAAABMAHUAYwBpAGQAYQAgAFMAYQBuAHMAIABVAG4AaQBjAG8AZ

ABlAAgEGAAAAAkDAAAAJgT7////FgQYAAAAGwYAAAAAAlIBAAAFtAAAAAF7AAAABAYOAAAAQw

BhAGwAaQBiAHIAaQAFBg4AAABDAGEAbABpAGIAcgBpAAcGCgAAAEEAcgBpAGEAbAAGBiYAAAB

MAHUAYwBpAGQAYQAgAFMAYQBuAHMAIABVAG4AaQBjAG8AZABlAAgEGAAAAAkDAAAAJgT7////

FgQYAAAACC8AAAAAKgAAAEYAYQBpAGwAZQBkACAAbABvAGcAbwBuACAAYQB0AHQAZQBtAHAAd

ABzAAUKAAAAAQAAAAAIAAAAAAWFAAAAAXsAAAAEBg4AAABDAGEAbABpAGIAcgBpAAUGDgAAAE

MAYQBsAGkAYgByAGkABwYKAAAAQQByAGkAYQBsAAYGJgAAAEwAdQBjAGkAZABhACAAUwBhAG4

AcwAgAFUAbgBpAGMAbwBkAGUACAQYAAAACQMAAAAmBPv///8WBBgAAAAIAAAAAAAXAgAAAbMA

AAAVBggAAAAxADcANwA0ABYGDAAAABcEAAAAABgEAgAAAAEGAAAAAAkGAAAAABoGewAAAAQGD

gAAAEMAYQBsAGkAYgByAGkABQYOAAAAQwBhAGwAaQBiAHIAaQAHBgoAAABBAHIAaQBhAGwABg

YmAAAATAB1AGMAaQBkAGEAIABTAGEAbgBzACAAVQBuAGkAYwBvAGQAZQAIBBgAAAAJAwAAACY

E+////xYEGAAAABsGAAAAAAJaAQAABbwAAAABewAAAAQGDgAAAEMAYQBsAGkAYgByAGkABQYO

AAAAQwBhAGwAaQBiAHIAaQAHBgoAAABBAHIAaQBhAGwABgYmAAAATAB1AGMAaQBkAGEAIABTA

GEAbgBzACAAVQBuAGkAYwBvAGQAZQAIBBgAAAAJAwAAACYE+////xYEGAAAAAg3AAAAADIAAA

BGAGkAbABlACAAaQBuAHQAZQBnAHIAaQB0AHkAIABtAG8AbgBpAHQAbwByAGkAbgBnAAUKAAA

AAQAAAAAIAAAAAAWFAAAAAXsAAAAEBg4AAABDAGEAbABpAGIAcgBpAAUGDgAAAEMAYQBsAGkA

YgByAGkABwYKAAAAQQByAGkAYQBsAAYGJgAAAEwAdQBjAGkAZABhACAAUwBhAG4AcwAgAFUAb



gBpAGMAbwBkAGUACAQYAAAACQMAAAAmBPv///8WBBgAAAAIAAAAAAA9AgAAAbMAAAAVBggAAA

AxADcANwA0ABYGDAAAABcEAAAAABgEAgAAAAEGAAAAAAkGAAAAABoGewAAAAQGDgAAAEMAYQB

sAGkAYgByAGkABQYOAAAAQwBhAGwAaQBiAHIAaQAHBgoAAABBAHIAaQBhAGwABgYmAAAATAB1

AGMAaQBkAGEAIABTAGEAbgBzACAAVQBuAGkAYwBvAGQAZQAIBBgAAAAJAwAAACYE+////xYEG

AAAABsGAAAAAAKAAQAABeIAAAABewAAAAQGDgAAAEMAYQBsAGkAYgByAGkABQYOAAAAQwBhAG

wAaQBiAHIAaQAHBgoAAABBAHIAaQBhAGwABgYmAAAATAB1AGMAaQBkAGEAIABTAGEAbgBzACA

AVQBuAGkAYwBvAGQAZQAIBBgAAAAJAwAAACYE+////xYEGAAAAAhdAAAAAFgAAABBAGMAYwBv

AHUAbgB0ACAAYQBuAGQALwBvAHIAIABwAHIAbwBmAGkAbABlACAAYwBoAGEAbgBnAGUAcwAgA

GEAbgBkACAAZABlAGwAZQB0AGkAbwBuAHMABQoAAAABAAAAAAgAAAAABYUAAAABewAAAAQGDg

AAAEMAYQBsAGkAYgByAGkABQYOAAAAQwBhAGwAaQBiAHIAaQAHBgoAAABBAHIAaQBhAGwABgY

mAAAATAB1AGMAaQBkAGEAIABTAGEAbgBzACAAVQBuAGkAYwBvAGQAZQAIBBgAAAAJAwAAACYE

+////xYEGAAAAAgAAAAAAEkCAAABswAAABUGCAAAADEANwA3ADQAFgYMAAAAFwQAAAAAGAQCA

AAAAQYAAAAACQYAAAAAGgZ7AAAABAYOAAAAQwBhAGwAaQBiAHIAaQAFBg4AAABDAGEAbABpAG

IAcgBpAAcGCgAAAEEAcgBpAGEAbAAGBiYAAABMAHUAYwBpAGQAYQAgAFMAYQBuAHMAIABVAG4

AaQBjAG8AZABlAAgEGAAAAAkDAAAAJgT7////FgQYAAAAGwYAAAAAAowBAAAF7gAAAAF7AAAA

BAYOAAAAQwBhAGwAaQBiAHIAaQAFBg4AAABDAGEAbABpAGIAcgBpAAcGCgAAAEEAcgBpAGEAb

AAGBiYAAABMAHUAYwBpAGQAYQAgAFMAYQBuAHMAIABVAG4AaQBjAG8AZABlAAgEGAAAAAkDAA

AAJgT7////FgQYAAAACGkAAAAAZAAAAEMAaABhAG4AZwBlAHMAIAB0AG8AIABzAHkAcwB0AGU

AbQAgAHMAZQBjAHUAcgBpAHQAeQAgAHMAZQB0AHQAaQBuAGcAcwAgAGEAbgBkACAAcABhAHIA

YQBtAGUAdABlAHIAcwAFCgAAAAEAAAAACAAAAAAFhQAAAAF7AAAABAYOAAAAQwBhAGwAaQBiA

HIAaQAFBg4AAABDAGEAbABpAGIAcgBpAAcGCgAAAEEAcgBpAGEAbAAGBiYAAABMAHUAYwBpAG

QAYQAgAFMAYQBuAHMAIABVAG4AaQBjAG8AZABlAAgEGAAAAAkDAAAAJgT7////FgQYAAAACAA

AAAAAFwIAAAGzAAAAFQYIAAAAMQA3ADcANAAWBgwAAAAXBAAAAAAYBAIAAAABBgAAAAAJBgAA

AAAaBnsAAAAEBg4AAABDAGEAbABpAGIAcgBpAAUGDgAAAEMAYQBsAGkAYgByAGkABwYKAAAAQ

QByAGkAYQBsAAYGJgAAAEwAdQBjAGkAZABhACAAUwBhAG4AcwAgAFUAbgBpAGMAbwBkAGUACA

QYAAAACQMAAAAmBPv///8WBBgAAAAbBgAAAAACWgEAAAW8AAAAAXsAAAAEBg4AAABDAGEAbAB

pAGIAcgBpAAUGDgAAAEMAYQBsAGkAYgByAGkABwYKAAAAQQByAGkAYQBsAAYGJgAAAEwAdQBj

AGkAZABhACAAUwBhAG4AcwAgAFUAbgBpAGMAbwBkAGUACAQYAAAACQMAAAAmBPv///8WBBgAA

AAINwAAAAAyAAAAUwB5AHMAdABlAG0AIABzAGgAdQB0AGQAbwB3AG4AcwAvAHIAZQBzAHQAYQ

ByAHQAcwAFCgAAAAEAAAAACAAAAAAFhQAAAAF7AAAABAYOAAAAQwBhAGwAaQBiAHIAaQAFBg4

AAABDAGEAbABpAGIAcgBpAAcGCgAAAEEAcgBpAGEAbAAGBiYAAABMAHUAYwBpAGQAYQAgAFMA

YQBuAHMAIABVAG4AaQBjAG8AZABlAAgEGAAAAAkDAAAAJgT7////FgQYAAAACAAAAAAAPQIAA

AGzAAAAFQYIAAAAMQA3ADcANAAWBgwAAAAXBAAAAAAYBAIAAAABBgAAAAAJBgAAAAAaBnsAAA

AEBg4AAABDAGEAbABpAGIAcgBpAAUGDgAAAEMAYQBsAGkAYgByAGkABwYKAAAAQQByAGkAYQB

sAAYGJgAAAEwAdQBjAGkAZABhACAAUwBhAG4AcwAgAFUAbgBpAGMAbwBkAGUACAQYAAAACQMA

AAAmBPv///8WBBgAAAAbBgAAAAACgAEAAAXiAAAAAXsAAAAEBg4AAABDAGEAbABpAGIAcgBpA

AUGDgAAAEMAYQBsAGkAYgByAGkABwYKAAAAQQByAGkAYQBsAAYGJgAAAEwAdQBjAGkAZABhAC

AAUwBhAG4AcwAgAFUAbgBpAGMAbwBkAGUACAQYAAAACQMAAAAmBPv///8WBBgAAAAIXQAAAAB

YAAAAVQBzAGUAIABvAGYAIABwAHIAaQB2AGkAbABlAGcAZQBkACAAYQBjAGMAbwB1AG4AdABz

ACAAYQBuAGQALwBvAHIAIABhAGMAdABpAHYAaQB0AGkAZQBzAAUKAAAAAQAAAAAIAAAAAAWFA

AAAAXsAAAAEBg4AAABDAGEAbABpAGIAcgBpAAUGDgAAAEMAYQBsAGkAYgByAGkABwYKAAAAQQ

ByAGkAYQBsAAYGJgAAAEwAdQBjAGkAZABhACAAUwBhAG4AcwAgAFUAbgBpAGMAbwBkAGUACAQ

YAAAACQMAAAAmBPv///8WBBgAAAAIAAAAAAB4AAAAATUAAAAVBggAAAAxADgAMAA4AAEGAAAA

AAkGCQAAACcE8AAAAAsBARoGBgAAAAgEFAAAABsGAAAAAAI5AAAABRAAAAABBgAAAAgEFAAAA

AgAAAAABQoAAAABAAAAAAgAAAAABRAAAAABBgAAAAgEFAAAAAgAAAAAAAUBAAABOwAAAAEGAA

AAAAkGDAAAACgEAAAAACkEAAAAABoGFwAAAAABAQgEFAAAABYEFAAAABwGAgAAAAAAGwYAAAA

AAsAAAAAFWQAAAAEaAAAAAAEBAgEBCAQUAAAAFgQUAAAAHAYCAAAAAAAINQAAAAAwAAAAQwB1

AHMAdABvAG0AZQByACAAUgBlAHMAcABvAG4AcwBpAGIAaQBsAGkAdAB5ADoABSgAAAABFwAAA

AABAQgEFAAAABYEFAAAABwGAgAAAAAACAcAAAAAAgAAACAABQoAAAABAAAAAAgAAAAABSEAAA

ABFwAAAAABAQgEFAAAABYEFAAAABwGAgAAAAAACAAAAAAAOgEAAAEkAAAAAQYAAAAACQYAAAA

AGgYMAAAACAQUAAAAFgQUAAAAGwYAAAAAAgwBAAAFZwAAAAEUAAAACAQUAAAAFgQUAAAAHAYC

AAAAAAAISQAAAABEAAAASQB0ACAAaQBzACAAdABoAGUAIABjAHUAcwB0AG8AbQBlAHIAIAByA

GUAcwBwAG8AbgBzAGkAYgBpAGwAaQB0AHkAIAAFfQAAAAEUAAAACAQUAAAAFgQUAAAAHAYCAA

AAAAAIXwAAAABaAAAAdABvACAAbQBvAG4AaQB0AG8AcgAgAGEAbgBkACAAYwBvAG4AdAByAG8



AbAAgAHIAZQBtAG8AdABlACAAYQBjAGMAZQBzAHMAIABtAGUAdABoAG8AZABzAC4ABQoAAAAB

AAAAAAgAAAAABQoAAAAIBQAAAA0AAAAAXAsAAAAwCwAAAZMFAAACBAAAAAAAAAAEhQUAAAWEA

AAAGAYGAAAAGQEAAAAFJQEKCAYMAAAACQcAAAAKAgAAALfwDQQBAAAADgEBDwYeAAAAAQYMAA

AAJAQ4BAAAJgSY/v//CQYAAAAAGwYAAAAAEAYnAAAABAYMAAAAUwB5AG0AYgBvAGwABQYMAAA

AUwB5AG0AYgBvAGwAEwEBHQQAAAAAIAEABbQAAAAYBgYAAAAZAQAAAAUlAQoIBgwAAAAJBwAA

AAoCAAAAbwANBAEAAAAOAQEPBh4AAAABBgwAAAAkBAgHAAAmBJj+//8JBgAAAAAbBgAAAAAQB

lcAAAAEBhYAAABDAG8AdQByAGkAZQByACAATgBlAHcABQYWAAAAQwBvAHUAcgBpAGUAcgAgAE

4AZQB3AAcGFgAAAEMAbwB1AHIAaQBlAHIAIABOAGUAdwATAQEdBAEAAAAgAQAFkAAAABgGBgA

AABkBAAAABSUBCggGDAAAAAkHAAAACgIAAACn8A0EAQAAAA4BAQ8GHgAAAAEGDAAAACQE2AkA

ACYEmP7//wkGAAAAABsGAAAAABAGMwAAAAQGEgAAAFcAaQBuAGcAZABpAG4AZwBzAAUGEgAAA

FcAaQBuAGcAZABpAG4AZwBzABMBAR0EAgAAACABAAWEAAAAGAYGAAAAGQEAAAAFJQEKCAYMAA

AACQcAAAAKAgAAALfwDQQBAAAADgEBDwYeAAAAAQYMAAAAJASoDAAAJgSY/v//CQYAAAAAGwY

AAAAAEAYnAAAABAYMAAAAUwB5AG0AYgBvAGwABQYMAAAAUwB5AG0AYgBvAGwAEwEBHQQDAAAA

IAEABbQAAAAYBgYAAAAZAQAAAAUlAQoIBgwAAAAJBwAAAAoCAAAAbwANBAEAAAAOAQEPBh4AA

AABBgwAAAAkBHgPAAAmBJj+//8JBgAAAAAbBgAAAAAQBlcAAAAEBhYAAABDAG8AdQByAGkAZQ

ByACAATgBlAHcABQYWAAAAQwBvAHUAcgBpAGUAcgAgAE4AZQB3AAcGFgAAAEMAbwB1AHIAaQB

lAHIAIABOAGUAdwATAQEdBAQAAAAgAQAFkAAAABgGBgAAABkBAAAABSUBCggGDAAAAAkHAAAA

CgIAAACn8A0EAQAAAA4BAQ8GHgAAAAEGDAAAACQESBIAACYEmP7//wkGAAAAABsGAAAAABAGM

wAAAAQGEgAAAFcAaQBuAGcAZABpAG4AZwBzAAUGEgAAAFcAaQBuAGcAZABpAG4AZwBzABMBAR

0EBQAAACABAAWEAAAAGAYGAAAAGQEAAAAFJQEKCAYMAAAACQcAAAAKAgAAALfwDQQBAAAADgE

BDwYeAAAAAQYMAAAAJAQYFQAAJgSY/v//CQYAAAAAGwYAAAAAEAYnAAAABAYMAAAAUwB5AG0A

YgBvAGwABQYMAAAAUwB5AG0AYgBvAGwAEwEBHQQGAAAAIAEABbQAAAAYBgYAAAAZAQAAAAUlA

QoIBgwAAAAJBwAAAAoCAAAAbwANBAEAAAAOAQEPBh4AAAABBgwAAAAkBOgXAAAmBJj+//8JBg

AAAAAbBgAAAAAQBlcAAAAEBhYAAABDAG8AdQByAGkAZQByACAATgBlAHcABQYWAAAAQwBvAHU

AcgBpAGUAcgAgAE4AZQB3AAcGFgAAAEMAbwB1AHIAaQBlAHIAIABOAGUAdwATAQEdBAcAAAAg

AQAFkAAAABgGBgAAABkBAAAABSUBCggGDAAAAAkHAAAACgIAAACn8A0EAQAAAA4BAQ8GHgAAA

AEGDAAAACQEuBoAACYEmP7//wkGAAAAABsGAAAAABAGMwAAAAQGEgAAAFcAaQBuAGcAZABpAG

4AZwBzAAUGEgAAAFcAaQBuAGcAZABpAG4AZwBzABMBAR0ECAAAACABAAGTBQAAAgQAAAABAAA

ABIUFAAAFhAAAABgGBgAAABkBAAAABSUBCggGDAAAAAkHAAAACgIAAAC38A0EAQAAAA4BAQ8G

HgAAAAEGDAAAACQEOAQAACYEmP7//wkGAAAAABsGAAAAABAGJwAAAAQGDAAAAFMAeQBtAGIAb

wBsAAUGDAAAAFMAeQBtAGIAbwBsABMBAR0EAAAAACABAAW0AAAAGAYGAAAAGQEAAAAFJQEKCA

YMAAAACQcAAAAKAgAAAG8ADQQBAAAADgEBDwYeAAAAAQYMAAAAJAQIBwAAJgSY/v//CQYAAAA

AGwYAAAAAEAZXAAAABAYWAAAAQwBvAHUAcgBpAGUAcgAgAE4AZQB3AAUGFgAAAEMAbwB1AHIA

aQBlAHIAIABOAGUAdwAHBhYAAABDAG8AdQByAGkAZQByACAATgBlAHcAEwEBHQQBAAAAIAEAB

ZAAAAAYBgYAAAAZAQAAAAUlAQoIBgwAAAAJBwAAAAoCAAAAp/ANBAEAAAAOAQEPBh4AAAABBg

wAAAAkBNgJAAAmBJj+//8JBgAAAAAbBgAAAAAQBjMAAAAEBhIAAABXAGkAbgBnAGQAaQBuAGc

AcwAFBhIAAABXAGkAbgBnAGQAaQBuAGcAcwATAQEdBAIAAAAgAQAFhAAAABgGBgAAABkBAAAA

BSUBCggGDAAAAAkHAAAACgIAAAC38A0EAQAAAA4BAQ8GHgAAAAEGDAAAACQEqAwAACYEmP7//

wkGAAAAABsGAAAAABAGJwAAAAQGDAAAAFMAeQBtAGIAbwBsAAUGDAAAAFMAeQBtAGIAbwBsAB

MBAR0EAwAAACABAAW0AAAAGAYGAAAAGQEAAAAFJQEKCAYMAAAACQcAAAAKAgAAAG8ADQQBAAA

ADgEBDwYeAAAAAQYMAAAAJAR4DwAAJgSY/v//CQYAAAAAGwYAAAAAEAZXAAAABAYWAAAAQwBv

AHUAcgBpAGUAcgAgAE4AZQB3AAUGFgAAAEMAbwB1AHIAaQBlAHIAIABOAGUAdwAHBhYAAABDA

G8AdQByAGkAZQByACAATgBlAHcAEwEBHQQEAAAAIAEABZAAAAAYBgYAAAAZAQAAAAUlAQoIBg

wAAAAJBwAAAAoCAAAAp/ANBAEAAAAOAQEPBh4AAAABBgwAAAAkBEgSAAAmBJj+//8JBgAAAAA

bBgAAAAAQBjMAAAAEBhIAAABXAGkAbgBnAGQAaQBuAGcAcwAFBhIAAABXAGkAbgBnAGQAaQBu

AGcAcwATAQEdBAUAAAAgAQAFhAAAABgGBgAAABkBAAAABSUBCggGDAAAAAkHAAAACgIAAAC38

A0EAQAAAA4BAQ8GHgAAAAEGDAAAACQEGBUAACYEmP7//wkGAAAAABsGAAAAABAGJwAAAAQGDA

AAAFMAeQBtAGIAbwBsAAUGDAAAAFMAeQBtAGIAbwBsABMBAR0EBgAAACABAAW0AAAAGAYGAAA

AGQEAAAAFJQEKCAYMAAAACQcAAAAKAgAAAG8ADQQBAAAADgEBDwYeAAAAAQYMAAAAJAToFwAA

JgSY/v//CQYAAAAAGwYAAAAAEAZXAAAABAYWAAAAQwBvAHUAcgBpAGUAcgAgAE4AZQB3AAUGF

gAAAEMAbwB1AHIAaQBlAHIAIABOAGUAdwAHBhYAAABDAG8AdQByAGkAZQByACAATgBlAHcAEw

EBHQQHAAAAIAEABZAAAAAYBgYAAAAZAQAAAAUlAQoIBgwAAAAJBwAAAAoCAAAAp/ANBAEAAAA

OAQEPBh4AAAABBgwAAAAkBLgaAAAmBJj+//8JBgAAAAAbBgAAAAAQBjMAAAAEBhIAAABXAGkA

bgBnAGQAaQBuAGcAcwAFBhIAAABXAGkAbgBnAGQAaQBuAGcAcwATAQEdBAgAAAAgAQARIgAAA



BIMAAAAEwQAAAAAFAQCAAAAEgwAAAATBAEAAAAUBAEAAABkBgAAABIAAAABBgAAAAAJBgAAAA

AbBgAAAAABSwAAACgBBykBByoBBisBBRMBAQgEGAAAABYEGAAAABkGCgAAAGUAbgAtAFUAUwA

aBgoAAABhAHIALQBTAEEAGwYKAAAAZQBuAC0AVQBTAAL4BQAAAMEBAAABCAAAADEANwA3ADQA

AhQAAABUAGEAYgBsAGUAIABUAGUAeAB0AAkBAAAAAwMIAAAAMQA3ADgAMQASCAAAADEAOAAxA

DgACgEAAAABBYYAAAAAAQABAQACAQADAQAoAQcpAQcqAQYrAQUIBBQAAAAKAQAMAQAmBAAAAA

APAQAQAQARAQAnBAAAAAAUAQAVAQAWBBQAAAAXAQAYAQAZBgoAAABlAG4ALQBVAFMAGgYKAAA

AYQByAC0AUwBBABsGCgAAAGUAbgAtAFUAUwAcBgIAAAAAAB4BAAbfAAAAAAEAAQYSAAAAJAQA

AAAAJQQAAAAAJgQAAAAABQEBBgEABwEACAEACQYbAAAAJwTwAAAACwEBHAEAKAQ8AAAAHQEAK

QQ8AAAADgYIAAAAAAEBAQP///8ZAQEbBn0AAAAAFAAAAAADAAAABQQAAAAABgQEAAAAAwEAAR

QAAAAAAwAAAAUEAAAAAAYEBAAAAAMBAAIUAAAAAAMAAAAFBAAAAAAGBAQAAAADAQADFAAAAAA

DAAAABQQAAAAABgQEAAAAAwEACxQAAAAAAwAAAAUEAAAAAAYEBAAAAAMBACwBABMBAAAAAQAe

AgAAAQgAAAAxADgAMAA4AAIcAAAARwBTAEEAIABUAGEAYgBsAGUAIABUAGUAeAB0AAkBAAAAA

wMIAAAAMQA3ADEANAASCAAAADEAOAAwADcACgEAAAABBdsAAAAAAQABAQACAQADAQAEBg4AAA

BDAGEAbABpAGIAcgBpAAUGDgAAAEMAYQBsAGkAYgByAGkABwYKAAAAQQByAGkAYQBsAAYGJgA

AAEwAdQBjAGkAZABhACAAUwBhAG4AcwAgAFUAbgBpAGMAbwBkAGUACAQWAAAACQMAAAAKAQAM

AQAmBPv///8PAQAQAQARAQAnBAAAAAAUAQAVAQAWBBgAAAAXAQAYAQAZBgoAAABlAG4ALQBVA

FMAGgYKAAAAYQByAC0AUwBBABsGCgAAAGUAbgAtAFUAUwAeAQAG3wAAAAABAAEGEgAAACQEAA

AAACUEAAAAACYEAAAAAAUBAQYBAAcBAAgBAAkGGwAAACcEyAAAAAsBABwBACgEAAAAAB0BACk

EAAAAAA4GCAAAAAABAQED////GQEAGwZ9AAAAABQAAAAAAwAAAAUEAAAAAAYEBAAAAAMBAAEU

AAAAAAMAAAAFBAAAAAAGBAQAAAADAQACFAAAAAADAAAABQQAAAAABgQEAAAAAwEAAxQAAAAAA

wAAAAUEAAAAAAYEBAAAAAMBAAsUAAAAAAMAAAAFBAAAAAAGBAQAAAADAQAsAQATAQAAAAEACg

IAAAEIAAAAMQA4ADIANQACHAAAAEwAaQBzAHQAIABQAGEAcgBhAGcAcgBhAHAAaAAJAQAAAAM

DCAAAADEANwAxADQAEggAAAAxADgANgA0AAoBAAAAAQsEAAAAIgAAAAW4AAAAAAEAAQEAAgEA

AwEABgYmAAAATAB1AGMAaQBkAGEAIABTAGEAbgBzACAAVQBuAGkAYwBvAGQAZQAoAQcpAQcrA

QcIBBYAAAAJA0RGRAoBAAwBACYEAAAAAA8BABABABEBACcEAAAAABQBABUBABYEFgAAABcBAB

gBABkGCgAAAGUAbgAtAFUAUwAaBgoAAABhAHIALQBTAEEAGwYKAAAAZQBuAC0AVQBTABwGBgA

AAAEBDwIB5h4BAAbrAAAAFgYGAAAAGAQAAAAAAAEAAQYSAAAAJATQAgAAJQQAAAAAJgSY/v//

BQEBBgEABwEACAEACQYbAAAAJwTwAAAACwEBHAEAKAQAAAAAHQEAKQR4AAAADgYIAAAAAAEBA

QP///8ZAQAbBn0AAAAAFAAAAAADAAAABQQAAAAABgQEAAAAAwEAARQAAAAAAwAAAAUEAAAAAA

YEBAAAAAMBAAIUAAAAAAMAAAAFBAAAAAAGBAQAAAADAQADFAAAAAADAAAABQQAAAAABgQEAAA

AAwEACxQAAAAAAwAAAAUEAAAAAAYEBAAAAAMBACwBAA==\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Remote sessions with proper authentication and 

identification are the only approved methods for gaining remote 

administrative access to the ORE environment. ORE monitors the use of 

remote access methods through audit logging and review. Remote sessions 



to the bastion host are logged on the host and forwarded to SIEM for near 

real time monitoring. For more detailed implementation of the monitoring 

in place, refer to AU-2 and AU-3 of this SSP.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: Logging agents running on the hosts captures audit log 

events and send to SIEM server. 2 Twelve Solutions ORE auditable events 

are selected using a risk-based approach that takes into account their 

information security standards. The following are deemed to be auditable 

events:</span></p><p style=\"margin-left:36pt;margin-

top:6.000000000000001pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">â€¢ All administrator privileged functions</span></p><p 

style=\"margin-left:36pt;margin-top:6.000000000000001pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">â€¢ 

Authentication checks</span></p><p style=\"margin-left:36pt;margin-

top:6.000000000000001pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">â€¢ Authorization checks</span></p><p style=\"margin-

left:36pt;margin-top:6.000000000000001pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">â€¢ Data 

deletions, data access, data changes, and permission changes</span></p><p 

style=\"margin-top:6.000000000000001pt;margin-bottom:0pt;border:none;mso-

border-left-alt:none;mso-border-top-alt:none;mso-border-right-

alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-

top:6.000000000000001pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Databases</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: ORE generates audit records for the following events 

which are then transported to a centralized audit processing 

tool.</span></p><ul style=\"padding-left:40px\"><li style=\"list-style-

type: disc\"><p style=\"margin-left:54.00000000000001pt;text-indent:-



18pt;mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Database 

events</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:54.00000000000001pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">SQL statements</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:54.00000000000001pt;text-indent:-

18pt;mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Privileges</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:54.00000000000001pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Schemas</span></p></li><li style=\"list-style-type: 

disc\"><p style=\"margin-left:54.00000000000001pt;text-indent:-18pt;mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Objects</span></p></li></ul><p style=\"margin-

top:6.000000000000001pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></p><p style=\"margin-

top:3.0000000000000004pt;margin-

bottom:3.0000000000000004pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:12pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operating System</span></u><span style=\"font-

family:'Calibri';font-size:12pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: Events captured in IDS/IPS are forwarded to SIEM. 2 

Twelve Solutions ORE monitors industry-wide security threats and has 

defined the following events as auditable events that should be captured 

in system audit logs based on mission/business needs:</span></p><ul 

style=\"padding-left:40px\"><li style=\"list-style-type: disc\"><p 

style=\"margin-left:54.00000000000001pt;text-indent:-18pt;margin-

top:3.0000000000000004pt;margin-

bottom:3.0000000000000004pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:12pt;color:#000000;mso-style-textfill-fill-



color:#000000\">Failed logon attempts</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:54.00000000000001pt;text-

indent:-18pt;margin-top:3.0000000000000004pt;margin-

bottom:3.0000000000000004pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:12pt;color:#000000;mso-style-textfill-fill-

color:#000000\">File integrity monitoring</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-

left:54.00000000000001pt;text-indent:-18pt;margin-

top:3.0000000000000004pt;margin-

bottom:3.0000000000000004pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:12pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Account and/or profile changes and 

deletions</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:54.00000000000001pt;text-indent:-18pt;margin-

top:3.0000000000000004pt;margin-

bottom:3.0000000000000004pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:12pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Changes to system security settings and 

parameters</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:54.00000000000001pt;text-indent:-18pt;margin-

top:3.0000000000000004pt;margin-

bottom:3.0000000000000004pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:12pt;color:#000000;mso-style-textfill-fill-

color:#000000\">System shutdowns/restarts</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-

left:54.00000000000001pt;text-indent:-18pt;margin-

top:3.0000000000000004pt;margin-

bottom:3.0000000000000004pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:12pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Use of privileged accounts and/or 

activities</span></p></li></ul><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to monitor and control 

remote access methods.</span></p>" 



                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "111" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6676861" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-23T14:55:47.3341168" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-17.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-17.1 - Monitoring and Control" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 



                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "86984cee-7a24-40d7-aab6-

439279523e86" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "3ce75ffb-361f-4abb-bc2c-

9e84821effe2", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 112, 

                    "uuid": "d7e5b5fe-de37-41ac-b39f-a106f1aa6992", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "8" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "d7e5b5fe-de37-41ac-b39f-

a106f1aa6992" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 



style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp; ORE admins must authenticate through the bastions 

host via OpenSSH. All other services access is through the web browser. 

For customer access to the ORE application, custom certificate can be 

used over HTTPS in the web browser. By default, the Reverse Proxy only 

accepts TLS 1.2 and Digicert is leveraged as the root certificate for 

HTTPs connections</span></p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\"> ORE databases are not public facing and only accessible 

internally through ORE components. ORE databases can be accessed through 

the ORE application by the customer or by automation thought 

SSH.</span></p><p style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operating System</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; Authorized 2 Twelve Solutions administrators 

access operating systems by authenticating through the bastion 

host.&nbsp; All users must have a valid SSH key and a one-time password 

from Yubikey or HSPD-12 compliant hardware token. For admins, ORE accepts 

only remote SSH connections to the bastion host. 2 Twelve Solutions 

utilizes SSH key pairs generated using RSA 2048 bit size 

key.</span></p><p style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">It is the customer responsibility to implement 

cryptographic mechanisms to protect the confidentiality and integrity of 

remote access sessions for the ORE application.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "112" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6677489" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-23T15:06:32.533073" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-17.2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-17.2 - Protection of 

Confidentiality and Integrity Using Encryption" 



                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "d7173299-aa0e-4525-b415-

2d4fa9504d8d" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "3f6f2acc-45d7-43f7-8739-

eceddd804b5f", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 113, 

                    "uuid": "41b9775a-8c8e-4565-9e54-fcba27e96b83", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "9" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "41b9775a-8c8e-4565-9e54-

fcba27e96b83" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-



alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions routes all remote access through one 

Bastion host. ORE accepts only remote SSH connections to the bastion 

host.&nbsp;Firewall rules restrict connections both internally between 

components and externally with outside networks.</span></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp; ORE admins must authenticate through the bastions 

host via OpenSSH. All other services access is through the web browser. 

For customer access to the ORE application, custom certificate can be 

used over HTTPS in the web browser. By default, the Reverse Proxy only 

accepts TLS 1.2 and Digicert is leveraged as the root certificate for 

HTTPs connections</span></p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Database</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">: ORE databases are not public facing and only accessible 

internally through ORE components. ORE databases can be accessed thought 

the ORE application by the customer or by automation thought 

SSH.</span></p><p style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Operating System</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:&nbsp; 2 Twelve Solutions routes all infrastructure 



remote access through one Bastion host. ORE accepts only remote SSH 

connections to the bastion host.&nbsp;Firewall rules restrict connections 

both internally between components and externally with outside 

networks.&nbsp;</span></p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to route all remote 

accesses through a managed controlled access point.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "113" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6678125" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 



                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-23T20:02:04.9746876" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-17.3" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-17.3 - Managed Access Control 

Points" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "a58a79d2-784e-498f-9b91-

9f1b013893cc" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "764070d9-ca3d-4962-bc09-

f4187f96f274", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 114, 

                    "uuid": "4d644838-7d70-474b-b29e-1ed61b8ab626", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ac-17.04_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-17.04_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-17.4_prm_1", 



                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "10" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "4d644838-7d70-474b-b29e-

1ed61b8ab626" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part a:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">As 

described in section 9 and 10 of this SSP, ORE is built entirely upon the 

Provider. All access to the information system is remote access. As such 

all privileged command usage and access to security-relevant information 

must be performed via remote access.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-



alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database and Operating 

System</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">:&nbsp; 

All infrastructure access to the information system is remote access. As 

such all privileged command usage and access to security-relevant 

information must be performed via remote access.&nbsp;All remote access 

to the system is routed through bastion host for administrative access. 

Before ORE personnel can connect to ORE environment, they must first be 

approved for remote access by an authorized manager following the 

configuration management process and submit request through Agile 

system.</span></p><p style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to authorize the 

execution of privileged commands and access to security-relevant 

information via remote access only for administrative functions 

only.</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

b:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 

control is reviewed at least annually or as needed by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-



alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">As 

described in section 9 and 10 of this SSP the only way to perform 

privileged command usage and access to security-relevant information on 

ORE&nbsp; is via remote access since it is a cloud native service built 

on the Provider. The security roles and access rights are documented 

within this SSP, separation of duty matrix, and the access control 

policies and procedures.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to document the 

rationale for such access in the security plan of the ORE 

application.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "114" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 



                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6678749" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-23T20:05:34.1227509" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-17.4" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-17.4 - Privileged Commands and 

Access" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "f0427adb-5ae3-4c84-94f3-

8f18b604a8b3" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "722cd3e8-1f87-4023-aaee-

65bf391c8131", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 121, 

                    "uuid": "62bb4413-e892-4a8f-bd66-009fe79dc8dd", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "11" 

                        }, 

                        { 



                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "62bb4413-e892-4a8f-bd66-

009fe79dc8dd" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">As described in section 9 and 10 of this SSP, ORE is 

built entirely upon the Provider. All access to the information system is 

remote access. There is no wireless access within the ORE authorization 

boundary. This control is Inherited from the [Insert policy document of 

related control for the provider]</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\">&nbsp;</p><p 

style=\"margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">There is 



no wireless access within the authorization boundary.</span></p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Part b:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">As 

described in section 9 and 10 of this SSP, ORE is built entirely upon the 

Provider. All access to the information system is remote access. There is 

no wireless access within the ORE authorization boundary.&nbsp;This 

control is Inherited from the [Insert policy document of related control 

for the provider]</span></p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">There is no wireless access within the authorization 

boundary.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 



                            "value": "121" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6679375" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-23T20:09:32.9843179" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-18" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-18 - Wireless Access" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "b9e13646-ca9c-4712-947a-

fe2b525c8ffe" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 



                            "uuid": "85318604-b0aa-413f-a534-

6198ada45104", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 122, 

                    "uuid": "255f3576-f7ad-41f6-ba61-b1fcfc189d33", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ac-18.01_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "12" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "255f3576-f7ad-41f6-ba61-

b1fcfc189d33" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-



bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">As 

described in section 9 and 10 of this SSP, ORE is built entirely upon the 

Provider. All access to the information system is remote access. There is 

no wireless access within the ORE authorization boundary.</span><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is Inherited from the [Insert policy 

document of related control for the provider]</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\">&nbsp;</p><p 

style=\"margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">There is 

no wireless access within the authorization boundary.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "122" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 



                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6679994" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-23T20:55:57.4767342" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-18.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-18.1 - Authentication and 

Encryption" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "2928dfc3-e881-4fe5-aca8-

a06dfed0c9aa" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "9fcae8cf-0e8b-4aa3-9874-

e0e171143e0b", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 124, 

                    "uuid": "f3e05db6-2266-4337-a2ee-8dab31897bb0", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "13" 

                        }, 

                        { 



                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "f3e05db6-2266-4337-a2ee-

8dab31897bb0" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">As 

described in section 9 and 10 of this SSP, ORE is built entirely upon the 

Provider. All access to the information system is remote access. There is 

no wireless access within the ORE authorization boundary.</span><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is Inherited from the [Insert policy 

document of related control for the provider]</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\">&nbsp;</p><p 

style=\"margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-



alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">There is 

no wireless access within the authorization boundary.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "124" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6680589" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-23T20:57:21.6350929" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-18.3" 

                        }, 

                        { 

                            "name": "control-title", 



                            "value": "ac-18.3 - Disable Wireless 

Networking" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "f06fdd3f-bbaf-4eed-90ca-

6d51721a02d1" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "b95e34b5-882a-464a-aad0-

71ba25b51a01", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 127, 

                    "uuid": "7a8036f9-5968-4654-96b8-c88a56bd7172", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "14" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "7a8036f9-5968-4654-96b8-

c88a56bd7172" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-



alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The usage of mobile devices is prohibited in ORE 

infrastructure. Only 2 Twelve Solutions-issued laptops may access the 

bastion host from a defined range of IP addresses, no other mobile 

devices are allowed access to the ORE environment. It should be noted 

that 2 Twelve Solutions laptops, similar to a customerâ€™s workstation, 

is not part of the authorized boundary. 2 Twelve Solutions does not have 

any physical assets within its authorized boundary.</span></p><p 

style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">It is the 

customer responsibility to establishes usage restrictions, configuration 

requirements, connection requirements, and implementation guidance for 

organization-controlled mobile devices.</span></p><p></p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">Part b:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-



pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The usage of mobile devices is prohibited in ORE 

infrastructure. Only 2 Twelve Solutions-issued laptops may access the 

bastion host from a defined range of IP addresses, no other mobile 

devices are allowed access to the ORE environment. It should be noted 

that 2 Twelve Solutions laptops, similar to a customerâ€™s workstation, 

is not part of the authorized boundary. 2 Twelve Solutions does not have 

any physical assets within its authorized boundary.</span></p><p 

style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to authorize the 

connection of mobile devices to the ORE Application.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "127" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 



                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6681213" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-23T21:07:13.0339407" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-19" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-19 - Access Control for Mobile 

Devices" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "a1d812d6-71e7-4ae2-b4bb-

da04093ae9ec" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "33e71c4d-4f88-4c27-a758-

026f91d1549c", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 132, 

                    "uuid": "168528c0-9b67-40fe-ae93-c239b7ccd1b3", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ac-19.05_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 



                            "param-id": "ac-19.05_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "15" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "168528c0-9b67-40fe-ae93-

c239b7ccd1b3" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The usage of mobile devices is prohibited in ORE 

infrastructure. Only 2 Twelve Solutions-issued laptops may access the 

bastion host from a defined range of IP addresses, no other mobile 

devices are allowed access to the ORE environment. It should be noted 

that 2 Twelve Solutions laptops, similar to a customerâ€™s workstation, 

is not part of the authorized boundary. 2 Twelve Solutions does not have 

any physical assets within its authorized boundary.</span></p><p 

style=\"mso-pagination:none;margin-top:0pt;margin-



bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">There are no mobile devices within the authorization 

boundary.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "132" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6682062" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 



                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-23T21:21:19.6947932" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-19.5" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-19.5 - Full Device or Container-

based Encryption" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "0a71faa5-5a22-41ae-a968-

0d838b4fb55b" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "f6fa9f1b-8e7f-4b21-ba1c-

52329a018aff", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 133, 

                    "uuid": "010ea589-cad6-4184-ac49-48f28c88232e", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ac-20_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-20_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-20_odp.03", 



                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 

                            "param-id": "ac-20_odp.04", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "23" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "010ea589-cad6-4184-ac49-

48f28c88232e" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">The ARB 

authorizes connections from ORE to other information systems through the 



use of Interconnection Security Agreements which documents, for each 

interconnection, the interface characteristics, security requirements, 

and the nature of the information communicated such as:</span></p><ul 

style=\"padding-left:40px\"><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Authorized Connections Information System 

Name</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Name of 

Organization 2 Twelve Solutions System Connects To</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Role and Name of Person Who Signed Connection 

Agreement</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Name and 

Date of Interconnection Agreement</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">SP IP Address and Interface</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Connection Security (IPSec VPN, SSL, Certificates, Secure 

File Transfer etc.)</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-



size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Data 

Direction (incoming, outgoing, or both)</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Information Being Transmitted</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Ports or Circuit #</span></p></li></ul><p style=\"margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions ORE Information Security Policy 

require that the ARB:</span></p><ul style=\"padding-left:40px\"><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Reviews and updates Interconnection Security Agreements 

</span><i><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">a</span></i><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">t least 

annually and on input from program office ; and</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">that ORE prohibits the direct connection of defined 

unclassified, non-national security system</span><i><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></i><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">to an external network without the use of boundary 

protections which meet Trusted Internet Connection (TIC) requirements 

documented within</span><i><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">&nbsp;</span></i><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Appendix H â€“ Cloud Considerations of the TIC 2.0 

Reference Architecture document; </span><a 

href=\"https://www.fedramp.gov/files/2015/04/TIC_Ref_Arch_v2-0_2013.pdf\" 

title=\"https://www.fedramp.gov/files/2015/04/TIC_Ref_Arch_v2-

0_2013.pdf\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#0000ff;mso-style-textfill-fill-

color:#0000ff\">https://www.fedramp.gov/files/2015/04/TIC_Ref_Arch_v2-

0_2013.pdf</span></u></a><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">.</span></p></li></ul><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE 

employs deny-all, permit by exception policy for allowing ORE to connect 

to external information systems</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">: The ARB authorizes connections from ORE 

to other information systems through the use of Interconnection Security 

Agreements which documents, for each interconnection, the interface 

characteristics, security requirements, and the nature of the information 

communicated.&nbsp;2 Twelve Solutions ORE has an ISA or an agreement in 

place with the Provider.</span></p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to establishes terms 

and conditions, consistent with any trust relationships established with 

other organizations with access to the ORE 

Application.</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

b:</span></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">This 



control is reviewed at least annually or as needed by the ISSO and 

SO.</span></p><p style=\"mso-pagination:none lines-together;page-break-

after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The ARB authorizes connections from ORE to other 

information systems through the use of Interconnection Security 

Agreements which documents, for each interconnection, the interface 

characteristics, security requirements, and the nature of the information 

communicated such as:</span></p><ul style=\"padding-left:40px\"><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Authorized Connections Information System 

Name</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Name of 

Organization 2 Twelve Solutions System Connects To</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Role and Name of Person Who Signed Connection 

Agreement</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Name and 

Date of Interconnection Agreement</span></p></li><li style=\"list-style-

type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-



pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">SP IP Address and Interface</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Connection Security (IPSec VPN, SSL, Certificates, Secure 

File Transfer etc.)</span></p></li><li style=\"list-style-type: disc\"><p 

style=\"margin-left:36pt;text-indent:-18pt;mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Data 

Direction (incoming, outgoing, or both)</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Information Being Transmitted</span></p></li><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Ports or Circuit #</span></p></li></ul><p style=\"margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions ORE Information Security Policy 

require that the ARB:</span></p><ul style=\"padding-left:40px\"><li 

style=\"list-style-type: disc\"><p style=\"margin-left:36pt;text-indent:-

18pt;mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Reviews and updates Interconnection Security Agreements 

</span><i><span style=\"font-family:'Calibri';font-



size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">a</span></i><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">t least 

annually and on input from FedRAMP; and</span></p></li><li style=\"list-

style-type: disc\"><p style=\"margin-left:36pt;text-indent:-18pt;mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">that ORE prohibits the direct connection of defined 

unclassified, non-national security system</span><i><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></i><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">to an external network without the use of boundary 

protections which meet Trusted Internet Connection (TIC) requirements 

documented within</span><i><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></i><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Appendix H â€“ Cloud Considerations of the TIC 2.0 

Reference Architecture document; </span><a 

href=\"https://www.fedramp.gov/files/2015/04/TIC_Ref_Arch_v2-0_2013.pdf\" 

title=\"https://www.fedramp.gov/files/2015/04/TIC_Ref_Arch_v2-

0_2013.pdf\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#0000ff;mso-style-textfill-fill-

color:#0000ff\">https://www.fedramp.gov/files/2015/04/TIC_Ref_Arch_v2-

0_2013.pdf</span></u></a><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">.</span></p></li></ul><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">ORE 

employs deny-all, permit by exception policy for allowing ORE to connect 

to external information systems</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">: The ARB authorizes connections from ORE 

to other information systems through the use of Interconnection Security 

Agreements which documents, for each interconnection, the interface 

characteristics, security requirements, and the nature of the information 

communicated.&nbsp;2 Twelve Solutions ORE has an ISA or an agreement in 



place with the Provider.</span></p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">It is the 

customer responsibility to establishes terms and conditions, consistent 

with any trust relationships established with other organizations with 

access to the ORE Application.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "133" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.668781" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 



                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-24T20:20:28.5257998" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-20" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-20 - Use of External Systems" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "ac1ed28f-250e-4e24-a026-

998f764abe02" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "53e24242-161e-4015-9cca-

6b826b065d0c", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 134, 

                    "uuid": "851d9737-a83b-4d04-b1ee-9048d1e7e46a", 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "24" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "851d9737-a83b-4d04-b1ee-

9048d1e7e46a" 

                        }, 

                        { 

                            "name": "controlOwnerId", 



                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE establishes terms and conditions with other 

organizations in partnership. During the planning phase of the 

interconnection, 2 Twelve Solutions along with the intended connecting 

party examine all relevant technical, security and administrative issues 

prior to formalizing an agreement. 2 Twelve Solutions and the intended 

connecting firm will develop and establish a connection plan for 

implementing or configuring appropriate security controls once 2 Twelve 

Solutions has had a chance to review the connecting actorâ€™s security 

posture.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; ORE establishes terms and 

conditions with other organizations in partnership. During the planning 

phase of the interconnection, 2 Twelve Solutions along with the intended 

connecting party examine all relevant technical, security and 

administrative issues prior to formalizing an agreement. All connections 

must be approved by the ARB prior to establishing 

connections.</span></p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-



border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">It is the 

customer responsibility to permit authorized individuals to use an 

external information system to access the information system or to 

process, store, or transmit data or information for the ORE Application 

and verifies the implementation of required security controls with the 

external service provider.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part b:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Once the connection is established ORE relies upon and 

maintains interconnections through security agreements to enforce 

approved authorizations for controlling the flow of information within 

the system and between interconnected systems.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">For a 

list of approved interconnections, see Section 11, System 

Interconnections and CA-3 for more information.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><u><span style=\"font-



family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; Once the connection is established 

ORE relies upon and maintains interconnections through security 

agreements to enforce approved authorizations for controlling the flow of 

information within the system and between interconnected systems. All 

external connections are protected through encryption, enforced through 

AWS security group, monitored through SIEM, and reviewed at least 

annually as part of the FedRAMP assessment.</span></p><p style=\"mso-

pagination:none;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-

left-alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-

border-bottom-alt:none;mso-border-between:none\">&nbsp;</p><p 

style=\"margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">It is the 

customer responsibility to permit authorized individuals to use an 

external information system to access the information system or to 

process, store, or transmit data or information for the ORE Application 

and retains approved information system connection or processing 

agreements.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "134" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 



                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.668843" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-24T20:21:42.1340435" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-20.1" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-20.1 - Limits on Authorized Use" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "75808baf-995c-4182-97ef-

247056a50a64" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "0b98f0c6-3fae-4640-8dbd-

4449730841d3", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 135, 

                    "uuid": "219e2946-a12b-4f19-ba2a-5c8c8719a291", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ac-20.02_odp", 

                            "values": [ 

                                "" 



                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "25" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "219e2946-a12b-4f19-ba2a-

5c8c8719a291" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">ORE prohibits the usage of portable storage devices by 

any authorized individual on external information systems.</span></p><p 

style=\"mso-pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none lines-together;page-break-after:avoid;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-



family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">The approved ORE Interconnection Security Agreements 

(ISAâ€™s) for all interconnections with external systems prohibit where 

possible, and restricts where required the use of organization controlled 

portable storage devices. If not prohibited, the restrictions on the use 

of organization controlled portable storage devices will be specified in 

the ISA</span></p><p style=\"mso-pagination:none;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customer 

Responsibility:</span></u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">&nbsp;</span></b></p><p style=\"margin-

top:6.000000000000001pt;margin-

bottom:6.000000000000001pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">It is the customer responsibility to restrict or prohibit 

the use of organization-controlled portable storage devices connected to 

the ORE application or external information systems.&nbsp;</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "135" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 



                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6689048" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-05-24T20:22:21.4875697" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-20.2" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-20.2 - Portable Storage Devices 

â€” Restricted Use" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "5d0d485e-1242-4be6-b1ba-

f44d854f5458" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "6dbe620e-02fa-46ac-bc1b-

213a6c001fa7", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 139, 

                    "uuid": "d50018d3-3dea-4392-b9a5-c80fd16b9dbb", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ac-21_odp.01", 

                            "values": [ 

                                "" 

                            ] 

                        }, 

                        { 



                            "param-id": "ac-21_odp.02", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "26" 

                        }, 

                        { 

                            "name": "isPublic", 

                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "d50018d3-3dea-4392-b9a5-

c80fd16b9dbb" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><b><u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">2 Twelve Solutions 

Responsibility:</span></u></b></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions ORE does not have a sharing partner 

and does not share any data with external parties. ORE customers are 

responsible for restricting and facilitate data sharing with their 

partners.</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; The ORE application supports data 

tagging by the customer to support information sharing.</span><span 

style=\"font-family:'Calibri';font-size:11pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;</span><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-



color:#000000\">Customers must contact 2 Twelve Solutions support for 

additional assistance with data sharing. Unless requested by the customer 

and approved by ARB/Legal, 2 Twelve Solutions does not share any data 

within the ORE environment.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customers 

are responsible for tagging their data to ensure appropriate information 

sharing. The agency is responsible for enabling authorized users to 

determine whether access authorizations assigned to the sharing partner 

match the access restrictions on the information being 

shared.</span></p><p></p><p><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Part 

b:</span></p><p><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility:</span></u></b></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions ORE does not have a sharing partner and does not share any data 

with external parties. ORE customers are responsible for restricting and 

facilitate data sharing with their partners.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System</span></u><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:&nbsp; The ORE application supports data 

tagging by the customer to support information sharing.</span><span 

style=\"font-family:'Calibri';font-size:11pt;color:#000000;mso-style-

textfill-fill-color:#000000\">&nbsp;</span><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customers must contact 2 Twelve Solutions support for 

additional assistance with data sharing. Unless requested by the customer 

and approved by ARB/Legal, 2 Twelve Solutions does not share any data 

within the ORE environment.</span></p><p style=\"mso-



pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Customer Responsibility:</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">Customers 

are responsible for tagging their data to ensure appropriate information 

sharing. The agency is responsible for enabling authorized users to 

determine whether access authorizations assigned to the sharing partner 

match the access restrictions on the information being 

shared.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "139" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 

                            "value": "2023-01-27T17:59:11.6689647" 

                        }, 

                        { 



                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-01T14:55:11.1731197" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-21" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-21 - Information Sharing" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "8673633e-7027-460a-8809-

c709970db3b3" 

                        } 

                    ] 

                }, 

                { 

                    "by-components": [ 

                        { 

                            "uuid": "a4ad3e5f-6f51-47cd-a3c1-

ad0ad0c3df63", 

                            "component-uuid": "5f6234d6-6c18-49e3-8176-

a38ac9a91b86", 

                            "description": "THE SYSTEM" 

                        } 

                    ], 

                    "control-id": 142, 

                    "uuid": "c01682a8-c58a-4368-b4d1-b028904e96f5", 

                    "set-parameters": [ 

                        { 

                            "param-id": "ac-22_odp", 

                            "values": [ 

                                "" 

                            ] 

                        } 

                    ], 

                    "props": [ 

                        { 

                            "name": "id", 

                            "value": "27" 

                        }, 

                        { 

                            "name": "isPublic", 



                            "value": "true" 

                        }, 

                        { 

                            "name": "uuid", 

                            "value": "c01682a8-c58a-4368-b4d1-

b028904e96f5" 

                        }, 

                        { 

                            "name": "controlOwnerId", 

                            "value": "e4367c6c-9a1d-4d9e-9d19-

6dffbf148d81" 

                        }, 

                        { 

                            "name": "implementation", 

                            "value": "<p>Part a:</p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">This control is reviewed at least annually 

or as needed by the ISSO and SO.</span></p><p style=\"mso-pagination:none 

lines-together;page-break-after:avoid;line-height:10pt;margin-

top:0pt;margin-bottom:0pt;border:none;mso-border-left-alt:none;mso-

border-top-alt:none;mso-border-right-alt:none;mso-border-bottom-

alt:none;mso-border-between:none\">&nbsp;</p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><b><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">2 Twelve 

Solutions Responsibility</span></u></b><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">:</span></p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><span style=\"font-size: 

10pt;\">Per the NIST SP 800-53 revision 4 supplemental guidance: This 

control addresses information systems that are controlled by the 

organization and accessible to the general public, typically without 

identification or authentication. ORE does not have </span><span 

style=\"font-size: 13.3333px;\">publicly</span><span style=\"font-size: 

10pt;\"> accessible content and requires users to authenticate before 

interacting with the system.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System</span></u><span 

style=\"font-size: 10pt;\">:&nbsp; Per the NIST SP 800-53 revision 4 

supplemental guidance: ORE does not have </span><span style=\"font-size: 

13.3333px;\">publicly</span><span style=\"font-size: 10pt;\"> accessible 

content and requires users to authenticate before interacting with the 

system. ORE is not accessible to the general public without 

identification or authentication. Access is only permitted to registered, 

authorized users with valid login credentials.</span></p><p><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-



textfill-fill-color:#000000\">Part b:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b><span 

style=\"font-family:'Calibri';font-size:10pt;color:#000000;mso-style-

textfill-fill-color:#000000\">:</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-size: 10pt;\">The control is not 

applicable. Per the NIST SP 800-53 revision 4 supplemental guidance: This 

control addresses information systems that are controlled by the 

organization and accessible to the general public, typically without 

identification or authentication. ORE does not have </span><span 

style=\"font-size: 13.3333px;\">publicly</span><span style=\"font-size: 

10pt;\"> accessible content and requires users to authenticate before 

interacting with the system.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System</span></u><span 

style=\"font-size: 10pt;\">:&nbsp; Per the NIST SP 800-53 revision 4 

supplemental guidance: ORE does not have </span><span style=\"font-size: 

13.3333px;\">publicly</span><span style=\"font-size: 10pt;\"> accessible 

content and requires users to authenticate before interacting with the 

system.</span><span style=\"font-family:'Calibri';font-

size:11pt;color:#000000;mso-style-textfill-fill-color:#000000\"> ORE is 

</span><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">not 

accessible to the general public without identification or 

authentication. Access is only permitted to registered, authorized users 

with valid login credentials</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part c:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-



bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-size: 10pt;\">The control is not 

applicable. Per the NIST SP 800-53 revision 4 supplemental guidance: This 

control addresses information systems that are controlled by the 

organization and accessible to the general public, typically without 

identification or authentication. ORE does not have </span><span 

style=\"font-size: 13.3333px;\">publicly</span><span style=\"font-size: 

10pt;\"> accessible content and requires users to authenticate before 

interacting with the system.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System</span></u><span 

style=\"font-size: 10pt;\">:&nbsp; Per the NIST SP 800-53 revision 4 

supplemental guidance: ORE does not have </span><span style=\"font-size: 

13.3333px;\">publicly</span><span style=\"font-size: 10pt;\"> accessible 

content and requires users to authenticate before interacting with the 

system.</span><span style=\"font-family:'Calibri';font-

size:11pt;color:#000000;mso-style-textfill-fill-color:#000000\"> ORE is 

</span><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">not 

accessible to the general public without identification or 

authentication. Access is only permitted to registered, authorized users 

with valid login credentials.</span></p><p></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Part d:</span></p><p><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">This control is reviewed at least annually or as needed 

by the ISSO and SO.</span></p><p style=\"mso-pagination:none lines-

together;page-break-after:avoid;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p style=\"mso-pagination:none;line-

height:10pt;margin-top:0pt;margin-bottom:0pt;border:none;mso-border-left-

alt:none;mso-border-top-alt:none;mso-border-right-alt:none;mso-border-

bottom-alt:none;mso-border-between:none\"><b><u><span style=\"font-

family:'Calibri';font-size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">2 Twelve Solutions Responsibility</span></u></b></p><p 

style=\"mso-pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\"><span style=\"font-size: 10pt;\">The control is not 

applicable. Per the NIST SP 800-53 revision 4 supplemental guidance: This 

control addresses information systems that are controlled by the 



organization and accessible to the general public, typically without 

identification or authentication. ORE does not have </span><span 

style=\"font-size: 13.3333px;\">publicly</span><span style=\"font-size: 

10pt;\"> accessible content and requires users to authenticate before 

interacting with the system.</span></p><p style=\"mso-

pagination:none;line-height:10pt;margin-top:0pt;margin-

bottom:0pt;border:none;mso-border-left-alt:none;mso-border-top-

alt:none;mso-border-right-alt:none;mso-border-bottom-alt:none;mso-border-

between:none\">&nbsp;</p><p><u><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-

color:#000000\">Application, Database, Operating System</span></u><span 

style=\"font-size: 10pt;\">:&nbsp; Per the NIST SP 800-53 revision 4 

supplemental guidance: ORE does not have </span><span style=\"font-size: 

13.3333px;\">publicly</span><span style=\"font-size: 10pt;\"> accessible 

content and requires users to authenticate before interacting with the 

system.</span><span style=\"font-family:'Calibri';font-

size:11pt;color:#000000;mso-style-textfill-fill-color:#000000\"> ORE is 

</span><span style=\"font-family:'Calibri';font-

size:10pt;color:#000000;mso-style-textfill-fill-color:#000000\">not 

accessible to the general public without identification or 

authentication. Access is only permitted to registered, authorized users 

with valid login credentials.</span></p>" 

                        }, 

                        { 

                            "name": "status", 

                            "value": "Fully Implemented" 

                        }, 

                        { 

                            "name": "securityPlanID", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "controlID", 

                            "value": "142" 

                        }, 

                        { 

                            "name": "tenantsId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentId", 

                            "value": "1" 

                        }, 

                        { 

                            "name": "parentModule", 

                            "value": "securityplans" 

                        }, 

                        { 

                            "name": "createdById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateCreated", 



                            "value": "2023-01-27T17:59:11.6690279" 

                        }, 

                        { 

                            "name": "lastUpdatedById", 

                            "value": "1c533668-6a32-4394-9f66-

c4269a0ae141" 

                        }, 

                        { 

                            "name": "dateLastUpdated", 

                            "value": "2023-06-01T14:53:51.7418879" 

                        }, 

                        { 

                            "name": "control-id", 

                            "value": "ac-22" 

                        }, 

                        { 

                            "name": "control-title", 

                            "value": "ac-22 - Publicly Accessible 

Content" 

                        }, 

                        { 

                            "name": "control-family", 

                            "value": "Access Control" 

                        }, 

                        { 

                            "name": "parent-control-uuid", 

                            "value": "88f6fdc2-8170-420e-ac4e-

6d92e7267799" 

                        } 

                    ] 

                } 

            ] 

        } 

    } 

} 


