Orchestrated Repository
for the Enterprise

Automation Work-flows for On-boarding

These slides describe how the implementation of automation can

result in more streamlined system management and governance

over time for the ORE. By reducing bottlenecks on services and
staff, automation simplifies the overall system life-cycle.
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Example CI/CD work-flow definition

ORE leverages
CI/CD pipelines
to efficiently
coordinate
regular
administrative |
tasks, such as E
user on-
boarding.

sed -i -E "s/[ ]*[#]*[ ]*client_secre
sed -1 -E "s/[ ]*[#]*[ ]*secret_k

test -n "${sender_password_base6d}

[ -oitlab-c.yml [, 313k8

JTH_KEYCLOAK_CLIENT SECRET

rauth

orm

aform

init
plan -no-

t.tfplan*"

BUTILD"

provider.tf
er.tf

| basesd -d)

s€ -gut=out.

fplan | tee out.tfplan.txt
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ORE IaC definitions in git repository

History Find file Web IDE v

Changes are encoded in
source code using @ rres
Infrastructure as Code

(laC) to enable review

and approval processes.
This approach also
facilitates version control,
enabling future reviews

ore-user-import.230131.4f

re-user-import.230208.tf

re-user-import.230215.tf

re-user-import.230308.tf add Lalanti Antolin 3 months ago

and the ability to roll back
changes if necessary.

re-user-import.230313.tf

re-user-import.230320.tf

re-user-import.230327.tf

import.bhunley.230123.tf

re-user-import.leidos.230123.tf
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Example declarative 1aC for an ORE user

This example declares a S | —
specific user account should P
exist in the ORE. It i

deSCHbeS the fO”OW|ng () ore-user-import.23013 1.4 (7} 4448ytes
information about the user:

—Name and email

—ORE tenant
—Role
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Cl pipeline job status

After the Infrastructure as
Code (laC) is approved, the
Cl pipeline is triggered to
update the ORE to the T T e oy
iIntended outcome. A status
report is generated each

time the pipeline is

executed and can be

latest

accessed and reviewed by
authorized personnel.

add david chang

test artifacts
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Example result of Cl job running

The ClI result
provides a
comprehensive,
step-by-step
breakdown of the
applied changes.
This includes
details such as
user provisioning
and the
successful
delivery of an on-
boarding email to
the user.

v Search Gitlab

Saved the plan to: out.tfplan

To perform exactly these actions, run the following command to apply:

terraform apply “out.tfplan™

module.maestro_user_SamuelKan.keycloak_user.this: Creating...

module.maestro_user_SamuelKan.keycloak_user.this: Creation complete after s [id=fdb24e88-9057-4fef-bed3-78737d6dd98b]

module.maestro_user_SamuelKan.keycloak_user_groups.this: Creating...

module.maestro_user_SamuelKan.keycloak_user_roles.this:

Creating...

module.maestro_user_SamuelKan.local file.this[6]: Creating...
module.maestro_user_SamuelKan.local file.this[8]: Creation complete after @s [1d=94172c332a92dcedb2add6cdsifa2cfeba2?Fa7d]

module.maestro_user SamuelKan.null resource.sendmail[e]:

Creating...

module.maestro_user_SamuelKan.null_resource.sendmail{8]: Provisioning with 'local-exec'...

module.maestro_user_SamuelKan.null _resource.sendmail{6]

(local-exec): Executing: ["/bin/sh” "-c” "pip3 install -r /builds/e3lab/iac/orendp/bulk-email-sender/requirements.txt \\\n&& python3 /builds/e3la

bfiac/orendp/bulk-email-sender/send.py -t /builds/e3lab/iac/orendp/bulk-email-sender/oreacct.md \\\n-s 'NDP ORE Account’ -d /builds/e3lab/iac/orendp/bulk-email-sender/data/fdb24e88-9657-4F0f-bed3-78737d
6dd98b.csv \\\n&& python3 /builds/e3lab/iac/orendp/bulk-email-sender/send.py -t /builds/e3lab/iac/orendp/bulk-email-sender/orepass.md \\\n-s "NDP ORE Password' -d /builds/e3lab/iac/orendp/bulk-email-sen

der/data/fdbl4e88-9857 -4F8Ff-bed3-78737d6dd98b .csvin™]

module.maestro_user_SamuelKan.keycloak_user_groups.this: Creation complete after 1s [id=maestro/fdb24e88-9657-4F0f-bed3-78737d6dd98h]

module.maestro_user_SamuelKan.keycloak_user_roles.this:
module.maestro_user_SamuelKan.null resource.sendmail[@]
module.maestro_user_SamuelKan.null_resource.sendmail[e]
module.maestro_user_SamuelKan.null_resource.sendmail[8]
module.maestro_user_SamuelKan.null resource.sendmail[@]
module.maestro_user_SamuelKan.null_resource.sendmail[e]
module.maestro user SamuelKan.null resource.sendmail[e]
module.maestro_user_SamuelKan.null_resource.sendmail[e]

module.maestro_user_SamuelKan.null_resource.sendmail[@]

Creation complete after 1s [id=maestro/fdb24e88-9057-4F8f-be43-78737d6dd98b]

(local-exec): Collecting python-dotenv

(local-exec): Downloading python_dotenv-1.8.8-py3-none-any.whl (19 kB)

(local-exec): Collecting Markdown

(local-exec): Downloading Markdown-3.4.3-py3-none-any.whl (93 kB8)

{local-exec): 93.9/93.9 kB 5.8 MB/s eta @:00:00

(local-exec): Installing collected packages: python-dotenv, Markdown
(local-exec): Successfully installed Markdown-3.4.3 python-dotenv-1.8.8

(local-exec): WARNING: Running pip as the 'root’ user can result in broken permissions and conflicting behaviour with the system package manager.

It is recommended to use 3 virtual environment instead: https://pip.pypa.io/warnings/venv

module.maestro_user_SamuelKan.null_resource.sendmail[@]
module.maestro_user_SamuelKan.null resource.sendmail[e]

module.maestro_user_ SamuelKan.null resource.sendmail[e]

module.maestro_user_SamuelKan.null_resource.sendmail{8]:
module.maestro_user_SamuelKan.null_resource.sendmail[@]:

module.maestro_user_SamuelKan.null_resource.sendwail{e]:

module.maestro_user SamuelKan.null resource.sendmail[e]
module.maestro_user_SamuelKan.null_resource.sendmail[8]

module.maestro_user_SamuelKan.null_resource.sendmail[6]

module.maestro_user_SamuelKan.null_resource.sendwail{e]:

(local-exec): Credentials loaded successfully
(local-exec): No ATTACH directory found...
(local-exec): Sent 1 emails

Still creating... [18s elapsed]

$till creating... [28s elapsed]

$till creating... [38s elapsed]
(local-exec): Credentials loaded successfully
(local-exec): No ATTACH directory found. ..
(local-exec): Sent 1 emails

Creation complete after 37s [id=64206363883287175373]

fbuilds/e3lab/iac/orendp/ore-idp/.terraform/: found 23 matching artifact files and directories

fbuilds/e3lab/iac/orendp/bulk-email-sender/data/: found 5 matching artifact files and directories

No URL provided, cache will not be uploaded to shared cache server. Cache will be stored only locally.

Apply

Duration: 1 minute 3 seconds
Finished: 3 months ago
Timeout: 1h (from project)
Runner: £107 (nk7-Vc2A) aws-
standalone-runner

Commit ¢
add sam kan

Pipeline #720 for master {7,

deploy



http://www.2twelve/

Example of account created emall
generated through CI/CD work-flow

The on-boarding
email, generated by
the CI/CD process
and sent to the user,
contains all the
essential account
iInformation and
documentation
required to begin
using the ORE.

©

NDP ORE Account Inbox x =

E3Lab - NDF ORE =e3lab@?2twelvesolutions.com= Tue, Mar 21, 1:47PM <% “
to ttong+abba -

Hello Abba,

Your MDP ORE account has been created. To access the ORE please go to the following URL:

https:/lore. azure.e3labs.net/

Your credentials are as follows:

Username: ttong+abba@2twelvesolutions com
Password: will be sent in separate email

Also linked is instructions for how to login to the ORE and be able to upload documents and videos: hitps://212-public-

artifacts 53 us-west-2 amazonaws.com/ndpore/NDP+0RE+Docurment+Upload+Guide. pdf

You may also want to access the Agile board to review ORE project updates. Please see the following link for
instructions to access the ORE Agile orchestrated app: hitps://212-public-artifacts.s3 us-west-2. amazonaws.com/
ndpore/NDP+ORE+Agile+DevSecOps+Guide. pdf
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